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Examination of Disk

The hard disk is organized to sectors in hardware level. The sector size is usually 512 (0x200) bytes,
some newer disks has the sector size of 4096 (0x1000).

Master Boot Record (MBR)

When we open the disk with a hex editor in the first (to be more exact in the zeroth) sector we are
going to find the Master Boot Record. It is always 512 (0x200) bytes long. The First 446 (form 0
until Ox1BD) bytes of it contains the bootstarp code. For us it is not really important now. After it
comes four 16 (0x10) bytes long partition entries. After these partition entries there is a 2 (0x02)
bytes long constant magic value 0x55AA, always this marks the end of the Master Boot Record. On
the next picture you can see the structure of the MBR and the structure of the partition entries:
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Bootable| start of the partition in CHS Partition End of the partition in CHS Start of partition '.” sectors (LBA
type notation)

Some important partition types (0x04): 0x07 NTFS, 0x04 FAT16, 0x0B FAT32 0x0C FAT32 0x82
Linux swap 0x83 linux nativ
Possible values of bootable byte (0x00): 0x80 yes, 0x00 not

From the partition entries today the LBA notation used to be used, because of the disk sizes, so we
will deal mainly with those values. The bytes ftom 0x08 to 0x0B shows to us the start of the
partition (it is marked with light blue color on the previous picture). It is a little endian number so
you should read the bytes in opposite order.

How to find the beginning of a partition

Let us see in a real example, how we can find the start of a partition. Attach the
evidenceNTFSresident.vhd to your examination virtual machine, then start it.




Log in, then open a terminal. Most of our tool requires root privileges because it want to reach the
disk in low level, so first we should become root:

sudo -s
then we list the disks attached to our environment:

fdisk -1

root@chfiVvBox: ~

chfi@chfivBox:~$% sudo -s
[sudo] password for chfi:
root@chfivBox:~# fdisk -1

Disk /dev/sda: 107.4 GB, 107374182400 bytes

255 heads, 63 sectors/track, 13054 cylinders, total 209715200 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0xPP01a469

Device Boot Start End Blocks Id System
Jdev/sda1l ® 2048 207620095 163809024 83 Linux
J/dev/sda2 207622142 209713151 1045505 5 Extended
J/dev/sdas 207622144 209713151 1045504 82 Linux swap / Solaris

Disk /dev/sdb: 1073 MB, 1073741824 bytes

255 heads, 63 sectors/track, 130 cylinders, total 2097152 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/foptimal): 512 bytes / 512 bytes

Disk identifier: @x9fs5ef76a

Device Boot Start End Blocks Id System
Jdev/sdb1 128 2091135 1045504 7 HPFS/NTFS/exFAT
root@chfivBox:~# [

In this case the sdb disk is our attached disk, and it has sector size of 512 bytes as usual. Let us open
it with a hex editor. If it is not installed yet you can install one by the following command:

apt-get install hexedit
then we start the application with the command

hexedit

= root@chfivBox: ~

root@chfivBox:~# hexedit

The application asks you, which file to open. We should open the /dev/sdb file:



= root@chfivBox: ~

File name: /dev/sdb]}

Then we get the file opened. Here we should search for the first partition entry, it will start at the
0x01BE position:



DEe root@chfivBox: ~

00000080 9F 83 C4 10 SE EB 14 B8 01 02 BB 00 7C 8A 56 00 ............ | V.
00000090 8A 76 01 BA 4E 02 BA 6E 03 CD 13 66 61 73 1E FE .v..N..n...fas..
000000A0 4E 11 OF 85 ©C 00 80 7E 0O 80 OF 84 B8A 00 B2 80 N.....i~iiviauss

Qooo000BO EB 82 55 32 E4 BA 56 00 CD 13 50 EB 9C 81 3E FE ..U2..V...]...>.
ooooeoce 70 55 AA 75 6E FF 76 00 EB B8A 00 OF 85 15 00 BO® JU.un.v.........

ooooooDoe D1 E6 64 EB 7F 00 BO DF EG6 60 EB 78 00 BO FF E6 ..d...... I
000000ED 64 EB 71 00 B8 00 BB CD 1A 66 23 CO® 75 3B 66 81 d.g...... f#.u;f.
Qoooeore FB 54 43 50 41 75 32 81 F9 82 01 72 2C 66 68 87 .TCPAu2....r,fh.
Qoooe100 BB 00 00 66 68 00 02 PO 0O 66 68 08 00 00 00 66 ...fh....fh....f
ooooe1ie 53 66 53 66 55 66 68 00 00 00 00 66 68 00 7C 00 SfSfufh....fh.|.
00000120 00 66 61 68 66 60 87 CD 1A 5A 32 F6 EA @8 7C 60 .fah..... Z2...0.

oooo6130 00 CD 18 A® BY OV EB 08 A0 B6 07 EB 03 AO BS 07 .....ceiiiiniunnn.
ooooel14e 32 E4 05 00 ©O7 BB F@ AC 3C 00 74 FC BB 07 00 B4 2.......<.f.....
Qo00e150 OE CD 10 EB F2 2B C9 E4 64 EB 00 24 02 E® F8 24 .....+..d..5...5
00000160 @2 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
ooooe1ve 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 ion table.Error
ooooo180 6C 6F 61 64 69 6E 67 20 6F 70 65 72 61 74 69 6E loading operatin
ooooel19e 67 20 73 79 73 74 65 6D 00 4D 69 73 73 69 6E 67 g system.Missing
000001A0 20 6F 70 65 V2 61 74 69 O6E 67 20 V3 79 73 74 65 operating syste
ooooe1Bo 60 00 00 00 00 62 VA 99 O6A F7 S5E SF 00 00 E:Iﬂz m....bz.j.~.....
ooooe1ce 03 ﬂﬂlﬂ?IFE 3F Bilﬂﬂ 0o 08 ﬂﬂlﬂﬂ EB 1F BOJB0 00 ....7....c.cuuunn
oooo001DO 00 00 0O OO OO0 OO 0O 0O OO0 OO OO 0O OO0 00 00 00 ......ccccvunnnn
000001EG 00 00 00 OO0 ©O OO 0O 0O OO OO OO GO 00 00 00 00 .....ccciivunnnn

0000O1Fe 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AA ..............U.
00000200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
--- sdb - -0X1BE/0X40000000-- - == === -======--sesss-mmeeeseceeasaaeeeanaas

The partition entry now is the following:

00 02 03 00 07 FE 3F 81 80 00 00 00 00 E8 1F 00

We need the start of the partition what is 80 00 00 00. It is in little endian notation so the value will
be: 0x00000080.

This value is given is sectors. We know the sector size from the fdisk -1 command, it was 512 bytes.
So the starting position of the partition is 0x80 * 512 = 128 * 512 = 65536 = 0x1000

We can jump to this pisition by pressing ctrl-g, then type this value:



g root@chfivBox: ~

00000080 9F 83 C4 10 OSE EB 14 B8 01 02 BB 00 7C B8A 56 00 ............ | . V.
00000090 BA 76 01 8A 4E 02 8A 6E 03 CD 13 66 61 73 1E FE .v..N..n...fas..
000000A0 4E 11 OF 85 0OC 00 80 7E 00 80 OF 84 B8A 00 B2 80 N...... PPN
000000BO EB 82 55 32 E4 8A 56 00 CD 13 5D EB 9C 81 3E FE ..U2..V...]...=.
ooooooCo 7D 55 AA 75 O6E FF 76 00 E8 BA 00 OF 85 15 00 BO JU.un.v.........

ooooooDo D1 E6 64 EB8 7F 00 BO DF E6 60 E8 78 00 BO FF E6 ..d...... .X....
Q00000ED 64 EB 71 6@ B8 00 BB CD 1A 66 23 C@ 75 3B 66 81 d.q......f#.u;f.
Q00000F0 FB 54 43 50 41 75 32 81 F9 02 01 72 2C 66 68 07 .TCPAu2....r,fh.
ooooo100 BB 00 00 66 68 00 02 00 OO 66 68 08 00 00 00 66 ...fh....fh....f
00000110 53 66 53 66 55 66 68 00 00 00 00 66 68 00 7C 00 SfSsfufh....fh.|.
00000120 60 66 61 68 066 00 67 CD 1A 5A 32 F6 EA 00 7C 00 .fah..... Z2...].

New position ? exieeocl]

00000160 @2 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
Qoooe170 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 1ion table.Error

00000180 6C 6F 61 64 69 6E 67 20 6F 70 65 72 61 74 69 6E loading operatin
00000190 67 20 73 79 73 74 65 6D 00 4D 69 73 73 69 6E 67 g system.Missing
000001A0 20 6F 70 65 72 61 74 69 6E 67 20 73 79 V3 74 65 operating syste
000001BO 6D 00 00 OO 066 62 TA 99 6A F7 5E 9F 00 60 00 02 m....bz.j.n.....

ooooo1co 03 00 07 FE 3F 81 80 00 OO0 00 00 E8 1F 00 00 @0 ....7....cccuenu..
goooelbo 00 00 00 0O OO 0O 0O DO OO DO OO OO OO0 00 00 00 .....cicveeesasss
Q00001ED 00 00 00 00 OO0 0O Q0O 0O OO0 0O OO0 OO OO0 00 00 00 ....iciiveeasasss
000001F0 00 00 00 00 OO0 0O 0O 0O OO0 0O 00 0O 00 00 55 AA  .....i.iveeaaaal.
00000200 00 00 00 0O OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveuennn
--- sdb --0x1BE/OXx40000000------~---c-cs--cccmme e e e e

There we will find the beginning of an NTFS partition



B S G root@chfivBox: ~

00010000 EB 52 90 4E 54 46 53 20 20 20 20 00 02 08 00 00 .R.NTFS ceeas
geol1eo01o 00 0O 00 0O OO0 F8 00 00 3F 00 FF 00 80 00 00 00 .......cfveueeas
00010020 00 00 00 0O 80 00 80 00 FF EV 1F 00 00 00 00 00 ........ccveuennn
00010030 55 54 01 00 OO0 0O 00 00 7F FE O1 00 OO0 00 00 00 UT..............
oooloo40 F6 00 00 00 01 00 00 00 Co DO C4 F4 F3I C4 F4 DC ... iiininnnn

oooloo050 00 00 00 006 FA 33 CO B8E DO BC 00 7C FB 68 CO 07 ..... 3..... |.h..
00010060 1F 1E 68 66 00 CB 88 16 OF 00 66 81 3E 03 08 4 ..hf...... f.=..N
ooe1e070 54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0C 81 FB TFSu..A..U..r...
0eel1e080 55 AA 75 06 F7 C1 01 00 75 03 E9 D2 00 1E 83 EC U.u.....U.iceeess
0ee1e090 18 68 1A @@ B4 48 8A 16 OE 00 8B F4 16 1F €D 13 .h...H..........
000100A0 SF 83 C4 18 9E 58 1F 72 E1 3B 06 0B @0 75 DB A3 .....X.l.;...U..
000100B0O OF 06 C1 2E OF 00 04 1E 5A 33 DB BS 00 20 2B CB8 ........ Z3... +.
ooolooco 66 FF 06 11 00 03 16 OF 00 BE C2 FF 06 16 00 EB f........ccvvuun.
ooolooDo 40 00 2B C8 77 EF BB 00 BB CD 1A 66 23 CO 75 2D @.+.W...... f#.u-

000100ED 66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 f..TCPAUS....r..
000100F0 68 07 BB 16 68 70 PE 16 68 09 00 66 53 66 53 66 h...hp..h..fSfsf
ooeileleo 55 16 16 16 68 BB 01 66 61 OGFE 67 CD 1A E9 6A 01 U...h..fa..... j-
geelelio 90 90 66 60 1E 06 66 A1 11 @0 66 03 06 1C @0 1E ..f ..f...fT.....
geelelizo 66 68 00 @@ 0O 0O 66 50 06 53 68 01 00 68 10 00 fh....fP.Sh..h..

00010130 B4 42 8A 16 OE 00 16 1F 8B F4 CD 13 66 59 5B 5A .B..........TY[Z
oool1o140 66 59 66 59 1F OF 82 16 00 66 FF 06 11 00 03 16 fYfY..... foeennn
oooi1o1s0 OF 006 8E C2 FF OE 16 00 75 BC 07 1F 66 61 C3 AD ........ u...fa..

oooloico F8 01 E8 68 00 ADO FB 01 EB 02 0G0 EB FE B4 01 8B ................

00010170 FO AC 3C 80 74 09 B4 OE BB 07 00 CD 10 EB F2 C3 ..<.t...........
00010180 [0 A 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 ..A disk read er
--- sdb - -0X10180 /OX4BBOOBOO - - = = = = = = = === === w e

Volume Boot Record

*  Now let us see how the NTFS volume builds up. The beginning of the volume contains a
short relative jump (marked with green 0x00..0x01), to jump over the configuration
information (EB XX). The length of the configuration information usually 0x54 bytes long,
but never forgot, the jump instruction jumps from the end of the jump instruction always. So
if it is 0x54 bytes long you will see an EB 52 instruction there.

* After it at the 0x02 position comes a NOP (0x90) instruction.

* The next important peace of information for us is the length of sectors given in bytes
(marked with yellow at position 0x0B..0x0C) as we were talked about it earlier, it is
practically always 512 (0x0200) bytes, and given in little endian notation so you will see it
as 0x0002.

* Then comes the Cluster length (marked with light blue at position0x0D). It is measured in
sectors. The default cluster length of the cluster is 4096 (0x1000) bytes.

* The next very important information we need is the start position of the SMFT file (marked
wit red at the position 0x30..0x37). Practically the SMFT file (Master File Table) describes
the whole filesystem, the directory structure, every files, timestamps, clusters used by it and
so on. It means if we want to read the filesystem we should parse this file. This number is
again in little endian format, and it is measured in cluster, not in blocks now, so if you see
there for example 0x5554010000000000 it means the SMFT file will start at cluster
0x015455. This offset is measured from the beginning of the volume.
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Let us examine it on the previous example:




goeloo00
geeleole
00010620
00010030
00010040
00010050
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0eO16a7Te
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000100B0
000100Co
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sdb

0x0200 = 512 bytes.

root@chfivBox: ~
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The block size marked with 0002. As we remember it should be treated as little endian number
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Then let's check the cluster size marked with yellow 08. It means the cluster size is the default 0x08

*0x0200 = 8 * 512 = 4096 bytes.

The next piece of information we need the start position of the SMFT file. It is marked with red
5554010000000000. Because it is a little endian value the position is 0x015455, and it is measured
in clusters so we should multiply it by 4096 (0x1000). We get: 0x15455000. But it is measured from
the beginning of the partition not from the beginning of the disk, so we should add to it 0x10000
(the NTFS volume starts at that position). So finally we get 0x15465000. If we jump to this position
by pressing ctrl-g then typing 0x15465000 we arrive to the beginning of the SMFT file.



root@chfivBox: ~

15465000 46 49 4C 45 30 00 03 00 8D 10 20 00 OO0 00 00 00 FILEO..... .....
15465010 01 00 01 00 38 00 01 0O 98 01 00 GO OO0 04 00 00 ....B...........
15465020 00 0O OO OO OO0 OO OO OO OO OO0 OO OO OO0 00 00 00 ......iveiivnnnnns
15465030 02 00 00O OO OO0 OO OO 0O 10 00 0O OO o660 00 00 00 ..........0.. T

15465040 06 0O 18 GO0 OO0 0O OO0 GO 48 00 OO OO 18 60 0O GO0 ........ Hoooooo
15465050 5A B9 47 C4 SE 18 CC 01 5A B9 47 C4 9SE 18 CC 01 Z.G..... Z.G.....
15465060 5A B9 47 C4 SE 18 CC 01 5A B9 47 C4 9SE 18 CC 01 Z.G..... Z.G.....

15465070 06 00 00O OO OO0 0O OO GO OO0 OO OO OO OO0 OO 00 00 .........cccicveen
15465080 00 00 0O OO OO0 O01 OO0 GO OO0 OO0 OO OO OO0 00 00 00 .........cccicvuen

15465090 006 00 OO 0O OO0 0O OO0 GO 30 OO0 OO OO 68 00 00 0O ........ B...h...
154650A0 006 00 18 00 OO0 0O O3 00 4A OO0 OO 0O 18 00 01 60 ........ B
15465080 05 00 00 OO OO0 0O O5 00 S5A BS 47 C4 SE 18 CC 01 ........ Z.G.....
154650C0 5A B9 47 C4 SE 18 CC 01 5A B9 47 C4 9SE 18 CC 01 Z.G..... Z.G.....
15465000 5A B9 47 C4 SE 18 CC 61 00 40 00 00 0O 00 0O 00 Z.G...... @......

154650E0 06 40 00 0O OO0 0O OO GO 06 OO OO OO OO OO GO0 00 .@........cc000...
154650F0 04 03 24 00 4D 00 46 00 54 00 00 0O OO0 00 00 00 ..5.M.F.T.......
15465100 80 00 00O 0O 48 00 00 00 01 00 40 00O 0O 00 01 G0 ....H..... @.....
15465110 00 00 OO 0O OO0 0O OO GO OF OO0 OO OO OO0 00 00 00 .........cccicvuen
15465120 40 00 00 0O OO0 0O OO0 GO OO0 OO0 01 OO OO OO GO0 00 @........00000...
15465130 00 00 01 0O OO0 0O OO GO OO0 OO0 01 00O OO0 00 00 00 .........ccicvuen

15465140 31 106 55 54 01 600 4C 91 BO 00 00 00 48 00 00 00 1.UT..L..... H...
15465150 01 60 40 00 OO0 0O O5 GO OO0 OO0 OO OO OO OO GO0 00 ..@.......c000...
15465160 006 00 OO0 0O OO0 0O OO0 0O 40 00 0O 0O OO OO0 00 0O ........ @.......
15465170 00 10 00 0O OO 0O OO GO OB OO0 0O OO0 OO0 00 QO 00 .......cicveuunn
15465180 08 00 OO0 0O OO0 0O 00 0G0 31 01 54 54 01 00 00 00 ........ 1.TT....
15465190 FF FF FF FF 0O 00 00 00 OO0 00 01 00 00 00 00 00 .......c.eveunnn
154651A0 00 00 01 00 OO0 0O 00 00 31 10 55 54 01 00 4C 91 ........ 1.UT..L.
15465180 BG 00 00 0O 48 00 00 00 01 00 40 00 0O 0O 05 00 ....H..... @.....
154651C0 00 00 00 OO0 OO GO OO0 OO0 OO OO0 OO OO0 00 00 00 .......ccveueunnn

00
15465100 [0 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 @...............
--- sdb - -0X154651D0 /0X40000000 - - - == === === ========-ss=s=-sesss--esaz-ma-

Master File Table ($MFT file)

The entries in the SMFT builds up on the following way:
One entry is always 1024 bytes (0x400) bytes long.

* The entry starts with a header what is always 42 bytes long (0x2A)

* The first four bytes of the entry (0x00..0x03) in this header is a magic value: FILE
(46494C45)

* Then first important value for us now is the offset to the first attribute block
(marked with dark blue at the position 0x14..0x15) it is a little endian number again
so if you see here 3800 it means 0x38.

* Immediately after it comes the flags (marked with light blue at position 0x16..0x17)
it is also a little endian mumber. The two bits what we should know now are the 0.th
bit if it is 1 the file is allocated, if 0 the file is deleted. The 1.th bit if 1 then the
entry is a directory, if 0 then the entry is a file.

* The next four bytes (marked with dark blue at position 0x18..0x1B) means the real
size of this entry. Again it is a little endian number so if you find here 98010000
then it means 0x0198



* The nex four bytes (marked with light blue again at position 0x0C..0x0F) is the
allocated size of this entry. It is practocally alvays 1024 bytes (0x1000).
From offset given at the position 0x14..0x15 we will find the first attribute block, and there
will be many other attribute blocks. The structure of them depends on their types, but there
are some common thing, they always start with a 16 (0x10) bytes long attribute header:
* The first four bytes of these headers gives us the type of the block, it is in little
endian number.
* The second four numbers gives us the length of the block, it is also in little endian

notation.
By te help of these two values we can travel through all the blocks in the entry.



0o 1| 2| 3 4 | 5 6 | 7 A | B | C| D E]|F
Offset to Size of
0x0000 MAGIC value (FILE) update update $Logfile Sequence Number (LSN)
sequence seguence
sequence | link count :
number number of Flags 0. bit :
incremented | directories 1 allocated 0 :
0x0010 (when the | have entries deleted; 1. bit Aleezic ?;izrzfthe FLE
entry is  [for this record : 1 directory 0
allocated or | (hard links fajl
unallocated) | increment)
0x0020 File reference to the base FILE record
0x0030
0x0040
0x0050
BLOCK 1
0x0070
0x0080
0x0090
0x00A0
0x00BO
0x00CO0
0x00D0
0x00EO

0x00FO0

0x0350
0x0360
0x0370
0x0380
0x0390
0x03A0
0x03B0
0x03CO0
0x03D0
0x03E0
0x03F0




STANDARD_INFORMATION block (0x10)

This block is always resident, and contains the DOS flags, Modify Access Create and Entry times of
the file. These time informations can not be hundred percently trusted, because some evidence
eliminator applications for example the metasploit timestomp modify these entries.

The values which are important for us now are:

0x00..0x03 : Attribute type, in case of Standard information it is 10000000

0x04..0x07 : the length of this attribute entry.

0x08 : resident flag (0 means resident data, 1 means non resident). The standard information
entry is always resident

0x09 : Length of stream name, most of the time it is zero, because it is not stored, if standard
attribute

0x0A..0x0B : offset to stream name

0x18..0x1F : creation time it is given in windows 64 bit time format what is defined as: 10"-
7 secundum intervals from Oh 1-Jan 1601. You can make it readable by the help of
w32tm /ntte command. For example if it is 8A A7 81 D8 9E 18 CC 01 one should use
the command w32tm /ntte O0x01CC189ED881A78A. It is easy to recognise the
windows 64 bit time format, an0 byte number, always ends with 01. most of the time four
three times used to be seen.

0x20..0x27 : Last modofication time of the file given in windows 64 bit time format.
0x28..0x2F : Last modification time of the MFT entry given in windows 64 bit time format.
0x30..0x37 : Last access time of the file. Again it is given in windows 64 bit time format.
0x38..0x3B : DOS file permissions.

0

1 [ 2 [ 3

8 | 9 ] A B C | D E |

0x0000

0x0010

0x0020

0x0030
0x0040
0x0050

Information10000000)

Lengt
Attribute type (Standard | h o Offset to Attribute
ent | strea Flags

stream name

Padding 00, if]

Offset to  |length stream
LEmgin @D e i Erd attribute name not 0 Creation Time in windows 64 bit time format
of header .
content after it the

stream name

Last Access Time in windows 64 bit time format DOS File Permissions Maximum .n umber of
(lags) versions
Version number Class ID Owner ID

Security ID | Quota charged Update Sequence Number (UCN)

identifier




FILE_NAME (0x30)

He of course you can find the file name, and again we will find here four time stamps. It is more
difficult to

*  0x00..0x03 : Attribute type, in case of Standard information it is 10000000

*  0x04..0x07 : the length of this attribute entry.

* 0x08 : resident flag (0 means resident data, 1 means non resident). The file name entry is
always resident

* 0x09 : Length of stream name, most of the time it is zero, because it is not stored, if standard
attribute

*  0x20..0x27 : creation time it is given in windows 64 bit time format what is defined as: 10"-
7 secundum intervals from Oh 1-Jan 1601. You can make it readable by the help of
w32tm /ntte command. For example if it is 8A A7 81 D8 9E 18 CC 01 one should use
the command w32tm /ntte O0x01CC189ED881A78A. It is easy to recognise the
windows 64 bit time format, an0 byte number, always ends with 01. most of the time four
three times used to be seen.

*  0x28..0x2F : Last modofication time of the file given in windows 64 bit time format.

*  0x30..0x37 : Last modification time of the MFT entry given in windows 64 bit time format.

* 0x38..0x3F : Last access time of the file. Again it is given in windows 64 bit time format.

0T 1 [ 2 ] 3

8 | 9 A B|]C | D] E]F

Lengt
Attribute type (Filename | h of Offset to Attribute
ent | strea Flags

30000000) stream name identifier

0x0000

Offset to
attribute
content

Length of data from the end

of header name not 0 |MFT record number of the parent directory

after it the
stream name

0x0010

0x0020 Creation Time in windows 64 bit time format

0x0030 Last Access Time in windows 64 bit time format
0x0040 Allocated size of index Real size of index
Filena Frl]lqena
0x0050 Flags Reparse value me e Filename in unicode
name
length
space
0x0060 so the length of this part is the double of the stored filename length

0x0070 |




Resident DATA (0x80)

This value can be resident or non resident. We start with the structure of the resident one, in this
case we will find here the content of the file.

*  0x00..0x03 : Attribute type, in case of Standard information it is 10000000
*  0x04..0x07 : the length of this attribute entry.

*  0x08 : resident flag (0 means resident data, 1 means non resident). The DATA addribute can
be resident or non resident, first we deal with the resident files.

e 0x10..0x13 : Real size of the file.
¢ 0x14..0x17 : offset to the file content

0 | 1] 2] 3 8 | 9 | A B C | D E | F
Lengt
Attribute type (Data R;St'd :trOJa Offset to Flaas Attribute
80000000) q stream name 9 identifier
ag | m
0x0000

Real size of data Offset to file content

0x0010
0x0020

e File Content

0x0050




An example to resident file

The fist some entry in the SMFT file are system reserved. Our files start after those. Let us find one
resident file.

SMft 0
SMftMirr 1
$LogFile 2
$Volume 3
$AttrDef 4
$ 5
$Bitmap 6
$Boot 7
$BadClus 8
$Secure 9
$Upcase 10
$Extend 11
reserved 12-
$Quota 24
$0bjld 25
$Reparse 26
$Rmetadata 27
$Repair 28
Stxflog 29
Stxf 30
$tops 31
$txflogblf 32
Stxtflogcontainer 33
Stxtflogcontainer 2 34

Just go down, until you find the first non system entry (we will find it at position 0x15465000 + 35
* 0x400 = 0x1546DC00):

* After we found the MFT entry of the file we can start to parse it. First we should find the
offset of the first attribute entry. It is at the position 0x14..0x15 marked with blue color. It
has a value of 3800 and it is a little endian number so it is 0x38.it means the first attribute
will start at the positon 0x38.

* Really from the 0x38 position we find a standard:information block we know it from the
first four what bytes are 10000000 it is marked with light blue on the picture.

* The next four bytes (0x3C..3F marked with dark blue) is the length of this attribute now the
value of it is 60000000 what is little endian number so 0x60 bytes. It means the second
attribute will start at the position 0x38 + 0x60 = 0x98

* The next byte (0x40 marked with green) is the resident flag it is now 0, what means resident
so this attribute is stored in the NTFS entry. It is not suprysing, because the standard
information is always resident.

* We find here the four timestamps (0x50..0x6F marked with grey). First is the modification
time. Now it is: 8AA781D89EI8CCO1 we can read the value by typing w32tm /ntte
0x01CC189ED881A78A The second is the last modification time, now it is
7EEDO4EA9E18CCO1 again one can make it readable by typing w32tm /ntte
0x01CC189EEAO4ED7E. The next timestamp is the last modification time of the MFT



entry, the value of it now 7EEDO4EA9E18CCO01 again to see the value run the w32tm
/ntte 0x01CC189EEA04ED7E command. The last one is the last access time of the
file, now it is 8AA781DS9E18CCO1 again if we want to read it run the w32tm /ntte
0x01CC189ED881A78A command. Again I want ot mention some evidence eliminator
(like the actual version of measploit timestomp) deletes or modifies only this value.

At the position 0x98 we find a filename attribute because the four first bytes are 30000000
it is marked with light blue on the picture.

The next four bytes (0x9C..0x9F marked with dark blue) shows us the length now the value
of it is 68000000. It is a little endian number so the value 0x68. It means the next attribute
will start at 0x98 + 0x68 = 0x0100

The next byte (0xA0 marked with green) is the resident flag it is 0 what means resident so
this attribute is stored in the NTFS entry. It is not suprysing, because the standard
information is always resident.

We find here the four timestamps (0xB8..0xD8 marked with grey). First is the modification
time. Now it is: 8AA781D8IEI8CCO1 we can read the value by typing w32tm /ntte
0x01CC189ED881A78A The second is the last modification time, now it is
8AA781D89E1I8CCO1 again one can make it readable by typing w32tm /ntte
0x01CC189ED881A78A. The next timestamp is the last modification time of the MFT
entry, the value of it now 8AA781D89EI8CCO1 again to see the value run the w32tm
/ntte 0x01CC189ED881A78A command. The last one is the last access time of the
file, now it is SAA781D89E18CCO1 again if we want to read it run the w32tm /ntte
0x01CC189ED881A78A command. Again I want ot mention some evidence eliminator
(like the actual version of measploit timestomp) deletes or modifies only this value.

At the position 0x0100 we find a Data attribute because the first four bytes of it
(0x0100..0x0103) are 80000000 it is marked with light blue on the picture

The next four bytes (0x104..0x0107) shows us the length of this attribute, what is now
30000000, it means 0x30 bytes.

The next byte (0x109 marked with green) is the resident flag it is now 0, what means
resident so this attribute is stored in the NTFS entry.

At the position 0x110..0x113 marked with yellow on the picture we find the length of the
data.

After it the next four bytes (0x114..0x117 marked with black on the picture) shows the offset
of the file content, it is 18000000 now. It is a little endian number so 0x18. The content of
file will start at 0x118. 0x1546DCO00 + 0x118 = 0x1546DD18.

From the position 0x1546DD18 we should read 0x16 bytes that is the content of the file
marked with red.



root@chfivBox: ~
1546DCO0 : 30 00 83 B8 26 20 00 cea B L.

1546DC10 -ﬂl 38 01 00 00 ce B B,
1546DC20 05 00 00 00 23 00 00 00 ............ #...
1546DC30 SO 00 00 Ol ... :

1546DC40 QJOONOO 0O OO 0O 6O 00 00 48 OO OO0 O 18 0O 60 OOf ........ T
1546DC50 [ BA A7 81 D8 OF 18 CC ©1 7F ED 04 EA OF 18 CC 010 «vovvvvvnnnnnnn.
1546DC60 J7F ED 04 EA 9E 18 CC ©1 8A A7 81 D8 OE 18 CC 018 ..ovvvvvennnn...
1546DC70 [ 20 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 OO0 ..vvveeenneen..
1546DC80 00 00 00 00 05 01 00 00 _00 00 00 00 00 00 00 000 .........o0u....
1546DC90 SR 00 GO ool ..., ..., ®...h...
1546DCA® 00O 4C 00 00 00 18 00 01 00 ........ Luvvenns
1546DCB® |05 00 00 00 00 00 05 00 [ BA A7 81 D8 OF 18 CC 0Ll .0oorusnn.
1546DCCO [ BA A7 81 D8 OF 18 CC ©1 B8A A7 81 D8 9E 18 CC O1f v vvvvevennnnn..
1546DCD@ [ 8A A7 81 D8 9E 18 CC 01 e
1546DCE® 20 00 00 00 00 00 00 000 ..ovvrrr turnn..
1546DCF0 05 03 61 00 2E 00 74 00 78 00 T4 00 7E 008 ..a...t.x.t.X.~.
1546DD00 : Y PO
1546DD10 «essss .. a3333333

15460020 Bl G1 da..aaaaaaaaaat.
15460D30 FF FF FF FF 82 79 8A L TN
15460D40 BA A7 B1 DB 9E 18 CC 81 8A A7 81 DB 9E 18 CC 01 .....civivuenaes
15460D50 00 GO 00 0O 00 Q0 00 0O 00 00 00 00 0O 00 00 00 ......iicvcvenaes
15460D60 20 00 00 00 00 G0 00 00 15 01 4E @O0 65 00 77 00 A NN
15460D70 20 00 54 00 65 00 78 00 T4 00 20 00 44 00 6F 00 .T.e.x.t. .D.o.
15460D80 63 00 75 00 6D 00 65 00 OE 00 74 00 2E 00 74 00 c.u.m.e.n.t...t.
15460D90 78 00 74 00 00 00 00 0O 80 00 00 00 18 00 00 00 X.T....cicveuees
15460DA0 00 00 18 00 00 00 01 GO0 OO0 00 00 00 18 00 00 00 ......ccvcvevaes
15460DBO FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 .....¥G0...iouaes
15460DCO 00 0O OO GO OO0 GO OO0 GO OO0 OO0 00 00 00 00 00 00 ......ccicviennnn
15460DD0O 00 GO OO GO OO CO OO GO OO OO OO OO 0O OO @0 B0 ......ccicveuunn
--- sdb --0x1546DCO0/0xX40000000- - - - - - - - - - - - - - oo




Non resident DATA (0x80)

0o | 1] 2 [ 3 8 9 A | B C | D E | F
Lengt
Attribute type (Data | o Offset to Attribute
ent | strea Flags
80000000) flag | m stream name identifier
0x0000
0x0010 Starting VNC of the runlist Last VCN of the runlist
ox0o29 | Offset to the | Compression Padding Allocated size of the attribute (file)
data runs Unit Size
0x0030 Real size of the attribute (file) Initialized data size
0x0040 Compressed size
0x0050 .
0000 Cluster Chains

Example to non resident DATA

Let us see in a real example, how we can find the start of a partition. Attach the
evidenceNTFSnonresident.vhd to your examination virtual machine, then start it. This vhd contains

[1P-2)

only one file called as a.txt with a lot of letter “a” as content.

It is a new disk, so we start the process from the beginning, it will be good, to check if we
memorized the partition table well.

First we need root right so run the sudo -s command, and give your password, to become root.

Then we run the fdisk -1 command, to see the disks, and the block size of it.

root@chfivBox: ~

chfigchfivBox:~5$ sudo -s
[sudo] password for chfi:
root@chfivBox:~# fdisk -1 -

For me this disk is the sdc the relevant part of the fdisk -1 is on the next picture, as we can see the
unit size is 512 again:

Disk fdev/sdc: 1073 MB, 1073741824 bytes

41 heads, 40 sectors/track, 1278 cylinders, total 2097152 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x8978eeed

Device Boot Start End Blocks Id System
fdev/sdc1 128 2091135 1845504 7 HPFS/NTFS/exFAT




then we start the hexedit application by typing hexedit (if someone like the color output then can
start it as hexedit --color then the different kind of characters for example printable characters, nnon
printables are marked with different color):

o root@chfivBox: ~

root@chfivBox:~# hexedit

We type the name of our disk for me /dev/sdc

B root@chfivBox: ~

File name: /dewv/sdc

At the beginning of the disk there will be the Master Boot Record (MBR):



go root@chfivBox: ~

Q0000000 53 CO 8E D@ BC 00 7C B8E CO BE D8 BE 00 7C BF 00 3..... . eeuus].n
00000010 @6 B9 00 @2 FC F3 A4 50 68 1C 06 CB FB B9 04 00 .......Ph.......
00000020 BD BE ©7 80 7E 00 00 7C OB OF 85 18 01 83 C5 10 ....~v.]eeveuwes
00000030 E2 F1 CD 18 8B 56 00 55 Co6 46 11 05 Co6 46 10 @0 ..... V.U.F...F..
00000040 B4 41 BB AA 55 CD 13 50 72 OF 81 FB 55 AA 75 09 .A..U..]r...U.u.
00000050 F7 C1 01 00 74 03 FE 46 10 66 60 80 VE 10 00 74 ....t..F.f .~..t

00000060 26 66 68 0@ 0O 00 A0 66 FF 76 08 68 00 00 68 00 &Fh....f.v.h..h.
oooooovo 7C 68 01 8@ 68 10 00 B4 42 8A 56 00 8B F4 CD 13 |h..h...B.V.....
Q0000080 OF 83 C4 10 9E EB 14 B8 01 02 BB 00 7C 8A 56 00 ........v...].V.
Q0000090 BA 76 01 BA 4E 02 8A 6E 03 CD 13 66 61 73 1E FE .v..N..n...fas..
00000040 4E 11 @F 85 0OC 00 80 7E 00 80 OF 84 B8A 00 B2 80 N...... PN
000000BO EB 82 55 32 E4 8A 56 00 CD 13 5D EB 9C 81 3E FE ..U2..V...]...=>.
ooooooco 7D 55 AA 75 O6E FF 76 00 E8 BA 00 OF 85 15 00 BO JjU.un.v.........

ooooooDO D1 E6 64 E8 7F 00 BO DF E6 60 E8 78 00 BO FF E6 ..d...... X
000000ED 64 E8 71 6@ BB 00 BB CD 1A 66 23 €O 75 3B 66 81 d.gq...... f#.u;f.
Qoooooro FB 54 43 50 41 75 32 81 F9 02 01 72 2C 66 68 07 .TCPAu2....r,fh.
Qooool1e0 BB 00 00 66 68 00 02 0@ OO 66 68 08 00 00 00 66 ...fh....fh....f
Qoooe110 53 66 53 66 55 66 68 00 00 00 00 66 68 00 7C 00 Sfsfufh....fh.].
00000120 @0 66 61 68 00 00 07 CD 1A 5A 32 F6 EA 00 7C 00 .fah..... Z2...].
00000130 00 CD 18 AG BV 07 EB 08 A0 B6 07 EB 03 AD B5 07 ......iieuannn.
00000140 32 E4 05 06 0OV 8B FO AC 3C 00 74 FC BB 07 00 B4 2....... <.t.....
00000150 OE CD 10 EB F2 2B (9 E4 64 EB 00 24 02 EO F8 24 ..... +..d..5...%

00000160 P2 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
ooooelvo 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 1ion table.Error

Qoooe180 6C 6F 61 64 69 6E 67 20 6F 70 65 72 61 74 69 6E loading operatin
Qoeoe190 67 20 73 79 73 74 65 6D 00 4D 69 73 73 69 6E 67 g system.Missing
00000140 20 6F 70 65 72 61 74 69 6E 67 20 73 79 V3 74 65 operating syste
000001B0O 6D 00 00 OO 066 62 TA 99 ED EE 78 89 00 60 00 62 m....bz...x.....
ooooo1co 03 60 67 28 A8 06 BO G0 00 00 60 E8 1F 60 00 00 ...(.....cccuu..
00000100 00 00 0O OGO OO OO OO OO OO0 OO OO 0O OO0 00
000001EO 00 00 0o
000001F0
--- sdc --0x8 f0x40008008-----------------ccccmme e ccmme e ee e e e

oooooooooooooooo

................

B |

We can find the first partition entry. It starts at position 0x1BE marked with blue.

The start position of the first partition is 80000000. Again it is little endian so 0x80. It is given in
blocks so we multiply it by 512 (0x200) and we get 0x10000. To see this partition we should jump
there by pressing ctrl-g then type 0x10000:



ga root@chfivBox: ~

ooooooeo 33 Co 8E D@ BC 00 7vC BE (O BE DB BE @O0 7C BF 8@ 3..... PR |- -
0oooeo10 @6 B9 00 @2 FC F3 A4 50 68 1C 06 CB FB B9 04 00 .......Ph.......
00000020 BD BE @7 80 7E 00 00 7C OB OF 85 10 01 83 C5 10 ....~vu]veuuuwnn
00000030 E2 F1 CD 18 88 56 00 55 C6 46 11 65 C6 46 10 00 .....V.U.F...F..
00000040 B4 41 BB AA 55 CD 13 5D 72 OF B1 FB 55 AA 75 09 .A..U..]r...U.u.
00000050 F7 C1 61 00 74 03 FE 46 10 66 60 80 7TE 10 00 74 ....t..F.f .~..t
00000060 26 66 68 OO 0O 00 MO 66 FF 76 08 68 00 00 68 00 &fh....f.v.h..h.
ooooo070 7C 68 01 00 68 10 PO B4 42 BA 56 08 8B F4 €D 13 |h..h...B.V.....

00000080 SF 83 C4 10 O9E EB 14 B8 01 02 BB 00 7C BA 56 00 ............ | . V.
ooooooso BA 76 01 8A 4E 02 8A 6E 03 CD 13 66 61 73 1E FE .v..N..n...fas..
000000A0 4E 11 @F 85 ©OC 00 80 7E OO0 80 OF 84 BA 00 B2 BO MN......~iieveuss

000000BO EB 82 55 32 E4 8A 56 00 CD 13 5D EB 9C 81 3E FE ..U2..V...]...=>.
ooooooco 70 55 AA 75 O6E FF 76 @@ E8 BA 00 OF 85 15 @0 BO JU.un.v.........
ooooooDo D1 E6 64 EB T7F 00 BO DF E6 60 EB 78 00 BO FF E6 ..d...... P SR
000000ED 64 E8 71 00 BB 00 BB CD 1A 66 23 CO 75 3B 66 81 d.q...... f#.u;f.

New position ? ex1eeecl]

ooooel1z20 @0 66 61 68 00 00 07 CD 1A 5A 32 F6 EA @0 7C 0@ .fah.....Z2...].
00000130 00 CD 18 AD BV O7 EB 08 AD B6 07 EB 03 AD B5 07 ....iiiiuivannnas
00000140 32 E4 05 00 0OV 8B FO AC 3C 00 74 FC BB O7 00 B4 2....... <.t.....
00000150 OE CD 10 EB F2 2B C9 E4 o4 EB 00 24 02 EO F8 24 ..... +..d..5...5

00000160 @2 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
oooool7o 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 1ion table.Error
00000180 6C 6F 61 64 69 6FE 67 20 6F 70 65 72 61 74 69 6E loading operatin
ooooel1so 67 20 73 79 73 74 65 6D 00 4D 69 V3 73 69 6E 67 g system.Missing
000001A0 20 6F 70 65 T2 61 74 69 6E 67 20 73 79 73 74 65 operating syste
0oooo1B0O 6D 00 00 @@ 0O 62 VA 99 ED EE 78 89 00 00 @0 02 m....bz...x.....
oooool1co @3 00 07 28 AS 06 80 00 OO0 00 00 E8 1F 00 00 00 ...(.....0cnvuun
ooooo1Do 00 00 00 0O OO0 0O OO OO0 OO0 OO OO OO OO0 00 00 00 ......cciveuennn
000001ED 00 00 00 0O OO0 0O OO OO OO0 0O OO OGO OO0 00 00 00 .......c.cccveean
0ooo01FO 00 00 00 0O OO0 OO OO OO OO OO OO GO 00 00 55 AA ..... ... u.
--- sdc - -0x0 /0x40000000 - - - - -~ == - -

There we find the Volume Boot Record again. We will need the following three informations:



root@chfivBox: ~

00010000

00010010 P
00010020 00 00 00 00 .....iccieinnnnns
00010030 Ol 00 G0 00 G 13 00 00 00 00 UT....cieveeaens
00010040 00 00 00 61 00 00 00 CO CF 5C 94 ......oveands
00010050 @0 09 00 @0 FA 33 CO BE DO BC 00 7C FB 68 CO 87 .....3.....|.h..

00010060 1F 1E 68 66 ©0 CB 88 16 OE 00 66 81 3E 03 00 4E ..hf......f.>..N
00010070 54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0C 81 FB TFS5u..A..U..r...

00010080 55 AA 75 06 F7 C1 01 06 75 03 ES D2 00 1E 83 EC U.u..... Uewoorune
00010090 18 68 1A 00 B4 48 8A 16 OE 00 8B F4 16 1F €D 13 .h...H..........
000100A0 9F 83 C4 18 SE 58 1F 72 ©E1 3B 06 0B 00 75 DB A3 ..... P S | P
000100B0O OF 06 C1 2E OF 00 04 1E 5A 33 DB B9 00 20 2B C8 ........ £3... +.
060100C0 66 FF 06 11 00 03 16 OF 00 8E C2 FF 86 16 00 E8 f........ccvuv..
00010000 40 00 2B C8 77 EF B8 00 BB CD 1A 66 23 CO 75 20D @.+.W...... f#.u-
000100EO 66 81 FB 54 43 50 41 75 24 81 F9 82 81 72 1E 16 f..TCPAUS....r..
000100F0 68 87 BB 16 68 78 OFE 16 68 09 00 66 53 66 53 66 h...hp..h..fSfSf
00010100 55 16 16 16 68 BB 081 66 61 OFE 07 CD 1A E9 6A 81 U...h..fa..... j-

00010110 90 90 66 60 1E 06 66 A1 11 00 66 ©3 06 1C 00 1E ..f ..f...f.....
00010120 66 68 00 @@ ©O @O 66 50 ©6 53 68 @1 00 68 10 @@ fh....fP.Sh..h..
00010130 B4 42 8A 16 ©OF 00 16 1F 8B F4 CD 13 66 59 5B 5A .B..........fY[Z
00010140 66 59 66 59 1F OF 82 16 00 66 FF @6 11 00 03 16 fYFY.....f......
00010150 ©OF @0 8E C2 FF O@F 16 @@ 75 BC 07 1F 66 61 C3 A® ........U...fa..
00010160 F8 01 E8 08 00 A® FB @1 E8 02 00 EB FE B4 01 8B  .....c.covvennn.
00010170 FO AC 3C 00 74 09 B4 OF BB 07 00 CD 10 EB F2 €3 ..<.tueeeeecn....
00010180 ©OD @A 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 ..A disk read er
00010190 72 6F 72 20 6F 63 63 75 72 72 65 64 00 @D @A 42 ror occurred...B
000101A0 4F 4F 54 4D 47 52 20 69 73 20 6D 69 73 73 69 6E OOTMGR is missin
000101B@ 67 00 OD @A 42 4F 4F 54 4D 47 52 20 69 73 20 63 g...BOOTMGR is ¢
000101C0 6F 6D 70 72 65 73 73 65 64 00 0D @A 50 72 65 73 ompressed...Pres
00010100 73 20 43 74 72 6C 2B 41 6C 74 2B 44 65 6C 20 74 s Ctrl+Alt+Del t
PEO101E@ 6F 20 72 65 73 74 61 72 74 6D GA 00 00 00 00 00 o restart.......
000101F0 0O 00 00 00 0O 00 00 00 80 9D B2 CA 00 00 55 AA  .....coveenn.. u.
--- sdc [] --8%10200/0x28880000------------ccccccccccccccacccacaaaaaanaann-=

*  0x0B..0x0C (marked with yellow) The sector size given in bytes (we already know it should
be 512 = 0x200 bytes, but check it for the safety)

*  0x0D (marked with blue): The size of cluster given in sectors. Now it is 0x08 so the size of
the cluster is 0x200 * 0x08 = 0x1000 = 4096 bytes.

*  0x30..0x37 (marked with red): the starting position of the SMFT given in clusters and
measured from the start of the volume. The value here is 5554010000000000 So the position
will be 0x015455 * 0x1000 + 0x10000 = 0x15465000. We can jump there by pressing ctrl-g
then type 0x15465000

Here starts the SMFT file, we recognize it from the “FILE” magic value:



root@chfivBox: ~

15465000 46 49 4C 45 30 00 03 00 8D 10 20 00 00 00 00 00 FILEO..... .....
15465010 01 00 01 00 38 00 01 GO 98 01 00 00 00 04 00 00 ....B...cievevann
15465020 00 00 00 GO OO0 GO OO OO 06 OO 0O GO 00 00 00 OO0 .....ccvevenannnn
15465030 02 00 00 GO OO0 OO OO OGO 10 OO 0O GO 60 0O 00 B0 .......c.cocn. T
15465040 00 00 18 60 0O OO OO OGO 48 00 0O 0O 18 00 00 0O ........ Hooooonn
15465050 OE 05 16 CF 9F 18 CC 01 OE 65 16 CF 9F 18 CC 01 ... ..cvivinannnn
15465060 OE 65 16 CF 9F 18 CC 01 OE 05 16 CF 9F 18 CC 01 ......cvivinannns
15465070 06 00 00 OO OO0 0O OO0 OO OO0 OO OO OO OO0 00 00 00 .....cvevenennnn
15465080 00 00 00 OO OO0 ©01 00 OO OO OO 0O OO OO0 00 00 00 .....cvevenennnn

15465090 00 00 00 0O OO0 GO0 OO0 0O 30 00 0O OO 68 00 00 0O ........ 0...h...
15465070 00 00 18 0O 00 00 03 00 4A 00 00 00 18 00 01 00 ......ccedevevann
154650B0 05 00 00 0O 00 Q0 05 00 OE 05 16 CF 9F 18 CC 01 ...cievevsvanass
154650C0 OQE 05 16 CF 9F 18 CC 01 OE 05 16 CF 9F 18 CC 01 ...cievevevanass
15465000 OQE 05 16 CF 9F 18 CC 61 00 40 00 00 00 00 00 00 .....coceffeceens

154650E0 00 40 00 00 OO0 OO OO DO OO0 OO OO OO OO0 OO 0O OO .@...ccvccucaaas
154650F0 04 03 24 00 4D 00 46 00 54 00 00 00O 00 00 00 00 ..$5.M.F.T.......
15465100 80 00 00 60 48 0O 0O 0O 0©O1 00 40 00 00 00 01 00 ....H..... @.....
15465110 00 00 00O OO OO0 0O OO OO OF OO 0O 0O 00 00 00 00 .....cccvevennns
15465120 40 00 00 0O OO0 0O OO0 OO OO0 OO0 01 OO OO0 OO 00 00 @......000000000n
15465130 00 00 01 0O OO0 GO OO0 OO OO0 OO0 01 OO OO0 00 00 00 .....cvevenennnn

15465140 31 10 55 54 01 00 34 93 BO 00 00 00 48 00 00 00 1.UT..4..... H...
15465150 01 00 40 00 OO0 GO0 O5 00 OO0 00 0O 0O OO0 00 00 00 ..@....ccvcveunnn
15465160 00 00 00 0O OO0 00 00 0O 40 00 00 0O 00 00 00 00 .....coefceceenn
15465170 00 10 00 0O 00 0 00 OGO OB 00 00 0O OO0 00 00 00 ...icicveesvanass
15465180 08 00 00 0O 00 GO0 00 0O 31 01 54 54 01 00 @0 00 ........1.TT....
15465190 FF FF FF FF 00 00 00 00 00 00 01 00 00 00 00 00 .....iccievevanass
154651A0 00 00 01 60 OO0 GO 00 00 31 10 55 54 01 00 34 93 ........ 1.UT..4.
15465180 BO 00 00 0G0 48 00 OO0 0O O1 00 40 00 00 00 05 00 ....H..... @.....

154651C0 00 00 00 0O OO0 OO 0O OO OO0 OO0 0O 0O 00 00 0O 00 .....cieveennnns
15465100 40 00 00 00O OO0 OO OO OO OO0 10 00 OO OO0 00 00 00 @...ccvveuueneas
154651E0 08 00 00 OO OO0 OO OO OO OB 00 OO0 OO 00 00 00 00 .....ivvennnnnns
154651F0 El 01 54 54 01 00 00 00 FF FF FF FF 00 00 02 00 1.TT...eevuennn.
---  sdc --0x154651F0,/0x40000000----------------------------- oo
As we remember the first values are system values so we jump to the 35th entry. One entry is
always 1024 (0x400) bytes long. So we should go to 0x15465000 + 35 * 0x400 = 0x1546DC00.

We can jump there by pressing ctrl-g and type 0x1546DC00



1546DCO0
1546DC10
1546DC20
1546DC30
1546DC40
1546DC50
1546DC60
1546DCTO
1546DCE0
1546DC90
1546DCAB
1546DCEBO
1546DCCH
1546DCDO
1546DCED
1546DCFO
1546DDO0O
1546DD10
1546DD20
1546DD30
1546DD40
1546DD50
1546DD60O
1546DD70
1546DDB0O
1546DD90
1546DDAO
1546DDBO
1546DDCO
1546DDDO
1546DDEG
1546DDFO
sdc

root@chfivVvBox: ~

01

00 01

00

00 00 00 00 OO0 00 VO 00

0A

80 55
18

2  AD 18

A AC B

OA

CC 01 0A

00 00 00 60 OO0 A0 OO0 00 20
00 2E 09 74 00 78

80 00 00 00 P48 0 GO 0T 01
00 60 A0 60 00 a7
00 00 0 6O 00

05
00

80
31
00
20
20
63
78
00
FF
00
00
00
00

03 61

00 0o

7F 00
08 SRS
00 00
00 00
00 54
00 75
00 74
00 18
FF FF
00 00
00 00
00 00
00 00

--0x1546DC00/0x40000000

[4]4]

00 00 00 OO0

iloo 32 o3[ Fr

00 00 00
00 00 00
00 65 00
00 6D 00
00 00 00
00 00 00
FF 82 79
00 00 00
00 00 00
00 00 00
00 00 00

00
00
78
65
00
01
47
00
00
00
00

0o
0o
0o
0o
0o
0o
11
0o
0o
0o
0o

00
15
74
6E
80
00
00
00
00
00
00

80 55 2A AO 18 CC 01
80 55 2A A0 18 CC 01

00 00 00 00 OO
00 00 00 00 OO
00 58 00 FE 00
00 00 00 05 OO
00 00 00 00 OO
00 00 00 00 OO
00 00 00 00 00
FF 82 79 47 11
00 00 00 00 OO0
00 65 00 77 o0
00 44 00 6F o0
00 2E o0 74 00
00 18 00 00 OO0
00 18 00 00 OO0
00 00 00 00 OO0
00 00 00 00 OO0
00 00 00 00 OO0
00 00 00 00 OO0
00 00 00 03 o0

FILE®....( .....
ceesBeaiPoiiins

T Y

T | P

O L A N
NP SN | LT

*  0x14..0x15 (marked with dark blue) means the offset to the first attribute. Now it is 3800
what means 0x38 because it in little endian notation
* 0x38..0x3B (marked with light blue) is the type of the attribute 10000000 means 0x10 what
is the standard information block
*  0x3C..0x3F (marked with dark blue) is the length of this attribute. Now it is 60000000 what
means 0x60 bytes, so the next attribute going to start at the position 0x38 0x60 = 0x98
* 0x40 (marked with green) is the resident flag. It is 0 obviously, because the standard
information block is always resident.
*  0x50..0x6F (marked with grey) contains the time stamps.
First is the modification time. Now it is: 0A80552AA018CCO01 we can read the value
by typing w32tm /ntte 0x01CC18A02A55800A
The second is the last modification time, now it is IC5AFB7AA018CCO1 again one
can make it readable by typing w32tm /ntte 0x01CC18A07AFB5AIC.
The next timestamp is the last modification time of the MFT entry, the value of it
IC5AFB7AA018CCO1 again to see the value run the w32tm /ntte
0x01CC18A07AFB5A1C command.
The last one is the last access time of the file, now it is 0A80552AA018CCO1 again
if we want to read it run the w32tm /ntte 0x01CC18A02A55800A command.

now



* Again I want ot mention some evidence eliminator (like the actual version of
measploit timestomp) deletes or modifies only these values.

*  0x98..0x9B (marked with light blue) : contains the second attribute. The value of it is
30000000 means 0x30 file name attribute.

*  0x9C..0x9F (marked with dark blue) is the length of this attribute. The value of it now is
68000000, but it is given in little endian format, what means 0x68. So the third attribute
starts at 0x98 0x68 = 0x0100

*  0xAO0 (marked with green) is the rsident flag. Again this attribute is always resident so not
suprising we get a value 0 here.

* 0xB8..0xD8 : (marked with grey) contains the time stamps.

* First is the modification time. Now it is: 0A80552AA018CCO1 we can read the value
by typing w32tm /ntte 0x01CC18A02A55800A

* The second is the last modification time, now it is 0A80552AA018CCO1 again one
can make it readable by typing w32tm /ntte 0x01CC18A02A55800A.

* The next timestamp is the last modification time of the MFT entry, the value of it
now 0A80552AA018CCO1 again to see the value run the w32tm /ntte
0x01CC18A02A55800A command.

* The last one is the last access time of the file, now it is 0A80552AA018CCO1 again
if we want to read it run the w32tm /ntte 0x01CC18A02A55800A command.

*  0x0100..0x0103 (marked with light blue) : here starts the third attribure. Now it has a value
80000000 means 0x80 DATA.

* 0x0104..0x0107 (marked with dark blue) : the length of this attribute now contains
48000000 what means 0x48 bytes. So the next attribute starts at 0x0100 0x48 = 0x0148

*  0x0108 (marked with green) : is the resident flag, what is now 1, because we have a non
resident file.

*  0x0120..0x0123 (marked with dark blue) : is the offset where the cluster chains definition
going to start. Now it has a value 40000000 what means 0x40. So the description of the
cluster chain starts at 0x0140 (marked with black) : here starts the cluster chain. Now it has
a value 0x31 what should be interpreted on the following way: the first number 3 (0x03)
means the start cluster is stored on 3 bytes. The second number 1 (0x01) means the number
of the clusters continuously occupied by the file. First the number of clusters is stored so we
should read the next one byte

* 0x0141 (marked with yellow) : now it is 0x08 so the first cluster chain occupies 0x08
continuous clusters. If we calculate 0x08 * 0x1000 = 0x8000 = 32768 bytes. The start
cluster is stored on three bytes as we remember so we should read the next three bytes:

*  0x0142..0x0144 (marked with red) : is the start cluster of the file measured from the
beginning of the volume. Now it has the value 8OFEO1 means 0xO1FE80. So the file will
begin at the position 0xO01FE80 * 0x1000 + 0x10000 = 0x1FE90000.

*  0x130..0x138 (marked with purple) : is the real size of the file. It has a value
807F000000000000 it is in little endian so the value is 0x7F80 so the filesize is 32640 bytes.
We can see that it is smaller than we calculated from the number of clusters so the last cluter
will not be fully utilized.

Now let us jump to the position Ox1FE90000 by pressing ctrl-g then type 0x1FE90000, and really
there we will find the content of the file a lot of leter “a” and sometimes a carrige return line feed:



root@chfivBox: ~

1FE9QO08 {1 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aasaaaaaaaaaaaaaaa
1FE9Q016 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE9Q020 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE90030 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a333aaaaaaaaaaaaa
1FE90040 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a333aaaaaaaaaaaaa
1FE90050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a223aaaaaaaaaaaaa
1FE90068 61 61 61 61 6D 0A 61 61 61 61 61 61 61 61 61 61 aaaa..aaaaaaaaaa
1FE9QO70 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aa3aaaaaaaaaaaaaa
1FE9Q088 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aasaaaaaaaaaaaaaaa
1FE9Q09@ 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE9Q0AQ 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE900BO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a333aaaaaaaaaaaaa
1FE9QOCA 61 61 61 61 61 61 61 61 61 61 @D GA 61 61 61 61 aaaaaaaaaa..aaaa
1FE900DO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a223aaaaaaaaaaaaa
1FE9S00ED 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a233aaaaaaaaaaaaa
1FE90OFO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aa3aaaaaaaaaaaaaa
1FE90108 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aasaaaaaaaaaaaaaaa
1FE9011@ 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE90120 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE90138 0D 0A 61 61 61 61 61 61 61 61 61 61 61 61 61 61 ..aaaaaaaaaaaaaa
1FE90140 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a333aaaaaaaaaaaaa
1FE90150 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a223aaaaaaaaaaaaa
1FE90160 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a233aaaaaaaaaaaaa
1FE90170 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aa3aaaaaaaaaaaaaa
1FE90188 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE9019@ 61 61 61 61 61 61 @D @A 61 61 61 61 61 61 61 61 aasaaaa..aaaaaaaa
1FE901AG 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
1FE901BO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a333aaaaaaaaaaaaa
1FE901CH 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a333aaaaaaaaaaaaa
1FE901DO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a223aaaaaaaaaaaaa
1FE901ED 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a233aaaaaaaaaaaaa
1FE901Fa 61 61 61 61 61 61 61 61 61 61 61 61 6D OA 61 61 aaaaaaaaaaaa..aa
--- sdc --Bx1FE90000 /0x40000000-----------------cs--e e e e e e e e - - -

to extract the content of the file we can use for example a simpel dd command as:

dd if=/dev/sdc of=./a.txt bs=1 skip=535363584 count=32640

M S & root@chfivBox: ~

root@chfivBox: ~#

root@chfivBox:~# dd if=/dev/sdc of=./a.txt bs=1 skip=535363584 count=32640
32640+0 records in

32640+0 records out

32640 bytes (33 kB) copied, 0.298404 s, 109 kB/s

root@chfivBox: ~#

root@chfiVBox:~#

after it we can open the newly restore a.txt by any text editor like nano, gedit, vi...



File Edit View Search Tools Documents Help
!I_ P Open -~ E’l Save |g| Undo

| Ja.txt %

dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddda.
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad.
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:s
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:s
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadddads
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddadddads
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
dddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddda:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddad:s

qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq ASaSaSaSaSaSASASIASTS:

Plain Text * Tab width: 8 ~ Ln1, Col1 INS




Metasploit timestomp

The timestomp command in metasploit capable to delete the time values from the standard
information block in the $MFT file, to make more difficult to analyze an evidence disk. He current
version of the tool deletes only the values from the standard information block, so we can get some
time value back by the help of the times in the filename block as it is shown in the next example

to try it attach the evidenceTimeStomp.vhd to your examination machine (for me it is attached as
/dev/sde) then open it with a hexeditor. As usually the first sector contains the MBR we can start to
search for the NTFS partition on the already well known way:

< ] root@chfivBox: ~

booooooo 53 Co BE DO BC 00 7¥C BE CO 8E D8 BE 00 7C BF 60 3..... [eenenn | ..
06

booooo10 B9 660 02 FC F3 A4 50 68 1C 66 CB FB B9 04 00 ....... Ph.......
booooo20 BD BE 67 80 7E 00 00 7C OB OF 85 10 01 83 C5 10 ....~..|eveuuuns
booooo30 E2 F1 CD 18 88 56 00 55 C6 46 11 65 C6 46 10 60 ..... V.U.F...F..
booooo40 B4 41 BB AA 55 CD 13 50 72 OF 81 FB 55 AA 75 09 .A..U..]r...U.u.
booooO50 F7 C1 01 060 74 03 FE 46 10 66 60 80 YE 10 00 74 ....t..F.f .~..t

d0o00060 26 66 68 D@ 0O 0P 0O 66 FF 76 08 68 00 00 68 00 &fh....f.v.h..h.
boooooTo 7C 68 01 00 68 10 00 B4 42 BA 56 00 8B F4 CD 13 h..h...B.V.....
dooooos0 9F 83 C4 10 9E EB 14 B8 01 02 BB 00 7C 8A 56 00 ............]|.V.
boooooSo BA 76 61 BA 4E 02 8A 6E O3 CD 13 66 61 73 1E FE .v..N..n...fas..
d00000A0 4E 11 OF 85 ©OC 00 B0 7E 00 B0 OF 84 B8A 00 B2 BO N.....i~cuiiuuus
boooooBo EB 82 55 32 E4 B8A 56 00 €D 13 5D EB 9C 81 3E FE ..U2..V...]...=.
doooooeco 70 55 AA 75 6E FF 76 00 EB 8A 00 OF 85 15 00 B JU.un.v.........
boooooDo D1 E6 64 EB 7F 00 BOG DF E6 60 EB 78 00 BO® FF E6 ..d...... X aan
200000ED 64 E8 71 0@ B8 00 BB CD 1A 66 23 CO® 75 3B 66 81 d.q......f#.u;f.
booo0OFO FB 54 43 50 41 75 32 81 F9 02 01 72 2C 66 68 07 .TCPAu2....r,fh.
dooool1o0 BB 00 PO 66 68 0P O2 PP OO 66 68 B8 00 00 00 66 ...fh....fh....f
boooo0110 53 66 53 66 55 66 68 @ 00 00 00 66 68 00 7C 00 SfSfufh....fh.]|.
boooo120 P® 66 61 68 0O 00 O7 CD 1A 5A 32 F6 EA 00 7C @@ .fah.....Z2...]|.
00000130 00 CD 18 AO@ BY O7 EB 08 A0 BO6 07 EB 03 A® B5 07 .....cviieninnnnn
00000140 32 E4 05 00 OV 8B FO AC 3C 00 74 FC BB 07 00 B4 2.......<.t.....
00000150 OE CD 10 EB F2 2B C9 E4 64 EB 00 24 02 EO F8 24 ..... +..d..5...5%
b0o00160 B2 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
D0000170 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 1ion table.Error

boooo180 6C 6F 61 64 69 6FE 67 20 6F 70 65 72 61 74 69 6E loading operatin
boooo190 67 20 73 79 73 74 65 6D 00 4D 69 73 73 69 6E 67 g system.Missing
D00001A0 20 6F 70 65 72 61 74 69 6E 67 20 73 79 73 74 65 operating syste
dooool1BO 6D 00 00 PO 0O 62 7A 99 76 AA 34 56 00 00 00 02 m....bz.v.4v....
boeoo1co 03 60 67 FE _3F 81 80 00 060 00 60 E8 1F 06 00 00 ....7.......0.00..

20000100 0O 00 00 00 60 00 00 60 00 00 00 00 00 00
POOOOIEG 0O 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 ....ooveveennn..
POEOOIFe 06 0O 60 0O 00 00 00 60 06 00 00 00 00 00155 AA  .......c.......U.
--- sde - -0X0/BXA000000O -~ === === ===========m=ms--eeeees--eeseasa-eeeaa-

We can find the first partition entry. It starts at position 0x01BE marked with blue.

The start position of the first partition is 80000000. Again it is little endian so 0x80. It is given in
blocks so we multiply it by 512 (0x200) and we get 0x10000. To see this partition we should jump
there by pressing ctrl-g then type 0x10000:



rook@chfivVvBox: ~

0eel10000 EB 52 90 4E 54 46 53 20 20 20 20
00010010 00 00 00 00 OO0 F8 00 0@ 3F 00 FF

00 .R.NTFS .

3 ] A S

00010020 FF E7 1F 00 ©0 00 00 00 .....ccveeveness
00010030 55 54 @l 00 00 W 7F FE ©1 00 00 00 00 00 UT..............
00010040 01 AB C5 E1 6C F9 E1 6C 24 ........... 1..18
00010050 FA 33 CO BE DO BC @0 7C FB 68 CO 07 ..... 3..... | .h..
00010060 60 CB 88 16 OE 00 66 81 3E 03 00 4E ..hf...... f.>..N
00010070 15 B4 41 BB AA 55 CD 13 72 0C 81 FB TFSu..A..U..r...
00010080 F7 C1 61 606 75 03 ES D2 00 1E 83 EC U.u..... Ueieownnn
00010090 B4 48 BA 16 OE 00 8B F4 16 1F €D 13 .h...H..........
000100A0 SE 58 1F 72 E1 3B 06 0B 00 75 DB A3 ..... X.r.oj;...u..
000100BO OF 00 64 1E 5A 33 DB BS 00 20 2B C8 ........ £3... +.
oeo100Co 00 03 16 OF 00 B8E C2Z FF 06 16 00 E8 f.......ccovunn..
00010000 77 EF B8 60 BB CD 1A 66 23 CO 75 20 @.+.W...... f#.u-
000100E0 43 50 41 75 24 81 F9 02 01 72 1E 16 f..TCPAUS....r..
000100F0 68 70 BE 16 68 09 @@ 66 53 66 53 66 h...hp..h..fsfsf

00010100 55 16 16 16 68 B8 01 66 61 OE @7 CD 1A E9 6A 01 U...h..fa.....j.
00010110 90 90 66 60 1E 06 66 A1 11 00 66 ©@3 06 1C 00 1E ..f ..fT...T.....
00010120 66 68 00 00 00 00 66 50 06 53 68 @1 00 68 10 00 fh....fP.Sh..h..
00010130 B4 42 8A 16 OE 00 16 1F 8B F4 CD 13 66 59 5B 5A .B..........TY[Z
00010140 66 59 66 59 1F OF 82 16 00 66 FF 06 11 00 03 16 fFYFfY.....FT......
00010150 OF @0 8E C2 FF OE 16 0@ 75 BC @7 1IF 66 61 C3 A® ........u...fa..
00010160 F8 01 E8 08 00 AO FB 01 E8 02 00 EB FE B4 01 BB .......ccvcuen.n.
00010170 FO AC 3C 00 74 05 B4 OE BB 07 00 CD 10 EB F2 C3 ..<.f...........
00010180 OD OA 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 ..A disk read er
00010190 72 6F 72 20 6F 63 63 75 72 72 65 64 00 0D A 42 ror occurred...B
00010140 4F 4F 54 4D 47 52 20 69 73 20 6D 69 73 73 69 6E OOTMGR is missin
0oo101B0O 67 00 0D GA 42 4F 4F 54 4D 47 52 20 69 73 20 63 g...BOOTMGR is c
ooe1eico 6F 6D 70 72 65 73 73 65 64 00 0D OA 50 72 65 73 ompressed...Pres
oooileipo 73 20 43 74 72 6C 2B 41 6C 74 2B 44 65 6C 20 74 s Ctrl+Alt+Del t

000101E@ 6F 20 72 65 73 74 61 72 74 OD OA 00 00 00 00 080 o restart.......
000101F0 [0 00 60 @0 00 6O 00 00 80 9D B2 CA 00 00 55 AA  ...ceveeeenn.. u.
--- sde --0X101F0/0X40000000 - - - = == === === ================="““~““==“22=----

*  0x0B..0x0C (marked with yellow) The sector size given in bytes (we already know it should
be 512 = 0x200 bytes, but check it for the safety)

*  0x0D (marked with blue): The size of cluster given in sectors. Now it is 0x08 so the size of
the cluster is 0x200 * 0x08 = 0x1000 = 4096 bytes.

*  0x30..0x37 (marked with red): the starting position of the SMFT given in clusters and
measured from the start of the volume. The value here is 5554010000000000 So the position
will be 0x015455 * 0x1000 + 0x10000 = 0x15465000. We can jump there by pressing ctrl-g
then type 0x15465000

Here starts the SMFT file, we recognize it from the “FILE” magic value:



o root@chfivBox: ~

15465000 ﬂﬁ 49 4C 45 30 00 03 00 8D 10 20 00 OO0 00 00 00 FILEO..... .....
15465010 01 00 01 00 38 00 01 0O 98 01 00 0O OO0 04 00 00 ....8B...........
15465020 00 00 0O OO OO0 OO OO OO O6 OO OO OO 00 00 00 00 .......cccvvenennn
15465030 02 00 0O OO0 OO0 OO OO OO 10 0O OO OO OO OO0 0O Q0 ............ T
15465040 00 00 18 00 OO0 0O OO OO 48 00 00 0O 18 00 00 0O ........ 3 [P

15465050 47 E6 4A E1 oE 19 CC 01 47 E6 4A E1 o6E 1% CC @1 G.J.n...G.J.n.
15465060 47 E6 4A E1 oE 19 CC 01 47 E6 4A E1 o6E 1% CC 01 G.J.n...G.J.n...
15465070 06 00 00O OO OO0 OO OO OO OO0 OO OO0 OO 00 00 00 Q0 ......civvvunnnn
15465080 00 00 0O OO OO0 01 OO0 OO OO0 OO OO0 OO OO0 00 00 00 ......civvvnnnnn
15465090 00 00 0O OO OO0 OO OO OO 30 0O OO OO 68 00 0O QO ........ 0...h...
15465040 00 00 18 00 OO0 0O O3 00 4A 0O OO0 0O 18 00 01 GO ........ 0
15465080 05 00 00 00 OO0 0O O5 00 47 E6 4A E1 6E 19 CC 01 ........ G.J.n.
154650C0 47 E6 4A E1 o6E 19 CC 01 47 E6 4A E1 6E 1% CC €1 G.J.n...G.J.n.
15465000 47 E6 4A E1 o6E 19 CC 01 00 40 00 00 00 00 00 00 G.J.n E.e.....

154650E0 00 40 00 00 OO0 OO0 OO0 OO O6 OO OO0 OO OO0 00 00 00 .@........c.0...
154650F0 04 03 24 00 4D 00 46 00 54 00 00 0O OO OO0 00 A0 ..S5.M.F.T.......
15465100 80 00 0O 00 48 00 00 00 O1 0O 40 00 00 00 01 @O0 ....H..... @.....
15465110 00 00 00 OO0 OO0 OO0 OO0 OO OF OO OO0 OO OO0 00 00 Q0 .....icvvevennns
15465120 40 00 00 00 OO0 OO0 OO0 OO0 OO0 00 01 OO OO0 00 00 Q0 @...cccvvevenens
15465130 00 00 ©1 00 OO0 00 OO0 OO0 OO0 00 01 OO OO0 00 00 Q0 .....vcvvenennns

15465140 31 10 55 54 01 00 A4 20 BO 00 00 GO 48 00 00 00 1.UT........H...
15465150 01 00 40 00 OO0 OO0 O5 00 OO0 00 OO0 OO OO0 00 00 Q0 ..@...cvvevenens
15465160 00 00 00 OO0 OO0 00 OO0 00 40 00 00 0O OO0 00 00 00 ........@..c.0...
15465170 00 10 00 00 OO0 OO0 OO0 OO OB 00 OO0 OO OO0 00 00 Q0 .....icvvevennns
15465180 08 00 00 00 OO0 00 OO0 00 31 ©1 54 54 01 00 00 00 ........1.TT....
15465190 FF FF FF FF ©0 00 00 00 00 00 01 00 00 00 00 00 .....ccvievennss
154651A0 00 00 01 00 OO0 00 00 0© 31 10 55 54 01 00 A4 90 ........1.UT....
15465180 BO 00 00 00 48 00 00 00 01 €O 40 00 00 00 05 00 ....H.....@.....

154651C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..........c.....
15465100 40 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 @.......occou...
154651E0 ©8 00 00 0 00 00 00 00 08 00 00 00 00 00 00 00 ..........coo...
154651F®@ 31 ©1 54 54 01 00 00 00 FF FF FF FF 00 00 02 00 1.TT............
--- sde - -0X15465000 /0X40000000 - - - = = - = = = === === ==

As we remember the first values are system values so we jump to the 35th entry. One entry is
always 1024 (0x400) bytes long. So we should go to 0x15465000 + 35 * 0x400 = 0x1546DC00.

We can jump there by pressing ctrl-g and type 0x1546DC00



_—

15460C00

1546DC10
1546DC20
1546DC30
1546DC40
1546DC50
1546DC60
1546DCT0
1546DC80
1546DC90
1546DCAQ
1546DCBO
1546DCCO
1546DCDO
1546DCEQ
1546DCF@
1546DD0OG
1546DD10
1546DD20
1546DD30
15460040
1546DD50
1546DD60
1546DD70
15460080
15460090
1546DDAG
1546DDBG
1546DDCE
15460DDG
1546DDEG
1546DDF@
--- sde

root@chfivBox: ~

30 00 063 3D 45 20 00 FILE®...=E .....
p1 68 01 60 00 RS : DU | DO,

0o 5 OO OO A0 23 00 06 OO8 ............ #...

515] 10 00 00 00 I 7o o ..

L) 48 00 0O 60 18 00 60 @Of ........ Hevoonnn
90 DB SE AC T Al

90 DB S5E AC T Al

00 0O OO OO0 00 00 00 OOf ........iinenn.

PO 00 OO0 00 00 00 00 08 ........c.rinunnn

30 00 00 00 o OO ooy ... ... 8...h...

C t.x.t.X.~

B.......CCCcccccc
CCCCCCCCCCCCCCCe

CCCCCCC, . CCCCCCC

£E F i e CCCCCCCCCCCCCCCe

CCCCCCCC . v v v nns

FF FF FF 82 79 47 11 15 4E 00 65 00 77 00 .....yG...N.e.w.

20 00 54 00 65 00 78 00 T4 00 20 00 44 00 6F 00 .T.e.x.t. .D.o.
63 00 75 00 6D 00 65 00 OE 00 74 00 2E 00 74 00 c.u.m.e.n.t...t.
78 00 74 00 00 00 00 0O 80 00 00 00 18 00 00 00 X.T....cicveuaes
00 0O 18 00 00 €0 01 GO OO0 00 00 00 18 00 0 00 ......ccvcvevaes
FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 .....¥G...ovoueus
00 GO 00 0O 00 Q0 00 0O 00 00 00 00 0O 00 00 00 ......iicvcvenaes
00 GO 00 0O 00 Q0 00 0O 00 00 00 00 0O 00 00 00 ......iicvcvenaes
00 GO 00 0O 00 Q0 00 0O 00 00 00 00 0O 00 00 00 ......iicvcvenaes
00 0O 00 0O 00 00 00 GO 00 00 00 00 QO 00 05 00 .....cicvcuenans

--0X1546DCO0 fOX40000000-----------------"-"-"“-----“~“~-----~-~-~-~-~--~----

*  0x14..0x15 (marked with dark blue) means the offset to the first attribute. Now it is 3800
what means 0x38 because it in little endian notation

*  0x38..0x3B (marked with light blue) is the type of the attribute 10000000 means 0x10 what
is the standard information block

*  0x3C..0x3F (marked with dark blue) is the length of this attribute. Now it is 60000000 what
means 0x60 bytes, so the next attribute going to start at the position 0x38 0x60 = 0x98

* 0x40 (marked with green) is the resident flag. It is 0 obviously, because the standard
information block is always resident.

*  0x50..0x6F (marked with grey) contains the time stamps.

First is the modification time. Now it is: 00D8SEAC3A000000 we can read the value
by typing w32tm /ntte 0x0000003AACSEDS00

The second is the last modification time, now it is 00D8SEAC3A000000 again one
can make it readable by typing w32tm /ntte 0x0000003AAC5EDS80O.

The next timestamp is the last modification time of the MFT entry, the value of it
now 00D85SEAC3A000000 again to see the value run the w32tm /ntte
0x0000003AAC5ED800 command.

The last one is the last access time of the file, now it is 00D8SEAC3A000000 again
if we want to read it run the w32tm /ntte 0x0000003AACS5ED800 command.



*  As we can see this values now are not valid.
0x98..0x9B (marked with light blue) : contains the second attribute. The value of it is
30000000 means 0x30 file name attribute.
0x9C..0x9F (marked with dark blue) is the length of this attribute. The value of it now is
68000000, but it is given in little endian format, what means 0x68. So the third attribute
starts at 0x98 0x68 = 0x0100
0xAO0 (marked with green) is the rsident flag. Again this attribute is always resident so not
suprising we get a value 0 here.
0xB8..0xD8 : (marked with grey) contains the time stamps.

» First is the modification time. Now it is: 69B96FBA6F19CCO01 we can read the value
by typing w32tm /ntte O0x01CC196FBA6FB969

* The second is the last modification time, now it is 69B96FBA6F19CCO01 again one
can make it readable by typing w32tm /ntte 0x01CC196FBA6FB969.

* The next timestamp is the last modification time of the MFT entry, the value of it
now 69B96FBA6GF19CCO1 again to see the value run the w32tm /ntte
0x01CC196FBAGFB969 command.

* The last one is the last access time of the file, now it is 69B96FBA6F19CCO01 again
if we want to read it run the w32tm /ntte 0x01CCl196FBA6FBR969 command.

* [t contains real values so we should continue any investigation with these ones, or
based on this value try to correct the previous time stamp, because only the first
three bytes are zeroed out by the timestomp.

0x0100..0x0103 (marked with light blue) : here starts the third attribure. Now it has a value
80000000 means 0x80 DATA.

0x0104..0x0107 (marked with dark blue) : the length of this attribute now contains
60000000 what means 0x60 bytes. So the next attribute starts at 0x0100 + 0x60 = 0x0160
0x0108 (marked with green) : is the resident flag, what is now 0, so we have a resident file.
0x0110..0x0113 (marked with black) : shows the length of the data (file content) it has a
value of 42000000 what means 0x42

0x0114..0x0117 (marked with white) : shows the offset to the start of the file content. It has
a value 18000000 what means 0x18 so the content will start at 0x0100 + 0x18 = 0x0118.
The end of it will be at position 0x0118 + 0x42 = 0x015A

0x0118.. 0x15A (marked with red) is the content of the file.



Slack space (Metasploit slacker)

As we have already seen the operating system writes the data in the unit of clustes while the disk
works in unit of block. In most of the time in windows environment the cluster size is 4096 bytes
while the block size is 512 bytes. If you write some data to a disk most probably it will not the
integer multiplication of 4096 so the last cluster will not be utilized fully.

What does it mean for us. The last cluster of any file mean contain unused space, what we can use
to hide date (this is done by the metasploit slacker application). Or here you may find data from
some already overwritten file. Some very old windows edition filled it with random data from
memory.

Last cluster of a file:

Cluster

Block

Slack Space
File content Zeroed out

To test it attach the evidenceSlacker.vhd to your examination machine (for me it is attached as
/dev/sdf) then open it with a hexeditor. As usually the first sector contains the MBR we can start to
search for the NTFS partition on the already well known way:



root@chfivBox: ~

00000000 E]3 CO BE D@ BC 00 7C BE CO BE D8 BE 00 7C BF 00 3.....].cuuuu].s

00000010 @6 B9 0@ @2 FC F3 A4 50 68 1C 06 CB FB B9 04 00 .......Ph.......
00000020 BD BE 07 80 7TE 00 00 7C OB OF 85 10 01 83 C5 10 ....~.u|vvvuunnn
00000030 E2 F1 CD 18 88 56 00 55 Co6 46 11 05 (6 46 10 00 ..... V.U.F...F..
00000040 B4 41 BB AA 55 CD 13 5D 72 OF 81 FB 55 AA 75 09 .A..U..]r...U.u
00000050 F7 C1 ®1 0@ 74 03 FE 46 10 66 60 80 7E 10 00 74 ....t..F.f .~..t
00000060 26 66 6B 8@ 0O 00 00 66 FF 76 88 68 00 00 68 00 &fFh....f.v.h..h

ooeooe70 7C 68 81 8@ 68 10 00 B4 42 BA 56 80 8B F4 €D 13 |h..h...B.V.....
00000080 9F 83 C4 10 9E EB 14 B8 01 02 BB 00 7C BA 56 00 ............ | . V.
00000090 BA 76 01 BA 4E ©2 BA 6E O3 CD 13 66 61 73 1E FE .v..N..n...fas..
000000A0 4E 11 6F 85 ©OC 00 80 7E 0O 80 OF 84 B8A 00 B2 80 N...... ~iissaaaa
0o6000B0O EB 82 55 32 E4 8A 56 00 CD 13 5D EB 9C 81 3E FE ..U2..V...]...=.
goeoo6Co 70 55 AA 75 ©6E FF 76 00 EB BA 00 OF 85 15 00 B0 JU.un.v.........

ooe6oo6DO D1 E6 64 EB 7F 00 BO DF E6 60 EB 78 00 BO® FF E6 ..d...... X
000000ED 64 E8 71 6@ B8 80 BB CD 1A 66 23 C@ 75 3B 66 81 d.g...... f#.u;f.
000000F0 FB 54 43 50 41 75 32 81 F9 82 81 72 2C 66 68 87 .TCPAu2....r,fh.
00600100 BB 00 00 66 68 00 02 00 00 66 68 88 00 00 00 66 ...fh....fh....f
00600110 53 66 53 66 55 66 68 00 00 00 00 66 68 00 7C @0 SfSfufh....fh.|.
00000120 60 66 61 68 00 00 O7 CD 1A 5A 32 F6 EA 00 7C 00 .fah..... Z2...].
00000130 06 CD 18 AD B7Y 07 EB 08 A0 B6 07 EB 03 AD B5 07 .......cuonnn.
00000140 32 E4 05 00 OYV 8B FO0 AC 3C 00 74 FC BB 07 00 B4 2....... <.t.....
00000150 OE CD 10 EB F2 2B C9 E4 64 EB 00 24 02 EO F8 24 ..... +..d..5...5%

00000160 82 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
00000170 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 ion table.Error
00000180 6C 6F 61 64 69 6E 67 20 6F 70 65 72 61 74 69 6E loading operatin
00000190 67 20 73 79 73 74 65 6D 00 4D 69 73 73 69 6E 67 g system.Missing
000001A0 20 6F 70 65 T2 61 74 69 O6E 67 20 73 79 73 _74 65 operating syste
00000180 6D 00 00 B0 00 62 VA 99 F2 68 2E F9 060 60 60 62 m....bz..h......
060001CO
060000100
000001EOD
000001F0
--- sdf

We can find the first partition entry. It starts at position 0x01BE marked with blue.

The start position of the first partition is 80000000. Again it is little endian so 0x80. It is given in
blocks so we multiply it by 512 (0x200) and we get 0x10000. To see this partition we should jump
there by pressing ctrl-g then type 0x10000:



o - root@chfivBox: ~

EB 52 90 4E
0o

00010000
00010010
00010020
00010030
oooloo40
oooloo050
00010060
oooleo7o
0eel10080
00010090
00010040
0o0100BO
ooolooco
ooolooDo
000100E0
oooleoro
geoleleo
geelelio
ooeleizo
ooolo13o
oooioi4do
oooileiso
00010160
geelelvo
geeleliso
geeleiso
000101A0
oooloiBo
ooeioeico
oooieipo
000101E0
000101F0
--- sdf

0o

68
83
00
FF
00
81
07
16
90
68
42
59
00
01
AC
A
6F
4F
00
6D
20
20
ee

0o

11
72
54
ap
70
43
72
0o

00 oo

F8

09
69
63
52
4F
73
6C
74
00

0o

0o

0o

41
72
00

--0x10000/0x40000000

3F oo
FF E7
T7F FE
B7 37
Do BC
OE 00
AA 55
75 03
OE o
E1l 3B
5A 33
00 8E
BB CD
24 81
68 09
61 OE
11 oee
06 53
8B F4
00 66
75 BC
E8 02
BB 07
20 72
T2 T2
73 20
4D 47
64 00
6C 74
74 0D
80 9D

40
1F
01
68
0o
66
cD
E9
8B
06
DB
c2
1A
F9
0o
07
66
68
cD
FF
07
0o
0o
65
65
6D
52
oD
28

00
00
00
64
7C
81
13
D2
Fa
B
B9
FF
66
02
66
cD
03
01
13
06
1F
EB
D
61
64
69
20
0A
44
00
CA

80
00
0o
43
FB
3E
T2
00
16
00
0o
06
23
01
53
1A
06
00
66
11
66
FE
10
64
00
73
69
50
65
0o
0o

00
00
0o
68
68
03
18
1E
1F
75
20
16
co
T2
66
ES
1C
68
59
00
61
B4
EB
20
oD
73
73
T2
6C
0o
0o

54 46 53 20 20 20 20§00 o02Jogjee 00

00
00
00
64
co
0o
81
83
cD
DB
2B
00
75
1E
53
6A
00
10
5B
03
Cc3
01
F2
65
A
69
20
65
20
0o
55

0o

c3
72
42
6E
63
73
74

LR.NTF5

A | A
I
......... 7hdChdF
..... 3.....].h..
hfeoa. .. f.>..N
TFSu..A..U..r...
110 1 P |
..... X.F.j;...uU..
........ Z3... +.
L P
@-+.W...... f#.u-

f..TCPAUS....r..
h...hp..h..fsfsf
U...h..fa.....].
P TS T AP
fh....fP.sh..h..

I fY[Z
YfyY..... foveens
........ u...fa..
................
B

..A disk read er
ror occurred...B
O0OTMGR is missin
g...BOOTMGR is c
ompressed...Pres
s Ctrl+Alt+Del t
o restart.......

I |

e 0x0B..0x0C (marked with yellow) The sector size given in bytes (we already know it should
be 512 = 0x200 bytes, but check it for the safety)
*  0x0D (marked with blue): The size of cluster given in sectors. Now it is 0x08 so the size of
the cluster is 0x200 * 0x08 = 0x1000 = 4096 bytes.
*  0x30..0x37 (marked with red): the starting position of the SMFT given in clusters and
measured from the start of the volume. The value here is 5554010000000000 So the position
will be 0x015455 * 0x1000 + 0x10000 = 0x15465000. We can jump there by pressing ctrl-g
then type 0x15465000

Here starts the SMFT file, we recognize it from the “FILE” magic value:



oo root@chfivBox: ~

15465000
15465010
15465020
15465030
15465040
15465050
15465060
15465070
15465080
15465090
15465040
154650B0
154650C0
15465000
154650E0
154650F0
15465100
15465110
15465120
15465130
15465140
15465150
15465160
15465170
15465180
15465190
154651A0
154651B0
154651C0
154651D0
154651E0
154651F0
sdf

46
01
00
02
00
76
76
06
0o
0o
0o
GE
76
76
00
04
80
0o
40
0o
31
01
0o
0o
08
FF
00
BO
0o
40
08
31

49
00
00
00
00
25
25
00
00
00
00
0o
25
25
40
03
00
00
00
0o
10
00
0o
10
00
FF
00
00
00
00
00
01

--0x154651F0/0x40000000

4c
a1
00
00
18
c4
o
00
0o
00
18
0o
c4
o
00
24
00
00
00
o1
55
40
0o
00
00
FF
01
00
00
00
00
54

45
0o
T
00
00
66
66
00
0o
00
T
0o
66
66
T
00
00
0o
00
0o
54
00
0o
0o
T
FF
00
00
0o
00
00
54

30
38
00
00
00
39
39
00
0o
0o
0o
0o
39
39
00
4D
48
00
00
0o
01
0o
0o
0o
00
00
00
48
00
00
00
01

0o
0o
00
00
00
1A
1A
00
01
0o
0o
0o
1A
1A
00
00
00
00
00
00
0o
0o
0o
0o
00
00
00
00
00
00
00
0o

03
01
0o
00
00
cC
cC
00
0o
0o
03
05
cC
cC
0o
46
00
00
00
00
DC
05
0o
0o
0o
0o
00
00
00
00
00
0o

0o
0o
0o
0o
0o
01
01
0o
0o
0o
0o
0o
01
01
0o
0o
0o
0o
0o
00
92
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

8D
98
06
10
48
76
76
00
00
30
4A
76
76
00
06
54
01
OF
00
00
BO
00
40
08
31
00
31
01
00
00
08
FF

0o
0o
0o
0o
0o
66
66
0o
ae
oo
oo
66
66
0o
0o
0o
0o
0o
0o
0o

0o
0o
00
60
18
39
39
00
0o
68
18
39
39
00
00
00
00
00
00
0o

0o
04
00
00
00
1A
1A
00
0o
0o
0o
1A
1A
00
00
00
00
00
00
00

0o
0o
0o
00
0o
cC
cC
0o
00
0o
21
ccC
ccC
0o
0o
00
01
0o
0o
00

0o
0o
0o
0o
0o
01
01
0o
0o
0o
0o
01
01
0o
0o
0o
0o
0o
0o
00
0o
0o
0o
0o
0o
0o
92
0o
0o
0o
0o
0o

FILEO.....

ooooo

pppppppppppppppp
pppppppppppp

PP | I

vi.fo...v&.fo...
vi.fo...v&.fo...

................

........ f...h..
........ Jeeiinnn
........ vk%.T9

vi.T9...vk.T9

vi.fo. @eveunn
B
eSS MLFL T ...
P - I i P
.
Beeeevnnnannnnns
................
1.UT.eeenn.. H

B D
........ [ PP
................
........ 1.TT.

................
........ 1.UT

P - I i P
.
Beeeevnnnannnnns
.
1.TT. e e e e ew e

As we remember the first values are system values so we jump to the 35th entry. One entry is
always 1024 (0x400) bytes long. So we should go to 0x15465000 + 35 * 0x400 = 0x1546DC00.

We can jump there by pressing ctrl-g and type 0x1546DC00



root@chfivBox: ~

1546DCO0 Hﬁ 49 4C 45 30 00 03 00 B6 2F 20 00 OO0 60 00 00 FILEG....[f .....
01

1546DC10 00 01 @0 38 00 01 00 50 01 0O 00 ©O 04 00 00 ....B...P.......
1546DC20 00 00 00 00 OO0 00 OO0 0O O3 00 00 00 23 00 00 00 ......ccc0...%.u
1546DC30 03 00 00 00 00 OO0 00 00 10 00 QO 00 60 00 00 G0 .....iveveuvs wus
1546DC40 00 00 00 00 OO0 00 OO0 0O 48 00 00 00 18 0O 00 00 ........H.eveueus
1546DC50 Al F1 BE E7 39 1A CC 01 81 86 6B 27 8A 19 CC @1 ....9.....k'....
1546DC60 27 45 97 E7 39 1A CC 01 A1 F1 8E E7 39 1A CC 01 '"E..9%.......9%...
1546DC70 20 00 00 0O OO 0O OO 0O OO0 0O 0O 0O 0O 00 0O 0O chssesessssnnas
1546DC80 00 00 0O 00 05 01 00 0O OO0 OO OO0 00 OO0 00 00 00 ......cccveuennnn
1546DC20 00 00 0O 0O OO0 0O OO0 OO 30 00 OO0 0O 68 00 00 0O ........ 0...h...
1546DCAO 00 00 0O 0O OO0 00 02 00 4C 0O 00 0O 18 00 01 00 ........ Lecuuunn
1546DCBO 05 00 00 OO OO0 00 05 00 Al F1 BE E7 39 1A CC 01 ............ 9...
1546DCCO Al F1 BE E7 39 1A CC 01 A1 F1 BE E7 3% 1A CC @1 ....9....... 9...
1546DCDO Al F1 BE E7 3% 1A CC 61 00 10 00 00 00 00 00 0 ....9.......cuuun

1546DCEO 00 00 0O OO OO0 0O OO OO 20 0O OO0 OO OO0 00 00 00 ........ c.o.ce.c..
1546DCF0O 05 63 71 006 2E 00 74 0O 78 00 74 00 OO0 00 00 00 ..q...L.x.t.....
15460D00 80 00 0O 00 48 00 00 00 0©O1 0O 00 00 00 00 01 G0 ....H...........
15460D10 00 00 0O OO OO OO OO OO OO0 OO OO0 GO OO0 0O 00 00 ......cccceeennn
1546DD20 40 00 00 00 OO OO OO OO OO0 10 00O OO0 OO0 0O GO0 00 @.....ccccecunnn
1546DD30 C8 04 00O 00 OO OO OO GO C8 04 00 00 00 00 00 00 ......ccvicvennnn

1546DD40 31 01 54 ES ©01 00 00 G0 FF FF FF FF 82 79 47 11 1.T.......... yG.
1546DD50 00 00 0O OO0 OO0 0O OO OO OO0 0O OO0 OO0 OO0 00 60 00 .....cccvievennnn
15460D60 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
15460D70 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
15460DD80 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
15460DD290 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
1546DDA0 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
1546DDBO 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns
15460DDCO 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns

1546DDD@ 00 00 00 60 00 00 00 60 00 00 00 60 00 00 00 00 ................
1546DDE@ 00 00 00 00 00 00 00 60 00 00 00 60 00 00 00 00 ................
1546DDF0 00 60 00 00 00 00 00 60 00 00 00 60 00 00 03 00 ..........cc....
---  sdf - -0Xx1546DC00/0X40000000- - - === == =====-======-=s===-sc2z2=-=sz2oo-

Here you find the first file called a q.txt, and if you start to scroll down you will fine many other
files:

q.txt 1546DC00
d.txt 1546E000
e.txt 1546E400
fxt 1546E800
g.txt 1546EC00
h.txt 1546F000
i.txt 1546F400
jitxt 1546F800
k.txl 1546FC00
Ltxt 15470000
m. txt 15470400
n.txt 15470800
o.txt 15470C00
p.txt 15471000
r.txt 15471400

First I show the content the r.txt. We search for its cluster chain on the already well known way:



15471400
15471410
15471420
15471430
15471440
15471450
15471460
15471470
15471480
15471490
154714A0
15471480
154714C0
154714D0
154714E0
154714F0
15471500
15471510
15471520
15471530
15471540
15471550
15471560
15471570
15471580
15471590
154715A0
15471560
154715C0
154715D0
154715E0
154715F0
sdf

85
85
0o
05
20 00 00 00

00

00
00
00
00
00
00
00
00
00
00

00

04

01 |

00
00
00
00
00
00
00
00
00
00
00

--0x15471400/0x40000000

[6]¢]
[]¢]
060
o]¢}
o]¢}
00
00
00
00
00
00

00
00

root@chfivBox: ~

00

30 00 03
38 00 |31
00
00
00
cc
cC
00
00
00
02
05
cc
cC
00
74

05
00
00
0o
39
39
0o
2E

00 00 00
00 00 60
00 0d 0o
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00

(]3]
[6]5]
(o]0}

00 00 00

00
00
00
00
00
00
00
00
00
00
00

EE 42 20 00
50 01 00 60
03 00 08 00
10 060 00 90 Hds

48
AE
725
0o
00

0o
D7
B2
0o
00

0o
02
7B
0o
00

0o
B4
£
0o
00

30 00 00 00 [N&E

4C
85
85
0o
20
78

00
00
c8
FF
00
00
00
00
00
00
00
00
00
00
00

00
B9
B9
10
0o
00

00 00 00 00 00 01 o0

00
10
04

00
7B
7B
00
00
74

00
00
00

00
2
£
0o
0o
00

00
00
00

00
00
00

A AA

0o
0o
00

00
00
00

06
CC
CC
06
[5]%]
[]4]
a1
CC
CC
06
06
(614}

00
00
00

[]5]
a6
a1
a1
0o

(15}
]3]
a6
01
a1
0o
a6
(16}

0o
0o

o] |

*  0x14..0x15 (marked with dark blue) means the offset to the first attribute. Now it is 3800
what means 0x38 because it in little endian notation

*  0x38..0x3B (marked with light blue) is the type of the attribute 10000000 means 0x10 what

is the standard information block

*  0x3C..0x3F (marked with dark blue) is the length of this attribute. Now it is 60000000 what
means 0x60 bytes, so the next attribute going to start at the position 0x38 0x60 = 0x98
* 0x40 (marked with green) is the resident flag. It is 0 obviously, because the standard

information block is always resident.

*  0x50..0x6F (marked with grey) contains the time stamps.
First is the modification time. Now it is: 85B97BF9391ACCO01 we can read the value

by typing w32tm /ntte 0x01CC1lA39F97BB985

The second is the last modification time, now it is AED702B43A1ACCO1 again one
can make it readable by typing w32tm /ntte 0x01CC1lA3AB402D7AE.
The next timestamp is the last modification time of the MFT entry, the value of it
now AED702B43A1ACCO1 again to see the value run the w32tm /ntte
0x01CC1A3AB402D7AE command.



* The last one is the last access time of the file, now it is 85SB97BF9391ACCO1 again
if we want to read it run the w32tm /ntte Ox01CCI1A39F97BB985 command.

* Again I want ot mention some evidence eliminator (like the actual version of
measploit timestomp) deletes or modifies only these values.

*  0x98..0x9B (marked with light blue) : contains the second attribute. The value of it is
30000000 means 0x30 file name attribute.

*  0x9C..0x9F (marked with dark blue) is the length of this attribute. The value of it now is
68000000, but it is given in little endian format, what means 0x68. So the third attribute
starts at 0x98 0x68 = 0x0100

* 0xAO0 (marked with green) is the rsident flag. Again this attribute is always resident so not
suprising we get a value 0 here.

* 0xBS8..0xD8 : (marked with grey) contains the time stamps.

* First is the modification time. Now it is: 85 B97BF9391ACCO01 we can read the value
by typing w32tm /ntte 0x01CClA39F97BB985

* The second is the last modification time, now it is 8SB97BF9391ACCO1 again one
can make it readable by typing w32tm /ntte 0x01CC1A39F97BBI85.

* The next timestamp is the last modification time of the MFT entry, the value of it
now 85B97BF9391ACCO01 again to see the value run the w32tm /ntte
0x01CC1A39F97BB985 command.

* The last one is the last access time of the file, now it is 85B97BF9391ACCO01 again
if we want to read it run the w32tm /ntte O0x01CC1A39F97BB985 command.

*  0x0100..0x0103 (marked with light blue) : here starts the third attribure. Now it has a value
80000000 means 0x80 DATA.

*  0x0104..0x0107 (marked with dark blue) : the length of this attribute now contains
48000000 what means 0x48 bytes. So the next attribute starts at 0x0100 0x48 = 0x0148

*  0x0108 (marked with green) : is the resident flag, what is now 1, because we have a non
resident file.

*  0x0120..0x0123 (marked with dark blue) : is the offset where the cluster chains definition
going to start. Now it has a value 40000000 what means 0x40. So the description of the
cluster chain starts at 0x0140.

*  0x0140 (marked with black) : here starts the description of cluster chain. Now it has a value
0x31 what should be interpreted on the following way: the first number 3 (0x03) means the
start cluster is stored on 3 bytes. The second number 1 (0x01) means the number of the
clusters continuously occupied by the file. First the number of clusters is stored so we
should read the next one byte

* 0x0141 (marked with yellow) : now it is 0x01 so the first cluster chain occupies 0x01
continuous clusters. If we calculate 0x01 * 0x1000 = 0x1000 = 4096 bytes. The start cluster
is stored on three bytes as we remember so we should read the next three bytes:

*  0x0142..0x0144 (marked with red) : is the start cluster of the file measured from the
beginning of the volume. Now it has the value 80FEO1 means 0xO01FE80. So the file will
begin at the position 0x01FE80 * 0x1000 + 0x10000 = 0x1FE90000.

*  0x130..0x138 (marked with purple) : is the real size of the file. It has a value
C804000000000000 it is in little endian so the value is 0x04CS8 so the filesize is 1224 bytes.
We can see that it is smaller than we calculated from the number of clusters so the last cluter
will not be fully utilized.

Now let us jump to the position 0x1FE90000 by pressing ctrl-g then type Ox1FE90000, and really
there we will find the content of the file a lot of leter “r”” and sometimes a carrige return line feed:



root@chfivBox: ~

1FES0000 EZ T2 72 72 T2 72 72 72 T2 72 72 72 72 72 72 72 rrrrrrrrrrrrrrrr
1FES0010 F2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 72 rrrrrrrrrrrerrrr
1FE90020 F2 72 7272 T2 72 72 72 T2 72 7272 T2 7272 72 TrrrCCOCCCCCCErrr
1FES0030 T2 72 72 72 T2 72 72 72 V2 72 7272 T2 72 72 V2 TrOOCOCOCCCCrrrrrr
1FES0040 T2 72 72 72 T2 72 72 72 T2 72 72 72 T2 72 72 72 Trrrrrrrrrrreerrer
1FES0050 T2 72 7272 T2 72 72 72 V2 72 7272 T2 7272 72 rrrrrrrrrereererr
1FES0060 T2 72 72 72 0D OA 72 72 72 72 72 72 T2 72 72 72 Trrrr..rrrrrrererrr
1FE90070 F2 72 7272 T2 72 72 72 T2 72 7272 T2 7272 72 TrrrCCOCCCCCCErrr
1FES0080 T2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 V2 TrrrrCOCCCCCCCCCr
1FES0090 T2 72 72 72 T2 72 72 72 T2 72 72 72 T2 72 72 72 Trrrrrrrrrrreerrer
1FES00AD T2 72 7272 T2 72 72 72 V2 72 7272 T2 7272 72 rrrrrrrrrereererr
1FES00BO F2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 72 rrrrrrrrrrrerrrr
1FE900CO 72 72 72 72 T2 72 72 72 T2 72 0D OA T2 72 72 72 rCOrCCECCPC..FCOCF
1FES00DO T2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 V2 TrrrrCOCCCCCCCCCr
1FES0OE® T2 72 72 72 T2 72 72 72 T2 72 72 72 T2 72 72 72 Trrrrrrrrrrreerrer
1FES0OFO T2 72 7272 T2 72 72 72 V2 72 7272 T2 7272 72 rrrrrrrrrereererr
1FE90100 F2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 72 rrrrrrrrrrrerrrr
1FE90110 F2 72 72 72 T2 72 72 72 T2 72 72 72 T2 72 72 72 rrrrrrrrrrrerrrr
1FES0120 T2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 V2 TrrrrCOCCCCCCCCCr
1FE20130 0D A 72 F2 T2 72 72 72 T2 72 T2 72 T2 72 72 72 L.rTCOrrrrreerrer
1FE20140 T2 72 7272 T2 72 72 72 V2 72 7272 T2 7272 72 rrrrrrrrrereererr
1FE90150 F2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 72 rrrrrrrrrrrerrrr
1FES0160 T2 72 72 72 T2 72 7272 72 72 7272 T2 72 72 72 rrrrrrrrrrrrrrerr
1FE90170 F2 72 7272 T2 72 72 72 T2 72 7272 T2 7272 72 rCOrCCECCCCCCErrr
1FES0180 T2 72 72 72 T2 72 72 72 T2 72 72 72 T2 72 72 72 Trrrrrrrrrrreerrer
1FES0190 T2 72 72 72 T2 72 0D OA 72 72 72 72 T2 72 72 72 TIO0ICC..rOCCOrrr
1FES01A0 T2 T2 72 72 T2 72 72 72 72 72 7272 72 72 72 72 rrrrrrrrrrrrrrerer
1FES01BO F2 72 72 72 T2 72 72 72 T2 72 7272 T2 72 72 72 rrrrrrrrrrrerrrr
1FE901CO F2 72 7272 T2 72 72 72 T2 72 7272 T2 7272 72 rCOrCCECCCCCCErrr
1FES01DO T2 72 72 72 T2 72 72 72 V2 72 7272 T2 72 72 V2 TrOOCOCOCCCCrrrrrr
1FES01EG T2 72 7272 T2 72 72 72 V2 72 7272 T2 7272 72 rrrrrrrrrereeerr
1FES01F0O T2 72 7272 T2 72 72 72 T2 72 7272 0D OA V2 V2 rrrrrrrrrrrr..rr
--- sdf --OX1FE9AOOO,/OX400OOOOO- - - == === ======""2222%““““~“~2222=—---~~--
Calculate the slackspace and the positions:

* as we found the file will start at: 0x1FE90000

» the length of the file content is: 0x04C8

* so the real file will finish at 0x1FE904C8

* The data is written to the disk in blocks so 1224 / 512 = 2.39 so 3 blocks will be used by the
file and the remaining 5 blocks will be the slackspace.

* The slack space will start at 0Ox1FE90000 + 3 * 0x200 = 0x1FE90600

* The end of the slack space will be at the cluster end so 0x1FE90000 + 0x1000 -1 =
0x1FE90FFF (the cluster is 4096 bytes long, but we start the counting from 0 this is why we
substract 1, the position 0x1FE91000 already belongs to the next cluster not to this one).

* The data in the slackspace will be from 0x1FE90600 to 0x1FE9OFFF.

Now let us jump to the 0x1FE90600 to see the content of the slackspace:



0 e root@chfivBox: ~

1FES0600 11 63 3A 5C 66 69 6C 65 6F 6B 5C 6E 63 2E 7A 69 .c:\fileok\nc.zi
1FES0610 70 00 55 77 00 00 00 @C 00 00 00 @A 65 3A 5C 5C p.Uw........ CHARY
1FE90620 64 2E 74 78 74 00 C8 84 00 08 85 BA 65 3A 5C 5C d.txt....... CHARY
1FE9@630 65 2E 74 78 74 00 C8 04 00 00 05 @A 65 3A 5C 5C e.txt.......e:\\
1FE20640 66 2E 74 78 74 00 C8 04 00 00 05 @A 65 3A 5C 5C f.ixt.......e:\\

1FES0650 67 2E 74 78 74 00 C8 04 00 00 05 @A 65 3A 5C 5C g.txt....... e\
1FES0660 68 2E 74 78 T4 00 C8 04 00 00 65 BA 65 3A 5C 5C h.txt....... CHARY
1FE90670 69 2E 74 78 74 00 C8 04 00 00 05 BA 65 3A 5C 5C i.txt....... CHARY

1FESG680 6A 2E 74 78 74 00 C8 04 00 00 05 @A 65 3A 5C 5C J.txt.......e:\\
1FE90690 6B 2E 74 78 74 00 C8 04 00 00 05 OA 65 3A 5C 5C k.txt.......e:\\

1FES06A0 6C 2E 74 78 74 00 CB 04 00 00 05 @A 65 3A 5C 5C l.txt....... e\
1FES06BO 6D 2E 74 78 74 00 C8 04 00 00 05 @A 65 3A 5C 5C m.txt....... e\
1FES06CO 6E 2E 74 78 74 00 C8 04 00 00 05 @A 65 3A 5C 5C n.txt....... CHARY
1FESG6DO 6F 2E 74 78 74 00 C8 04 00 00 05 00 00 00 00 00 o.TXL......... ..
1FES@6ED 00 00 00 00 ©O0 00 00 QO Q0 00 00 Q0 00 00 00 00 .....icvevcvcnans

1FES06FO 00 00 G0 00 ©0O0 OO0 0O OO OO0 OO0 0O GO OO0 00 00 00 ......cccvivennnn
1FESOT700 00 00 GO 00 OO OO0 0O OO OO0 OO0 OO GO 00 00 00 00 .......cccceicuann
1FES0710 00 00 GO 00 ©O OO 0O OO OO0 OO0 OO GO 00 00 00 00 ......cccciiinnnn
1FESGT20 00 0O 00 0O OO 00 0O OO OO0 OO OO 0O OO0 Q0 0O 00 ....cicvevcncnans
1FES@730 00 00 00 00 ©O0 00 00 QO Q0 00 00 Q0 00 00 00 00 .....icvevcvcnans
1FES0740 00 00 G0 00 ©0O0 OO0 0O OO OO0 OO0 0O GO OO0 00 00 00 ......cccvivennnn
1FESG750 00 00 GO 00 OO OO0 0O OO OO0 OO0 OO GO 00 00 00 00 .......cccceicuann
1FES0760 00 0O 0O 00 ©0O OO0 0O OO OO0 OO0 OO GO 00 00 00 00 .......ccccecuann
1FE9@770 00 00 GO 00 ©O OO0 0O OO ©GO OO0 OO0 GO 00 00 00 00 .....cccviiienann

1FES@780 00 00 00 00 0O 00 00 QO 00 00 00 00 00 00 00 00 .....icveecvcnans
1FES0790 ﬂﬂ 00 00 0O OO0 OO0 00 0O OO0 00 OO0 0O OO0 00 00 00 ....icevesvennns
1FESO7AD 00 00 GO 00 ©O OO0 0O OO OO0 OO0 OO 0O OO0 00 00 00 .....ccovivennnn

1FESG7BO 00 0O 0O 00 ©0O OO0 0O OO OO0 OO0 OO GO 00 00 00 00 .......ccccecuann
1FE907CO 00 00 GO 00 ©O OO0 0O OO ©GO OO0 OO0 GO 00 00 00 00 .....cccviiienann

1FE907DO 0O 00 00 G0 00 00 00 00 60 00 00 00 00 00 00 B0 ................
1FE9Q7E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..........cc....
1FE907FO 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 ................
---  sdf - -0x1FE90790/0X40000000 - - - - == === === =======s====-seeasmmeeaaaoa-

here we can read that, the nc.zip will be stored in the slack space of d.txt, e.txt... o.txt
Let us try to reassemble the hidden file and read the content of it:

The first file is the d.txt, the MFT entry of it starts at the position 0x1546E000. Lets jump there by
pressing ctrl-g and type this value

Now I do not describe the entry in detail, because that has been done many time, just mark the
important values, and the end result:



g root@chfivBox: ~

1546E000 Hﬁ 49 4C 45 30 00 03 00 BA 39 20 00 00 00 00 00 FILEO....9 .....

1546E010 ©1 00 01 00 38 00 01 00 50 ©O1 00 GO OO 04 00 00 ....B...P.......
1546E020 00 00 0O OO OO0 OO OO 0O O3 00 00 00 24 00 00 00 ............ S...
1546E030 03 00 00 0O 0O OO OO 0O 10 OO OO OO 60 00 0O 00 ............ T
1546E040 00 00 0O 00 0©O GO 0O OO 48 OO0 0O OO 18 00 00 0O ........ Ho.o.o.o...
1546E050 EA 6E 9B E7 39 1A CC 01 CO F9 F5 B3 3A 1A CC 01 .n..9.......2...
1546E060 CO F9 F5 B3 3A 1A CC ©1 EA 6E 9B E7 3% 1A CC 01 ....:....N..9...

1546E070 20 00 0O OO OO OO 0O 0O OO OO OO OO OO0 00 00 00 .....cciivunnnn
1546E080 00 00 0O 00 65 01 00 00O OO0 OO OO 0O OO0 00 60 00 .......ccccvunnnn

1546E090 00 00 00O OO 0©O OO 0O OO 30 OO OO OO 68 00 00 O ........ B...h...
1546E0A0 00 00 00 00 0O 00 02 00 4C 00 00 00 18 00 01 00 ........L.c.o.s
1546E0BO 05 00 00 00 00 00 05 @0 EA 6E 9B E7 39 1A CC 01 .........0..9...

1546E0CO EA 6E 9B E7 39 1A CC 01 EA 6E 9B E7 39 1A CC 01 .n..9%....n..9...
1546E0DO EA 6E 9B E7 395 1A CC 01 00 10 00 00 00 00 60 00 .n..9%...........
1546EOE0 00 00 0O OO OO OO 0O 00O 20 OO OO GO 00 00 B0 00 ........ couoenn
1546E0FO O5 03 64 00 2E 0O 74 00 78 00 74 00 0O 00 00 00 ..d...t.x.t.....
1546E100 80 00 00 00 48 00 00 00 01 00 00 00 00 00 01 00 ....H.ivivevaaoas
1546E110 00 00 00 00O OO0 OO0 0O 00O OO0 OO0 OO 0O OO0 00 00 00 ......cccivvunnnn
1546E120 40 00 00 00 00 0O OO 0O OO0 10 OO0 0O OO 00 GO 00 @.......0c0unua.

1546E130 C8 04 00 00 00 00 00 0 .....c.cciiiiiinnn
1546E140 9 00 0@ @@ FF FF FF FF 82 79 47 11 1.U..........¥G.
1546E150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....ccvcvevsanss

1546E160 00 00 00 00O OO0 OO0 0O 00O OO0 OO0 OO 0O OO0 00 00 00 ......cccivvunnnn
1546E170 00 00 0O OO OO0 OO OO 0O OO0 OO0 OO 0O OO0 00 00 00 ......c.ccccvunnnn
1546E180 00 00 0O OO OO OO OO OO OO OO OO GO 00 00 60 00 .....ccciieunnnn
1546E190 00 0O 00 OO OO0 OO 0O 00O OO0 OO0 OO QD OO0 00 BO B0 ....covevevaanas
1546E1A0 00 00 00 00 0O 00 00 00 00 00 00 Q0 00 00 00 B0 ....ccvcvevsanas
1546E1B0 00 00 00 00O OO0 OO0 0O 00O OO0 OO0 OO 0O OO0 00 00 00 ......cccivvunnnn
1546E1CO 00 00 0O OO OO0 OO OO 0O OO0 OO0 OO 0O OO0 00 00 00 ......c.ccccvunnnn
1546E1D0 00 00 0O OO OO OO OO OO OO OO OO GO 00 00 60 00 .....ccciieunnnn
1546E1E0 00 00 00 OO0 ©O OO 0O 0O OO OO OO GO 00 00 00 00 .....ccciivunnnn
1546E1F0 00 00 00 00 0O 00 00 00 00 00 00 Q0 00 00 03 00 ....icvevevsanas
--- sdf --0x1546ED00 /OXx40000600--------------------cc-cmme e m s

The start cluster will be at the position S5E901 what means Ox01E955 * 0x1000 + 0x10000 =
0x1E965000

The file has length 0x04C8 = 1224 bytes again, what means 3 blocks used by the file so the slack
space will start from 0x1E965000 + 3 * 0x200 = 0x1E965600

The length of data in slack space is 5 * 512 = 2560 bytes
0x1E965600 = 513168896
we can extract this data by a simple dd command:

dd if=/dev/sdf bs=1 count=2560 skip=513168896 > /out.xxx

Similarly the remaining parts of the file can be extracted by the following commands:

dd if=/dev/sdf bs=1 count=2560 skip=513172992 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513177088 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513181184 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513185280 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513189376 >> /out.xxx



dd if=/dev/sdf bs=1 count=2560 skip=513193472 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513197568 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513201664 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513205760 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513209856 >> /out.xxx
dd if=/dev/sdf bs=1 count=2560 skip=513213952 >> /out.xxx

g root@chfivBox: ~

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513185280 >> fout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.0454549 s, 56.3 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513189376 =>> fout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, ©.0269378 s, 95.0 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513193472 =>> Jfout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.0179637 s, 143 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513197568 =>> fout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.0266771 s, 96.0 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513201664 =>> fout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.0214631 s, 119 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513205760 >> fout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.00506321 s, 506 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=5132089856 =>> fout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.0122342 s, 209 kB/s

root@chfivBox:~# dd if=/dev/sdf bs=1 count=2560 skip=513213952 =>> Jfout.xxx
2560+0 records in

2560+0 records out

2560 bytes (2.6 kB) copied, 0.00817506 s, 313 kB/s

root@chfiveox:~# |

then we can run the file command on linux, to figure aout what type of file it is (it should be a zip
file, we already know it):

root@chfivBox: ~

root@chfivVBox:~#

root@chfivBox:~# file /Jout.xxx

Jout.xxx: Zip archive data, at least v2.0 to extract
[root@chfivBox:~#

root@chfivBox:~#

then we can extract it;



out.ox [read only]

BY Extract
Back @ Location: | [/
Name * |Size Type Date Modified
@ ncexe 61.4kB DOS/Wind... 30 December 2004,...

1 object (61.4 kB)



Microsoft Dynamic disk (Simple volume)

If we use a Microsoft dynamic disk it will has some effects:

*  You will still find a Master Boot Record in the firs sector of the disk, but it is only a dummy
MBR, so it most probably points to an invalid position instaed of the real start of the
volume, but sometimes it points to the correct place, so just do not trust in it (mainly it will
incorrect if RAID, or other special features used).

*  You will find the dynamic disk header (PRIVHEAD) after the MBR (according to the
descriptions immediately after the MBR, but I used to find it to start at the position 0x0C00).
I would like to emphasize, the numbers here are stored in big endian!

* This header contains a pointer to a configuration data. Ususally it is 1 megabyte before the
end of the disk (recall, you need one megabyte unpartitioned space on the disk to create

dynamic disk).
(> I root@chfivBox: ~
gooooooe 53 Co 8E D@ BC @0 7C FB 50 07 50 1F FC BE 1B 7C 3..... | -P.P....]|
0ooooo1e BF 1B 06 50 57 B9 E5 01 F3 A4 CB BD BE 07 B1 04 ...PW...........
00000020 38 6E 00 7C 09 75 13 83 C(C5 10 E2 F4 (CD 18 8B F5 8n.].U..cueuuunnn
00000030 83 C6 10 49 74 19 38 2C 74 Fo6 AO B5 0OV B4 o7 88 ...It.8,t.......
00000040 F& AC 3C 00 74 FC BB ©7 00 B4 OE CD 10 EB F2 88 ..<.t...........
00000050 4E 10 EB8 46 00 73 2A FE 46 10 B0 VE 04 OB V4 @B N..F.s*.F..~..tT.
00000060 80 VE 04 0C 74 05 AD B6 ©7 75 D2 80 46 02 06 83 .~..t....u..F...
00000070 46 08 06 83 56 OA 00 EB8 21 00 73 05 A0 Bo 07 EB F...V...!l.s.....
00000080 BC 81 3E FE 7D 55 AA 74 OB B8O 7E 10 08 74 C8B AD ..=.}U.t..~..t..
00000090 B7 07 EB A9 8B FC 1E 57 8B F5 CB BF 05 00 BA 56 .......HW.......V
000000A0 00 B4 08 CD 13 72 23 8A C1 24 3F 98 B8A DE BA FC .....r#..5%72.....
elelelalalalsta] 43 F7 E3 86 D1 86 D6 B1 06 D2 EE 42 F7 E2 39 56 C....evean. B..9V

000AAOCO OA 77 23 72 05 39 46 68 73 1C B8 61 02 BB 00 7C .wHr.9F.s...... |
000POODO 8B 4E M2 8B 56 00 CD 13 73 51 4F 74 4E 32 E4 8A .N..V...sQOtN2..
0OAPOAE® 56 0O CD 13 EB E4 BA 56 00 60 BB AA 55 B4 41 CD V...... V. ..U.A.
0OAPOOFO® 13 72 36 81 FB 55 AA 75 30 F6 C1 81 74 2B 61 60 .r6..U.ud...t+a
00APO1O0 G6A 0O 6A B0 FF 76 ®A FF 76 08 6A 80 68 00 7C 6A j.j..v..v.j.h.|j
00000110 01 6A 10 B4 42 8B F4 CD 13 61 61 73 OE 4F 74 ©8 .j..B....aas.Ot.
00000120 32 E4 BA 56 00 CD 13 EB D6 61 F9 C3 49 6E 76 61 2..V..... a..Inva
00000130 6C 69 64 20 70 61 72 74 69 74 69 6F 6E 20 74 61 1id partition ta
00000140 62 6C 65 80 45 72 72 6F 72 20 6C 6F 61 64 69 6E ble.Error loadin
00000150 67 20 6F 70 65 72 61 74 69 6E 67 20 73 79 73 74 g operating syst
00000160 65 6D OO 4D 69 73 73 69 6E 67 20 6F 70 65 72 61 em.Missing opera
000AO170 74 69 6E 67 20 73 79 73 74 65 6D 60 060 00 00 B0 ting system.....
00AAA180 0O 0O OO 6O 00 00 OO 60 00 60 00 B0 60 00 00 B0 . ...............
00000190 00 0O OO 6O 00 00 OO 60 00 60 00 B0 00 00 00 B0 ................
000PO1A0 00 00 OO 60 00 00 0O 60 00 00 00 B0 00 00 00 B0  ................
00PPO1BO 00 0O OO 6O 00 2C 44 63 08 90 18 ED 00 eefesfel ..... DCeiia...
0000O1CO O1 00 00 08 ..B.7.7.........
0000O1DO 00 0O OO 0O 00 00 OO 0O 00 0O 0O B0 00 00 00 B0 .....oceveeeeo..
0OPPO1E® 00 0O OO 6O 00 00 OO 6O 00 60 00 B0 00 00 00 B0 .......c..ccv...
0OOPO1FO 00 0O OO 60 00 00 OO 00 00 00 B0 00 00 00 55 AA  ....oveeeen... u.
--- sdg - =BX0 /OXIDOODOOO=- - = === ===2accescccssscssacssscnssanassassaacnnna

As we see the first partition record points to 3F000000 what means 0x3F and given in sectors. So



the start of the volume ackording it 0x7E00. Jump there by pressing ctrl-g then type 0x7E00

(< ] root@chfivBox: ~

00007EQD EB 52 90 4E 54 46 53 20 20 20 20 00 02 02 00 00 .R.NTFS .
00007E10 00 00 00 00 OO0 FB 00 0O 3F 00 FF 00 3F 00 00 00 ........7...7...
00007EZ20 00 00 00O OO 80 00 BO 00 C2 DD 1F 00 OO0 00 00 00 .....ccvevenennn.

00007E30 AD 4F O5 0O 00 00 00 GO 7O F7 OF 0O 00 00 00 00 .0...... Pevevnn.
00007E40 01 00 00 00 O4 0O OO0 GO EV DD 9E AB 24 SF AB BA ........c.u.. S...
00007ESD 00 00 00 00 FA 33 CO BE DO BC 00 7C FB BB C@ @7 ..... 3..... [evnn
00007EGD 8E D8 E8 16 OO0 B8 00 6D B8BE CO 33 DB C6 06 OE 0G0 .......... 3.....
00007ETO 10 E8 53 00 68 00 6D 68 oA 02 CB BA 16 24 00 B4 ..S.h..hj....5..
00007ESO 08 CDb 13 73 05 BS FF FF BA F1 66 OF B6 C6 40 66 ...S5...... f...@f
00007ESO OF B6 D1 80 E2 3F F7 E2 86 CD CO ED 06 41 66 GF ..... P Af.
00007EAD B7 C9 66 F7 E1 66 A3 20 00 C3 B4 41 BB AA 55 8A ..f..f. ...A..U.
00007EBO 16 24 00 CD 13 72 OF 81 FB 55 AA 75 089 F6 C1 01 .S5...r...U.u....
00007ECO 74 04 FE 066 14 00 C3 66 60 1E 06 66 Al 10 00 66 tT...... fr.o.f...f
00007EDO @3 06 1C @0 66 3B 06 20 00 OF 82 3A 00 1E 66 6A ....T;. ...:..T]
O00O07EE® @0 66 50 @6 53 66 68 10 60 81 00 80 3E 14 88 @0 .fP.Sfh..... ...

O0OOTEFO @F 85 ©@C 00 E8 B3 FF 80 3E 14 00 00 OF 84 61 00 ........>.....3.
00eOT7FOO B4 42 8A 16 24 00 16 1F 8B F4 CD 13 66 58 5B 07 .B..S5.......TX[.
00007F10 66 58 66 58 1F EB 2D 66 33 D2 66 OF B7 OE 18 00 fXfX..-f3.f.....
0000T7F20 66 F7 F1 FE C2 8A CA 66 8B DO 66 C1 EA 10 F7 36 f......f..T....6
00007F30 1A 00 86 D6 BA 16 24 00 B8A EB CO E4 06 OA CC BB  ...... 8 cuviunns

00007F40 @1 @2 CD 13 OF 82 19 0@ 8C CO 65 20 0O 8E CO 66 ....veevwwes ou.T
00007F50 FF 06 10 00 FF OE OE 00 @F 85 6F FF OV 1F 66 61 .......... o...Ta
00007F60 C3 ADO F8 01 EB 09 00 A@ FB 01 E8 03 00 FB EB FE ..veveveuanan.n.
00007F70 B4 01 886 F@ AC 3C 00 74 09 B4 OE BB 0O7 00 CD 10 ..... <.t.o..oun.
00007F80 EB F2 C3 0D OA 41 20 64 69 73 6B 20 72 65 61 64 ..... A disk read

00007F90 20 65 72 72 o6F 72 20 6F 63 63 75 72 72 65 64 00 error occurred.
00007FAD 0D OA 4E 54 4C 44 52 20 69 73 20 6D 69 73 73 69 ..NTLDR is missi
00007FBO 6E 67 00 0D OA 4E 54 4C 44 52 20 69 73 20 63 6F ng...NTLDR is co
00007FCO 6D 70 72 65 73 73 65 64 00 0D BA 50 T2 65 73 73 mpressed...Press
00007FDO 20 43 74 72 o6C 2B 41 6C 74 2B 44 65 6C 20 74 6F Ctrl+Alt+Del to

0OOO7FE®@ 20 72 65 73 74 61 72 74 0OD OA 060 00 00 00 00 00 restart........
00007FF0 [0 00 00 @0 00 6O 00 00 83 AG B3 C9 00 00 55 AA  .......eaa.... u.
--- sdg - -BXT7FFO/OX4BDBEOO6-----======2scecccsssccacnnaccmaasasaannnnnns

As we can see now it points to the correct place. But because we can not trust in it let us try to
search it on the way it should be done in case of dynamic disks. First of all jump back to the
beginning of the disk by pressing ctrl-g then type 0. Start to scroll down until you find the
PRIVHEAD magic value:



root@chfivBox: ~

goooacoo Eﬂ 52 49 56 48 45 41 44 00 00 31 BE 00 02 00 0B PRIVHEAD..1.....
goeoacio @1 CO0 F2 8D E4 EB F3 50 00 OO0 OO0 00 OO0 00 00 @B ....... P........
Qoooaczo 00 00 00 00 OO0 00 07 FF OO OO OO OO OO0 00 O7 40 ......ciiveeens @
00000C30 63 34 62 64 33 32 34 31 2D 66 39 63 36 2D 34 61 c4bd3241-f9c6-4a
0o600C40 63 34 2D 39 63 34 64 2D 64 39 34 37 34 31 31 36 c4-9c4d-d9474116
00000C50 32 61 39 38 00 OO0 OO0 OO0 OO0 0O OO OO OO OO OO0 00 2a898............
00000C60 00 OO OO OO OO0 OO OO OO0 OO0 0O OO0 0O 00 00 00 00 .....viuvunnnnns
0o600CTO 31 62 37 37 64 61 32 30 2D 63 37 31 37 2D 31 31 1b77daz2e-c717-11
ooe00C80 64 30 2D 61 35 62 65 2D 30 30 61 30 63 39 31 64 dO-aSbe-00a0co1d
00000C90 62 37 33 63 00 00 00 00 00 00 00 G0 00 00 00 00 b73c............
00000CAO 00 OO OO OO OO0 OO OO OO0 OO0 0O 0O OO OO0 00 00 00 . ....viuivnnnnas
0o000CBO 32 34 30 36 38 30 30 63 2D 38 38 33 31 2D 34 37 2406800c-8831-47
ooeoecco 32 65 2D 62 30 37 33 2D 35 37 64 64 64 36 37 63 2e-b073-57ddd67c
ooooocDo 39 33 30 35 00 00 00 OO0 OO0 OO OO OO OO0 OO0 00 QO 9305............
00000CEO 00 00 OO0 OO OO0 OO0 OO0 OO OO0 0O 0O DO OO0 00 00 Q0 .....oveevnnnnnns
00000CFO 54 61 6E 74 65 72 65 6D 78 70 44 67 31 00 00 00 TanteremxpDgl...
lelelalelntale] 00 00 OO0 OO OO0 OO0 OO0 OO OO0 0O 0O DO OO0 00 00 Q0 .....oveevnnnnnns
oooooD10 00 02 00 00O OO0 OO0 OO0 OO OO0 OO OO DO OO0 00 00 Q0 .....ovvevnnnnnns
00000D20 00 00 3F 00 OO0 OO0 OO0 00 1F DD C3 00 OO0 00 00 00 ..7.....ceuevnnnn
00000D30 1F F6 00 00 OO0 OO0 OO0 00 OO0 OB 00 0O OO0 00 Q0 Q0 .....ovvevnnnnnns
oooooD40 00 00 02 00 OO0 OO0 OO0 OO0 OO0 O7 FD 0O 00 00 01 00 .....ovvevnnnnnnn
00000D50 00 00 01 00 OO0 OO0 OO0 OO0 OO0 05 C9 0O OO0 00 00 Q0 .....ovvevnnnnnns
00000060 00 00 EO DC 65 DC 65 00 00 00 0O 0O OO0 OO0 00 Q0 ....B.B....vuewn
0o000DT0 00 00 OO0 OO OO0 OO0 OO0 OO0 OO0 0O 0O 0O OO0 00 Q0 Q0 .....ovvevnnnnnnn
oooooD8O 00 00 OO0 OO OO0 OO0 OO0 OO0 OO0 0O 0O 0O OO0 00 Q0 Q0 .....ovvevnnnnnnn
0o000D90 00 00 OO0 OO OO OO0 OO0 OO0 OO0 00 0O 0O OO0 00 Q0 Q0 ....vivsvsssssns
00000DAO 00 00 OO0 OO OO OO0 OO0 OO0 OO0 00 0O 0O OO0 00 Q0 Q0 ....vivsvsssssns
0o000DBO 00 00 OO0 OO OO OO0 OO0 OO0 OO0 00 0O 0O OO0 00 Q0 Q0 ....vivsvsssssns
gooooDCo 00 00 OO0 OO OO OO0 OO0 OO0 OO0 00 0O 0O OO0 00 Q0 Q0 ....vivsvsssssns
go000DDO 00 00 OO0 OO OO OO0 OO0 OO0 OO0 00 0O 0O OO0 00 Q0 Q0 ....vivsvsssssns
00000DEO 00 00 00 OO0 OO0 00 00 00 OO0 0O 0O QO OO0 00 00 Q0 ....viesssssnsns
00000DFO 00 00 00 OO0 OO0 00 00 00 OO0 0O 0O QO OO0 00 00 Q0 ....viesssssnsns
--- sdg --0xC00,/0x480000800--------------- - - -
The PRIVHEAD block builts up as follows




0x0000

0x0010
0x0020
0x0030
0x0040
0x0050
0x0060
0x0070
0x0080
0x0090
0x00A0
0x00BO
0x00C0
0x00D0
0x00EO
0x00F0
0x0100
0x0110
0x0120
0x0130
0x0140
0x0150
0x0160
0x0170
0x0180

o [1[2[sfals[e[7]s[s]alBlCcID
_ major version
PRIVHEAD (Magic value) unknown always 0x02

Timestamp Number

Size

Host ID GUID string, null padded

Size

Disk group ID GUID string, null padded

Disk Group

Name string, null padded

Logical Disk

Logical Disk Size Configuration
Configuration Size
TOC size | Number of configs ___[Num- |
Size of config
Disk Signature (or zero) Disk Set
GUID Disk Set

GUID (?)

When we apply it to the actual data we get the following



ooooeceo
ooooeclo
00000C20
00000C30
oooooC40
00000C50
0oo00C60
oooeec7o
ooooecso
0oeoeceo
00000CAD
00000CEO
ooooecco
ooooocho
00000CED
00000CFO
ooooeDeo
geooeDlo
goooeDzo
ooooeD3o
ooooeD40
ooooeD50
oooooD6O
ooooeD70
ooooeDso
ooooeDso
0000eDAD
ooooeDBO
ooooeDco
ooooeDDo
00000DED
00000DFO

0o
(]3]
0o
0o
0o
0o
0o
0o
0o

00
00
0o
0o
0o
00
00
0o
0o

0o
00
0o
0o
0o
0o
0o
0o
0o

root@chfivBox: ~
Fo 52 49 56 48 45 41 44

00
0o
0o
00
00
00
0o
00
0o

00
0o
0o
00
00
00
0o
00
0o

0o
(]3]
0o
0o
0o
0o
0o
0o
0o

00
00
0o
0o
0o
00
0o
0o
0o

00 08 31 BE

00 _02/Po 6B

00 00 00 00 00 00 0O 06
Wl

0o

Oo

O

0

PRIVHEAD..1.....

sesssssPicsisnns

c4bd3241-f9c6-4a
c4-9c4d-do9474116

1b77daz2®-c717-11
d0-asbe-00a0c91d
b73C....ovuiunn.
2406800c-8831-47
2e-bB73-57ddd67c

TanteremxpDg1. ..
sl anssanananans

sdg - -BxCO08 /Ox40800B8BB -~ -~~~ - -~ s
we should find the logical disk start value at the position (0x011B..0x0123) we will find here
000000000000003F until this point practically all the numbers were stored in little endian format so
we would interpret it as 3F00000000000000 but in case of dynamic disk configuration block the
numbers are usually stored in big endian format, so this value means simply 0x3F

So the data on the disk starts at the offset 0x3F (it is not surely the start of the volume yet, but we
should add the offset of the volume start to this value).

Now let us try to find where the volume starts on this logical disk. To do it we need the
configuration start value, what is 0000000001FF600. It means the configuration data starts at
0x1FF600 position. It is given in clusters so we must multiply by 512, Ox1FF600 * 0x200 =
3FECO0000. Let us jump there by pressing ctrl-g then type 0Ox3FEC0000



g root@chfivBox: ~

3FECOO0O ﬂﬂ 00 00O 0O OO0 0O 0O OO OO OO OO OO 00 00 60 00 .....ccceiiinnnn
3FECOO10 00 00 00 00 OO0 OO0 00 GO OO0 00 00 OO OO0 00 00 B0 .....icievevsanas
3FECOO20 00 00 00 00O OO0 OO0 OO0 0O OO0 OO OO OO OO0 00 00 00 ......ccvcvuennn
3FECOO30 00 00 0O OO OO OO OO GO OO0 OO OO OO OO0 GO 00 00 ......cciciunnnn
3FECOO40 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECOO50 00 00 00 00O OO0 OO0 OO0 0O OO0 OO OO OO OO0 00 00 00 ......ccvcvuennn
3FECOO60 00 00 0O OO OO OO OO GO OO0 OO OO OO OO0 GO 00 00 ......cciciunnnn
3FECOO7O 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECOO80 00 00 00 00O OO0 OO0 OO0 0O OO0 OO OO OO OO0 00 00 00 ......ccvcvuennn
3FECOO%0 00 00 0O OO OO OO0 OO0 GO OO0 OO OO OO OO0 GO0 00 00 .......ccccvueees
3FECOOAD 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECOOBO 00 00 00 00O OO0 OO0 OO0 0O OO0 OO OO OO OO0 00 00 00 ......ccvcvuennn
3FECOOCO 00 00 0O OO OO OO OO0 GO OO0 OO OO OO 00 GO0 00 00 .......cccceueuan
3FECOODE 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECOOE® 00 00 00 00O OO0 OO0 OO0 0O OO0 OO OO OO OO0 00 00 00 ......ccvcvuennn
3FECOOFO 00 00 0O OO OO OO OO0 GO OO0 OO OO OO 00 GO0 00 00 .......cccceueuan
3FECO100 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECO110 00 00 00 00O OO0 OO0 OO0 0O OO0 OO OO OO OO0 00 00 00 ......ccvcvuennn
3FECO120 00 00 0O OO OO OO OO0 GO OO0 OO OO OO 00 GO0 00 00 .......cccceueuan

3FECO130 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECO140 00 00 00 00 OO0 OO0 00 GO OO0 00 00 0O OO0 00 00 B0 .....icievevsasas
3FECO150 00 00 0O OO OO OO OO0 GO OO0 OO OO OO 00 GO0 00 00 .......cccceueuan
3FECO160 00 00 00 0O OO0 OO0 OO0 DO OO0 OO OO DO OO0 0O 00 B0 .....icvievevsasnas
3FECO170 00 00 00 00 OO0 OO0 00 GO OO0 00 00 0O OO0 00 00 B0 .....icievevsasas

3FECO180 00 00 00 00 OO0 OO0 00 OO OO0 OO OO0 0O 00 00 00 00 . ....iueevnnnsss
3FECO190 00 00 00 0G0 OO0 OO OO0 00 OO0 00 OO0 00 00 00 00 B0 . ....ccveiinanns
3FECO1A0 00 00 00 00 OO0 00 00 QO OO0 OO 00 0O 00 00 00 00 ..v.verirvernnnnns
3FECO1BO 00 00 00 00 OO0 OO0 00 OO OO0 OO OO0 0O 00 00 00 00 . ....iueevnnnsss
3FECO1CO 00 0O 00 GO OO OO OO 00 OO OO0 0O 0O 00 00 00 B0 .....cvvvivunnns
3FECO1DO 00 00 00 00 OO0 00 00 QO OO0 OO 00 0O 00 00 00 00 ..v.verirvernnnnns
3FECO1E® 00 00 00 00 OO0 OO0 00 OO OO0 OO OO0 0O 00 00 00 00 . ....iueevnnnsss
3FECO1FO 00 00 00 00 OO0 OO0 00 OO0 OO0 OO 00 0O 00 00 00 00 .....cvievennans
--- sdg --OX3FECO000,/0X40000000----------c-- e e e e e e
here we found empty block, but if we start to scroll down a bit we find the configuration data. First

the TOC block:



g root@chfivBox: ~

3FECO200 54 4F 43 42 4C 4F 43 4B 00 00 08 BA 00 00 00 00 TOCBLOCK........
00

3FECO210 00 00 @5 00 00 00 0O OO0 OO OO 0O OO0 OO0 00 00 ......ccvevennns
3FECO220 00 00 00 60 63 6F 6E 66 69 67 00 0O 00 00 00 00 ....config......
3FECO230 00 00 0O OO OO0 11 0O OO0 OO0 OO0 00 OO 05 C9 00 06 ......c.cccveuannn
3FECO240 00 01 00 06 00 00 6C 6F 67V 0O OO 0O OO0 OO 0O GO ...... log.......
3FECO250 00 00 0O OO OO OO0 G5 DA OO OO OO OO OO0 00 00 EO® ......c.cccveunnnn
3FECO260 00 06 00 01 OO 0O 0O OO OO DO OO OO OO0 00 00 00 .....civeeasasss
3FEC@270 00 00 00 00 OO0 0O Q0O 0O OO0 0O OO0 OO OO0 00 00 00 ....iciiveeasasss
3FECO280 00 00 00 0O OO0 0O 0O OO OO0 OO0 OO0 OO OO0 00 00 00 .....civeeasasss

3FECO290 00 00 00 0O OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveuennn
3FECO2A0 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveeennn
3FECO2BO 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 0 .......ccvevenns
3FECO2CO 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 0 .......ccveeeens
3FECO2DO 00 00 00O OO OO OO 0O OO OO OO 0O GO 00 00 00 G0 ......cccveuennn
3FECO2EO 00 00 0O OO0 OO OO 0O OO OO OO OO OO 00 00 00 0 ......cccveuennn

3FECO2FO 00 00 00 00 OO0 0O 0O 0O OO0 0O OO0 OO OO0 00 00 00 ....iciiceeesasss
3FEC@300 00 00 00 00 OO0 0O Q0O 0O OO0 0O OO0 OO OO0 00 00 00 ....iciiveeasasss
3FEC@310 00 00 00 0O OO0 0O 0O OO OO0 OO0 OO0 OO OO0 00 00 00 .....civeeasasss

3FECO320 00 00 00 0O OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveuennn
3FECO330 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 0 .......ccvevenns
3FECO340 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 0 .......ccvevenns
3FECO350 00 00 0O OO OO OO 0O OO OO OO OO OO OO0 00 00 GO0 ......cccveuennn
3FECO360 00 00 0O OO0 OO OO 0O OO OO OO OO OO 00 00 00 0 ......cccveuennn

3FECO370 00 00 00 0O OO 0O 0O DO OO DO OO OO OO0 00 00 00 .....cicveeesasss
3FEC@380 00 00 00 00 OO0 0O Q0O 0O OO0 0O OO0 OO OO0 00 00 00 ....iciiveeasasss
3FEC@390 00 00 00 0O OO0 0O 0O OO OO0 OO0 OO0 OO OO0 00 00 00 .....civeeasasss

3FECO3A0 00 00 00 0O OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveuennn
3FECO3BO 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveeennn
3FECO3CO 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 0 .......ccvevenns
3FECO3DO 00 00 0O OO OO0 OO 0O OO OO0 OO OO OO OO0 00 00 0 .......ccveeeens
3FECO3EO 00 00 00O OO OO OO 0O OO OO OO 0O GO 00 00 00 G0 ......cccveuennn
3FECO3FO 00 00 0O OO0 OO OO 0O OO OO OO OO OO 00 00 00 0 ......cccveuennn
--- sdqg --OX3FECO200/0X40000000---------------=-----"-------~-----~-~-~--~----

if we continue to scroll down we find after it there will be the VMDB block



m root@chfivBox: ~

3FEC2200 Eﬁ 4D 44 42 00 00 17 24 00 00 00 80 00 00 02 00 VMDB...S........
3FEC2210 00 01 00 04 OO0 OA 54 61 6E 74 65 72 65 6D 78 70 ......Tanteremxp
3FEC2220 44 67 31 00 00 00 00 00 OO0 0O OO OO OO0 OO 00 00 Dgl.............
3FEC2230 00 00 00 00 00 32 34 30 36 38 30 30 63 2D 38 38 ..... 2406800c-88
3FEC2240 33 31 2D 34 37 32 65 2D 62 30 37 33 2D 35 37 64 31-472e-b073-57d
3FEC2250 64 64 36 37 63 39 33 30 35 00 00 00 00 00 00 00 dd67c9305.......
3FEC2260 00 00 00 0O OO0 0O OO OO OO OO OO GO OO0 00 00 00 .......ccviunnnn
3FEC2270 00 00 00 00 OO0 0O OO OO0 OO0 0O 00 04 10 00 00 00 ......c.cciveiunnnn

3FEC2280 00 0O 00 94 10 00 00 00 O1 00 00 00 01 00 00 00 .....cicevananns
3FEC2290 01 00 00 00 O1 0O 00 0O OO0 00 00 0O OO0 00 00 00 ....icicevananas
3FEC22A0 00 00 00 00 O1 0O 00 00 O1 00 00 0O 01 00 00 00 .....cicevasanns

3FEC22B0O 01 00 00 0O OO0 0O OO 0O OO0 00 00 0O 00 01 CD F2 .....iiiinnnnnnn
3FEC22CO 8D E4 FC C2 60 00 00 0O 0O 00 00 0O 00 00 60 B0 .... «.i.eeenunns
3FEC22DO 00 00 00 0O OO0 0O OO OO OO0 0O OO OGO OO0 00 00 00 .......c.cccveean
3FEC22ED 00 00 00 0O OO0 0O OO OO OO0 0O OO0 GO OO0 00 00 00 .......ccccueann
3FEC22F0O 00 0O 00O OO OO0 0O OO OO OO 0O OO GO 00 00 00 00 .......ccveuennn

3FEC2300 00 DO 00 0O OO DO OO OO OO 0O OO OO OO0 00 B0 00 .....cicevasanns
3FEC2310 00 0O 00 0O OO0 0O 00 00 OO0 00 00 0O OO0 00 00 00 ....icicevasanss
3FEC2320 00 00 00 0O OO0 0O 00 0O OO0 00 00 0O OO0 00 00 00 ....icicevasanas
3FEC2330 00 00 00 0O OO0 0O OO0 00 OO0 00 OO0 OO OO0 00 00 00 ....icicevasnnas

3FEC2340 00 00 00 0O OO0 0O OO 0O OO0 0O OO0 OO OO0 00 00 00 ......cccveuennn
3FEC2350 00 00 00 0O OO0 0O OO OO OO0 0O OO OGO OO0 00 00 00 .......c.cccveean
3FEC2360 00 00 00 0O OO0 0O OO OO OO0 0O OO OGO OO0 00 00 00 .......c.cccveean
3FEC2370 00 00 00 0O OO0 0O OO OO OO OO OO GO OO0 00 00 00 .......ccviunnnn
3FEC2380 00 00 00 OO0 OO0 0O OO OO0 OO 0O OO GO OO0 00 00 00 ......cccveuennn

3FEC2390 00 DO 00 0O OO DO OO OO OO 0O OO OO OO0 00 B0 00 .....cicevasanns
3FEC23A0 00 00 00 0O OO0 0O 00 0O OO0 00 00 0O OO0 00 00 00 ....icicevasanas
3FEC23B0O 00 00 00 0O OO0 0O OO0 00 OO0 00 OO0 OO OO0 00 00 00 ....icicevasnnas

3FEC23CO 00 00 00 0O OO0 0O OO 0O OO0 0O OO0 OO OO0 00 00 00 ......cccveuennn
3FECZ23D0O 00 00 00 0O OO0 0O OO OO0 OO0 OO OO OO OO0 00 00 00 ......cciveuennn
3FECZ23EO 00 00 00 0O OO0 0O OO OO OO0 0O OO OGO OO0 00 00 00 .......c.cccveean
3FEC23F0O 00 00 00 0O OO0 0O OO OO OO0 0O OO0 GO OO0 00 00 00 .......ccccueann
--- sdg --Ox3FEC2200/0x40000000------------ - - o

And when continue the scroll we find the part what is the most important for us the VBLK blocks.



root@chfivBox: ~

3FEC2400 56 42 4C 4B 00 00 00 04 OO 0O OO OO OO0 0O 60 GO VBLK............
3FEC2410 00 GO OO GO OO OO OO GO OO OO 0O OO0 0O OO @0 B0 .......cocveuunn
3FEC2420 00 0O OO OO OO OO OO GO OO OO0 0O OO0 0O 00 00 00 .........ccocueen
3FEC2430 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
3FEC2440 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
3FEC2450 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
3FEC2460 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
3FEC2470 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
3FEC2480 56 42 4C 4B 00 00 00 65 00 OO0 00 02 00 00 00 01 VBLK............
3FEC2490 006 00 08 35 00 00 00 4C 02 04 01 0D 54 61 6E 74 ...5...L....Tant
3FEC24A0 65 72 65 6D 78 70 44 67 31 24 32 34 30 36 38 30 eremxpDgl$240680
3FEC24B0 30 63 2D 38 38 33 31 2D 34 37 32 65 2D 62 30 37 0c-8831-472e-bo7
3FEC24C0 33 2D 35 37 64 64 64 36 37 63 39 33 30 35 00 00 3-57ddd67c9305..
3FEC24D0 00 00 OO 0O OO0 0O OO0 GO 04 04 04 FF FF FF FF 04 . ...... .o un
3FEC24ED FF FF FF FF 0O 00 00 00 OO0 OO0 00 0O OO0 00 00 00 .......c.eveuunn
3FEC24F0 00 00 OO0 0O OO0 0O OO0 GO OO0 OO0 OO OO OO0 00 00 00 ........cicveuunn
3FEC2500 56 42 4C 4B 00 00 00 06 00 OO0 0O OO OO OO0 GO 00 VBLK............
3FEC2510 00 00 OO0 0O OO0 0O OO0 GO OO0 OO0 OO OO OO0 00 00 00 ........cicveuunn
3FEC2520 00 00 OO0 0O OO0 0O OO0 GO OO0 OO0 OO OO OO0 00 00 00 ........cicveuunn
3FEC2530 00 00 00 0O OO0 00 00 GO OO0 OO0 OO OO0 OO0 00 00 00 ........cccveuunn
3FEC2540 00 00 00 0O OO0 00 00 GO OO0 OO0 OO OO0 OO0 00 00 00 ........cccveuunn
3FEC2550 00 00 00 0O OO0 00 00 GO OO0 OO0 OO OO0 OO0 00 00 00 ........cccveuunn
3FEC2560 00 00 00 0O OO0 00 00 GO OO0 OO0 OO OO0 OO0 00 00 00 ........cccveuunn
3FEC2570 00 00 00 0O OO0 00 00 GO OO0 OO0 OO OO0 OO0 00 00 00 ........cccveuunn
3FEC2580 56 42 4C 4B 00 00 00 07 00 00 00 O1 ©0O0 00 00 01 VBLK............
3FEC2590 @0 00 0O 34 00 00 0O 3B 02 04 03 05 44 69 73 6B ...4...;....Disk
3FEC25A0 31 24 63 34 62 64 33 32 34 31 2D 66 39 63 36 2D 15c4bd3241-f9c6-
3FEC25B0 34 61 63 34 2D 39 63 34 64 2D 64 39 34 37 34 31 4ac4-9c4d-d94741
3FEC25C0O 31 36 32 61 39 38 00 00 OO0 OO0 00 00 OO OO0 00 00 162a98B..........
3FEC25D0 00 04 10 00 00 00 00 0O 00 00 00 00 O©QO0 00 00 00 ......icvcvensnes
3FEC25ED@ 00 GO 00 0O 00 Q0 00 0O 00 00 00 00 0O 00 00 00 ......iicvcvenaes
3FEC25F0 00 GO 00 0O 00 Q0 00 0O 00 00 00 00 0O 00 00 00 ......iicvcvenaes
--- sdg --@X3FEC2400 f0X40000000-----------------cc e em e e oo



Structure of the VBLK blocks

Every VBLK block is 128 (0x80) bytes long, and starts with a 16 (0x10) bytes long header the
structure of it is always the same.

o[ 1] 2] 3 4 | 5] 6 | 7 8 ] 9] A] B

0x0000 |  Magic value (VBLK) S“wm?”m”@ms Group number NUTISEr Ef
om 4) records

0x0010

0x0020

0x0030

o« Gontent of the VBLK block

0x0050

0x0060

0x0070

The content of the VBLK block is varying, the following ones can be seen on the disks:

Partition 0x33

Volume 0x51

Component 0x32

Disk 0x34 or 0x44 I have never seen this later one.
Disk group 0x35 or 0x45 I have never seen the late one



VBLK partition descriptor (0x33)

Now we will need practically only this information.

0x0000

Update

0x0010 Status

0x0020

Parent (a
component)
object ID

0x0040 | partiti
on
size

0x0050
0x0060
0x0070

Let us check it on our example:




root@chfivBox: ~

3FEC2780 [B6 42 4C_4B_ 00 0O 68 BB ©0 00 00 87 ©0 B0 00 01 VBLK...eeee.....
3FEc2790 oo eofee 33] o 60 00 32 02 €4 OA ©8 44 69 73 6B ...3...2....Disk
3FEC27A0 31 2D 30 31 00 00 68 80 00 00 00 60 80 00 04 0B 1-B1............
B o TR TN T OO
3FEC27CO B3 1F DD C3 02 04 68 62 ©F 03 00 88 80 00 00 00 .....ceceeeennn.
3FEC27D0 GO 80 ©0 00 00 00 80 8O ©0 00 00 60 80 B0 00 00 . ...............
3FEC27E0 GO 80 ©0 00 00 00 60 8O ©0 00 00 60 80 B0 00 00 . .......cc......
3FEC27FO GO 80 00 00 00 00 60 B0 ©O 00 00 60 80 B0 00 00 . ...............
3FEC2800 56 42 4C 4B 00 00 80 BC ©0 00 00 65 00 00 00 01 VBLK............
3FEC2810 6O 80 @0 32 00 60 80 30 02 04 68 BA 56 6F 6C 75 ...2...0....Volu
3FEC2820 6D 65 31 2D 30 31 86 41 43 54 49 56 45 02 00 00 mel-81.ACTIVE...
3FEC2830 GO 80 ©1 ©1 00 00 60 8O 00 00 04 10 80 B0 00 00 ................
3FEC2840 GO 80 00 0O 02 04 86 B0 0O 00 00 B0 00 B0 00 0O ................
3FEC2850 GO 80 00 0O 00 00 B0 B0 0O 00 00 B0 80 B0 00 00 ................
3FEC2860 GO 80 00 00 00 00 80 B0 0O 00 00 80 00 B0 00 00 ................
3FEC2870 GO 80 00 00 00 00 80 B0 0O 00 00 80 00 B0 00 0O . ...............
3FEC2880 56 42 4C 4B 00 0O 80 6D ©0 00 00 80 ©0 B0 00 00 VBLK............

3FEC2890 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
3FEC28A0 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
3FECZ28B0O 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
3FEC28C0O 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns
3FECZ28D0O 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns

3FECZ8EO 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
3FECZ8F0 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
3FECZ2900 56 42 4C 46 00 00 00 OE 0O 0O 00 00 OO0 0O 00 00 VBLK............
3FEC2910 00 00 0O OO0 OO0 OO OO OO OO0 OO OO0 OO OO0 00 00 00 ......cccvevennnn
3FEC2920 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
3FEC2930 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
3FECZ2940 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
3FEC2950 00 00 0O OO0 OO0 0O OO OO OO0 OO OO0 OO 00 00 00 00 .......cccecennn
3FEC2960 00 00 0O OO0 OO0 0O OO OO OO0 OO OO0 OO 00 00 00 00 .......cccecennn
3FEC2970 00 00 0O OO OO 0O OO OO OO0 OO OO0 GO0 OO0 00 60 00 ......ccccveunnn
--- sdg --0x3FEC2780,/0x40000000------------"r--- e e s

0x12..0x13 : the type of this VBLK, now it is 0x33 means partition.
0x30..0x37 : the start of the partition within the logical disk now it has a value of 0 so the partition
will start at 0x3F + 0x00 = 0x3F.



Microsoft dynamic disks (RAIDO stripe)

Now we have three disks, evidenceRAIDO-diskOb.vhd (/dev/sdh), evidenceRAIDO-disk1b.vhd
(/dev/sdi), and evidenceRAIDO-disk2b.vhd (/dev/sdj) and we created a stripe volume across these
three disks. Let us try to reassemble this disk.

In this case the disks are divided to stripes. First we should know the stripe size as a basic
information. When we want to write the data to the RAID array we divide it to stripe sizes, and
write it to the disks at the same time.

Let us again try to find where does the NTFS volume starts. If we try again the MBR let see what
we will get



= root@chfivBox: ~

00000000 53 Co 8E DO BC 00 7C 8E CO BE D8 BE 06 7C BF 60 3..... [ oevnns | ..
06

00000010 BS 00 62 FC F3 A4 50 68 1C 06 CB FB B9 04 00 ....... Ph.......
00000020 BD BE 07 80 7E 00 00 7C OB OF 85 10 01 83 C5 10 ....~..|.iceuuens
00000030 E2 F1 CD 18 88 56 00 55 C6 46 11 65 C6 46 10 00 ..... V.U.F...F..

oooooo4o B4 41 BB AA 55 CD 13 5D 72 OF 81 FB 55 AA 75 09 .A..U..]r...U.u.
00000050 F7 C1 01 0@ 74 03 FE 46 10 66 60 80 7TE 10 00 74 ....t..F.f .~..t
00000060 26 66 68 @ 0O 00 0O 66 FF 76 08 68 00 00 68 00 &fh....f.v.h..h.
00000070 7C 68 01 @@ 68 10 00 B4 42 8A 56 00 8B F4 ¢D 13 |h..h...B.V.....
00000080 SF 83 C4 10 SE EB 14 B8 01 02 BB 00 7C BA 56 00 ............ | . V.
00000090 BA 76 01 8A 4E 062 8A 6E 03 (D 13 66 61 73 1E FE .v..N..n...fas..
000000A0 4E 11 OF 85 0OC 00 80 7E 0O 80 OF 84 B8A 00 B2 80 NMN...... I,
000000BO EB 82 55 32 E4 BA 56 00 CD 13 50 EB 9C 81 3E FE ..UZ..V...]...=.
ooooooco 7D 55 AA 75 6E FF 76 0@ E8 8A 00 OF 85 15 00 BO® JU.un.v.........

ooooeoDo D1 E6 64 EB 7F 00 BO DF E6 60 EB 78 00 BO FF E6 ..d...... .X....
000000ED 64 EB 71 @@ BS 00 BB CD 1A 66 23 C@® 75 3B 66 81 d.q......f#.u;f.
000000F0 FB 54 43 50 41 75 32 81 F9 82 01 72 2C 66 68 07 .TCPAu2....r,fh.
oooool00 BB 00 00 66 68 00 02 00 OO 66 68 08 00 00 00 66 ...fh....fh....f
ooooo1io 53 66 53 66 55 66 68 00 00 00 00 66 68 00 7C 00 SfSsfufh....fh.|.
ooooo1z20 60 66 61 68 00 00 67 CD 1A 5A 32 F6 EA 08 7C 60 .fah..... Z2...].
ooooo130 006 CD 18 AG BV 07 EB 08 A0 B6 07 EB 03 AD B5 07 ..... ...
00000140 32 E4 65 00 0OV 8B FO AC 3C 00 74 FC BB 07 00 B4 2....... <.t.....

0oooe1s0 @E CD 10 EB F2 2B C9 E4 64 EB 00 24 02 EO F8 24 .....+..d..5...5
00000160 @2 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74 ..Invalid partit
00000170 69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20 1ion table.Error
00000180 6C 6F 61 64 69 6E 67 20 6F 70 65 72 61 74 69 6E loading operatin
00000190 67 20 73 79 73 74 65 6D 00 4D 69 V3 73 69 6E 67 g system.Missing
oooo01A0 20 6F 70 65 T2 61 74 69 6E 67 20 73 79 V3 V4 65 operating syste

000001BO A0 A6 B0 00 6 A 99 4D 9 g 4 66 OF m....bz.M.y0....
0000801CO eof420FE  3F 4003F 00 00 0elcl F7 _OF 00l . BL?@7 e
0OAEE1DE 0O 6O 60 PO OO 6O 0O O 6O 0O 00 60 6O 60 B0 PO  ................
0EOEO1E0 00 00 00 PO 60 O O O 00 00 00 00 00 00 00 B0 ........eiiieeann
0EOEO1FO 00 00 00 PO 60 O 0O O 0O 00 00 00 00 00 55 AA ..............U.
--- sdh --0X0/0X200BO00OO - - = - = === === === e e

So according to the MBR the partition starts at 0x3F * 0x200 = 0x7E00

If we jump there by pressing ctrl-g then type 0x7E00. There we find the following data



< ] root@chfivBox: ~

00007EQO
00007EL1O
Q000TEZ20
QOOOTE30
Q0007E40
0000T7ESO
00007EGO
000OTETO
0000T7ESO
00007ESO
O00OTEAD
OO0O7EBO
OO0OTECO
Q0007EDO
QO00TEED
QOOOTEFO
QooO7FOO
00007F10
00007F20
00007F30
00007F40
00007F50
00007F60
00007F7O
00007F80
00007F90
QOOO7FAD
QOOO7FBO
00007FCO
00007FDO
00007FEO
00007FFO
--- sdh

o)
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

0o
0o
0o
0o
0o
0o
ae
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
ae
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
ae
0o
0o
0o

--0Ox7EQ0/0x20000000

00
00
00
00
00
0o
0o
0o
00
00
00
00
00
00
00
00
00
0o
0o
0o
00
00
00
00
00
00
00
00
0o
0o
0o
00

0o
00
00
00
00
0o
0o
0o
0o
0o
0o
0o
00
00
00
00
00
0o
0o
0o
0o
0o
0o
00
00
00
00
00
0o
0o
0o
0o

0o
00
00
00
00
00
0o
0o
0o
0o
0o
0o
00
00
00
00
00
0o
0o
0o
0o
0o
0o
00
00
00
00
00
0o
0o
0o
0o

0o
0o
0o
0o
0o
00
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

00
00
0o
0o
0o
0o
0o
0o
0o
0o
00
00
00
0o
0o
0o
0o
0o
0o
0o
0o
0o
00
00
0o
0o
0o
0o
0o
0o
0o
0o

0o
0o
0o
0o
0o
0o
ae
oo
0o
0o
0o
0o
0o
0o
0o
0o
0o
ae
oo
oo
0o
0o
0o
0o
0o
0o
0o
0o
ae

00
00
00
00
00
0o
0o
0o
00
00
00
00
00
00
00
00
00
0o
0o
0o
00
00
00
00
00
00
00
00
0o

00
00
00
00
00
00
0o
0o
0o
0o
00
00
00
00
00
00
00
0o
0o
0o
0o
0o
00
00
00
00
00
00
0o

0o
00
00
00
00
00
0o
0o
0o
0o
0o
0o
00
00
00
00
00
0o
0o
0o
0o
0o
0o
00
00
00
00
00
0o

----------------

----------------

................

................

................

oooooooooooooooo

oooooooooooooooo

----------------

----------------

----------------

................

................

oooooooooooooooo

oooooooooooooooo

oooooooooooooooo

----------------

----------------

................

................

................

oooooooooooooooo

we will get the same result not only on /dev/sdh, but on /dev/sdi, and /dev/sdj as well. So now the
Master Boot Record does not contain valid data on neither of the disks so now we must follow the
technique used last time, to find the valid partition entry from the dynamic disk data. Now we will
need some additional information as well, for example we must know the stripe size, or we should
know the order of the disks as two very important ones.

Start to scroll down, to find the PRIVHEAD block again, it will be at the position 0x0C00



root@chfivBox: ~

ooooocoo 50 52 49 56 48 45 41 44 00 00 2Z2F BE 00 02 00 0C PRIVHEAD../.....
oeooeecioe 81 CC 27 8F 4E 44 A3 5C 00 00 00 00 0O 00 00 01 "UNDL YL
0eoooeCcz2o 00 GO OO OO OO0 GO OV FF 0O OO0 0D 00 0O 00 07 40 ......cccveunnn
00000C30 31 32 64 64 62 61 37 64 2D 39 33 63 64 2D 31 31 12ddba7d-93cd-11
oooooc4o 65 30 2D 62 63 66 33 2D 30 30 30 38 34 34 34 34 e0-bcf3-00084444
06000C50 34 34 34 34 00 00 00 GO OO0 OO0 OO OO OO OO 0O 00 4444............
00000C60 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
ooooecvo 31 62 37 37 64 61 32 38 2D 63 37 31 37 2D 31 31 1b77da20-c717-11
ooooocCso 64 30 2D 61 35 62 65 2D 30 30 61 30 63 39 31 64 dO-aSbe-00a0c91d
06000Co0 62 37 33 63 00 00 00 00 00 00 00 GO 00 60 00 00 b73c............
00000CAD 00 00 00O OO OO0 0O OO GO OO0 OO0 OO OO OO0 00 00 00 .........ccccvaen
06000CBO 31 32 64 64 62 61 37 63 2D 39 33 63 64 2D 31 31 12ddba7c-93cd-11
ooooocco 65 30 2D 62 63 66 33 2D 30 30 30 38 34 34 34 34 e0-bcf3-00084444
06o00CDO 34 34 34 34 00 00 00 60

00000CED 06 60 00 0O OO0 0O 00 0O

00000CFO 48 41 43 4B 2D 41 54 54

06000DOO 30 00 00 0O OO0 0O 0O 0O

oooooD10 06 62 00 00 OO0 00 0O 0O

0ooooD20 06 00 3FNOO0 OO0 00 00 00

00000D30 OF F8 OO§OO OO0 00 00 0O

oooooD40 006 00 02 0O OO0 0O 0O 0O

00000D50 00 00 01 00 OO0 0O 0O 0O

00000D60 06 00 E®@ FE EV 87 4C 00

ooooeD7o 006 00 00 0O OO0 00 00 0O

06000D8O 00 00 00 0O 00 00 00 00

00000D90 00 00 00 0O 00 00 00 00

00000DAO 00 00 00 0O 00 00 00 00

00000DBO 00 00 00 0O 00 00 00 00

ooooeDCo 00 00 00 0O 00 00 00 00

00000DDO 00 00 00 0O 00 00 00 00

00000DEOD 00 00 00 0O 00 00 00 00

00000DFO 006 00 00 00 00 00 00 00

--- sdh --8xC00,/0x20000808--------------c---cccccmme e ecmm e

0x011B..0x0122 : The start of the logical disk is at Ox3F again this is not the start of the volume or
partition, but the start of the logical disk, we will have to add this value to the start of the partition.
0x012B..0x0132 : The start of the configuration now it is OXOFF800 what means O0xOFF800 *
0x200 = 0x1FF00000

press ctrl-g then type 0x1FF00000 to jump to this position. If start to scroll down we will find first
the TOCBLOCK, then the VMDB, after it the VBLK entries.

Among them we can find again the partition entry 0x33
Now we have three disks so we will find three partitions one on every disk. As we see the partitions
will start at the 0x41 position on every disk. And we can see that, the volume offset is 0 so on every

partition the volume will start immediately on the beginning of the partition.

So let us start to calculate the beginning of the NTFS volume, it will be at the position 0x3F + 0x41
= 0x80, what means 0x80 * 0x200 = 0x10000



£ root@chfivBox: ~

1FFO2700 56 42 4C 46 00 00 0O OA 0O 0O 0O OA OO0 00 00 01 VBLK............
1FFB2710 00 00 40 33 00 00 00 30 01 07 08 44 69 73 6B_3 ..@3...0...Disk2

1FFO2720 20 30 31 00 00 66 00 00 00 00 00 00 OV S i
1FFB2730 41§00 00 00 00 00 00 00 OOfO3 ...... Ao,
1FFB2740 ]

1FFO2750 00 00 OO OO OO OO OO OO OO OO OD OO OO DO DO B0 .....cccvcesccsns
1FFO2760 00 00O OO OO OO OO OO OO OO OO OD OO OO DO DO 00 .....ccicescesns
1FFO2770 00 00 OO OO OO OO OO 00 OO0 OO0 OD OO OO DO DO B0 ....ciccvcesccsns
1FFO2780 56 42 4C 4B 0O OO 0O 6B 0O OO0 OO0 OB 0O 0O GO 01 VBLK............

1FFB2790 ..H3...2...Disk1l
1FFO27A0 e 7 i SN
1FFO27BO 00 00 00 00 00 00 00 00 D L
1FFO27CO

1FFR27D0O 00 00 00 0O OO0 0O OO OO OO0 00 QO 00 OO0 00 00 00 ...iccievevarnnans
1FFO27ED 00 00 00 00 OO0 00 OO OO OO0 00 OO 00 OO0 00 00 00 ...cievevanansnns
1FFO27F0O 00 00 00 00 OO0 00 OO OO OO0 00 OO 00 OO0 00 00 00 ...cievevanansnns
1FFO2800
1FFO2810
1FFB2820
1FFB2830
1FFO2840
1FFB2850 00 00 0O OO OO0 0O OO OO OO0 0O 0O OO 00 00 00 00 ......ccciceicnnn.
1FFO2860 00 00 0O OO0 OO0 OO OO OO OO0 0O OO0 OO OO0 00 00 00 ......ccciceceen.
1FFO2870 00 00 0O OO0 OO0 OO OO OO OO0 0O OO0 OO OO0 00 00 00 ......ccciceceen.
1FFB2880 56 42 4C 46 00 00 00O 6D 0©O0 0O 00 OF OO0 00 00 01 VBLK............
1FFB2890 00 00 02 51 00 00 00 52 01 05 07 56 6F 6C 75 6D ...Q...R...Volum
1FFO28A0 65 31 03 67 65 6E 00 41 43 54 49 56 45 00 00 00 el.gen.ACTIVE...
1FFO28B0O 00 OO OO B0 OO0 O3 01 01 60 00 00 11 01 01 60 00 .....ivieeienennnn
1FFB28C0O 00 00 00 OO0 00 OA OO0 0O 0O 00 @O0 00 00 00 03 2F ...vivvevvnvvnnsf
1FFO28D0O BS 00 00 00 00 00 O7 12 DD BA 85 93 CD 11 EO BC ..iveievevansnans
1FFO28EQ F3 00 08 44 44 44 44 92 44 3A 00 00 00 00 00 00 ...DDDD.D:......
1FFO28FO 00 00 00 00 OO0 0O OO OO OO0 00 0O 00 OO0 00 00 00 ...iccievevananans
--- sdh --OX1FFO28F1/0x200000@0---------------c-c e e e e e

Let us jump to this position by pressing ctrl-g then type 0x10000



root@chfivBox: ~

00010000 ﬂﬂ 00 00 0O 0O OO0 00 00O OO OO OO OO OO0 00 00 00 ......ccceveuenan
00010010 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
00010020 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
00010030 00 00 0O OO0 OO0 0O OO OO OO0 OO OO0 OO 00 00 00 00 .......cccecennn
00010040 00 00 0O OO OO OO OO OO OO0 OO OO0 GO OO0 0O 00 00 ......cccceeennn
00010050 00 00 0O OO OO 0O OO OO OO0 OO OO0 GO0 OO0 00 60 00 ......ccccveunnn
00010060 00 00 0O OO OO 0O OO OO OO0 OO OO0 GO0 OO0 00 60 00 ......ccccveunnn
00010070 00 00 0O OO0 OO0 0O OO OO OO0 0O OO0 OO0 OO0 00 60 00 .....cccvievennnn

00010080 00 0O 0O 0O OO0 0O OO 0O OO0 OO0 OO0 0O OO0 0O 00 0D .....icvevevanass
00010090 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
000100A0 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
000100B0O 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
000100C0 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
000100D0 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns

000100EO 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
000100F0 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
00010100 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
00010110 00 00 0O OO0 OO0 OO OO OO OO0 OO OO0 OO OO0 00 00 00 ......cccvevennnn
00010120 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
00010130 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
00010140 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
00010150 00 00 0O OO0 OO0 0O OO OO OO0 OO OO0 OO 00 00 00 00 .......cccecennn
00010160 00 00 0O OO OO OO OO OO OO0 OO OO0 GO OO0 0O 00 00 ......cccceeennn
00010170 00 00 0O OO OO 0O OO OO OO0 OO OO0 GO0 OO0 00 60 00 ......ccccveunnn
00010180 00 00 0O OO0 OO0 0O OO OO OO0 0O OO0 OO0 OO0 00 60 00 .....cccvievennnn
00010190 00 00 0O OO0 OO0 0O OO OO OO0 0O OO0 OO0 OO0 00 60 00 .....cccvievennnn

000101A0 00 0O 0O 0O OO0 0O OO 0O OO0 OO0 OO0 0O OO0 0O 00 0D .....icvevevanass
00010180 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
000101C0O 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
000101D0 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
000101E0 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
000101F0 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns
--- sdh --0x10060/0X20060000------------------msee e

As we can see there is nothing. What happened? Again we have three disks, so check the other two
as well, and really if we check the other disks the /dev/sdj is also empty, but on the /dev/sdi we will
find the NTFS volume start:



£a root@chfivBox: ~

00010000
fpoo16010
00016020
DEO166030
00010040
00010050
00010060
00010070
00010080
00010090
000100A0
000100B0
000100Ce
0001606D0
000100ED
000100F0
00010100
000160110
000160120
00016130
00016140
0OO16150
00010160
00010170
00010180
00010190
000101A0
000101B0
000101Co
000101D0
000101E0
000101F0
sdi

EB
00
00
00
F6
00
1F
54
55
18
9F
oOF
66
40
66
68
55
90
66
B4
66
OF
F8
FO
D
72
4F
67
6F
73
6F

Bo

52
00
00
FD
00
00
1E
46
AA
68
83
00
FF
00
81
07
16
90
68
42
59
00
01
AC
0A
6F
4F
00
6D
20
20 72 65 73 74 61 72
00 00 00 00 00 00 00

--0x101F0,/0x20000000

90
0o
0o
01
0o
00
68
53
75
1A
c4
c1
06
2B
FB
BB
16
66
00
8A
66
8E
E8
3C
11
T2
54
oD
70
43

4E
00
00
00
00
00
66
75
06
00
18
2E
11
cs8
54
16
16
60
00
16
59
c2
08
00
20
20
4D
0A
72
74

54
00
80
00
01
FA
0o
15
F7
B4
9E
oF
00
77
43
68
68
1E
00
OE
1F
FF
0o
74
64
6F
47
42
65
72

46
F8
00
00
e
33
CB
B4
c1
48
58
00
03
EF
50
70
B8
06
00
00
oF
B
AD
09
69
63
52
4F
73
6C

53
00
80
00
e
ce
88
41
01
8A
1F
04
16
B8
41
BE
01
66
66
16
82
16
FB
B4
73
63
20
4F
73
2B

20
0o
0o
0o
0o
8E
16
BB
0o
16
72
1E
oF
0o
75
16
66
Al
50
1F
16
0o
01
OE
6B
75
69
54
65
41

20
3F
FF
7F
7F
DO
OE
AA
75
OF
E1

20
FF
2F
02
DC
00
66
D
E9
8B
06
DB
c2
1A
F9
00
07
66
68
D
FF

00
00
00
00
00
7C
81
13
D2
F4
OB
B9
FF
66
02
66
D
03
01
13
06
1F
EB
D
61
64
69
20
0A
44
00
cA

02
3F
0o
0o
E3
FB
3E
T2
00
16
00
00
06
23
01
53
1A
06
00
66
11

08
0o
0o
0o
DC
68
03
ec
1E
1F
75
20
16
co
T2
66
ES
1c
68
59
0o

0o
0o
0o
0o
0o
co
00
81
83
cD
DB
2B
00
75
1E
53
6A
0o
10
5B
03
Cc3
01
F2
65

00 .R.NTFS  .....
00 ... [P S
00 hiiiiann. [ooon.
B0 i e
£
07 .....3.....].h..
4 ..hf......f.=..N
FB  TFSu..A..U..r...
EC U.iUuwewalUevisnns
13 heweHewrowonnnnn
T T A - |
C8 ... eennn £3... +.
EB furrerennennennnn
20 @.4.Wouunon. f#.u-
16 f..TCPAUS....r..
66 h...hp..h..fSFSF
81 U...h..fa..... j.
1E ..f ..f...T.....
0 fh....fP.Sh..h..
5A Buiiiiiann. fy[z
16 fYfY..... L
AD L. u...fa.

BB .. iiinirnanans
I
72 ..A disk read er
42 ror occurred...B
6E OOTMGR is missin

g...BOOTMGR is c

73 ompressed...Pres
74 s Ctrl+Alt+Del t
@0 o restart.......
L u.

So we can see that, it is important to figure out the order of the disks otherwise we can not really
find the information, to do it let us write down the GUID of every disk what we find in the
PRIVHEAD part. In my example it can be found at the position 0x0CO00.

ga root@chfivBox: ~

ooooecoo
ooooeclo
0o000C20
00000C30
oooooC40
ooeeecso
00008C60
--- 015

Be
01
00
31
65

34
0o

52
cC
0o
32
30
34
0o

49
27
0o
64
2D
34
0o

56
8F
00
64
62
34
00

48
4E
00
62
63
0o
00

45
44
00
61
66
00
00

41
A3
o7
37
33
0o
0o

44
5C
FF
64
2D
Gl

- -BXCOO /OX200000OB- -~ === == === -emmm-meeese-meeeeeeeaeoeeaaa-

00
00
00
2D
30
0o
00

00
00
00
39
30
0o
00

2F
0o
0o
33
30
0o

BE
00
0o
63
38
0o

00
00
0o
64
34
0o
00

02
00
00
2D
34
0o
00

00
00
o7
31
34
0o
00

@C PRIVHEAD../f.....

R 1, T

12ddba7d-93cd-11

ed-bcf3-00084444




root@chfivBox: ~

ooooecoo 52 49 56 48 45 41 PRIVHEAD. .O+....
0oobeci1oe CC 27 8F 50 A7 DE 5C 00 00 00 00 00 00 00 01 .. '.P..\.e..ouv..
00000C20 00 00 00 OO0 00 07 FF 00 00 00 Q0
00000C30 32 64 64 62 61 38 30 2D 39 33 63
00000C40 65 30 2D 62 63 66 33 2D 30 30 30 38 34 34 34 34 Jef-bcf3-00084444
00000C50 34 34 34 34 00 00 00 00 00 00 00 00 OO0 0O OO0 00 g4444.......0c00.

aaa 00 00 00 60 00 60 00 00 00 00 00 B0 00 00 00 00 ..i..eeeeeceiec-
- -0XCO0/OX20000OBB- - - - - - - - - - s e .

root@chfivBox: ~

ooooeceoe 50 52 49 56 48 45 41 44 00 00 2F 84 00 02 00 OC PRIVHEAD..f.....
ooooacilo @1 CC 27 8F 51 29 C1 4C 0O 00 00 00 00 00 00 01 ..'.Q).L........
00000C20 006 00 00 0O 060 00 07 FF 00 00 00 0O

00000C30 31 32 64 64 62 61 38 33 2D 39 33 63 12 a83-93cd-11
00000C40 65 30 2D 62 63 66 33 2D 30 30 30 38 34 34 34 34 Je0-bcf3-00084444
00000C50 34 34 34 34 00 00 00 00 OO0 00 OO0 OO OO0 OO0 00 QO J4444........0...
00000C50 00 0O 00 GO OO OO0 0O OO OO0 0O OO0 0O 060 60 00 80 ..., ... .. . ...
--- --0xCO0 /OX20000000 - -~~~ -~ - .

Now we know the GUID of every disk:

/dev/sdh : 12ddba7d-93cd-11e0-bcf3-000844444444
/dev/sdi : 12ddba80-93cd-11e0-bcf3-000844444444
/dev/sdj : 12ddba83-93cd-11e0-bcf3-000844444444

Let us which disk does it mean. We can find this information in another VBLK entry what we have
not used yet



VBLK Disk descriptor (0x34)

The disk descriptor has the following structure:

0 [ 1 [ 2] 3] 45167
0x0000 |  Magic value (VBLK) Seq”encirg”m’“:’)er BEns
Update Record type
0x0010 Status and flags
Lengt
0x0020 | 5 .
e DISK ID (GUID string)
0x0030
A;’E[eem Altemn
0x0040 ate
name f o o
length
0x0050
0x0060
0x0070

if we check this structure there are two important information the Disk Name, and the Disk GUID.
We already know the Disk GUID from the PRIVHEAD field of every disks so we can pair them.



root@chfivBox: ~

1FFB2500 g6 42 4C 4B 00 00 00 06 00 00 00 O3
1FFO2510 00 00 00 34 00 00 00 3A 01 02 05 44
1FFO2520 24 31 32 64 64 62 61 37 64 2D 39 33
1FFO2530 31 65 30 2D 62 63 66 33 2D 30 30 30
1FFB2540 34 34 34 34 34 00 00 00 00 00 0O 00 0O OO0 0O 0O 44445'..........

1FFO2550 00 02 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevanass
1FFO2560 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
1FFO2570 00 00 00 00 OO0 00 00 0O OO0 00 00 00 00 Q0 00 00 ... cicvicvesasnnns
1FFO2580 56 42 4C 46 00 00 00 07 00 00 00 05 OO0 00 00 01 VBLK.......

1FF02590 00 00 00 34 00 00 00 3A 01 03 05 44 69 73 6B 32 ...4...:..d8isk?

1FFO25A0 24 31 32 64 64 62 61 38 30 2D 39 33 63 64 2D 31 12 a80-93cd-1
1FFO25B0 31 65 30 2D 62 63 66 33 2D 30 30 30 38 34 34 34 1e0-bcf3-0008444.
1FFO25C0O 34 34 34 34 34 00 00 00 00 00 00 0O 0O 0O 0O 0O 4444EI ..........
1FFO25D0 00 04 00 OO0 OO 0O OO0 0O OO0 0O 0O 0O
1FFO25E0 00 00 0O OO OO0 0O OO OO OO0 OO 0O 0O
1FFO25F0 00 00 0O OO OO0 0O OO OO OO0 OO 0O 0O
1FFO2600 56 42 4C 4B 00 00 00 08 00 00 60 07
1FFB2610 00 00 00 34 OO0 00 00 3A 01 04 65 44
1FFB2620 24 31 32 64 64 62 61 38 33 2D 39 33
1FFB2630 31 65 30 2D 62 63 66 33 2D 30 30 30
1FFB2640 34 34 34 34 34 00 00 00 00 00 00 0O
1FFB2650 00 06 0O OO0 OO0 0O OO GO OO0 0O 0O 60

1FFD2660 00 0O 0O 0O OO0 0O OO 0O OO0 OO0 OO0 0O OO0 0O 00 0D .....icvevevanass
1FFO2670 00 00 0O 00 OO0 00 00 0O OO0 00 00 00 OO0 00 00 00 .....icievevasass
1FFO2680 56 42 4C 46 00 00 00 09 00 00 00 09 00 Q0 00 01 VBLK.....oooeaaas
1FFO2690 00 00 10 32 00 00 00 32 01 06 @A 56 6F 6C 75 6D ...2...2...Volum
1FFO26A0 65 31 2D 30 31 06 41 43 54 49 56 45 01 00 00 00 el-01.ACTIVE....
1FFO26B0O 00 01 ©3 00 OO0 00 OO0 OO OO0 00 OF 00 00 00 00 00 .....cvcvesasnnns

1FFO26CO 00 00 00 01 05 00 01 80 O1 O3 00 00 OO0 00 00 00 ......cccvevennnn
1FFO26D0 00 00 0O 0O OO0 0O OO0 OO OO0 OO0 OO0 0O OO0 00 00 00 .....ccevevenenan
1FFO26ED 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
1FFO26F0 00 00 0O OO0 OO0 OO OO OO OO0 OO OO0 OO OO0 00 00 00 ......cccvevennnn
--- sdi --0x1FFO2500 f0x20000000--------=--------ccccommm e e e e o

From here we get:

Diskl : 12ddba7d-93cd-11e0-bcf3-000844444444
Disk?2 : 12ddba80-93cd-11e0-bcf3-000844444444
Disk3 : 12ddba83-93cd-11e0-bcf3-000844444444

if we pair it with the other information:

/dev/sdh : 12ddba7d-93cd-11e0-bcf3-000844444444
/dev/sdi : 12ddba80-93cd-11e0-bcf3-000844444444
/dev/sdj : 12ddba83-93cd-11e0-bcf3-000844444444

then we get
Diskl : /dev/sdh

Disk2 : /dev/sdi
Disk3 : /dev/sdj

So we identified the disks. Now we need the order. This information can be found in the partition



VBLK entries

£ root@chfivBox: ~

1FFO2700 56 42 4C 46 00 00 0O OA 0O 0O 0O OA OO0 00 00 01 VBLK............
1FFB2710 00 00 40 33 00 00 00 30 01 07 08 44 69 73 6B_3 ..@3...0...Disk2

1FFO2720 20 30 31 00 00 66 00 00 00 00 00 00 OV S i
1FFB2730 41§00 00 00 00 00 00 00 OOfO3 ...... Ao,
1FFB2740 ]

1FFO2750 00 00 OO OO OO OO OO OO OO OO OD OO OO DO DO B0 .....cccvcesccsns
1FFO2760 00 00O OO OO OO OO OO OO OO OO OD OO OO DO DO 00 .....ccicescesns
1FFO2770 00 00 OO OO OO OO OO 00 OO0 OO0 OD OO OO DO DO B0 ....ciccvcesccsns
1FFO2780 56 42 4C 4B 0O OO 0O 6B 0O OO0 OO0 OB 0O 0O GO 01 VBLK............

1FFB2790 ..H3...2...Disk1l
1FFO27A0 e 7 i SN
1FFO27BO 00 00 00 00 00 00 00 00 D L
1FFO27CO

1FFR27D0O 00 00 00 0O OO0 0O OO OO OO0 00 QO 00 OO0 00 00 00 ...iccievevarnnans
1FFO27ED 00 00 00 00 OO0 00 OO OO OO0 00 OO 00 OO0 00 00 00 ...cievevanansnns
1FFO27F0O 00 00 00 00 OO0 00 OO OO OO0 00 OO 00 OO0 00 00 00 ...cievevanansnns
1FFO2800
1FFO2810
1FFB2820
1FFB2830
1FFO2840
1FFB2850 00 00 0O OO OO0 0O OO OO OO0 0O 0O OO 00 00 00 00 ......ccciceicnnn.
1FFO2860 00 00 0O OO0 OO0 OO OO OO OO0 0O OO0 OO OO0 00 00 00 ......ccciceceen.
1FFO2870 00 00 0O OO0 OO0 OO OO OO OO0 0O OO0 OO OO0 00 00 00 ......ccciceceen.
1FFB2880 56 42 4C 46 00 00 00O 6D 0©O0 0O 00 OF OO0 00 00 01 VBLK............
1FFB2890 00 00 02 51 00 00 00 52 01 05 07 56 6F 6C 75 6D ...Q...R...Volum
1FFO28A0 65 31 03 67 65 6E 00 41 43 54 49 56 45 00 00 00 el.gen.ACTIVE...
1FFO28B0O 00 OO OO B0 OO0 O3 01 01 60 00 00 11 01 01 60 00 .....ivieeienennnn
1FFB28C0O 00 00 00 OO0 00 OA OO0 0O 0O 00 @O0 00 00 00 03 2F ...vivvevvnvvnnsf
1FFO28D0O BS 00 00 00 00 00 O7 12 DD BA 85 93 CD 11 EO BC ..iveievevansnans
1FFO28EQ F3 00 08 44 44 44 44 92 44 3A 00 00 00 00 00 00 ...DDDD.D:......
1FFO28FO 00 00 00 00 OO0 0O OO OO OO0 00 0O 00 OO0 00 00 00 ...iccievevananans
--- sdh --OX1FFO28F1/0x200000@0---------------c-c e e e e e

Here the last peace of information is the component index optional information (if you check the
picture can recognize, it is not exist in the first block, I just marked the “place of it”’). Here you can
read the order:

Disk2 : O
Diskl : 1
Disk3 : 2

So the order of the disks what we wanted to know:

1. Diskl : /dev/sdh

0. Disk2 : /dev/sdi

2. Disk3 : /dev/sd]

This is why we found the NTFS entry on the /dev/sdi, thet is the Oth disk.

The other information we should know is the stripe size, let us try to find it as well. This piece of



information can be found in the following VBLK entry:



VBLK Component descriptor (0x32)

0x0000 Magic value (VBLK)

Update name
0x0010 Status length
wvolum
0x0020 © Volume state
state
length
0x0030 Always 0
length Ier;gfth
0x0040 Always 0 3 numb
parent
id er of
disks
0x0050
0x0060
0x0070

Here the one before the last value is the stripe size. Let us check it on our example




& root@chfivBox: ~

1FFO2680 56 42 4C 4B 00 00 00 09 00 00 00 09 00 00 00 01 VBLK............
1FFo2690 00 00 [10_32] 00 00 00 32 01 06 @A 56 6F 6C 75 6D ...2...2...Volum
1FFO26A0 65 31 2D 30 31 06 41 43 54 49 56 45 01 00 00 00 e1-01.ACTIVE....
1FFO26B0 00 01 03 00 00 00 00 00 00 00 07 00 00 00 00 00  ..uvuuunnnnnnnn.
1FFo26c0 00 00 00 01 05 00[[e1 80] ©1 03 00 00 080 00 00 00 ................
1FFO26D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uwuuurnnnnnnn.
1FFO26E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uwuuurnnnnnnn.
1FFO26F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uuwueunnnnnnnn.
1FFO2700 56 42 4C 48 00 00 00 A 00 00 00 A 00 00 00 01 VBLK.......uu...
1FFO2710 00 00 40 33 00 00 60 30 01 07 08 44 69 73 6B 32 ..@3...0...Disk2
1FFO2720 2D 30 31 00 00 00 00 00 00 00 00 00 00 00 07 00 -0l....u.unnnn..
1FFE2730 00 00 00 00 00 00 41 00 00 00 00 00 00 00 00 03 ...... Avennnnnns
1FFO2740 OF E8 00 01 06 01 03 00 00 00 00 00 00 00 00 00  .ovuuurnnnnnnnn.
1FFO2750 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 B0  ...vuuurnnnnnnn.
1FFO2760 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uvuuurnnnnnnns
1FFO2770 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uvuwrrnnnnnnns
1FFO2780 56 42 4C 4B 00 00 00 OB 00 00 00 OB 00 00 00 01 VBLK....vvuuunn.
1FFO2790 00 00 48 33 00 00 00 32 01 08 08 44 69 73 6B 31 ..H3...2...Disk1l
1FFO27A0 2D 30 31 00 00 00 00 00 00 00 00 00 00 00 07 00 -0l....euunnnnn.
1FFO27B0 00 00 00 00 00 00 41 00 00 00 00 00 00 00 00 03 ...vwBuuunnnnn.
1FFO27CO OF E8 00 01 06 01 02 01 01 00 00 00 00 00 00 00  vuvrrrrnnnnnnnns
1FFO2700 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uvuuurnnnnnnns
1FFO27E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uvuurrnnnnnnns
1FFO27F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uvuuurnnnnnnns
1FFO2800 56 42 4C 48 00 00 00 0C 00 00 00 0C 00 00 00 01 VBLK....0vuuunnn.
1FFE2810 00 00 48 33 00 00 00 32 01 09 08 44 69 73 6B 33 ..H3...2...Disk3
1FFE2820 2D 30 31 00 00 00 00 00 00 00 00 00 00 00 07 00 -0l..u.uuunnnnn.
1FFE2830 00 00 00 00 00 00 41 00 00 00 00 00 00 00 00 03  ...vwuBuuennnnnn.
1FFO2840 OF E8 00 01 06 01 04 01 02 00 00 00 00 00 00 00  .vuvrrrrnnnnnnns
1FFE2850 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..uvurrrnnnnnnnns
1FFO2860 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 B0 . ..ouuunnnnnnnn.
1FFE2870 [J0 00 00 6@ 00 60 00 60 0O 60 00 B0 0O 00 00 B0  ....oovweeeenn...
-~ sdi - -OX1FFO2870/0X20000000 - - - - - - -~ = == =~~~ ==~~~ m oo

Here we see it is a component entry (0x32), and the stripe size is stored on 0x01 byte and the value
of it is 0x80. What means, the stripe size now is 0x80 * 0x200 = 0x10000 = 65536 byte (64 kB)

Now we know everything, to reassemble a file on the disk.



Reassemble of a file

Let us check the NTFS entry, and search the first non system file. As you remember the NTFS
volume begins on disk /dev/sdi at the position 0x10000

root@chfivBox: ~
00010000 08 L.R.NTFS  .....
00010010 08 ........ .07,
00010020 G Jooonn
00010030 L
00010040 £ 5
00010050 07 ..... 3..... |.h..
00010060 1F 1E 68 66 00 CB 88 16 OE 00 66 81 3E 03 00 4E ..hf...... f.=..N
00010070 54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0C 81 FB TFSu..A..U..r....
00010080 55 AA 75 06 F7 C1 091 00 75 @3 E9 D2 00 1E 83 EC U.u..... Uewonnns
00010090 18 68 1A 00 B4 48 8A 16 OE 00 8B F4 16 1F CD 13 .h...H..........
000100A0 9F 83 C4 18 9E 58 1F 72 E1 3B 06 0B @0 75 DB A3 ..... X.r.;...u..
000100BO OF 00 C1 2E OF 00 94 1E 5A 33 DB B9 00 20 2B C8 ........ £3... +..

oooleo0cCo 66 FF 06 11 00 ©3 16 OF 00 8E C2 FF 96 16 00 E8 f......cvvuuunnn
ooo100DO 40 00 2B C8 77 EF B8 00 BB CD 1A 66 23 CO 75 2D @.+.

000100ED 66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 f..TCPAuS....r..
000100F0 68 07 BB 16 68 70 OE 16 68 09 00 66 53 66 53 66 h

oool0100 55 16 16 16 o8 BB 01 66 61 OE 67 CD 1A E9 6A 01 U

00010110 90 90 66 60 1E 06 66 A1 11 00 66 03 06 1C 00 1E ..f ..f...f.....
ooo10120 66 68 00 OO 00 00 66 50 O6 53 68 01 00 68 160 00 fh....fP.Sh..h..

00010130 B4 42 8A 16 OE 00 16 1F 8B F4 CD 13 66 59 5B 5A .B.......... Y[z
00010140 66 59 66 59 1F OF 82 16 @0 66 FF 06 11 @0 03 16 fYfY..... fovenntn
00010150 OF 00 8t C2 FF OE 16 00 75 BC 07 1F 66 61 C3 A ........ u...fa..

00010160 F8 01 E8 08 ©O0 AO FB 01 EB 02 00 EB FE B4 01 8B ............c....
ooo10170 FO AC 3C 00 74 09 B4 OE BB 07 00 CD 10 EB F2 C3 ..<.t...........
00010180 OD OA 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 ..A disk read er.
000101%0 72 6F 72 20 6F 63 63 75 72 72 65 64 00 0D OA 42 ror occurred...B
00010140 4F 4F 54 4D 47 52 20 69 73 20 6D 69 73 73 69 6E OOTMGR is missin
00010180 67 00 OD GA 42 4F 4F 54 4D 47 52 20 69 73 20 63 g...BOOTMGR 1is c.
ooole1co 6F 6D 70 72 65 73 73 65 64 00 0D 0A 50 72 65 73 ompressed...Pres
ooo101D0O 73 20 43 74 T2 6C 2B 41 6C 74 2B 44 65 6C 20 74 s Ctrl+Alt+Del t.
000101EO 6F 20 72 65 73 74 61 72 T4 0D OA 0O OO0 00 00 00 o restart.......
000101F0 00 00 00 00 OO0 00 00 00 80 9D B2 CA 00 00 55 AA  .....ccveeeaa.l.
--- sdi --0x10060/0x200600000------------------- - e e oo

0x0B..0x0D : As we can see here the block size is 0x0200 (as usual) and one cluster contains 0x08
blocks (as usual). So the cluster size is 0x0200 * 0x08 = 0x1000 = 4096 bytes again
0x30..0x37 : The MFT file starts at 0x01FDOO. If you recall the previous calculations, it means the
file starts at 0x01FDOO0 * 0x1000 + 0x10000 = O0x1FD10000. But this calculation is totally wrong
in this case. If you jump to this position on any of the disks you find there nothing.

Now the calculation works on different way, because instead of writing continuously to one disk
now the data written to three disks. So the calculation should be done on the following way:

* (Calculate, in which stripe the data is.
* Calculate within that stripe on which disk the data is
* Calculate on that disk within that stripe where exactly the data starts



Diskl1 Disk2 Disk3
/dev/sdi /dev/sdh /dev/sdj

A

n+l1.

n+2.

Let us calculate the correct position now. The MFT start at 0Ox01FDO0O0, what is given in clusters so
we should multiply it by the cluster size what is 0x1000 now. 0x01FD00 * 0x1000 = 0x1FD00000.

Now we should calculate first, in which stripe this byte exists. So simply divide this value by the
stripe size, what is 0x10000 multiplied by the nuber of disks what is 3 now, and take the integer part
of it. INT(0x1FD00000 / (3 * 0x10000)) = 0x0A9A so the MFT will be somewhere in the
0x0A9Ath stripe.

The second step is to calculate within this stripe which disk will contain the data. To get it we
should subtract from the original offset (0x1FD00000) the stripe number multiplied by the stripe
size multiplied by the number of disks. So 0x1FD00000 - 0xA9A * 3 * 0x10000 = Ox1FD00000 —
0x1FCE0000 = 0x20000. Now we should divide this value by the size of one stripe, and take the
integer part of it INT(0x20000 / 0x10000) = 0x02 what means, the data will be on disk 3 (we
started the numbering of the disks from 1 not from 0 this is why we should add one now).



The final step is to calculate the offset within this stripe. To get it take the previous 0x20000 value
and subtract from it the disk number (the 0x02, not the one because of our numbering) multiplied by
the stripe size: 0x20000 - 0x02 * 0x10000 = 0 What means, the data will immediately at the
beginning of the stripe without any offset.

So we find the MFT file on the disk 3 (for me now it is /dev/sdj), at the beginning of the 0Xx0A9A
stripe. So the position is 0x0A9A * 0x10000 = 0x0A9A0000. But do not forget now everything is
measured from the beginning of the logical disk not from the beginning of the physical disk so we
should add to it 0x10000 as we did earlier. So the final offset on disk 3 (/dev/sdj) is 0x0A9A0000 +
0x10000 = 0x0A9B0000. If we check it really we see the next:

root@chfivBox: ~
OA9B0OOOO 46 49 4C 45 30 00 03 00 8D 10 40 00 OO0 00 00 OO0 FILEG..... @.....
OA9B0O10 01 00 01 G0 38 00 01 00 98 01 00 00 OO0 04 00 G0 ....B...........

0ASBODZ20 00 00 OO0 0O OO0 0O OO0 GO OO0 OO0 OO OO OO0 00 0 00 ........icveunnn
0ASBOO30 03 00 00 0O OO0 0O OO0 0O 10 OO0 OO OO 60 OO0 0O G0 ............ T

0ASBOO40 00 00 18 00 OO0 0O OO0 0O 48 00 0O 0O 18 00 00 0O ........ Hoo'ounn
0ASBOO50 74 JE 5F DB 8F 27 CC @1 74 7TE 5F DB 8F 27 CC ©1 t~_..'..t~_..'..
0ASBOOGO 74 JE 5F DB 8F 27 CC @1 74 7TE 5F DB 8F 27 CC ©1 t~_..'..t~_..'..

0ASBOOTO 06 00 00 0O OO0 0O OO0 0O OO0 OO0 OO OO 0O 00 00 00 ......ccvveveunnn
0ASBOOBO 00 00 00 0O OO0 ©01 00 GO OO0 OO0 OO OO0 OO0 00 GO0 00 ........cccveuunn

0ASBOOS0O 00 00 00 0O OO0 GO0 00 0O 30 OO0 OO OO 68 00 00 OO ........ @...h...
OASBOOAD 00 00 18 00 OO0 GO0 O3 00 4A 00 0O 00 18 00 01 00 ........ B
OASBOOBO 05 00 00 0O OO0 GO0 05 00 74 TE SF DB 8F 27 CC O1 ........ t-_..'..
0ASBOOCO 74 JE 5F DB 8F 27 CC @1 74 7E 5F DB 8F 27 CC ©01 t~_..'..t~_..'...
0ASBOGDO 74 JE 5F DB 8F 27 CC 01 00 40 00 00 00 00 00 00 t~_..'...@......

OASBOOED 00 40 00 00 OO0 00 00 0O O6 00 00 00 OO0 00 00 00 .@.....cvcveuues
OASBOOFO 04 03 24 00 4D 00 46 00 54 00 00 00 OO0 00 00 00 ..S.M.F.T.......
0ASBO100 BOG 00 00 00 48 00 00 0O O1 00 40 00 0O 00 01 00 ....H.....@.....
0ASBO110 00 00 00 0O OO0 00 00 0O OF OO0 00 00 0O 00 00 00 ......cicvcvensaes
0ASBO120 40 00 00 00 00 00 00 0O OO0 00 01 00 OO 00 00 00 @.....ccvcveuues
0ASBO130 00 00 01 00 00 0 00 GO 00 00 01 00 QO 00 00 00 ......ccvcvevaes

0ASBO140 31 10 00 FD ©1 €0 BC 91 BO 00 00 00 48 00 €0 00 1...........H...
0ASBO150 01 60 40 00 00 0 05 00 00 00 00 00 O©QO0 00 00 00 ..@....cicveuaes
0ASBO160 00 0O 00 00 00 Q0 00 0O 40 00 00 00 0O 00 0 00 ........@..cc0...
0ASBO17O 00 10 00 00 00 0 00 GO OB 00 00 00 0O 00 00 00 ......iccvcvenaes
0ASBO180O 08 0O 00 00 00 Q0 00 00 31 01 FF FC ©1 00 00 00 ........1l...cuuus
0ASBO190 FF FF FF FF ©0 00 00 00 00 00 01 00 00 00 00 00 .....iccvicueuens
OASBO1AD 00 00 01 00 OO 00 00 00 31 10 00 FD ©1 00 BC 91 ........1.....u
0ASBO1BO BOG 00 00 00 48 00 00 0O 01 00 40 00 0O 00 65 00 ....H.....@......

OAOBOICO 00 GO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ............c...
OAOBOID® 40 0O 00 00 00 00 00 00 00 10 00 00 00 00 00 00 @.....ccocoueee..
OAOBOIE® 08 60 00 G0 00 0O 00 G0 68 00 00 00 60 00 00 00 ................
OA9BO1F® E1 01 FF FC 01 80 00 @@ FF FF FF FF 00 00 03 00 1...............
---  sdj - -OXA9BO1FO/OX20000000 - - - -~~~ = = = = === mmmm o s

Again as we used to do we should find the first non system entry, what used to be the 35th one.
Because one entry is 1 kB in size 35 * 1 kB is 35kB, the MFT started at the beginning of the stripe,
and the stripe size is 64 kB now, so it will be on this disk, we should only scroll down to find it.

35 * 0x400 + 0x0A9B0000 = 0x0A9B8COO0 lets go there by pressing ctrl-g then type this value



root@chfivBox: ~

0ASBBCOO 46 49 4C 45 30 00 03 00 5C 26 40 00 OO0 00 00 00 FILEO...\&@E.....

0ASB8BC10 01 00 01 00 38 00 01 00 60 01 OO0 OO OO0 04 00 O ....B... .......
OASBBC20 00 00 0O OO0 OO0 OO 0O 0O O4 00 00 0O 23 00 00 00 ........c.enn #...
OASBBC30 03 00 00 00 OO0 OO 0O GO 10 OO0 OO OO 60 0O 00 0O ............ P
0ASBBC40 00 00 0O OO OO0 OO0 0O 0O 48 00 00 0O 18 00 00 0O ........ 3

0ASBBC50 7C C7 77 CF 91 27 CC @1 54 7F 09 D7 91 27 €CC @1 |.w..'..T...."..
0ASBBCGO 54 7F @9 D7 91 27 CC @1 7C C7T 77 CF 91 27 €CC @1 T....'..].w.."..
OASBBCTO 20 00 00 00 0O 0O 00 0O OO0 OO0 00 0O 0©0O0 0O 0O 0O chsrsrsrssesenen
OASBBCEO 00 00 00 00 05 01 00 GO 00 OO0 00 Q0O OO0 00 00 00 .....iiivevasass

0A9BEC90 00 00 0O 0O OO0 OO OO OO 30 0O OO OO 7O 0O GO GO ........ B...pP:..
OA9BBCAD 00 00 00O OO OO OO O2 OO 58 00 0O 0O 18 GO 1 GO ........ ),
0A9BEBCBO 05 00 00 00 060 GO OG5 00 T7C CY 77 CF 91 27y CC OB1 ........ [ ow.."..
OASBBCCO 7C C7 77 CF 91 27 CC @1 7C C7 77 CF 91 27 CC 01 |.w..'..].w.."...

OA9BBCDA 7C C7 77 CF 91 27 CC 61 00 00 00 60 60 00 00 B0 | .W..'.eveeeuwn.
OA9BBCE® 00 0O 00 MO 0O OO 00 O 20 OO 00 B0 00 B0 00 BO  .....oove cuneen.
OAOBBCFO® OB 03 70 60 61 00 74 60 74 00 65 00 72 00 6E 80 ..p.a.t.t.e.r.n.
0ASBBDOO 2E 00 74 00 78 00 74 00 [B0_00 00 00] 50 00 00 00 ..t.x.t..... P...
OA9BBD1® 01 OO OO0 @O 0O OO 03 A0 OO OO OO BO 0O OO OO BO  ..ovvererwnnenas
0A9BBD20 33 00 00 00 00 00 00 00 [40_00 00 00] 00 00 00 00 3.......Q.......

0ASBBD30 00 40 03 00 00 00 00 00 4 03 00 00 00 00 00 .@......R4......
0ASBED40 34 03 00 00 00 00 00 |31l09ls8e FB 062 B3 R4......1....!+.
OASB8D50 D5jo0 ©1 06 00 30 C5 87 FF FF FF FF 82 79 47 11 ..... O....... yG.

0ASB8D6O 00 OO0 OO OO0 OO0 OO OO GO OO0 OO OO0 0O 00 00 00 B0 ......cciceenenn
0ASB8BDT7O 00 00O OO OO0 OO OO OO GO OO OO 00 Q0 00 00 00 B0 .......ccceeuenn
0ASB8DEO 00 OO OO OO0 OO0 OO OO OO OO0 OO0 00 QO 00 00 00 00 .....c.ccvievenenas
0ASB8DSO 00 0O 0O OO OO0 OO OO GO OO0 OO0 OO 0O 00 GO 00 00 .......cccveuenn
OASBBDAD 00 0O 0O OO OO0 OO OO GO OO0 OO0 OO 0O 00 0O 00 00 .......cccvevenn
OASBEBDBO 00 00 0O OO OO0 OO OO 0O OO0 OO0 OO OO 00 00 00 00 .....ccivvevennnas
0ASBEBDCO 00 00 0O OO0 OO0 OO OO OO OO0 OO0 OO OO OO0 GO 00 00 ......ccievennnn
0ASBEBDDO 00 00 0O OO OO0 OO OO0 0O OO0 OO0 OO OO OO0 00 00 00 .....cviivevennnan
OASBBDED 00 00 00 OO OO0 OO0 00 0O OO0 OO0 00 OO OO0 00 00 00 .....civvevanans
OASBEBDFO ﬂﬂ 00 00 00 OO0 0O 00 00 OO0 00 00 00 00 00 03 00 ....cicivensnnns
--- sdj --OXA9B8DFO/OX20000000----------------- - e

you will find here an entry of a file called pattern.txt. This file is stored on two cluster chains
described as 310980FB02, and 212BB3DS5. Let us start to interpret them. First obviously the first
one.

The 0x31 means three bytes gives the first cluster of this chain, and one byte give us the length of
this chain.

First the length of the chain is stored, so it is 0x09 now

Then the first cluster of the chain, what is 0x02FB80 now, what means 0x02FB80 * 0x1000 =
0x2FB80000

Let us try to find this position. Again we should use the previous three steps

e (Calculate, in which stripe the data is.



* (Calculate within that stripe on which disk the data is
* Calculate on that disk within that stripe where exactly the data starts

We get the stripe number as: INT(0x2FB80000 / (3 * 0x10000)) = 0xOFES

The disk number is 0x2FB80000 - 0xOFE8 * 3 * 0x10000 = 0. INT(0 / 0x10000) = 0 it means we
will find this data on disk 1 what is /dev/sdi for me.

Offset within the stripe is 0 - 0 * 0x10000 = 0 so the data will start immediately at the beginning of
this stripe.

The length of the cluster chain is 0x09 what means 0x09 * 0x 1000 = 0x9000 bytes what is less than
the stripe size, so we do not has to take care to the stripe border.

Now find the position on the disk /dev/sdi. It is the stripe number 0xOFE8 multiplied by the stripe
size 0x10000 plus the offset of the logical disk what is also 0x10000. O0xOFE8 * 0x10000 +
0x10000 = 0xOFE90000 and the end of this chain will be at 0OxOFE98FFF. Check it by jumping to
these positions:

(< ] root@chfivBox: ~

OFES0000 41 61 30 41 61 31 41 61 32 41 61 33 41 61 34 41 Aa0AalAaZAa3AadAa
OFES0010 61 35 41 61 36 41 61 37 41 61 38 41 61 39 41 62 aSAa6Aa7AaBAa%ib
OFES0020 30 41 62 31 41 62 32 41 62 33 41 62 34 41 62 35 0Ab1Ab2Ab3Ab4AbS
OFES0030 41 62 36 41 62 37 41 62 38 41 62 39 41 63 30 41 Ab6AbTAb8S8AbOACHA
OFES0040 63 31 41 63 32 41 63 33 41 63 34 41 63 35 41 63 clAcZAc3Ac4AcSAC
OFES0050 36 41 63 37 41 63 38 41 63 39 41 64 30 41 64 31 G6ACTAC8Ac9AdOAdL
OFES0060 41 64 32 41 64 33 41 64 34 41 64 35 41 64 36 41 Ad2Ad3Ad4AdSAdGA
OFES0070 64 37 41 64 38 41 64 39 41 65 30 41 65 31 41 65 d7AdBAd9AefAelAe.
OFES0080 32 41 65 33 41 65 34 41 65 35 41 65 36 41 65 37 2Ae3AedfeSAebhe’
OFES00%90 41 65 38 41 65 39 41 66 30 41 66 31 41 66 32 41 AeBAe9ATOAT1ATZA
OFE900AD 66 33 41 66 34 41 66 35 41 66 36 41 66 37 41 66 T3AT4AFSATOATTAT
OFES00BO 38 41 66 39 41 67 30 41 67 31 41 67 32 41 67 33 B8Af9Ag0OAglAg2Ag3.
OFE900Co 41 67 34 41 67 35 41 67 36 41 67 37 41 67 38 41 Ag4Ag5Ag6AgTAgBA
OFE900DO 67 39 41 68 30 41 68 31 41 68 32 41 68 33 41 68 g9AhAAh1Ah2AK3AK
OFESQOED 34 41 68 35 41 68 36 41 68 37 41 68 38 41 68 39 4Ah5Ah6Ah7ARSARY
OFESQOFO 41 69 30 41 69 31 41 69 32 41 69 33 41 69 34 41 ALGALIALZAL3AL4A
OFE9S0100 69 35 41 69 36 41 69 37 41 69 38 41 69 39 41 6A 15AL6ALTALBAL9A]
OFE90110 30 41 6A 31 41 6A 32 41 6A 33 41 6A 34 41 6A 35 OAj1AJ2Aj3AJ4A]S
OFE90120 41 6A 36 41 6A 37 41 6A 38 41 6A 39 41 6B 30 41 Aj6Aj7Aj8AjoAkeA
OFE90130 6B 31 41 6B 32 41 6B 33 41 6B 34 41 6B 35 41 6B ki1Akzak3akdaaksak
OFE90140 36 41 6B 37 41 6B 38 41 6B 39 41 6C 30 41 6C 31 6Ak7Ak8Ak9A1GALL.
OFE90150 41 6C 32 41 6C 33 41 6C 34 41 6C 35 41 6C 36 41 AL2AL3AL4A15AL6A
OFE90160 6C 37 41 6C 38 41 6C 39 41 6D 30 41 6D 31 41 6D 17AL8AL9AMOAMLAmM
OFE90170 32 41 6D 33 41 6D 34 41 6D 35 41 6D 36 41 6D 37 Z2Am3Am4AmSAmMEAmT
OFE9S0180 41 6D 38 41 6D 39 41 6E 30 41 6E 31 41 6E 32 41 AmB8AmSAnOANR1ANRZA.
OFE90190 6E 33 41 6E 34 41 6E 35 41 6E 36 41 6E 37 41 6E n3An4AnSAn6ANTAN
OFES01A0 38 41 6E 39 41 6F 30 41 6F 31 41 6F 32 41 6F 33 8An%Ao0Ao0lAoZA03
OFES01BO 41 6F 34 41 6F 35 41 6F 36 41 6F 37 41 6F 38 41 Ao4Ao5Ao06A0TADBA.
OFE901CO 6F 3% 41 70 30 41 70 31 41 70 32 41 70O 33 41 70 oSApOAplAp2Ap3Ap
OFES01DO 34 41 70 35 41 70 36 41 7O 37 41 70 38 41 70 39 4ApSApOGApTAp8ApS.
OFE9S01E0 41 71 30 41 71 31 41 71 32 41 71 33 41 71 34 41 AqO0AqlAq2Aq3Ag4A
OFE901F0O 71 35 41 71 36 41 71 37 41 71 38 41 71 39 41 72 q5AQ6Aq7AqQBAQSAT
--- sdi --BXFE9D1FD/Ox20000000 - -~~~ - r - e



root@chfivBox: ~

OFE9BEFO L8 37 55 78 38 55 78 39 55 79 30 55 79 31 55 79 x7Ux8UxSUyauyilUy
OFE98FEO 32 55 79 33 55 79 34 55 79 35 55 79 36 55 79 37 2Uy3Uy4UySUysUy7
OFE98F10 55 79 38 55 79 39 55 FA 30 55 7A 31 55 VA 32 55 UyBUySuzeuUziuUzzu
OFE98F20 TA 33 55 7A 34 55 VA 35 55 7A 36 55 7TA 37 55 7TA z3Uz4UzsUzeéUz7uz
OFE98F30 38 55 7A 39 56 61 30 56 61 31 56 61 32 56 61 33 8Uz9Va@ValvazVa3
OFE98F40 56 61 34 56 61 35 56 61 36 56 61 37 56 61 38 56 Va4VasVa6Va7vasV
OFE98F50 61 39 56 62 30 56 62 31 56 62 32 56 62 33 56 62 a9vbevbivb2vb3vb
OFE98F60 34 56 62 35 56 62 36 56 62 37 56 62 38 56 62 39 4Vb5Vb6vb7vbsvbo.
OFE98F70O 56 63 30 56 63 31 56 63 32 56 63 33 56 63 34 56 VcOVclVc2Vc3VcaV
OFE98F80 63 35 56 63 36 56 63 37 56 63 38 56 63 39 56 64 c5Vc6Vc7VcBVcovd
OFE9S8F90 30 56 64 31 56 64 32 56 64 33 56 64 34 56 64 35 0vVdivd2vd3vd4vds
OFE98FAD 56 64 36 56 64 37 56 64 38 56 64 39 56 65 30 56 VdoVd7vdavdoveov.
OFE9S8FBO 65 31 56 65 32 56 65 33 56 65 34 56 65 35 56 65 elVezVe3VedVebVe
OFE98FCO 36 56 65 37 56 65 38 56 65 39 56 66 30 56 66 31 6Ve7Ved8VedVfovfl
OFES8FDO 56 66 32 56 66 33 56 66 34 56 66 35 56 66 36 56 VF2VF3Vf4vfsvfev
OFESBFEO 66 37 56 66 3B 56 66 39 56 67 30 56 67 31 56 67 f7Vf8Vfovgovglvg
OFES8FFO 32 56 67 33 56 67 34 56 67 35 56 67 36 56 67 37 2Vg3vg4VgSvgeVg7
OFE99000 49 4F 44 58 28 00 09 60 CF 37 40 00 00 00 00 00 INDX(....7@.....
OFE99010 00 00 OO OO OO OO OO GO 40 0O OO 00 BO 06 00 00 ........ @.......
OFE99020 EB OF 0O 00 0O 0O 00 80 15 00 05 00 65 00 CC 01 .....ccviininnnnnn
OFE99030 00 00 OO OO0 OO0 OO OO GO OO0 0O OO0 OO0 00 G0 00 00 ....ccveviennnnnn
OFE99040 00 00 00 0O OO0 0O OO OO OO0 00 00 00 OO0 00 00 B0 ...icievevcrnnsnns
OFE99050 00 00 00 00 OO0 0O OO OO O4 00 00 00 OO0 00 04 00 ...cievevcnnnsns
OFE99060 68 00 52 G0 00 00 00 @@ 05 00 00 00 00 00 05 00 h.R....cvevieess
OFE99070 74 7TE 5F DB 8F 27 CC @1 74 7E 5F DB 8F 27 CC 01 t~_.. '..t~_..'...
OFE99080 74 TE 5F DB 8F 27 CC @1 74 7E 5F DB B8F 27 CC 01 t~_..'..t~_.."..
OFE99090 00 20 00 00 OO0 0O OO 0O AOQ BC 00 00 OO0 00 00 00 ...cvievevcnnnnns

OFE990A0 06 00 00 00 OO0 0O OO OO 08 03 24 00 41 00 74 00 .......... S.A.LL..
OFE990BO 74 00 72 00 44 00 65 00 66 00 0O GO0 00 00 00 00 t.r.D.e.f.......
OFE990CO 08 00 0O OO OO OO OB OO o©8 00 52 00 OO0 GO 00 GO0 ........ h.R......
OFE990DO 05 00 00 OO0 OO0 0O O5 00 74 YE SF DB 8F 27 CC 01 ........ —-_..'..
OFE9S90ED 74 JE 5F DB 8F 27 CC 01 74 7E 5F DB 8F 27 CC 01 t~_..'..t~_..'..
---  sdi --0xFE9BEFD/0x20000000-- -~~~ ---r--m e e s

to get the data back we can use a simple dd command:

dd if=/dev/sdi bs=1 skip=266928128 count=36864 > ./pattern.txt

Now reconstruct the second cluster chain, described as 212BB3D5, what should be interpreted as
follows:

0x21 means, the start cluster is stored on two bytes, and the chain length is stored on 1 byte.

First the chain length is stored, what is 2B now

The next two bytes 0xD5B3 is the start cluster of the chain. But it is relative number to the
previous one not absolute! And also do not forget, it is a signed number! So it is -2A4D.

Calculate the first cluster of the chain. First calculate absolute position from the relative one. To do
it add to the previous value this one: 0x02FB80 + (-2A4D) = 0x2D133. It is given in clusters so the
value in bytes: 0x2D133 * 0x1000 = 0x2D133000 Then we can calculate on the already well
known way.

We get the stripe number as: INT( 0x2D133000 / (3 * 0x10000)) = 0x0F06
The disk number is 0x2D133000 - 0x0F06 * 3 * 0x10000 = 0x13000. INT(0x13000 / 0x10000) =



0x1 it means we will find this data on disk 2 what is /dev/sdh for me.

Offset within the stripe is 0x13000 - 1 * 0x10000 = 0x3000 so the data will start at the offset
0x3000 from the start of the stripe.

The length of the cluster chain is 0x2B what means 0x2B * 0x1000 = 0x02B000 bytes what is more
than the stripe size, so it will continue on the next disk. If we divide it by the stripe size what is
0x10000 we get two stripe will be fully utilized, and a third one will be started, but not fully
utilized.

Now find the position on the disk /dev/sdh. It is the stripe number 0x0F06 multiplied by the stripe
size 0x10000 plus the offset of the logical disk what is also 0x10000 plus the offset from the
beginning of the stripe, what is 0x3000. 0x0F06 * 0x10000 + 0x10000 + 0x3000 = 0x0F073000.

If we jump there by pressing ctrl-g then type 0xOF073000 we really find the continuation of the file
(because it contains a pattern it is easy to check now, the end of the previous part was Vg7 and this
one starts with Vg8 what seems to be really a continuation)

root@chfivBox: ~

OFev73o00 6 67 38 56 67 39 56 68 30 56 68 31 56 68 32 56 Vg8vg9vhevhivhav
OFev73010 68 33 56 68 34 56 68 35 56 68 36 56 68 37 56 68 h3vh4avhsvhevh7vh
OFe73020 38 56 68 39 56 69 30 56 69 31 56 69 32 56 69 33 8Vhovievilvizvi3
OFe73030 56 69 34 56 69 35 56 69 36 56 69 37 56 69 38 56 Vi4visvievi7visv
OFe73040 69 39 56 6A 30 56 6A 31 56 6A 32 56 O6A 33 56 6A i9VjOViivji2visvji
OFe73050 34 56 6A 35 56 B6A 36 56 ©6A 37 56 6A 38 56 6A 39 4Vj5Vi6ViTViBVjo
OFe73060 56 6B 30 56 6B 31 56 6B 32 56 6B 33 56 6B 34 56 Vkovkivkzvk3vkav
OFev3e7o 6B 35 56 6B 36 56 6B 37 56 6B 38 56 6B 39 56 6C k5vkevk7vksvkavl.
OFe73080 30 56 6C 31 56 6C 32 56 6C 33 56 6C 34 56 6C 35 OVL1IV12VL3V1l4vls
OFe73090 56 6C 36 56 6C 37 56 6C 38 56 6C 39 56 6D 30 56 VL6VL7VL8V1l9vmav.
OFO730A0 6D 31 56 6D 32 56 6D 33 56 6D 34 56 6D 35 56 6D miIVm2Vm3Vm4VmSVm
OFe730B0O 36 56 6D 37 56 6D 38 56 6D 39 56 6E 30 56 6E 31 o6Vm7VmBVmSVnovVnl
OFev3oeco 56 6E 32 56 O6E 33 56 6E 34 56 6E 35 56 6E 36 56 Vn2Vn3Vn4VnsVnoV.
OFev73oDo 6E 37 56 6E 38 56 6E 39 56 6F 30 56 6F 31 56 6F n7Vn8VnSVolOVolVo
OFO730ED 32 56 6F 33 56 6F 34 56 6F 35 56 6F 36 56 6F 37 2Vo3Vod4VoSVobVo7
OFe730F0 56 6F 38 56 6F 39 56 70 30 56 70 31 56 70 32 56 \Vo8Vo9Vvpovplvp2aV
OFev3100 70 33 56 70 34 56 70 35 56 7O 36 56 7O 37 56 7O p3Vp4vpSVpevVpivp
OFe73110 38 56 70 39 56 71 30 56 71 31 56 71 32 56 71 33 8VpS9Vqgovqlvgz2vqg3
OFev3120 56 71 34 56 71 35 56 71 36 56 71 37 56 71 38 56 \Vg4Vq5VgeéVq7vgsV.
OFe73130 71 39 56 72 30 56 72 31 56 72 32 56 72 33 56 72 qSVrovrivr2vr3vr
OFe73140 34 56 72 35 56 T2 36 56 72 37 56 72 38 56 T2 39 4VrSVroevVr7vrsvro
OF073150 56 73 30 56 73 31 56 73 32 56 73 33 56 73 34 56 \Vs0Vs1Vs2Vs3Vs4V.
OF073160 73 35 56 73 36 56 73 37 56 73 38 56 73 39 56 74 s5Vs6VsT7TVsBVsOVL
OFe73170 30 56 74 31 56 74 32 56 74 33 56 74 34 56 74 35 OVLIVt2vVi3vt4vts.
OFev73180 56 74 36 56 T4 37 56 74 38 56 74 39 56 75 30 56 Vievtivtsvtovuov
OFe73190 75 31 56 75 32 56 75 33 56 75 34 56 75 35 56 75 ulVuz2Vu3ivVu4VusVu
OFO731A0 36 56 ¥5 37 56 75 38 56 75 39 56 76 30 56 76 31 o6Vu7VuBVuSVvovvl.
OFe731B0O 56 76 32 56 76 33 56 76 34 56 V6 35 56 76 36 56 Vv2Vv3Vv4VWviVvel
OFev731Co 76 37 56 76 38 56 76 39 56 77 30 56 77 31 56 77 w7UvBUvOVWOVWIVW.
OFe731Do 32 56 77 33 56 77 34 56 77 35 56 77 36 56 77 37 2Vw3VwdVwiVwolVw7
OFO731E0 56 77 38 56 77 39 56 78 30 56 78 31 56 78 32 56 \VwBVUWOVXOVx1VX2V.
OF@731F0 78 33 56 78 34 56 78 35 56 78 36 56 78 37 56 78 x3Vx4VXSVXOWXTVX
--- sdh --OxXFO73000,/0Xx20000000-------------=-=-----"=--------------------

As we know it occupies this whole stripe so we can extract this data by the following dd command:

dd if=/dev/sdh bs=1 skip=252129280 count=53248 >> ./pattern.txt



It was the disk 2 so the file will continue on the same stripe in disk 3, and it will start from the

beginning of the cluster so the position will be /dev/sdj stripe 0x0OF06 what means offset 0xOF06 *

0x10000 + 0x10000 = 0xOF070000. We can jump there by pressing ctrl-g then type this value.
=@ root@chfivBox: ~

OFo70000 BE 37 4C 6E 38 4C 6E 39 4C 6F 30 4C o6F 31 4C 6F n7Ln8Ln%Lo0LolLo
OFo70010 32 4C 6F 33 4C 6F 34 4C o6F 35 4C 6F 36 4C 6F 37 2Lo3LodlLoS5Lo6Lo7
OFO70020 4C 6F 38 4C o6F 39 4C 70 30 4C 70 31 4C 70 32 4C Lo8LoSLpOLplLp2L
OFO70030 70 33 4C 70 34 4C 70 35 4C 70 36 4C 70O 37 4C 70 p3Lp4LpS5SLp6Lp7LP
OFO70040 38 4C 70 39 4C 71 30 4C 71 31 4C 71 32 4C 71 33 8Lp%LgolLglLg2Lqg3
OFO70050 4C 71 34 4C 71 35 4C 71 36 4C 71 37 4C 71 38 4C Lg4Lg5LgbLg7Lg8L
OFO70060 71 39 4C 72 30 4C 72 31 4C 72 32 4C 72 33 4C 72 q9LroOLriLr2Lr3Lr
OFO70070 34 4C 72 35 4C 72 36 4C 72 37 4C 72 38 4C 72 39 4Lr5LroLr7Lr8Lro.
OFo70080 4C 73 30 4C 73 31 4C 73 32 4C 73 33 4C 73 34 4C LsOLslls2Ls3Ls4L
OFO70090 73 35 4C 73 36 4C 73 37 4C 73 38 4C 73 39 4C 74 s5Ls6Ls7Ls8Ls9Lt
OFO700A0 30 4C 74 31 4C 74 32 4C 74 33 4C 74 34 4C 74 35 OLtiLt2Lt3Lt4LtS
OFO700BO 4C 74 36 4C 74 37 4C 74 38 4C 74 39 4C 75 30 4C LtoLtvVLt8LtO9LuBL
OFo7o0Co 75 31 4C 75 32 4C 75 33 4C 75 34 4C 75 35 4C 75 wullu2lu3Lu4lLuSLu.
OFo7o0DO 36 4C 75 37 4C 75 38 4C 75 39 4C 76 30 4C 76 31 6Lu7LuBLuSLvELv1
OFO700ED 4C 76 32 4C 76 33 4C 76 34 4C 76 35 4C 76 36 4C Lv2Lv3Lv4Lv5LveL
OFO7O0FO 76 37 4C 76 38 4C 76 39 4C 77 30 4C 77 31 4C 77 v7LvBLvILWOLWILW
OFo70100 32 4C 77 33 4C 77 34 4C 77 35 4C 77 36 4C 77 37 2LW3LwALWSLWELWT
OFo70110 4C 77 38 4C 77 39 4C 78 30 4C 78 31 4C 78 32 4C LwBLwOLXxOLx1Lx2L
OFo70120 78 33 4C 78 34 4C 78 35 4C 78 36 4C 78 37 4C 78 x3Lx4Lx5Lx6Lx7Lx
OF070130 38 4C 78 39 4C 79 30 4C 79 31 4C 79 32 4C 79 33 8Lx9LyoLyillLy2Ly3
OF070140 4C 79 34 4C 79 35 4C 79 36 4C 79 37 4C 79 38 4C Ly4LySLy6Ly7Ly8L
OFO70150 79 39 4C 7A 30 4C 7A 31 4C VA 32 4C 7TA 33 4C VA y9lLzOLzllLz2Lz3Lz
OF070160 34 4C 7A 35 4C 7A 36 4C VA 37 4C 7A 38 4C VA 39 4Lz5LzoLz7LzB8LzY
OFO70170 4D 61 30 4D 61 31 4D 61 32 4D 61 33 4D 61 34 4D Ma©MalMa2Ma3Ma4dM
OFO70180 61 35 4D 61 36 4D 61 37 4D 61 38 4D 61 39 4D 62 aSMa6Ma7Ma8Ma9Mb.
OF070190 30 4D 62 31 4D 62 32 4D 62 33 4D 62 34 4D 62 35 GMb1Mb2Mb3Mb4Mbs
OFO701A0 4D 62 36 4D 62 37 4D 62 38 4D 62 39 4D 63 30 4D Mb6Mb7Mb8MbOMcAM
OF0701B0O 63 31 4D 63 32 4D 63 33 4D 63 34 4D 63 35 4D 63 cC1lMcZMc3Mc4Mc5SMc.
OFo701Co 36 4D 63 37 4D 63 38 4D 63 39 4D 64 30 4D 64 31 6Mc7TMc8McOMdeMd1
OFO701D0 4D 64 32 4D 64 33 4D 64 34 4D 64 35 4D 64 36 4D Md2Md3Md4MdSMdeEM.
OFO701EQ 64 37 4D 64 38 4D 64 39 4D 65 30 4D 65 31 4D 65 d7MdS8Md9MedMelMe
OFO7O1F0O 32 4D 65 33 4D 65 34 4D 65 35 4D 65 36 4D 65 37 2Me3Med4MeSMetcMeT7
--- sdj --0xFOT70000,/0Xx20000000--------------------- - e
Again it will occupy the whole stripe on this disk so we can extract it by the next dd command

dd if=/dev/sdh bs=1 skip=252116992 count=65536 >> ./pattern.txt

Because it is the disk 3 the data will continue on disk 1 (/dev/sdi), at the 0xOF06 + 1 stripe. And it
will occupy 0x2B - 0x20 + 0x03 = 0xOE clusters, means 0xE000 bytes.

The offset on this disk will be 0xOF07 * 0x10000 + 0x10000 = 0x0F080000 and the end of it will
be at 0xOF080000 + 0xOE * 0x1000 = OxOFOSEO000. But it is calculated from the clusters, so the
real end of the file might be a bit earlier. The real end position: filesize (0x033452) - the data
already found. 0x033452 - 0x9000 - 0xD000 - 0x10000 = 0xD452. The real end of the file will be
instead of O0xOFO8E000 at 0xOF08D452. Let us check these informations by jumping to those
positions



™ root@chfivBox: ~

OFoseo000
OrFoseo1e
OF080020
oreseo3e
Oreseo4e
OrFeseoso
OFo80060
oreseovo
greseose
ereseoso
OrFoseoAo
OFos00BO
oreseoce
oFeseoDe
OFO8Q0ED
OFose0Fe
oroseieo
oreseiie
OFese12o
OrFese13e
oresel14e
orFese1se
OrFose16o
oFeseive
greselse
eresei1so
orFese1Ao
OFose1BO
oreseice
greselpe
OFe8e1ED
OFese1re
--- sdi

3
52
70
38
52
71
34
52
73
30
52
75
36
52
76
32
52
78
38
52
79
34
53
61
30
53
63
36
53
64
32
53

52
6F
33
52
71
39
52
73
35
52
74
31
52
76
37
52
77
33
52
79
39
52
61
35
53
62
31
53
64
37
53
65

--0xFOB0000/0x20000000

6F
38
52
70
34
52
72
30
52
74
36
52
75
32
52
77
38
52
78
34
52
7A
30
53
62
36
53
63
32
53
65
38

33
52
70
39
52
T2
35
52
73
31
52
75
37
52
76
33
52
78
39
52
TA
35
53
61
31
53
63
37
53
64
33
53

52
6F
34
52
71
30
52
73
36
52
74
32
52
76
38
52
77
34
52
79
30
52
61
36
53
62
32
53
64
38
53
65

6F
39
52
71
35
52
72
31
52
74
37
52
75
33
52
77
39
52
79
35
52
7A
31
53
62
37
53
63
33
53
65
39

34
52
70
30
52
T2
36
52
73
32
52
75
38
52
76
34
52
78
30
52
TA
36
53
61
32
53
63
38
53
64
34
53

52
70
35
52
71
31
52
73
37
52
74
33
52
76
39
52
78
35
52
79
31
52
61
37
53
62
33
53
64
39
53
66

6F
30
52
71
36
52
72
32
52
74
38
52
75
34
52
77
30
52
79
36
52

35
52
70
31
52
T2
37
52
73
33
52
75
39
52
77
35
52
78
31
52
TA
37
53

52
70
36
52
71
32
52
73
38
52
74
34
52
76
30
52
78
36
52
79
32
52
61

6F
31
52
71
37
52
72
33
52
74
39
52
76
35
52
77
31
52
79
37
52

36
52
70
32
52
T2
38
52
73
34
52
75
30
52
77
36
52
78
32
52
TA
38
53

52
70
37
52
71
33
52
73
39
52
75
35
52
76
31
52
78
37
52
79
33
52
61

6F
32
52
71
38
52
72
34
52
74
30
52
76
36
52
77
32
52
79
38
52

37
52
70
33
52
72
39
52
74
35
52
75
31
52
77
37
52
78
33

2Ro3Ro4Ro5Ro6R07
Ro8Ro9RpORp1RpZR
P3Rp4Rp5SRpGRP7Rp
8Rp9RqORq1Rg2Rg3
Rg4Rgq5RQ6RQ7RQ8R
qQSRrORri1Rr2Rr3Rr
4Rr5RroRr7Rr8Rro
RsORs1RsZ2Rs3Rs4R.
S5RS6RS7TRSBRSORT
ORT1RtZ2Rt3RT4RLS
RtG6RT7RTBRTO9RUOR
ulRu2Ru3Ru4Ru5Ru.
6RU7RUBRUSRVORV1
Rv2Rv3Rv4Rv5RVER
V7RVBRVIRWAORWI1RW
ZRW3RWARWSRWORWY
RWBRWORXORX1Rx2R
X3RX4RX5RXO6RX7RX
8RX9RYORY1RYy2RY3
Ry4Ry5RY6RY7RYBR
y9RzORz1Rz2Rz3Rz.
4Rz5Rz6RzTRZzBRZO
S5af5al5a2Sa3s5a4ds
a55a65a75a85a9sb
8sb1sb2sb3sb4sbs.
sb6sb7sbasboscas
€15c25c35c45ch5¢C
65c75c85c95dosdl.
sd25d35d45d55d65
d75d8sd9se@se1Se.
25e35e45e55e65e7
SeBSedsfOsf15f2S



ga root@chfivBox: ~

OFesD380 Eﬂ 49 7A 31 45 TA 32 49 TA 33 49 TA 34 49 TA 35 0Iz11z2Iz31z41z5
OFesD3%0 49 7A 36 49 TA 37 49 TA 38 49 VA 39 4A 61 30 4A Iz6Iz7Iz8Iz9Jabdl]
OFes8D3A0 61 31 4A 61 32 4A 61 33 4A 61 34 4A 61 35 4A 61 allazZla3ladJa5la
oFesD3BO 36 4A 61 37 4A 61 38 4A 61 39 4A 62 30 4A 62 31 6Ja7Ja8la91belbi
orFesp3Cco 4A 62 32 4A 62 33 4A 62 34 4A 62 35 4A 62 36 4A Ib231b331b43b51b63
OFesD3Do 62 37 4A 62 38 4A 62 39 4A 63 30 4A 63 31 4A 63 b73Ib8Ib93cBlc1ic
OFO8D3EO 32 4A 63 33 4A 63 34 4A 63 35 4A 63 36 4A 63 37 21c3]1c4Jc5]1cbIcT
OF@8D3FO 47 63 38 4A 63 39 4A 64 30 4A 64 31 4A 64 32 4A Jc8Jc91deldildz2].
oresp4e0 64 33 4A 64 34 4A 64 35 4A 64 36 4A 64 37 4A 64 d331d41d53d63d71d
oFesp410 38 4A 64 39 4A 65 30 4A 65 31 4A 65 32 4A 65 33 81d9Je®lellezle3d
orFesD420 4A 65 34 4A 65 35 4A 65 36 4A 65 37 4A 65 38 4A JedleS5le6le7le8]
oFesD430 65 39 4A 66 30 4A 66 31 4A 66 32 4A 66 33 4A 66 e93T0IT13IF2IF33F.
oresp44o 34 4A 66 35 4A 66 36 4A 66 37 4A 66 38 4A 66 39 41f51f6If7If8If9
OFesD450 6D OA OO0 00 OO 0O OO OO0 OO0 0O OO GO OO0 00 00 00 ......cciieunnnn

oresD460 00 DO 00 0O OO DO OO OO OO 0O OO OO OO0 00 B0 00 .....cicevasanns
OrFesp47o 00 00 00 0O OO0 0O 00 0O OO0 00 00 0O OO0 00 00 00 ....icicevasanas
orFesp4s80 00 00 00 0O OO0 0O OO0 00 OO0 00 OO0 OO OO0 00 00 00 ....icicevasnnas

OFesD4s0 00 00 00 0O OO0 0O OO 0O OO0 0O OO0 OO OO0 00 00 00 ......cccveuennn
oFesD4A0 00 00 00 0O OO0 0O OO OO0 OO0 OO OO OO OO0 00 00 00 ......cciveuennn
OFesD4B0O 00 00 00 0O OO0 0O OO OO OO0 0O OO OGO OO0 00 00 00 .......c.cccveean
oresp4co 00 0O 0O 0O OO0 0O OO OO OO0 OO OO OO 00 00 00 00 .........cciiennnn
oFesp4Do 00 0O 00O OO OO0 0O OO OO OO 0O OO GO 00 00 00 00 .......ccveuennn

OFesD4ED 00 DO 00 0O OO DO OO OO OO 0O OO OO OO0 00 B0 00 .....cicevasanns
OFesD4FO 00 00 00 0O OO0 0O 00 0O OO0 00 00 0O OO0 00 00 00 ....icicevasanas
OFesps5e0 00 0O 00 0O OO0 0O OO 00 OO0 00 00 00 OO0 00 00 00 ....iicievnnnnass

OFesps510 00 00 00 0O OO0 0O OO 0O OO0 0O OO0 OO OO0 00 00 00 ......cccveuennn
OFesD520 00 00 00 0O OO0 0O OO OO0 OO0 OO OO OO OO0 00 00 00 ......cciveuennn
OFesD530 00 0O 0O OO OO0 0O OO OO OO0 OO OO OO 00 00 00 00 .......c.cviuennnn
oFesps540 00 00 00 0O OO0 0O OO OO OO0 0O OO0 GO OO0 00 00 00 .......ccccueann
OFesD550 00 0O 00O OO OO OO OO OO OO OO OO GO OO0 00 00 B0 ......c.iciiiennnn
OFe8D560 00 00 00 OO0 OO0 0O OO OO0 OO 0O OO GO OO0 00 00 00 ......cccveuennn
OFesDs570 00 0O 00 0O OO0 0O 00 00 OO0 00 00 0O OO0 00 00 00 ....icicevasanss
--- sdi --OXFO8D380/0x20000000--------------------- e eeea oo

this last part can be extracted by the next dd command:

dd if=/dev/sdi bs=1 skip=252182528 count=54354 >> ./pattern.txt



Microsoft dynamic disk RAIDS

Now we have three disks, evidenceRAIDS5-diskO.vhd (/dev/sdk), evidenceRAIDS5-diskl.vhd
(/dev/sdl), and evidenceRAIDS5-disk2.vhd (/dev/sdm) and we created a RAIDS volume across these
three disks. Let us try to reassemble a file on this disk.

In this case the disks are divided again to stripes. First we should know the stripe size, and the order
of the disks as a basic information.

Again if we check the MBR

root@chfivBox: ~
00000000 53 CO BE DO BC @0 7C FB 50 07 50 1IF FC BE 1B 7C 3.....|.P.P....|
00000010 BF 1B ©6 50 57 B9 E5 01 F3 A4 CB BD BE 07 B1 04 ...PW...........
00000020 38 6E 0O 7C ©9 75 13 83 (C5 10 E2 F4 CD 18 8B F5 8n.|.U......nn..
00000030 83 C6 10 49 74 19 38 2C 74 F6 AD B5 O7 B4 07 88 ...It.8,t.......
00000040 FO AC 3C 00 74 FC BB 07 00 B4 OE CD 10 EB F2 88 ..<.t...........
00000050 4E 10 E8 46 00 V3 2A FE 46 10 80 7E 04 0B 74 0B N..F.s*.F..~..t.
00000060 80 7E 04 0C 74 05 AD B6 0OV 75 D2 80 46 02 06 83 .~..T....u..F...
00000070 46 08 06 83 56 0OA 00 EB8 21 00 73 05 A0 B6 O7T EB F...V...l.s.....
00000080 BC 81 3E FE 7D 55 AA 74 OB 80 7E 186 00 74 C8B AD ..>.}U.t..~..%t..
00000050 B7 @F EB AS 8B FC 1E 57 8B F5 CB BF 05 00 BA 56 ....... Wesoooon v
000000A0 00 B4 @8 CD 13 72 23 BA C(C1 24 3F 98 B8A DE BA FC ..... r#..5%?.....
000000BO 43 F7 E3 8B D1 86 D6 B1 06 D2 EE 42 F7 E2 39 56 C.......... B..9V

0ooooecoe @A 77 23 72 05 39 46 08 73 1C B8 01 02 BB 00 7C .wHr.o9F.s......|
oooooeDoe 8B 4E ©2 8B 56 00 CD 13 73 51 4F 74 4E 32 E4 8A .N..V...sQOtN2..
000000ED 56 00 CD 13 EB E4 8A 56 00 60 BB AA 55 B4 41 CD V......V. ..U.A.
000000F0 13 72 36 81 FB 55 AA 75 30 F6 C1 01 74 2B 61 60 .r6..U.ud...t+a’
00000100 6A 00 6A @@ FF 76 OA FF 76 08 6A @0 68 00 7C 6A j.j..v..v.j.h.|]
00000110 01 6A 10 B4 42 BB F4 CD 13 61 61 73 OE 4F 74 6B .j..B....aas.O0t.
00000120 32 E4 8A 56 00 CD 13 EB D6 61 F9 C3 49 6E 76 61 2..V..... a..Inva
00000130 6C 69 64 20 70 61 72 74 69 74 69 6F 6E 20 74 61 1id partition ta
00000140 62 6C 65 80 45 72 72 6F 72 20 6C 6F 61 64 69 6E ble.Error loadin
00000150 67 20 6F 706 65 72 61 74 69 6E 67 20 73 79 73 74 g operating syst
00000160 65 6D 00 4D 69 73 73 69 OE 67V 20 6F 70 65 72 61 em.Missing opera
00000170 74 69 6E 67 20 73 79 V3 74 65 6D 00 00 00 00 00 ting system.....
00000180 00 00 0O OO0 OO0 0O OO OO OO0 OO OO0 OO 00 00 00 00 .......cccecennn
00000190 00 00 0O OO OO 0O OO OO OO0 OO OO0 GO0 OO0 00 60 00 ......ccccveunnn
000001A0 00 00 0O OO0 OO 0O OO OO OO0 0O 00 00 00 00 00 00 .......ccciceenn

POAPA1BO MG OO 00 A0 0O 2C 44 63 9D A9 OE ED 00 eefeefe1l ..... D€,
0eEEA1CA 01 68 80 80 ..B.?@7.........
POOEO1DO 060 00 00 00 60 6O 60 G0 00 00 00 00 00 00 00 00 ......cccc0e0nn
POOPO1ED 060 00 00 00 060 6O 0O G0 00 00 00 00 00 00 00 00 ......ccicnvennn
POOEO1FO 060 00 00 00 060 6O 0O G0 60 00 00 00 00 00 55 AA  .......c.0....U.
--- sdl --0X0 /OX200000O0 - - - - - - - - - - - e e

it define the start of first partition at Ox3F what means 0x3F * 0x200 = 0x7E00, but there you will
find nothing. Like in the previous case, we should check the dynamic disk parameters. Find the
PRIVHEAD block at the beginning of the disk:



root@chfivBox: ~

ooooecoo 50 52 49 56 48 45 41 44 00 00 2F 52 @0 02 00 OC PRIVHEAD../R....
00000C10 @1 CC 23 BB 16 5C 8C C1 00 00 00 00 00 00 00 09 ..#..\...uuieiuuns
00000C20 00 00 0O 00 OO0 00 O7 FF 00 00 00 00 00 00 O7 40 .....cccvevea.(d
00000C30 30 39 65 36 34 64 31 33 2D 66 33 39 32 2D 34 34 09e64d13-f392-44
00000C40 33 61 2D 39 33 31 37 2D 37 63 38 34 30 33 61 63 3a3-9317-7c8403ac
00000C50 65 34 62 39 00 0P 00 00 OO0 00 0O @0 00 00 00 00 e4b9............
00000C60 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns
00000CT0 31 62 37 37 64 61 32 30 2D 63 37 31 37 2D 31 31 1b77daz20-c717-11
00000C80 64 30 2D 61 35 62 65 2D 30 30 61 30 63 39 31 64 dO-a5be-00a0c91d
00000C20 62 37 33 63 00 00 00 00 00 00 00 @O 00 00 00 00 b73c............
00000CAD 00 00 0O OO0 OO0 OO OO OO OO0 OO OO0 OO OO0 00 00 00 ......cccvevennnn
00000CBO 34 35 62 35 62 65 32 65 2D 38 66 66 38 2D 31 31 45b5be2e-8ff8-11
ooooecco 65 30 2D 38 34 30 66 2D 30 30 30 38 34 34 34 34 e0-840f-00084444
00000CDO 34 34 34 34 00 00 00 00 OO0 OO OO0 OO0 OO0 0O 00 00 4444............
00000CEOD 00 00 0O OO0 OO0 0O OO OO OO0 OO OO0 OO 00 00 00 00 .......cccecennn
00000CFO 48 41 43 4B 2D 41 54 54 41 43 4B 45 52 2D 44 67 HACK-ATTACKER-Dg
00000DO0 30 00 0O 00 OO 0O OO 0O OO0 0O 0O e
00000D10 00 02 00 00 OO0 0O OO OO OO0 0O OONOO 00 00 00 00 _ ......ccievennnn
00000D20 00 00 3FjO0 OO0 00 00 00 OF EE C2)00 00 00 60 00 ..7.....ccicunnn
00000D30 OF F7 QOO0 OO 0O OO OO OO0 08 00 00 OO0 00 60 00 .....cccvievennnn
0oo0eD40 00 00 02 00 OO0 00 OO0 0O 00 O7 FD 00 00 00 01 00 .....iccieveveanans
00000D50 00 00 01 00 OO0 00 OO0 0O OO0 05 CO9 00 OO0 00 00 00 .....icievevasass
00000D60 00 00 E@ FE EV 87 4C 00 00 00 00 00 00 00 00 00 ......L.covevens
0eo0eDTo 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
0oo0eDso 00 00 00 00 OO0 00 OO0 0O OO0 00 00 00 OO0 00 00 00 .....icievevasasns
00000D20 00 00 00 0O OO0 0O OO0 0O OO0 OO0 OO0 00 OO0 00 00 00 .....iccievevnnasns
00000DAO 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
00000DBO 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
00000DCO 00 00 00 00 OO0 0O OO OO OO0 OO OO0 0O OO0 00 00 00 ......cccvevennnn
00000DDO 00 00 0O OO0 OO0 OO OO OO OO0 OO OO0 OO OO0 00 00 00 ......cccvevennnn
00000DEO 00 00 0O OO0 OO0 OO OO OO OO0 OO OO0 OO OO0 00 00 00 ......cccvevennnn
00000DFO 00 00 0O OO OO0 0O OO OO OO0 OO OO0 OO OO0 00 00 00 .......cccvceenn
--- sdk --0xCO0/0x20000000------------m e e e s

0x011B..0x0122 : The start of the logical disk is at 0x3F again this is not the start of the volume or
partition, but the start of the logical disk, we will have to add this value to the start of the partition.
0x012B..0x0132 : The start of the configuration now it is OxOFF700 what means O0xOFF700 *
0x200 = Ox1FEE0000

Again a bit after this position starts the TOCBLOCK (0x1FEE0200), then the VMDB
(0Ox1FEE2200), and the VBLK blocks from (0x1FEE2400).

We already know that, the stripe size can be found in the VBLK component descriptor 0x32. This
block has the following content now



1FEE2700 56 42 4C 4B 00 00 00 OA 6O 0O 00 OF OO 00 00 01 VBLK............
1FEE2710 60 00 10 32 00 00 00 34 ©62 04 B AA 56 6F 6C 75 ...2...4....Volu
1FEE2720 6D 65 31 2D 30 31 06 41 43 54 49 56 45 03 00 60 mel-01.ACTIVE...
1FEE2730 00 00 01 03 00 00 00 00 GO 00 A4 AD 00 00 00 B0 .....veeeeeenens
1FEE2740 00 00 00 00 02 04 OA 0O D0 00 00 B0 . .iririirranenan
1FEE2750 00 00 00 00 OO0 A0 A0 A0 GO 00 OO0 OO 0O 00 00 B0 . ...veereweennes
1FEE2760 00 00 00 00 OO0 A0 A0 A0 6O 0O 00 A0 0O 00 00 OO0 . ...veererweennns

1FEE2770O 00 00 00 0O OO0 OO 0O OO OO0 OO OO OO OO0 00 00 00 ......ccceveuennn
1FEEZ2780 56 42 4C 46 00 00 0O OB OO0 0O 00 01 OO0 00 00 01 VBLK............
1FEE2790 00 00 08 35 00 0O 0O 50 02 04 01 11 48 41 43 4B ...5...P....HACK

Here we can see that, there are 3 disks, and the stripe size is 0x80 blocks so 0x80 * 0x200 =
0x10000 bytes.

To get the order of the disks we collect the GUID of every disk from the PRIVHEAD block.

root@chfivBox: ~

ooooacoo Eﬂ 52 49 56 48 45 41 44 060 00 2F 52 00 02 00 0C PRIVHEAD../R....
ooooacio @1 CC 23 BB 16 5C 8C C1 00 00 00 00 00 00 00 09 ..#..\..........
ooooaczo 00 00 0O OO OO0 00 O7 FF OO0 00 00 0O OO0 00 07 40 ....c.cvevennnn. @
ooooac3o 30 39 65 36 34 64 31 33 2D 66 33 39 32 2D 34 34 09e64d13-f392-44
ooooac4o 33 61 2D 39 33 31 37 2D 37 63 38 34 30 33 61 63 3a-9317-7cB403ac
ooooacso 65 34 62 39 00 00 00 0O OO0 GO 00 OO0 6O 00 00 00 ed4b9............
ooooacso 00 00 0O OO OO0 0O OO OO OO0 0O OO0 OO OO0 00 00 00 .....ccccvevennnns
--- sdk --0xCO0,/0x200000800-- -~~~ e .

root@chfivBox: ~
00000Co0 EB 52 49 56 48 45 41 44 00 00 2F 70 00 02 00 @C PRIVHEAD../p....
01

ooooeclo CC 23 BB 16 5F 9B 21 00 00 00 00 00 00 00 09 ..#.._.l.......s
ooooeczo 00 00 00 0O OO0 00 O7F FF OO 00 00 00 00 00 07 40 .....cicevasaaa@
00000C30 63 36 34 37 65 61 31 65 2D 38 39 36 35 2D 34 36 c647eale-8965-46
00000C40 65 39 2D 38 65 64 38 2D 38 34 33 34 66 31 37 64 e9-8edB8-8434f17d
00000C50 66 31 63 65 00 00 00 0O OO OO OO OO OO0 00 00 00 flce............
00000C60 00 0O 0O 0O OO0 0O OO OO OO0 OO OO OO 00 00 00 00 .........cciiennnn
--- sdl - -BxCO0/Ox20000000 -~ -~~~ -~ - .

ga root@chfivBox: ~

ooooocoo 50 52 49 56 48 45 41 44 00 00 2F 12 00 02 00 6C PRIVHEAD../.....
ooooecClo @1 CC 23 BB 16 61 22 51 OO0 0O 0O 00 OO0 00 00 09 ..#..8"Q........
oooooC20 006 00 00 00 00 OG0 O7 FF OO OO OO OO OO0 00 O7 40 .........cccunnn @
ooooec3o 36 38 39 34 65 66 64 39 2D 30 61 64 32 2D 34 63 6894efd9-0ad2-4c
ooooec4o 36 64 2D 62 39 36 33 2D 33 66 63 63 39 37 30 32 6d-b963-3fccove2

0000OC50 63 30 36 31 00 00 00 00 00 00 00 00 00 00 00 00 CO61............
00000C60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .................
---  sdm - -0XCO0 /0X20000000- == === =======-=emss--eees-meeesseeeeasaeeenn- .

/dev/sdk : 09E64D13-F392-443A-9317-7C8403ACE4BR9
/dev/sdl : C647EA1E-8965-46E9-8ED8-8434F17DF1CE
/dev/sdm : 6894EFD9-0AD2-4C6D-B963-3FCC9702C061

we can pair them with the values from the VBLK disk descriptor (0x34)



m root@chfivBox: ~

1FEEZ2800
1FEEZ2810
1FEEZ2820
1FEEZ2830
1FEEZ2840
1FEEZ2850
1FEE2860
1FEE2870
1FEEZ2880
1FEE2890
1FEEZ2BAQ
1FEEZ8B0O
1FEEZ28CO
1FEEZ8DO
1FEE28EO
1FEE28F0O
1FEE2900
1FEE2910
1FEE2920
1FEE2930
1FEEZ2940
1FEE2950
1FEEZ2960
1FEE2970
1FEE2980
1FEE2990
1FEE29A0
1FEE29BO
1FEE29CO
1FEEZ29D0O
1FEEZ9SED
1FEEZ29F0O
--- sdk

53
00
31
34
61
42
5F
5F
56
34
36
33
00
00
00
00
56
00
32
34
37
42
5F
5F
56
34
36
33
00
00
00
00

42
00
24
34
63
4F
5F
5F
42
32
32
34
00
00
00
00
42
00
24
36
64
4F
5F
5F
42
32
32
30
00
00
00
00

--0x1FEE2800/0x20000000

4C
0o
30
33
65
58
5F
5F
4C
35
33
36
04
0o
0o
0o
4C
0o
63
65
66
58
5F
5F
4C
35
36
33
04
0o
0o
0o

4B
34
39
61
34
5F
5F
5F
4B
36
37
36
0B
00
0o
00
4B
34
36
39
31
5F
5F
5F
4B
36
33
30
0B
00
00
00

00
00
65
2D
62
48
5F
5F
0o
36
33
32
00
00
0o
00
0o
00
34
2D
63
48
5F
5F
0o
36
33
32
00
00
00
00

0o
0o
36
39
39
41
5F
5F
0o
32
38
30
0o
0o
0o
0o
0o
0o
37
38
65
41
5F
5F
0o
32
37
30
0o
0o
0o
0o

0o
0o
34
33
61
52
5F
5F
0o
33
32
33
00
0o
0o
0o
0o
0o
65
65
61
52
5F
5F
0o
33
32
33
0o
00
0o
0o

ac
9C
64
31
49
44
SF
31
@D
39
44
35
00
00
00
00
0F
9C
61
64
49
44
5F
31
OF
32
44
35
00
00
00
00

00
02
31
37
44
44
SF
2E
00
33
36
00
00
00
00
00
00
02
31
38
44
44
5F
2E
00
33
36
00
00
00
00
00

00
04
33
2D
45
49
5F
30
0o
39
32
00
00
00
0o
0o
0o
04
65
2D
45
49
5F
30
0o

00
44
33
38
49
5F
SF
SF
00
33
33
00
00
00
00
00
00
44
39
33
49
5F
5F
SF
00

00
69
39
34
53
5F
5F
5F
01
31
35
00
00
00
0o
00
0o
69
36
34
53
5F
5F
5F
01

00
73
32
30
4B
5F
5F
5F
0o
36
36
00
00
00
0o
0o
0o
73
35
66
4B
5F
5F
5F
0o

02
6B
2D
33
56
5F
5F
5C

VBLE. . oo o eueeuss
P -
eeodon......Disk

1509e64d13-f392-
443a-9317-7cB403
ace4b9aIDEYDISKV
BOX_HARDDISK

-

1.0 E.
cessssaasaan

4256623939653164.
6237382D62653562
34662035, .......
VBLEK . o v v v v eueas
—_— -

eeodon.o.....Disk

25c647eale-B965-
46e9-8ed8-8434f1
7df1cealDE\DISKV
BOX_HARDDISK

e

4256623232343939
6263372D64336435.
30302035........

B R oR B R R B R oR R R R R OR BB R

pppppppppppppppp

ooooooooooooooooo

oooooooooooooooo

g root@chfivBox: ~

1FEEZAQO
1FEEZA1E
1FEEZ2AZE
1FEE2A30
1FEE2A40
1FEEZASE
1FEE2ZAGE
1FEEZATO
1FEE2AB0
1FEEZ2ASE
1FEE2AAD
1FEEZABO
1FEE2ACE
1FEEZADE
1FEEZAE®
1FEE2AF®
1FEEZBO®

diskl

56
0o
33
34
30
42
5F
5F
56
34
33
33
0o
0o
0o
0o
56

09E64D13-F392-443A-9317-7C8403ACE4B9

42
00
24
63
32
4F
5F
5F
42
32
35
39
00
00
00
00
42

4C
0o
36
36
63
58
5F
5F
4C
35
36
33
04
00
00
0o
4C

4B
34
38
64
30
5F
5F
5F
4B
36
36
34
0B
0o
00
0o
4B

0o
0o
39
2D
36
48
5F
5F
0o
33
33
32
0o
00
00
0o
0o

0o
0o
34
62
31
11
5F
5F
0o
38
38
30
0o
0o
00
0o
0o

00
0o
65
39
61
52
5F
5F
00
33
32
33
0o
00
00
0o
0o

10
9C
66
36
49
44
5F
31
11
38
44
34
00
00
00
00
12

00
02
64
33
44
44
5F
2E
00
36
33
00
00
00
00
00
00

0o
04
39
2D
45
49
5F
30
0o
34
32
0o
0o
00
00
0o
0o

0o
a9
2D
33
5C
53
5F
5F
0o
33
33
0o
0o
0o
0o
0o
0o

08
05
30
66
44
4B
5F
5F
08
35
36
00
00
00
00
00
00

00
44
61
63
49
5F
5F
5F
00
36
36
00
00
e
00
00
e

00
69
64
63
53
sF
5F
5F
01
34
35
00
0o
00
00
0o
0o

0o
73
32
39
4B
5F
5F
5F
0o
36
33
0o
0o
0o
0o
0o
0o

02
6B
2D
37
56
s5F
5F
5C
02
36
37
0o
0o
0o
00
0o
0o

N LK e ttenbenbonbondondoniantonk

ceedioa....Disk
356894efdo-nadz2-
4c6d-b963-3Fcco7
02c061aIDE\DISKY
BOX_HARDDISK

1.0 \.

4256383864356466.
3566382D32366537
39342034........

................

pppppppppppppppp

oooooooooooooooo

VBLK. ..ivvaenann



disk2 : C647EAlE-8965-46E9-8ED8-8434F17DF1CE
disk3 : 6894EFDS-0AD2-4C6D-B963-3FCC9702C061

If we pair it with the previous results:

diskl : /dev/sdk
disk2 : /dev/sdl
disk3 : /dev/sdm

We can read the order from the VBLK partition descriptor (0x33)

g root@chfivBox: ~

1FEE2500 56 42 4C 4B 00 60 00 06 ©0 00 60 OB 0O 00 00 81 VBLK............
1FEE2510 00 o406 _33] ee oo ee 33 ©2 64 OC 88 44 69 73 6B ..@3...3....Disk

1FEE2520 D 30 ©0_00 08 88 80 00 04 BC  3-01............

1FEE2530 PR L

1FEE2540 OF E8 60 02 64 OB 02 04 09]00 00 ] 60 00 60 00 . ..........c....

1FEE2550 0O ©0 00 80 ©0 60 ©0 00 ©0 00 60 00 00 00 00 BO ................

1FEE2560 00 00 00 60 ©0 60 00 00 ©0 00 00 00 60 00 00 80 .............cc..
1FEE2570 0O 00 00 80 00 60 00 00 ©0 00 80 00 08 00 00 B0 .................
1FEE2580 56 42 4C 4B 00 60 00 07 ©0 00 60 OC 0 00 00 81 VBLK............

1FEE2590 00 aa 0 60 00 35 ©2 04 6D 8 44 69 73 6B ..H3...5....Disk.
1FEE25A0 G

1FEE25B0
1FEE25CO
1FEE2500 0O ©0 00 60 ©0 60 ©0 00 ©0 00 60 00 00 00 00 B0 ................
1FEE25E0 00 00 00 60 ©0 60 00 00 00 00 60 00 00 00 00 80 ................
1FEE25F® 00 00 00 60 00 60 00 00 00 00 60 00 00 00 00 80 ................
1FEE2600 56 42 4C_4B_ 00 60 ©0 08 ©0 00 60 OD 6O 00 00 81 VBLK............
1FEE2610 00 eo48 33] 6o oo 80 35 ©2 64 OF 88 44 69 73 6B ..H3...5....Disk

1FEE2620 D_30 P
1FEE2630
1FEE2640 03 04

1FEE2650 00 ©0 00 60 ©0 60 ©0 00 ©0 00 60 00 00 00 00 B0 ................

1FEE2660 00 00 00 60 ©0 60 00 00 ©0 00 00 00 60 00 00 80 .................
1FEE2670 00 60 00 60 ©0 60 00 00 00 00 60 00 00 00 00 80 ................

1FEE2680 56 42 4C 4B 00 60 ©0 09 ©0 00 60 0 6O 00 00 80 VBLK............

1FEE2690 00 ©0 00 60 ©0 60 ©0 00 ©0 00 80 0 00 00 00 B0 ................

1FEE26A0 00 00 00 60 ©0 60 00 00 ©0 00 00 00 60 00 00 80 .................
1FEE26BO 00 60 00 60 00 60 00 00 ©0 00 60 00 00 00 00 80 ................

1FEE26CO 0O ©0 00 80 ©0 00 ©0 00 ©0 00 80 00 00 00 00 B0 .............c...
1FEE26D0 00 ©0 00 60 ©0 60 ©0 00 ©0 00 80 0 00 00 00 B0 ................

1FEE26E@ 00 00 00 60 ©0 60 00 00 ©0 00 00 00 60 00 00 80 .................
1FEE26F0 [0 @0 00 60 ©0 60 ©0 00 ©0 00 60 00 00 00 00 80 ................

-~ sdk - ~OX1FEE26F0/0X20800000 - - - - = ==~~~ = === === ==~

................

According to it the disk order is:

2. diskl : /dev/sdk
1. disk2 : /dev/sdl
0. disk3 : /dev/sdm

As we can see the partition starts at the Offset 0x41. Again it is measured from the beginning of the
logical disk so we must add to it the 0x3F value. So the partition will start at 0x80 on the Oth disk



(for me it is the disk 3 /dev/sdm). The 0x80 is measured in blocks so it means 0x80 * 0x200 =
0x10000.

root@chfivBox: ~

00010000 EB 52 90 4E 54 46 53 20 20 20 20
00010010 00 00 00 0O 0O F8 00 68 3F 60 20
00010020 00 00 00 00 80 00 80 @0 FF CF 1F 80 00 B0 B0 B0  ..vvwwwwnnnnnnn.
00010030 FF FC 01 00 00 00 80 00 US......coeuen..

0ooo10040 F6 00 00 G0 01 00 00 00 12 DO OA B4 OB OB B4 74 ........c.iuenn. t
0ool10050 @0 00 0O @@ FA 33 CO 8E DO BC @@ 7C FB 68 CO® O7 .....3.....|.h..
00010060 1F 1E 68 66 ©0 CB 88 16 OE 00 66 81 3E 03 00 4E ..hf......f.>..N.
00010070 54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0C 81 FB TFS5u..A..U..r....
00010080 55 AA 75 06 F7 C1 61 006 75 03 ES D2 00 1E 83 EC U.u..... Ueewonon
00010090 18 68 1A 00 B4 48 BA 16 OE 00 88 F4 16 1F ¢D 13 .h...H...........
0o0100A0 SF 83 C4 18 9SE 58 1F 72 E1 3B 06 6B @0 75 DB A3 ..... X.r.;...u..
oooloo0BO OF 066 C1 2E OF 00 064 1E 5A 33 DB BS 00 20 2B C8 ........ £3... +.
oooleeco 66 FF 06 11 00 03 16 OF 00 8E C2 FF 06 16 00 EB f..........cvu..
ooeil1eoDo 40 00 2B C8 77 EF B8 @0 BB CD 1A 66 23 CO 75 2D @.+.W...... f#.u-

000100ED 66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 f..TCPAUS....r..
000100F0 68 07 BB 16 68 70 OE 16 6B 09 00 66 53 66 53 66 h...hp..h..fSfsf
ooeloleo 55 16 16 16 68 B8 01 66 61 OE 07 CD 1A E9 6A 01 U...h..fa..... j.
ooel1e1io 90 90 66 60 1E 06 66 A1 11 @0 66 63 06 1C @0 1E ..f ..f...f.....
oooieizo 66 68 00 OO 06O 00 66 50 06 53 68 01 00 68 10 00 fh....fP.Sh..h..

oooilo13o B4 42 8A 16 OE 00 16 1F 8B F4 CD 13 66 59 5B 5A .B.......... fY[Z
oooio140 66 59 66 59 1F OF 82 16 00 66 FF 06 11 00 03 16 fYfY..... fovennn
oee1e1s0 OF 00 8E C2 FF OE 16 @@ 75 BC 07 1F 66 61 C3 A® ........ u...fa...
00010160 F8 ©1 E8 68 00 ADO FB 01 EB 02 00 EB FE B4 01 BB .....cicieivnns
geel1el17o FO AC 3C 00 74 09 B4 OE BB 07 00 CD 10 EB F2 €3 ..<.f..iieiiavensas

ooo1e1s0 @D OA 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 ..A disk read er
0oe1e1%0 72 6F 72 20 6F 63 63 75 72 72 65 64 00 0D OA 42 ror occurred...B
oooloiAo 4F 4F 54 4D 47 52 20 69 73 20 6D 69 73 73 69 6E OOTMGR is missin.
oooloiBo 67 00 OD OA 42 4F 4F 54 4D 47 52 20 69 73 20 63 g...BOOTMGR 1is c
oeoioeico 6F 6D 70 72 65 73 73 65 64 00 0D A 50 72 65 73 ompressed...Pres.
oeei1e1iDo 73 20 43 74 72 6C 2B 41 o6C 74 2B 44 65 6C 20 74 s Ctrl+Alt+Del t
000101E0 6F 20 72 65 73 74 61 72 74 0D OA 00 OO0 00 00 00 o restart........
000101F0 00 0O 00 0O OO0 0O 00 00 80 9D B2 CA 00 00 55 AA  .....cicaaaaaal.
--- sdm --0x101F0 /6x20086886----------------c---cccccmccccmm e eee e e

As we see the block size is 0x0200 (we already know it), and the size of cluster is 0x08. It is
measured in blocks so the size of the cluster is 0x08 * 0x0200 = 0x1000 = 4096 bytes

The MFT file starts at the position 0x015355, it is measured in clusters, so it is 0x015355 * 0x1000
= 0x15355000

Now let us try to find this position. As you know the RAID 5 stores the xored value of the data. We
can check it easily now. This is the first block, so the data will be written to the Oth (disk3 /dev/sdm)
and 1th disk (disk2 /dev/sdl). It means the xored value must be stored on the 2nd disk (diskl
/dev/sdk). On the 1th disk we will find no data



oo root@chfivBox: ~

oool1o000
ooolo010
00010020
00010030
goele040
00010050
00010060
oooloovo
00010080
goeleo90
000100A0
000100B0O
ooolooco
ooole0DO
000100ED
000100F0
ooelol1e0
ooolo11io
ooo10120
goelel13e
00010140
00010150
00010160
oeoi1e17vo
ooelelso
0oe1e190
00010140
ooo101B0O
oeoio1co
ooelelipe
000101E0
000101F0
--- sdl

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

00
0o
0o
0o
00
00
00
0o
0o
00
00
00
0o
0o
0o
00
00
0o
00
0o
00
00
0o
00
0o
00
00
0o
00
0o
00
00

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

00
0o
0o
0o
00
00
00
0o
0o
00
00
00
0o
0o
0o
00
00
0o
00
0o
00
00
0o
00
0o
00
00
0o
00
0o
00
00

00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00

--0x10000/0x20000000
It means on the 2nd disk (disk 1 /dev/sdk) we should find the same NTFS record again, because
anything XOR-ed with zero gives back the same value. And really on the disk /dev/sdk we find

00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

00
0o
00
0o
00
00
00
00
0o
00
00
00
00
0o
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00

00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
0o
00
00
00
0o
0o
00
00
00
0o
0o
00
00
00
0o
0o
00
00

0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o
0o

00
0o
00
0o
00
00
00
00
0o
00
00
00
00
0o
0o
00
00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
00
00

00
00
00
0o
00
00
00
00
0o
00
00
00
00
0o
0o
00
00
00
0o
0o
00
00
00
0o
0o
00
00
00
0o
0o
00
00

pppppppppppppppp

oooooooooooooooo

................

ppppppppppppppppp

ooooooooooooooooo

................

pppppppppppppppp

oooooooooooooooo

.................

pppppppppppppppp

oooooooooooooooo

................

pppppppppppppppp

ooooooooooooooooo

................

ppppppppppppppppp

oooooooooooooooo

................

pppppppppppppppp



= root@chfivBox: ~

oooloo00 EB 52 90 4E 54 46 53 20 20 20 20 00 02 08 00 00 .R.NTF5  .....
ooolooilo 00 00 0O 0O OO0 F8 00 00 3F 00 20 00 3F 00 00 6O ........ 7. W7...
ooo10020 00 00 00 0O 80 00 80 00 FF CF 1F 00 00 00 00 00 .......ccviunnnn
00010030 55 53 01 00 OO 0O 00 00 FF FC 01 00 00 00 00 00 US........... ...

oooleo040 F6 00 00 00 01 00 00 00 12 DO GA B4 OB @B B4 74 ........cv000...1
00010050 @0 00 00 @@ FA 33 CO 8E DO BC @0 7C FB 68 CO® 7 .....3.....|.h..
00010060 1F 1E 68 66 ©0 CB 88 16 OE 00 66 81 3E 03 00 4E ..hf......f.>..N.
0oel1e070 54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0C 81 FB TFSu..A..U..r....
oooloos0 55 AA 75 06 F7 C1 01 00 75 03 ES D2 00 1E 83 EC U.u..... Ueewonon
ooo100%0 18 68 1A 00 B4 48 BA 16 OE 00 88 F4 16 1F ¢D 13 .h...H...........
000100A0 SF 83 C4 18 SE 58 1F 72 E1 3B 06 6B @0 75 DB A3 ..... X.r.;...u..
000100B0 OF 06 C1 2E OF 00 04 1E 5A 33 DB BS 00 20 2B C8 ........ I3... +.
ooeleeco 66 FF 06 11 00 03 16 OF 00 8E C2 FF 06 16 00 EB f............u..
geeleoDo 40 00 2B C8 77 EF B8 0@ BB CD 1A 66 23 CO 75 2D @.+.W......T#.u-

000100ED 66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 f..TCPAUS....r..
000100F0 68 07 BB 16 68 70 OE 16 6B 09 00 66 53 66 53 66 h...hp..h..fSfsf
ooeloleo 55 16 16 16 68 BB 01 66 61 OE 07 CD 1A E9 6A 01 U...h..fa..... j.
oooioeiio 90 90 66 60 1E 06 66 A1 11 88 66 63 06 1C @0 1E ..f ..f...f.....
oooieizo 66 68 00 OO 0O 00 66 50 06 53 68 01 00 68 10 00 fh....fP.Sh..h..

ooo10130 B4 42 8A 16 OE 00 16 1F 8B F4 CD 13 66 59 5B 5A .B.......... fY[Z
0oo10140 66 59 66 59 1F OF 82 16 00 66 FF 06 11 00 03 16 fYfY..... foeennn
00010150 OF 00 8E C2 FF OE 16 @@ 75 BC 07 1F 66 61 C3 A®@ ........u...fTa..
00010160 F8 01 E8 08 00 AD FB 01 EB 02 00 EB FE B4 91 BB .....icivuvananns
geel1el17o FO AC 3C 00 74 09 B4 OE BB 07 00 CD 10 EB F2 €3 ..<.T.icieiennns

ooolo1s0 @D OA 41 20 64 69 73 6B 20 72 65 61 64 20 65 72 ..A disk read er
oooie1so 72 6F 72 20 6F 63 63 75 72 72 65 64 00 0D OA 42 ror occurred...B
oooloiAo 4F 4F 54 4D 47 52 20 69 73 20 6D 69 73 73 69 6E OOTMGR is missin.
oooloiBo 67 00 OD DA 42 4F 4F 54 4D 47 52 20 69 73 20 63 g...BOOTMGR 1is c
oeei1eico 6F 6D 70 72 65 73 73 65 64 00 0D O6A 50 72 65 73 ompressed...Pres.
oeeieipo 73 20 43 74 72 6C 2B 41 6C 74 2B 44 65 6C 20 74 s Ctrl+Alt+Del t
000101E0 6F 20 72 65 73 74 61 72 T4 0D OA 00 00 00 00 00 o restart........
000101F0 00 0O 00 0O OO0 0O 00 00 80 9D B2 CA 00 00 55 AA  .....cicaaaaaal.
--- sdk --0x10060/0x20000000--------------------ee e oo

The structure of the disks now looks like as follows:



Oth disk st disk 2nd disk

/dev/sdm /dev/sdl /dev/sdk
0 DATA — AT
- \\ DATA
o
3. —P
4.
5.
6 h

n+1.

n+2.

Again we should follow the three steps used in the previous situation to get the position

* Calculate, in which stripe the data is.
* (Calculate within that stripe on which disk the data is
* Calculate on that disk within that stripe where exactly the data starts

Now we should remember that one of the disks stores a xor value, so the useful information is
always stored on the number of disks - 1.

So the position of the MFT file can be calculated on the following way

We get the stripe number as: INT(0x15355000 /(2 * 0x10000)) = 0x0A9A

The disk number is 0x15355000 - 0x0A9A* 2 * 0x10000 = 0x15000. INT(0x15000 / 0x10000) = 1
it means we will find this data on the 2nd disk. But now because the XOR is continuously moving
from one disk to another it is not surely the which one is diskl, it can be the disk1 or disk 2 as well,



depending on the stripe number. To figure it out we should calculate the stripe number modulo disk
number so 0X0A9A mod 3 = 2. It means the 1st disk and 2nd disk will store data and the Oth disk
will store the xor value. So the 2nd data disk now the disk 2 (/dev/sdk)

Offset within the stripe is 0x15000 - 0 * 0x10000 = 0x5000 so the data will start at the 0x5000 byte
from the beginning of the stripe.

Now find the position on the disk /dev/sdk. The position can be calculated as stripe number
0x0A9A multiplied by the stripe size 0x10000 plus the offset of the logical disk what is also
0x10000 plus the offset from the beginning of the stripe 0x5000. 0X0A9A * 0x10000 + 0x10000
+0x5000 = 0xA9B5000

0DE root@chfivBox: ~

0ASB5000 46 49 4C 45 30 00 03 00 8D 10 20 00 OO0 GO0 60 0@ FILEO..... .....
2ASB5010 01 00 ©1 00 38 00 01 00 98 01 00 0O 00 04 00 00 ....B....ciccvuun
0ASB5020 00 00 00 00O ©O OO 0O OO OO6 OO0 OO0 0O 00 00 00 00 .......iccvevnnnn
0ASB5030 02 00 00 00 ©O OO 0O 0O 10 OO0 OO 0O O60 00 00 0O ............ T
2ASB5040 00 00 18 00 0©O OO 0O 0O 48 00 00 GO 18 00 8O0 00 ........H.ooouss
QASB5050 BA B8 7C 06 BC 23 CC @1 BA B8 7C 06 BC 23 CC 01 ..|..#....|..#..

0ASB5060 BA B8 7C 06 BC 23 CC ©1 BA B8 7C 06 BC 23 CC 01 ..|..#....|..#...
0ASB5070O 06 00 0O 00 ©O OO OO OO OO OO OO GO 00 00 00 00 ......cicieiennnn
2ASB5080 00 00 00 0O ©O0 01 00 OO OO OO OO0 DO 0O 00 B0 PO .....civeeaennns
2ASB5090 00 0P 0O PO ©O0 0O PO PO 30 OO 00 0O 68 0O 0O @0 ........0...h....
OASB50AD 00 00 18 00 ©O OO 03 00 4A OO0 00 0O 18 00 01 00 ........ P
0ASB50BO 65 00 00 00 ©O OO 65 00 BA BB 7C 06 BC 23 CC O1 .......... | . .#..

2ASB50CEO BA B8 7C 06 BC 23 CC 01 BA B8 7C 06 BC 23 CC 01 ..|..#....|..#..
2ASB50DO BA B8 7C 06 BC 23 CC 01 00 40 00 00 00 00 00 00 ..|..#...@......
OASBSOED 00 40 00 00 ©0O OO 0O OO 06 OO OO OO OO0 0O G0 00 .@......0v000ua.
OASBSOFO 04 03 24 00 4D 00 46 00 54 00 00 0O 00 00 00 0O ..S5.M.F.T.......
0ASB5100 80 00 00 0O 48 00 00 00 01 00 40 00 00 00 01 0@ ....H.....@.....
0ASB5110 00 00 00 00O ©O OO 0O OO OF OO0 OO0 0O 00 00 00 00 ......iceveunnnn
0ASB5120 40 00 00 00 ©0O0 OO 0O OO OO0 OO 01 OO OO0 OO0 G0 00 @.......0000000.
0ASB5130 00 00 01 60 ©O OO 0O OO OO OO 01 GO 00 00 60 00 .......ccvevnnnn
2A9B5140 31 10 55 53 ©1 00 8C 94 BO 00 00 00 48 00 00 00 1.US........H...
0ASB5150 01 00 40 00 ©O 0O 05 00 OO0 OO0 OO0 0O OO0 0O 00 00 ..@.....cecvvun.
0ASB5160 00 00 00 0O ©0O OO 0O 0O 40 00 OO0 0O OO0 0O GO0 GO ........ @........
0ASB5170 00 10 00 60 ©O OO 0O OO OB OO 00 OGO 00 GO0 60 00 ......ccccvennnnn
2ASB5180 08 00 00 00 ©O 00 00 00 31 01 54 53 01 €0 00 0@ ........1.TS5....
0ASB5190 FF FF FF FF 00 00 00 00 0O 00 01 00 00 00 00 00 ........ccveunnn

OASB51A0 00 00 01 00 ©O OO 0O GO 31 10 55 53 01 00 8C 94 ........ 1.Us5.....
2ASB51BO BO 00 00 00 48 00 00 0O 01 00 40 00 00 00 65 0@ ....H.....@.....
2ASB51CO 00 00 00 00 ©O 00 00 GO0 00 00 00 00 00 00 00 00 ...ccicicvavecsas

OASB51DO 40 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 @........cc.....
GASBS1E@ 08 00 00 00 00 00 00 60 08 60 00 00 00 00 00 00 .................
OA9B51F@ 31 01 54 53 ©1 00 00 80 FF FF FF FF 00 00 82 00 1.TS............
--- sdk - -OXA9B5000 /0X2000000 - - - - - - === === ===

We need our entry, it will be most probably the 35. so the position of it is 0xA9B5000 + 35 * 0x400
= 0xA9BDCO00. Jump there by pressing ctrl-g then type this value



e root@chfivBox: ~

0ASBDCOO Hﬁ 49 4C 45 30 00 03 00 04 29 20 00 0O 0O 00 @O FILE®....) .....
01

0ASBDC10 00 01 66 38 00 01 006 50 01 0O OO OO0 04 00 GO ....8...P.......
0ASBDCZ20 00 00 00O 00 ©O OO OO OO ©O6 OO GO GO 23 00 0 B0 ............ #...
2ASBDC30 04 00 00 00 OO0 00 00 00 10 00 00 00 60 00 00 00 ....vvvvvane wus
0ASBDC40 00 00 00 00O ©O OO 0O 0O 48 00 00 0O 18 00 00 0O ........ Hew'ouonno
0ASBDCS50 F7 83 76 BY BC 23 CC 01 1E FO 84 F4 BC 23 CC 01 ..v..#....... #..
2ASBDCED 1E F©@ 84 F4 BC 23 CC @1 F7 83 76 BY BC 23 CC 01 .....#....v..#...
QASBDCTO 20 00 00 00 ©O 00 00 00 OO0 00 00 00 00 Q0O 00 0O chesrsrasaEsenas
0ASBDCEO 00 00 00 00 ©5 01 00 00O OO0 OO0 OO0 0O 00 00 00 00 ......iccveennnn
0ASBDCSO 06 00 0O 00 ©O OO GO OO 30 OO OO OO 68 00 GO0 GO ........ 0...h....
BASBDCAD 00 00 00 0O 0©O 0O 04 0O 4C OO0 00 0O 18 00 01 00 ........Lecevuns
2ASBDCBO 05 00 00 00 ©O0 00 05 00 F7 83 76 BY BC 23 CC 01 ..........V..¥..

OA9BDCCO F7 83 76 B7 BC 23 CC 01 F7 83 76 B7 BC 23 CC 81 ..v..#....v..%..
GA9BDCD® F7 83 76 B7 BC 23 CC 01 00 00 00 00 00 00 00 80 ..V..#..........
OABDCE® ©O0 00 00 00 00 00 00 00 20 00 00 00 00 00 00 80 ......oo ooeen..
GA9BDCFO® ©5 03 61 00 2E 00 74 00 78 00 74 00 58 00 7E 00 ..a...t.Xx.t.X.~.
OA9BDDOO 48 00 00 00 01 00 60 00 00 00 05 00 ....H...........
OA9BDD1® ©O 0O 06 00 00 G0 00 00 1F 60 00 00 00 00 00 B0 .........ooc.o....

2ASBDDZ2O 00 00 00 00 @...cccvveuennns
0ASBDD30 00 00 00 B0 ......iiiininnnn
0ASBDD40 82 79 47 11 1 ........... yG
0ASBDDSO 00 00 00 60 ©O OO 0O OO OO OO OO0 OO 00 00 60 00 ......ccccvennennn
2ASBDDGO 20 00 00 00 ©O 00 00 00 15 01 4E 00 65 @0 77 00 cesssssasMNoBW. .

0ASBDD7O 20 00 54 00 65 00 78 00 T4 00 20 00 44 00 6F 00 .T.e.x.t. .D.o.
0ASBDD8O 63 00 75 00 6D 00 65 00 OE 00 74 00 2E 00 74 00 c.u.m.e.n.t...t.

2ASBDDoO 78 00 74 00 0©O 0O 00 OO B8O OO0 00 OO 18 00 00 00 X.T.....iceeeeuan
QASBDDAO 00 00 18 00 ©O 00 01 @O0 00 OO0 00 0O 18 00 00 00 ...ccicvievavecans
0ASBDDBO FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 GO0 ..... VG, ..o
0ASBDDCO 00 00 0O 00 ©O OO OO OO OO0 OO OO GO 00 00 00 OO0 ......cicieiennnn
2ASBDDDE 00 00 0O 0O OO OO 0O DO OO OO OO0 DO 0O 00 B0 B .....civeeaennns

GASBDDE® 00 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 .................
GASBDDF@ 00 00 00 00 00 00 00 60 00 60 00 00 00 00 04 00 ................
--- sdk - -OXA9BDCOO/OX2000000 - - = = = = === === === === mmeeemmeeeaaomeeaaas

We find here a file called a.txt. Let us try to reassemble it. Now we have only one cluster chain, and
it is defined as 3120F3E701. It should be interpreted as

* 0x31 means we store the first cluster on 3 bytes, and we store the length of cluster chain is
stored on 1 byte.

* First the chain length is stored so the chain length is 0x20 bytes

* and the starting cluster is 0x01E7F3

Now calculate the position of this cluster. The cluster length is 4096 (0x1000) bytes. So it will start
at 0x01E7F3 * 0x1000 = 0x1E7F3000.

Again we should follow the three steps used in the previous situation to get the position

* (Calculate, in which stripe the data is.
* Calculate within that stripe on which disk the data is
* Calculate on that disk within that stripe where exactly the data starts



We get the stripe number as: INT( 0x1E7F3000 / (2 * 0x10000)) = Ox0F3F

The disk number is 0x1E7F3000 - 0xOF3F * 2 * 0x10000 = 0x13000. INT(0x13000 / 0x10000) = 1
it means we will find this data on the 2nd disk. But now because the XOR is continuously moving
from one disk to another it is not surely the which one is the 2nd disk, it can be the disk1 or disk 2
as well, depending on the stripe number. To figure it out we should calculate the stripe number
modulo disk number so 0x0F3F mod 3 = 0. It means the Oth disk and Ist disk will store data and the
2nd disk will store the xor value. So the 2nd data disk now the disk 1 (/dev/sdl)

Offset within the stripe is 0x13000 - 0 * 0x10000 = 0x3000 so the data will start at the 0x3000 byte
from the beginning of the stripe.

Now find the position on the disk /dev/sdl. The position can be calculated as stripe number 0xOF3F
multiplied by the stripe size 0x10000 plus the offset of the logical disk what is also 0x10000 plus
the offset from the beginning of the stripe 0x3000. O0xOF3F * 0x10000 + 0x10000 + 0x3000 =
0x0F403000

(> I root@chfivBox: ~

OF402FF0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 ....i.iiiiiasiinans
OF403000 Bl 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaddaaaaaa
OF403010 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaddaaaaaa
OF403020 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403030 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403040 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF403060 61 61 61 61 0D OA 61 61 61 61 61 61 61 61 61 61 aaaa..aaaaaaaaaa.
OF403070 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403080 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaddaaaaaa
OF403090 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaadaaaaaa.
OF4030A0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4030B0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4030C0 61 61 61 61 61 61 61 61 o661 61 6D A 61 61 61 61 aaaaaaaaaa..aaaa.
OF4030D0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4030E0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4030F0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403100 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403110 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaddaaaaaa
OF403120 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403130 @D A 61 61 61 61 61 61 61 61 61 61 61 61 61 61 ..aaaaaaaaaaaaaa.
OF403140 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403150 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF403160 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403170 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403180 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF403190 61 61 61 61 61 61 6D GA 61 61 61 61 61 61 61 61 aaaaaa..aaaaaaaa.
OF4031A0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4031B0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4031C0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF4031D0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4031E0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
--- sdl --0XF403000/0X20000000------- - - m e m oo oo o

The size of the stripe is 0x10000 bytes and we started at the offset 0x3000 So until it we stored



0x10000 - 0x3000 = 0xD000 bytes. This was the 1st disk of the stripe, so the data will continue on
the Oth disk of the next stripe what is the stripe 0x0F40. 0xOF40 mod 3 = 1 it means the Oth data
disk is /dev/sdk, and the 1st data disk is /dev/sdm.

Let us calculate the position on Oth disk (/dev/sdk). It is the stripe 0xOF40. The position can be
calculated as stripe number 0xOF40 multiplied by the stripe size 0x10000 plus the offset of the
logical disk what is also 0x10000 plus the offset from the beginning of the stripe 0x00. 0x0F40 *
0x10000 + 0x10000 + 0x00 = 0xOF410000, the end of it will be at the end of the stripe
0xOF41FFFF

(] root@chfivBox: ~

OF410000 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410010 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410020 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410030 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410040 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaddaaaaaa
OF410050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410060 @D A 61 61 61 61 61 61 61 61 61 61 61 61 61 61 ..aaaaaaaaaaaaaa.
OF410070 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF410080 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410090 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF4100A0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100BO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100CH 61 61 61 61 61 61 6D A 61 61 61 61 61 61 61 61 aaaaaa..aaaaaaaa
OF4100D0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100ED 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100F0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410100 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410110 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410120 61 61 61 61 61 61 61 61 61 61 61 61 OD OA 61 61 aaaaaaaaaaaa..aa
OF410130 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410140 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaddaaaaaa
OF410150 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410160 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF410170 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410180 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410190 61 61 @D ®A 61 61 61 61 61 61 61 61 61 61 61 61 aa..aaaaaaaaaaaa
OF4101A0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF4101B0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4101Co 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaadaaaaaa.
OF4101D0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4101E0D 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF4101F0 M1 61 61 61 61 61 61 61 6D OA 61 61 61 61 61 61 aaaaaaaa..aaaaaa
--- sdk --OXF4101F0/0X20000000-------------- st m s e e s e e e s o oo -

If you go a bit up yo will see a lot of letter “a” there as well why? Because for the previous stripe it
was the xor disk, and there were only data in one stripe, while no data on the other, and if you xor
anything with 0 you will get back the same values now the letter “a”. You can easily check this
theory by jumping to 0xF403000, where the “a” letters will start, because on the previous stripe we
had a 0x3000 byte offset from the stripe start.

So until now 0xD000 + 0x10000 = 0x1DO000 byte of the file is stored. The length of the file is
O0x1FEOQO0 it means on the last stripe we store Ox1FE00 - 0x1D000 = 0x2E00 bytes.



It will be on the 1st disk of the stripe 0xF40. What means /dev/sdm, and the position 0x0F40 *
0x10000 + 0x10000 + 0x00 = 0x0F410000, the end of it will be at 0x0F412DFF

g root@chfivBox: ~

OF40FFFO 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 ... iiieeiiana
OF410000 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410010 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410020 61 61 61 61 61 61 61 61 61 61 61 61 06D OA 61 61 aaaaaaaaaaaa..aa
OF410030 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410040 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 a3aaaaaaaaaaaaaa.
OF4100060 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaasalaaaaaaa.
OF410070 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410080 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF410090 61 61 0D A 61 61 61 61 61 61 61 61 61 61 61 61 aa..aaaaaaaaaaaa
OF4100A0 61 61 61 61 o61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100B0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100CO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100D0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100E0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4100F0 61 61 61 61 61 61 61 61 OD OA 61 61 61 61 61 61 aaaaaaaa..aaaaaa
OF410100 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410110 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410120 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410130 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410140 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF410150 61 61 61 61 61 61 61 61 61 61 61 61 61 61 6D OA aaaaaaaaaaaaaa..
OF410160 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaasaaaaaaa.
OF410170 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410180 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF410190 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaasalaaaaaaa.
OF41014A0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF4101B0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF4101CO 61 61 61 61 @D 0A 61 61 61 61 61 61 61 61 61 61 aaaa..aaaaaaaaaa
OF4101D0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaasalaaaaaaa.
OF4101E0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
---  sdm --PXF4101E0/0Xx20000000---------------------“““-“-““-2-“----=----



™ root@chfivBox: ~

OF412C70 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412C80 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412C90 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412CA0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaasaaaaaaaaaaaa
OF412CBO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412CCo 61 61 61 61 61 61 61 61 61 61 61 61 6D 0A 61 61 aaasaaaaaaaa..aa
OF412CDO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF412CE0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF412CF0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaasaaaaaaaaaaaa
OF412D00 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaddaaa.
OF412D10 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412D20 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412D30 61 61 0D B8A 61 61 61 61 61 61 61 61 61 61 61 61 aa..aaaaaaaaaaaa
OF412D40 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaasaaaaaaaaaaaa
OF412D50 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412D60 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412D70 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412D80O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412D90 61 61 61 61 61 61 61 61 OD OA 61 61 61 61 61 61 aaaaaaaa..aaaaaa
OF412DA0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412DBO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412DCO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF412DD0O 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa
OF412DEO 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaaaaaaaaaaaaaaa.
OF412DF0 61 61 61 61 61 61 61 61 61 61 61 61 61 61 0D @A aaaaaaaaaaaaaa..
OF412E00 00 00 00 OO0 00 00 00 G0 00 60 00 00 00 00 00 00 ... ..ceiiiinaann
OF412E10 00 00 00 OO0 00 00 00 00 00 00 00 00 00 60 00 00 ... .i.iiiiiiiaaans
OF412E20 00 00 00 00 00 00 00 60 00 60 00 G0 00 00 00 00 . ...i.iieiiiiiaann
OF412E30 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 ....i.ceeiviisanans
OF412E40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. .i..eeiiinaaans
OF412E50 00 00 00 OO0 00 00 00 GO0 00 OO0 00 00 00 60 00 A0 ....i.ceiiiinnaana
OF412E60 ﬂﬂ 00 00 GO 00 00 OO0 GO 00 00 00 OG0 60 00 60 00 ... iiiiiaan
--- sdm --OxF412E60 [Ox20000000---------------"-"ccmcc e mm e e e -
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