How to restore the injured zip files
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single part zip file
Create a sample file

Our first task is to create a zip file. To do it select some files, and compress them with your favourite
zip archiver.

f2004 2:07... Application
(2013 10:2... i

"-g' Run as administrator
Edit with HHD Hex Editor Meo
| Extract files...
[ Edit with Motepad++ Extract Here
Extract to ™*\"
send To g Test archive
Cut | |
Copy Compress and email...
Paste Add to "t.7z"
Compress to "t.7z" and email
Create Shortout Add to "t.zip”
—zzs Compress to "t.zip" and email
Rename
Properties

Set the parameters, then click to the OK button, to compress the files.



Add to Archive

Archive:
I-irzipfiles.zip j |
Archive format: Iﬂp j Update mode:

I.ﬁdd and replace files j
Compression level: Ir'-.lnrrnal j

— Options
Compression method: IDeﬂate j [T | Create SF archive
Dictionary size: |32 KE j [~ Compress shared files
Word size: |32 j — Enceyption
Solid Block size: I j Enter password:
Mumber of CPU threads: |1 vI A1

Reenter password:

Memory usage for Compressing: JIMB I
Memory usage for Decompressing: 2 MB [T Show Password

Split to wolumes, bytes:
| =]

Parameters:

Encryption method:

|3DCrﬂ=tn

ok | Cancel

Help

Open the file in a hex editor, and go to the end of the file:



## Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFSStreams Tools History  Window  Help

- HEARG " HEERIDRAR 2 W

AP 4zipfiles.zip x|

00257kL4 00 01 02 03 04 05 06 07 08 09 0Oa 0O Oc Od Oe Of

00257af0 gk 22 6e fb c3 4b 58 ac kL 03 50 4k 01 02 14 00 «"niiRNE-; (PR. ...

00257k00 14 00 00 00 g 00 e 10 9 31 %ced Theococ £2 75 ...... &.2leé{Izu
00257k10 00 00 00 £0 00 OO0 0O OO 00 OO 0O OO0 00 00O Q0 oo cootloooooonoooooc
00257b20 20 00 00 00 00 00 00 00 &e &3 2e &5 g 65 S0 4b  ....... nc.exelfk
00257k30 01 02 14 00 14 00 00 00O 08 00 35 53 92 43 eb 13 ....eee... 557 CE.
00257b40 ff 6f 31 ad 0% 00 £0 3c  Os 00 11 00 Q0 OO Q0 Qo ¥ol-. . 8<.caunnn.
00257k50 00 00 00 00 20 00 00 00 lc 7& 00 00 &L &6c &5 74 T
00257b60 6% 65 77 5L T3 65 T4 75 70 2 &5 TE 65 50 4b 01 iew_setup.exePH.
0025770 02 14 00 14 00 00 00 OE 00 40 71 B7 30 67 ce d3 ......... Bg-0gid
00257bE0 cB cE €709 0000 Oell O00Ck 0000 OO0 OO0 OO0 00 EEQueeeeeeeeenns
00257k40 00 00 00 20 00 00 00 7o 23 Oa 00 4f 4c 4c 59 44 wne =so ¥ OLLYD
00257bad 42 47 2e 45 g 45 50 4b 01 02 14 00 14 00 00 00 BG.EXEPE........
00257kk0 02 00 1k 15 &k 39 B& 7L 54 45 &4 ef 11 00 70 47 -.--{9t TEdi..pG

00257bcd 2c 00 0Ob OO OO 00 0O OO0 00 OO 00 OO0 20 00 00 00 sooooooooooc
00257kd0 6d b 13 00 50 72 6f 63 &d 6f 6e 2e &5 78 65 50 m¢..Procmon.exeP

00257bed 4 05 06 00 00 00 00 04 00 04 00 =5 00 00 00 fa  EHiwwsssanaa B...1
00257kf4 Ta 25 00 00 2%. .8

00257c00

00257cl0

To simulate the destroyed last cluster go back from the end of the file until the first round 0x1000 value
(0x1000 = 4096 the default cluster size). For me it will be the position 0x00257000. Select this range



## Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFSStreams Tools  History  Window  Help
e

BA-HER&G N ZERLID_A2 2 E

AP 4zipfiles.zip x|

00257000 00 01 02 03 04 05 06 07 08 09 0Oa 0Ob Oc Od Oe Of

0025660 | 41 7 a6 fe 1le 7f 53 97 95 9d ed 87 66 ac 73 38 Ag'!p. 5—= iff-s38
00257000 | |8el 22 46 a7 22 22 el cO0 56 Bd 92 a9 Be 8b 3d le| [E"F§""aiv rei=.
00257010 | |34 34 eb de 5d 29 dd 63 7e 41 fa cb 93 Tb 9 bb| [4&p])Yo~RaE"{Zs
00257020 | |57 a8 1d 73 Ta 7b d5 ae c3 d5 cc £3 33 75 4a 96| [ .sz{0eROis3ul-
00257030 | |3d 3d d6 51 a7 59 32 cf 74 £5 a2 b8 63 07 72 57| |f=00sv2itde.c.ri
00257040 | |d7 74 c9 8a f£f fe 79 e7 ec 59 33 1le b5 bf 6d f£d| KeESFbyci¥3.pimy
00257050 | |d8 78 fa da 43 el cl 67 9c ee 7d 15 bb 44 b2 e3| PxilCafgei}.sDs
00257060 | |d7 03 4b £2 ad d6 99 eb Of ed 78 63 56 dl cl ae| k.Ko-07&.&xcViA
00257070 | |e9 e3 13 e7 1e 28 e3 8a 98 85 55 eb e6 8e ba Tb| Pd.g. (A5 _Usei, |
00257080 | |d6 a8 51 c7 55 3a 74 48 &d ba c9 3c e3 £9 a3 32| [P QCU:tH °E<difz
00257090 | |37 15 1c 11 9d 1b £6 ed 02 0Of 83 d1 f£b 37 fc be| [... .&i..f0G70
002570a0 | |7e 95 5d 88 £6 c8 £2 d4 23 51 bd of dc 7d ba 6c| fe]-BEsOsgsil)el
002570b0 | Jce el d1 d2 53 7d 87 8e 48 f2 d4 97 &c 63 0Oa 23| [af0S}+ZIIod—Ec.
002570c0 | |9 95 b4 0d Oc 7b 3c 79 ec 92 2b 9%9a 93 17 47 28| [e-..[<yi’+3".G
00257040 | |b0 a6 &9 89 T8 ce ef 92 07 c2 55 65 4e a8 91 a7| [!swxier . Avent
002570e0 | |ed b0 cf 8c 1d d6 87 4d 68 72 1b 93 £8 4b 97 9f| [E°IE.OiMhr. ek
0025700 | |e7 ad 12 a8 0Of ee S5b £3 71 68 ea 29 f£b 66 &f bé| [-. .i[oghé)ifo
00257100 | |01 43 39 fc e3 68 ee 28 fb 05 3d d9 b6 8c o0d 23| |O9GEni (d.=U9E.
00257110 | |42 b6 4a b6 88 36 £7 91 4a 03 ad 87 Oc £f1 Oa f£2| [IJT 6+ J.-%.f.
00257120 | |lb bc e0 dd 19 0Oe £6 Oa 58 30 24 70 be af ec bb| |[4aY..5.X08p% 1
00257130 | |43 02 83 02 bc 17 79 49 83 87 Oc 9f 04 43 1b 8c| [C.f.%.yIf:.¥.C.
00257140 | |6f 31 ce ef fe 4a £0 10 31 63 cd 08 df 7d cd a8| p1iipds.1ci.B}i-

EIIEIEETIEEI 46 9b 29 fe c0 25 4b 96 Tc ec 0Of 8¢ 1d a4 f£f4 27 F>) pA3E-|i.e.68
1

Select the fill command, and fill the range until the end of the file with 00 byte, to simulate the
destroyed last cluster.

00257110 || 3, Find Previous Shift-+3 4a 03
00257120 ||, 52 30
00257130 || -f. Replace... Ctrl+H, Ctrl+R 83 E7
00257140 |,:_11 31 &3
00257150 Tc ec
1| ot Insert... Ctrl+Shift+1
Fill selection wit ]:[ Insert File... Ctrl+5hift+.

Type the fill pattern, and click to the Fill button



*. Fill

Type:  [Hex =] | j Fill |
Pattern: Recent Patterns. .. Cancel

-l =N
_ILI Help |

KI
i~ Fill whole file ™ Transparent fil
i Fill selection I_ Reverse pattern

then click to the save button, to save the modifications

## Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFS Streams Tools History  Window  Help

|BA-AEARGE D TR:’8 9 ¥

A[ ] 4zipfles.zip*  X|

00257000 00 01 0203 04 05 068 07 08 09 0Oa 0Ok Oc 04 Oe O

00256L£0 41 &7 a6 fe 1le 7f 53 87 95 9d ed 87 66 ac T3 38 Aclp. 5— i%f-s8
00257000 CICI 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 @ Qee.eeeeeeeennnan
00257010 oo o0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 o0

00257020 oo o0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 o0

00257030 o0 0o 00 00 OO0 00 00 00 00 00 00 OO OO0 00 00 00

00257040 oo o0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 o0

00257050 oo o0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 o0

Zip file structure



To be able to restore a zip file we should know the structure of it. From high view the zip file looks like
as follows:

Local file header 1

Extra info in local file header

Local file header 2

Extra info in local file header

Local file header n

Extra info in local file header

Central directory

File Entry 1
File Entry 2

‘ File Entry n |

As we can see the catalog info is at the end of the zip file. Practically it means, if the beginning of the



file injures, that not so big problem, only the file there can not be decompressed, but the others will
work fine. See 1-zipfiles.zip, where the first 512 bytes of the file is overwritten with 0 simulating a bad
sector on the disk, and 2-zipfiles.zip, where the first 4096 bytes is overwritten by 0 simulating a bad
cluster at the beginning of the file. Both of these files can be decompressed with any zip tool, just one
file will be wrong

If the file is injured at the middle then the situation is the same. See 2-zipfiles.zip. All the files not
injured can be extracted easily with any zip tool. The one file injured will be obviously wrong, the
others will work fine.

There will be problem, if the Central directory at the end of the file is injured. In this case will will get
for example the following error message with 7zip, and none of the files can be extracted

7-Zip: Diagnostic messages

# | Message |
0 Can not open file C:\proba®4-zipfiles zip” as archive

Close

The problem can be fixed by fixing the Central directory structure at the end of the file. To be able to
do it we must know the structure of the Central directory which is the following:

Central directory entry structure



o[ 1] 2] 3 4 | 5 6 | 7 8 | 9 Al B|]c] D E| F
version General . File last File last
0x0000 needed to urpose bit Compression modification | modification
Central directory file header |Version made|  extract P % method " dat
signature = 0x02014b50 by (minimum) a9 'me ae
0x0010 CRC-32 Compressed size Uncompressed size AGUEILE S
length length
Relative offset of local file
Disk number header. This is the number
Internal file . of bytes between the start :
0x0020 where file attributes External file attributes of the first disk on which the Filename
starts
file occurs, and the start of
the local file header
0x0030 filename continue Extra field
0x0040
So we must create this structure. The question is where to create it? Fortunately it can be found quite
easily, there are the local file headers, and we can reassemble the central directory from these
structures.
Local file header structure
o | 1] 2] 3 4 | 5 6 | 7 8| o]l A]lB]c]|]D]J]E]F]
Local file header signature = n\elsgzlgrt\o General Combression File last File last
0x0000 0x04034b50 (read as a purpose bit P modification | modification CRC-
) ) extract method .
little-endian number) .- flag time date
(minimum)
0x0010 32 Compressed size Uncompressed size L REE Sz File
length length
0x0020 name | Extra field |

As we can see every local file header contains the compressed size. So we should find the last local file
entry, and and the compressed size to the end of it. The Central directory structure will start there.

The central file directory should contain every file entry, so it is easier, to collect all the information in
one round, not first find only the last one. In my case it will be the following:

#io Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFSStreams Tools  History  Window  Help

A.T"| Tj ¥ [ o —H =k ana 111
FA-HEAR&] 7328 2 %%
AW 4zipfiles.zip x|

ooooo024 oo 01 02 03 04 O5 08 O7F 02 09 0Oz 0Ok Oc 04 Oe O

oooooooo | 50 46 03 0alf 14 00 PK.vuvnn.. &.21me

1 -

0ao0a01o SN 00 £0 00 OORO& 00 @O0 00 {I6eeefeennns nc
00000024 2 14 47 15 4f .exei’]l " .G.BEm' M
00000030 72 c9 1e 24 E1 40 43 09 12 0a &d a0 42 0& 94 f4 E.$ BC...m 0.75
00000040 48 39 20 09 &l 44 e& 25 21 4b 29 24 a9 4a =3 I35 HS .iHé% K) s@Jad
gaooa0s0 ad Sa 61 97 d2 4z e0 e2 de €9 36 c3 559 54 44 &= uZa—0Ja4B1i 6AYTH




Then we search for the next local file header entry:

o Free Hex |

I ]
|8

File I: ‘
i:fﬂ !

B

00oaooaa

00oaooan
00000010
00000020
00000030
00000040
00000050
000000&a0
00aaa0o07a
00000080
00a0a009a
000000a0
000000b0
000000c0
000000da
000000ed
000000£0
00000100
00000110

00000120

rs
Y Undo  Ctrl+Z, Alt+Backspace
Redo Cirl+Y, Ctrl+shift+Z

i cut Ctrl+¥, Shift-+Del
| & Copy Cirl+C, Cirl+Ins
. Paste Ctrl+¥, Shift+Ins
Delete Del
E Copy As..
| ¥ Export...

# Mergeand Cut  Cirl+Shift+x
Y Merge and Copy Cirl45hift+C

Se Edit Cell F2
'% Insert Mode Ins
[** Go to Offset... Ctrl+G

Go to... (in Process)

&1 Change File Size... Ctrl+Alt+5

[

£ Find Next F3
£ Find Previous shift+F3

search for the 50 4b 03 04 (local file header):

&, Find
Type:  |Hex =l e
Find what: Recent Patterns. ..
ab 03 04 ﬂ
b
|
% Search whole fle © Searchup [™ Ignore caze

" Search selection % Search down

Then we find the second file entry:

Find
Find All
Close

Help

ik




fio Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFS Streams Tools  History  Window  Help

[Fa-CEE G| 7% 22 %4

"'-’l 1, 4-zipfiles.zip K

0000781k 00 01 02 03 04 05 068 07 08 09 0Oa 0k Oc 04 Oe Of

0000761k 02 0a 28 al 80 02 fa 4f £€..( €.G0:4PK. .
00007620 00 a0 35 53 £031 ad  ...... S5TCE. fol-
00007630 £0 3c 0a 00f11 oo oo oo B olevie

00007640 W_setup.exell |.
00007650 ch 15 df fb 91 ed4 92 5c 72 17 48 24 £fc 34 40 54 A.BG &’ \r.H504@T
00007660 Z2a 3f a4 le dl cd4 4b 34 98 5c 08 42 e0 el c8 1d *on TAK4 ™\ .BAAE.
0a0a7aT0 14 02 fe 20 £1 38 11 &8 did cd dl1 36 dl1 b3 3587 &0 ..p fif.h@ifiefi=—

By pressing the F3 button we will find the third file entry:

o Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFS Streams Tools  History  Window  Help

IFa-CRAA G| 7% 3 a2 dh

AW 4zipfiles.zip x|
000a237c | 00 01 02 03 04 05 06 O7T OB 09 Oa Ob Oc Od Oe Of

0002237c | 2b 7a £& af 5e Tc &5 37 £ 3£ 01 4b 03 04f +zd ~le7 /2.BK..
000a2380 |14 oo oo oo Qo2 o040 71 b7 30 f67 ce d3 cE e &7 ...... Bg-0giCEEg
00022390 00 oe 11 ooffob 00 £4c dc 59 44 42 .......... OLLYDB

000a23a0 ds 79 76 & G.EXEi..x.0yvgT™
000a23b0 | dd 6c 98 25 17 01 82 84 fb 46 34 50 29 21 c9 42  ¥1"%..,.0F4F) 'EB
000223c0 | 58 b9 Sc c9 &1 40 54 ea 8d 88 4a 2d ec 88 ad 09 X*\Ea@T& “J-i"-.
000223d0 | 24 4e b6 b2 19 d6 7a 40 6b 5b db 4a cl 96 56 6c  sNY®.0zRk[0JA-V1

1

Pressing again the F3 button we will find the fourth file entry:

o Free Hex Editor Neo (Administrator)

J File Edit Wiew Select Operations Bookmarks NTFSStreams Tools History  Window  Help

NExE R =] )= =) 7% 3 el 2Ei

AW azpfles.zip X|

00138ked 00 01 02 03 04 05 06 07 08 09 Oa 0Ob Oc Od Oe Of

1

v

00138béd | 69 4a da 2f b4 S1 e5 £f  S5f £f 9 47 £7 03 1iJ0/°Qay gex-PK.
0013gb70 | o4f14 oofoo cofos 00fib  1Ssb 39f86 7f 54 45féd  ......... <9t TEd
00138b&0 ot oofoo ooffso 72 &f T..pGyen--- Procm
00138L30 ec 5d 7b 7c 53 d5 1d bf 49 6e on.exei]{|50.;In

00138kal db db 38 34 02 10 a0 48 9d 71 eb 96 aa 95 18 Oied... H gé-2».
00138kk0 6d 4d a7 05 &l 24 58 4a 2 d2 04 45 5a dc 10 &3 mM§. -XJ00.EZU.c
00138bcO 65 O0a ad 42 51 01 €9 42 b7 5e 8e 49 g e6 ab6 Tb e.mBQ.2E -~ilge ! |

o
(=]
-

[

7
1

We will not find more entries:



Now we can calculate the start of the center directory structure: it will be 0x0011EF64 + 0x00138B96
= 0x00257AFA

if we go there we will see the following:

£ Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFS Streams Tools  History  Window  Help

|Z2A-HBERG A HE a2 F

AW | 1, 4zipfiles.zip x|

00257afa o0 0l 0203 04 05 06 07 08 09 0Oa Ob Oc Od Oe O

LA
e

00257aa0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..eessasassmanas
00257ak0 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeeevennccnmnas
00257acl 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..eessasassmanas
00257ad0 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeeevennccnmnas
00257aed a0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00  .cieessssncsmamas
00257atfa 00 00 00 00 00 00 00 00 00 00 EIEI 00 00 00 00 @ .cecceeeeeoflac--.
0025700 a0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00  .cieessssncsmamas
00257b10 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeeevennccnmnas
0025720 00 o0 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 @ .eeevvnencennnan
0025730 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeeevennccnmnas
00257k40 00 00 00 Q00 00 00 00 00 00 00 00 00 00 00 00 00 @ ..eeeeveenvennnas
0025750 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeevvennccnmnas
00257k&0 00 00 00 Q00 00 00 00 00 00 00 00 00 00 00 00 00 @ ..eeeeveenvennnas
0025770 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeevvennccnmnas
00257kE0 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeevvennccnmnas
00257bka0 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeevvennccnmnas
00257kal 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeevvennccnmnas
00257bb0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..eessasassmanas
00257kc0 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeevvennccnmnas
00257kd0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..eessasassmanas
00257ke0 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 @ .eeeevennccnmnas
00257kL0 00 D0 00 D0 OF -. .. 22 eu f2 2s 22 =s m= == == [ alaa..

This part of the file is zeroed out (it simulates the injured last cluster).

Now we must write back the data to here from the four local file header:



Reconstruction of central directory entries

let us compare the two headers.

Central directory:

o | 1] 2] 3 4 | 5 6 | 7 8 | 9 Al B|]c]| D E| F
version General . File last File last
0x0000 needed to purpose bit Compression modification | modification
Central directory file header |Version made| extract q method tim dat
signature = 0x02014b50 by (minimum) a9 © ae
0x0010 CRC-32 Compressed size Uncompressed size AIDIES SUENEN
length length
Relative offset of local file
Disk number header. This is the number
0x0020 where file Inteltnal file External file attributes Gl s bgtween the. start Filename
attributes of the first disk on which the
starts
file occurs, and the start of
the local file header
filename continue Extra field
0x0040
local file header:
o[ 1] 2] 3 4 | 5 6 | 7 8 | 9 Al B|]c] D E|] F |
Local file header signature = n\e/;zgrt]o General Combression File last File last
0x0000 0x04034b50 (read as a purpose bit P modification | modification CRC-
. ) extract method .
little-endian number) - flag time date
(minimum)
0x0010 32 Compressed size Uncompressed size AL S File
length length
0x0020 name | Extra field |

as we can see the the beginning of the two header are almost identical:

signature: we know it

version made by: we do not know, but if we use the same as version to extract that should be

good.

Version need to extract: we know

General purpose bit flag: we know

compression method:

we know

file last modification time: we know
file last modification date: we know
CRC-32 checksum: we know
compressed size: we know
uncompressed size: we know
file name length: we know

extra field length: we

know



* file comment lengt: we do not know, but we create a new central directory, so we can just left
the comment as empty

* disk number where it starts: we have one disk only, so it will be zero

* internal file attributes: lowest bit: one if ASCII text 0 if binary. Second lowest bit: if set, that
a 4 byte variable record length control field precedes each logical record indicating the length of
the record. Now all the files are binary so this field is always zero

* external file attributes: this is a host dependent filed. On windows system use 0x2000000
means the standard file attributes.

* Relative offset: address of the beginning of local file header corresponding to this entry.

* Filename: we know

* Extra field: we know

* File comment: we set it to zero.

Based on these knowledge in my case we get the following central directory entry:
for the first file it is:

o Free Hex Editor Neo (Administrator)

J File Edit Wiew Select Operations Bookmarks NTFSStreams Tools  History  Window  Help

z.'_"| r‘& ] § o 1 - apa a1
|GA-HEB & 7% 22 2 %%
AP 1 azipfles.zip |

poonoo24 | 00 01 02 03 04 05 06 07 OB 09 0Oz Ob Oc 0d Oe Of

oooooooo | 50 46 03 04§ 14 00 9e 31 PH.vunnnn. &, 21w

L] N

oo0o001a 2=k [feu...8...... nc
gonoonza | 2 .exeiy ] .G.BEm M
00000030 | 72 £9 le 24 81 40 43 09 12 0a 64 a0 42 06 94 f4  rE.s BC...m O.78
gooooo4n | 48 39 20 09 &l 4d eS8 25 Bl 4b 29 24 &% 4a e3 £5  HY . iMe% H;.?@JEE
00000050 | 24 52 61 97 42 43 e0 22 de 69 36 c3 50 54 d4 @z nZz—0Ja&BisRyTOe

* signature: 50 4b 01 02

* version made by: 14 00

* Version need to extract: 14 00

* General purpose bit flag: 00 00

* compression method: 08 00

* file last modification time: E9 10

» file last modification date: 9E 31

*  CRC-32 checksum: 9C E9 7B CC

* compressed size: F8 75 00 00

* uncompressed size: 00 FO 00 00

* file name length: 06 00

* extra field length: 00 00

* file comment length: 00 00

* disk number where it starts: 00 00
* internal file attributes: lowest bit: 00 00
* external file attributes: 20 00 00 00
* Relative offset: 00 00 00 00



¢ Filename: 6E 63 2E 65 78 65
¢ Extra field: EMPTY
¢ File comment: EMPTY

similarly we can just read and substitute the values for the other files from the local file headers
corresponding to that central directory entries.

&5 Free Hex Editor Neo (Administrator)

J File Edit Wew Select Operations Bookmarks WNTFSStreams Tools History  Window  Help

. v a - apa | je)
F2 ARG IEEIC222 % %
il 1, 4-zipfiles. zip™ KLQ l—zipﬁles.zip]
00257af9 oo 01 02 03 04 05 06 O7F 08 0% Oa 0Ok Oc O4d Oe O
00257af9 oo a0 00 00 00 00 00 04 aa m 50 4k 01 02 14 04 coooooood [¥¥ccoc
0025700 14 00 00 0O 08 00 =9 10 92 31 9c 8% Tb cc £B TS5 .. -B.Elee[Ien
00257810 oo o0 00 £0 00 00 06 00 oo oo a0 00 00 00 00 00 scfdoooooooooooc
00257b20 20 00 00 0O 00 00 00 00 62 63 22 65 T8 &5 30 4b 0 ....... nc.exePk
00257k30 01 02 14 00 14 00 00 00 08 00 35 53 92 43 =b 13  .......... 55'Cé
00257b40 ff 6f 31 ed 0% 00 £0 3c Oz 00 11 00 GO 0G0 00 00 FEl=c olfEc oo
00257k50 oo oo 00 00 20 00 00 00 lc 7& 00 00 &f &c &5 Taé - V. .OlEeV
00257b60 69 &5 77 5L T3 &5 T4 T35 0 2e &3 78 &> 30 4b 01 iew_setup.exePH.
00257k70 02 14 00 14 00 00 00 08 oo 40 71 BT 30 &7 ce d3  ......... I_-:I-III:_:liu
00257b80 cB c8 &7 0% 00 00 O 11 00 ok OO 00 OO0 00 00 00 EE:_:I .............
00257k90 oo oo 00 20 00 00 00 Te 23 0a 00 4f c 4c 59 44 cee awa|f. JOLLYD
00257bal 42 47 Ze 45 38 45 30 4b 01 02 14 00 14 00 00 00 BG.EXEPK........
00257kk0 0g 00 1k 15 B8k 39 846 7L 54 45 64 =£f 11 00 TO 47 ..« 891 TEdi..pG&
00257bc0 Zc 00 Ok OO 00 00 00 00 0o oo oo 00 20 00 00 00 1ODODOCOoDOC
00257kd40 6d 8 13 00 50 72 &f &3 6d &f &= 2= &5 T8 &5 00 ¥ . . Procmon.exe.
00257be0 oo a0 00 00 00 00 00 04 00 00 00 00 00 00 00 00 ceeeeeewonnnnnns
00257b£0 00 00 00 B0 OO0 .. .. c-  a- 2 aa 22 am mm am mm | meewes
00257c00

End of central directory structure

As one can see there are some bytes not filled yet after the four central directory entry. It is the "End of

central directory" entry, what has the following structure:

o[ 1] 2] 3 4 | 5 6 | 7 8 | 9 Al B|lc]|Db]| E|
Disk where Nlér;nbt?;ﬁf Total number
0x0000 End of central directory Number of central directo of central Size of central directory
signature = 0x06054b50 this disk directory Y directory (bytes)
records on
starts o records
this disk
Offset of start of central
0x0010 | directory, relative to start of o=l comment
. length
archive




Reconstruction of "End of central directory” entry

Based on this information we can generate the "end of central directory" entry:

* signature: 50 4B 05 06

* number of disks: now we have disk so it is 00 00
* disk where the central directory starts: we have only one zip file so it is 00 00
* number of central directory records on this disk: 04 00

* total number of central directory records: 04 00
» size of central directory: E5 00 00 00

» offset of start of the central directory we have already calculated: FA 7A 25 00

* comment length: 00 00

e comment: EMPTY

&5 Free Hex Editor Meo (Administrator)
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A2 ARG ZERE 222 % %W
il 1, 4-zipfiles. zip™ KL; l—zipﬁles.zip]

00257afa 00 01 02 03 04 05 06 07 08 09 0Oa Ob Oc Od Oe O

00257atfa 00 oo Qo 00 00 00 a0 o0 oo aa 4]:} 0l B2 14 B0 | cececmemensn BE. .
00257kB00 14 00 00 00 g 00 =3 10 9e 31 Scef Tbheocc fB 75 ...... &.2lxe{Ieu
00257610 0o oo 0o £ 00 o0 a& 00 oo a0 00 00 00 00 00 04 oolfbooooooooooc
0025720 20 00 00 00 00 00 00 00 fe 63 2e 65 TE 65 S04k sseneen nc.exelPk
00257kB30 01 02 14 00 14 00 Q0 00 08 00 35 53 92 43 eb 13 .. eeeeaa... 557 CE
00257k40 f£ 6f 31 ad 0% 00 £0 3c  Oa 00 11 00 OO0 QO OO0 OO0 FO0l—eef€ecncannn
00257b50 00 o0 Qo 00 20 00 Q0 00 le 7& 00 00 &f 6c &5 76 . -¥..0lew
0025740 69 &5 TT SE T3 65 T4 7 70 2e &5 78 65 50 4b 01 iew_setup.exePH.
00257670 2 14 00 14 00 00 00 A48 0o 40 71 b7 30 &7 ce d3 ..eea.... @q-ﬂgiﬂ'
00257kE0 c8 cB& &7 0% 00 00 Qe 11 00 0k 00 0O 00 00 00 00 EEg .............
00257b40 0o od ao 2 00 oo 4o Je 23 0a 00 4f 4dc 4c 59 44 wes | #.OLLYD
00257kal 42 47 Z2e 435 g 4% 50 4 01 02 14 00 14 00 00 GO BG.EXEPK...ccv-.
00257bk0 08 00 1b 15 &b 3% 826 7L 54 45 &4 ef 11 00 70 47 ----191 TEAI..p
00257kcl Zc 00 Ok OO OO0 00 00 00 o 00 00 00 20 00 00 00 sooooooooooc
00257kbd0 6d b 13 00 50 T2 £ &3 6d 6f 6 2e 65 T8 65 50 m¢ . . Procmon . exel
00257kel 4 05 06 00 OO0 00 00 04 0o 04 00 5 00 00 00 fa Hococcooooc Ba.al
00257b£0 Ta 25 00 00 00 Z%..

0025700

00257clo

After we added back the central directory entry we can extract the files. (some portion of the last file is
also injured so obviously that file will not be correct, but the first three can be extracted successfully).




7-Zip: Diagnostic messages E

# | Message |
0 Chproba*d-zipfiles zip
1 CRC failed in "Procmon.exe’. File is broken.

But the other files are fine.



Multipart zip file

What you should remember, the disk number is not the file number.the disk number will be still 00. it
will be treated like one zip is created, then cut to the necessery number of peaces.

Create a sample file

Our first task is to create a multipart zip file. To do it select some files, and compress them with your

favourite zip archiver.

Application
Application

"-g' Fun as administrator
Edit with HHD Hex Editor Neo

[ Edit with Motepad++

Send To

Cut

Copy
Paste

Extract files...
Extract Here
Extract to ™*\"
Test archive

Create Shortout
Delete
Rename

Compress and email. ..

Add to "t.7z"

Compress to "t.7z" and email
Add to "t.zip"

Compress to "t.zip" and email

Properties

Set the split size to an appropriate value, to get abot 3-5 files.




Add to Archive

Archive:

Imuﬂipartlzip

Archive format : IZp

Le

Update mode:

I;’-‘-J:Id and replace files

Compression level: IN:::n'naI j
— Options
Compression method: IDeﬂate j [T Create SF archive
Dictionary size: |32 KB j [~ Compreszs shared files
Word size: |32 j — Encryption
Solid Block size: I j Enter password:
Mumber of CPLU threads: I‘I vI f1
Reenter password:
Memory usage for Compressing: JMB I
Memony usage for Decompressing: 2 MB [T Show Password
Split to volumas, bytes: Encryption method: IEF'CF-"F"":' j
| 700K |
Parameters:
ok | Cancel Help
I got a four part zip file
Mame = | v| Date modified | ~r| Type | v| Size | ~r|
|| multipart. zip.001 9/9/2011 312 AM  001File 700 KB
|| multipart. zip.002 9/9/2011 312 AM 002 File 700 KB
|| multipart. zip.003 9/9/2011 3:12 AM 003 File 700 KB
|| multipart. zip.004 9/9/2011 312 AM 004 File 295 KB
[ nc.exe 12302004 2:07... Application &0 KB
i . - e e

now simulate the injure of the last cluster of the last file (there is the central directory structure). Open
the last zip file with your favourite hex editor



Mame = |v| Date modified |v| Type |v| Size |v|

|| multipart.zip.001 9/9/2011 3:12AM 001 File 700 KB
|| multipart.zip.002 9/9/2011 3:12AM 002 File 700 KB
|| multipart.zip.003 9/9/2011 3:12AM 003 File 700 KB

multipart.zip. 004 209 KB

mnc.exe L n o0 KB

@uleview_set.lp.ex | | n 656 KB
J-Zip ]

HeovoecEE | it ) n 1,002 KB

;ﬁ:’F‘rDcmnn.Exe Lﬂ e n 2,834 KB

Restore previous versions

Send To 3

Go to the end of the file:
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IFa-0ERAE N TERE QAT

A¥[ | |multipart.zip.004 X|
n004abfse | 00 01 02 03 04 05 06 07 OB 09 Oa Ob Oc 0d Oe Of

0004aba0 69 65 77 5f T3 65 T4 75 TO 2e 65 T8 45 50 4b 01 iew_setup.exePH.

0004ak70 £ 14 00 14 00 0O 00 OB 00 40 71 B7 30 &7 ce d3 ....eu... Bg-0gib
0004aban cd c& &7 0% 00 00 Oe 11 00 Ob 00 OO OO0 OO 00 OO0 Jod 7 SR
0004aka0 00 00 00 20 00 00 00 Tc 23 0a 00 4f 4c 4c 59 44 wen wna|#.OLLYD
0004abal 42 47 Ze 453 g 45 50 4b 01 02 14 00 14 00 00 OO BG.EXEPK........
0004abbi 0 00 1b 15 &b 3% 86 7L 54 45 44 =L 11 00 70 47 «eat 8t TEdI..pG

0004akeO Zc 00 Ok 00 Q0 OO OO0 OO 00 00 00 OO0 20 00 00 OO0 Jooooooooooc
0004akdo 6d 8 13 00 50 72 6f 63 6d 6f 6e 2e &5 T8 &5 50 I« . . Procmon . exel

0004akel 4k 05 06 00 00 OO0 00 04 00 04 00 e5 00 00 00 £fa Hoooooooooc B...1
0004abf4 Ta 25 00 00 Zi..¢

0004ac00

0004aclo

To simulate the destroyed last cluster go back from the end of the file until the first round 0x1000 value
(0x1000 = 4096 the default cluster size). For me it will be the position 0x0004a000. Select this range
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i Ly A 11
A HERE&E " AHE S DAL 2§
1[ multipart.zip.004 |
0004ac0O0 | 00 01 02 03 04 05 06 O7 OB 09 Oa Ok Oc 0d Oe OF
D0049££0 | 41 &7 af fe le 7€ 53 97 95 9d ed 87 &6 ac 73 38 Ac'b. 5= i#f.ad
00042000 | |3c 22 46 a7 22 22 el c0 56 8d 92 a9 B8e 8b 3d le| k"FE""&AV 'ei:-=.
00042010 | |34 34 eb de 54 29 dd 63 7e 41 fa cb 93 7b 9 bb| [M4EB])Yc~RiE™{Zd
00042020 | |S7 a8 1d 73 7a 7b d5 ae c3 d5 cc £3 33 75 4a 96| W .sz{0eR0Ia3ud-
00042030 | |3d 3d 46 51 a7 59 32 cf 74 £5 a2 b8 63 07 72 57| |==0Q§¥2Itde.c.ri
00042040 | |d7 74 c9 8a £f fe 79 e7 ec 59 33 le b5 bf 6d fd| KtESfbyci¥3.p mg
00042050 | |d8 78 fa da 43 el cl 67 9c ee 7d 15 bb 44 b2 e3l Pwilcafqeil.=D=d

#. Fill

Then save the file:

Type:
Pattern:

00042110
0004120
0004130
0004z140

00042150
al

And fill the file until the end with 00 byte. To do it select Edit / fill:

Fill selection wit

‘4 Find Previous Shift+3
¥ Replace..  Ctrl+H, Cirl+R
-1
[
ot Insert... Ctrl+Shift+1
| [ InsertFile.. Ctrl+Shift+L

For pattern use the 00 byte, and fill the previously selected area:

IHE}(

R | EacRd Fill |

Recent Patterns...

4] |

™ Fill whole file
= Fill selection

[™ Transparent fil
[ Reverse pattern

I Cancel |
_IJ Help |
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FA-HEAA&S A FTRE 123 ¥

Ty aka

1211
e

¥ | multipart.zip.004*  X|
0004a000 | 00 01 02 03 04 05 06 07 08

03

0g Ob 0Oc 0d 0Oe O

Then save the file

If you try to extract it:

Mame =
multipart. zip. 001
|| multipart.zip.002
|| multipart.zip. 003

00049££0 41 €7 a6 fe 1le 7€ 53 87 95

0004000 [l[l a0 oo o0 a0 0o oo (W]

0004010 a0 oo o0 an a0 oo o0 an an
0004a020 oo oo 00 an oo oo 00 an an
0004a030 o0 a0 00 oo o0 a0 00 oo (W]

~| Date modified
Qa1 =17 AM

ad
oo
oo

oo

oo

ed 87 &6 ac 73 38 Bcip. 5—= itf-.s8

a0 an O0 00 00 00 Beeeeeensansensas
a0 00 00 00 00 00  seeessssansmsaas
00 00 00 00 00 00  .sewessssnnsmsaas
a0 an a0 oo 00 a0

700 KB

|| multipart.zip. 004 |

[ nc.exe
@ oleview_setup.ex
ke oLLvDBG.EXE

| .ﬁ’ Procmon.exe

Open 700 KB
Edit with HHD Hex Editor Meo I KR
Open archive
[ Edit with Motepad ++ Extract files. ..
Restore previous versions Extract Here
2L g Test archive
Cut Add to archive...
Copy Compress and email...
Add to "multipart. zip.001. 72"
Create Shortout Compress to ‘multipart.zip.001. 72" and email
— Add to “multipart. zip. 001.zip"™
pile 2 Compress to ‘multipart.zip.001.zip" and email
Properties

Hopefully it will not work:




7-Zip: Diagnostic messages

# | Messaoge

0

Can not open file T \multipart.zip. 001" as archive

Restore the central directory structure

As we did in case of the single part zip file search for the local file headers in every zip file.

only for remaind the local file header structure looks like as follow:

o | 1] 2] 3 4 | 5 6 | 7 8 | 9 Al B|]c]|] D E |
Local file header signature = n\za/S(;ZIgrt]o General Combression File last File last
0x0000 0x04034b50 (read as a purpose bit P modification | modification CRC-
) ) extract method .
little-endian number) .- flag time date
minimum
0x0010 32 Uncompressed size LS e S iz File
length length
0x0020 name Extra field |

So open every zip file, and search for the signature 50 4b 03 04 in them, I got the following:




in the first file:

o Free Hex Editor Neo {Administrator)
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_4_T'-| fj‘ . 5 o, " - —h| ; {" o i aga -|i1_1
EENEEE FIEEEEE LY
AW | muitipart.zip.001 X[ |multipart.zip.002 | | multipart.zip.003 | | multipart.zip.004 |
00000024 | 00 01 02 03 04 05 06 07 08 09 Oa Oob Oc 0d Oe OF
oooooooo | fso 46 03 04 00 00 9c 1 S &.31ee
00000010 2 75 . 00 dofoo g0 oo ooloE oo (160, e efennnn. nc
ooooooza | 2 .exeil} " .G.REm M
00000030 | 72 c9 le 24 81 40 43 09 12 0z 6&d a0 d2 06 94 £ rE.s BC...m O.78
00000040 | 48 39 20 09 &l 4d e8 25 Al 4b 29 24 a9 da e3 f HY .;M&% K):@JE8
00000050 | a4 Sa 61 97 42 4a e0 e2 de 69 36 ©3 59 54 d4 as  #Za—DJAaBisAyTOR

#io Free Hex Editor Neo (Administrator)
J File Edit WView Select Operations Bookmarks NTFSStreams Tools  History  Window  Help

IFa-HEAG&G N HE 2 a’dt

AW multipart.zip.001 | | | multipart.zip.002 | | multipart.zip.003 | | | multipart.zip.004 |
0000764 | 00 01 02 03 04 05 06 07 0B 09 Oa Ob Oc 0d Oe Of

00007610 | a0 80 02 Da 28 a0 80 02 fa 4f e3 1b €..( €.10&.PK..
00007620 52 43feb 13 £f gEf3l ad  ...... 55'CE.§ol-
00007630 ]
0000764k wW_setup.exed\ |.
00007650 | 5 15 df £fb 91 ed4 92 5c 72 17 45 24 f£c 34 40 54  A.BGE"\r.H$u4@T
00007660 | 2a 3f a4 le dl c4 4b 34 98 5c 08 42 e0 a0 cf 1d  *om HAK4™\ . BaaE.

1
-v

55 Free Hex Editor Neo (Administrator)
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A_T"| Tj . B ﬁ 'R . T = — o '.,f_ uuul
J —lr ':_4 —] L] E d| Iﬁ I/; i | I:r % g!‘:} %E} LT
A¥ | multipart.zip.001 | | | multipart.zip.002 | | multipart.zip.003 | | | multipart.zip.004 |
000a237c | 00 01 02 03 04 05 06 07 OB 09 Oa Ob Oc Od Oe OF

‘ |

000a237c | 2b 7a £6 af 5= 7c &5 37 20 2f 3£ 01 Im +zo " |eT /7.BK..
00022380 | §14 oofloo oo Ros 00§40 71 B b7 30067 ce d3 cEffcE 67  ...... Bq-0gI0EEg
00022390 0o £ 4c 4c 59 44 42 .iuuienn.. OLLYDB
nona23al G.EXFi..x.0ywgT™

76 &
000a23b0 dd 6c 93 25 17 01 82 84 fb 46 34 50 29 21 c9 42 ¥1%%..,.0F4P) 'EB
000a23ch 58 b% 5ccH 61 40 54 ea B4 88 42 2d ec B8 ad 0% X\Ea@Té “J-i"-.
000a23d0 24 4e bo b2 19 d6 Ta 40 &b 5k db 4a cl 96 58 &c $NY* . 0zRk [0IA-V1

in the second file:
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""?_:_'1 fj - " o, ) 1+ = : 'r_ I;f' a@a '|i'|_'|
& HER & 7% 442 3 e
A ¥ multipart.zip.001] | |multipart.zip.002 X[ | |multipart.zip.003 |  multipart.zip.004 |
OO0g9bed | 00 01 02 03 04 05 06 07 08 09 0Oa Ok Oc 0d Oe OF
00039bed 4z da 2f bd 51 e5 £ff 5f £f e9 47 £7 iJ0/ Q&g jex-BK.
000&89k70 14 oofoo oo 56 7f 54 4s5f6ds  L........ ¢9t TEd
00083bE0 70 47 2c 00 S50 72 G 63 G0 T..PBpeeee. Procm
00083b30 5d 7Tb 7c 53 d5 1d bEf 49 62 on.exei]{1580.:In
0003%ba0 | db db 36 34 17 08 10 &0 48 94 71 eb 96 =z 95 16 UUG4... H gi-—=s.
00089bk0 | 6d 4d &7 05 &l 2d 58 4a 42 d2 04 45 S5a de 10 63 mMS.-iJ00.EZll.c

There are no more local file entry obviously, because I added four files.

Now let us calculate the position of the central directory structure. The compressed size of the last entry
is 0x0011EF64 and it starts at position 0x00089B96. So the central directory structure starts at:
0x0011EF64 + 0x00089B96 = 0x001 ASAFA. But this calculation is totally wrong, because, it does not
encounter the file size limit. The file size is 0X000AF000. Let us consider the filesize limit.

In the 002 file we have 0x000AF000 - 0x00089B95 = 0x0002546B bytes space left. If we substract it
from the required size: 0x0011EF64 - 0x0002546B = 0x000F9AF9. The length limint of the file 003
1s 0x000AF000 smaller than the required size. So the central directory will be in the fourth file. At
position 0x000F9AF9 - 0x000AF000 = 0x0004AAF9.

Let us jump to that position:
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) =1 o, - 1 ana 1201
Jjﬂ_1ﬁlgd| HEE P82 9% W<
%[ | multipart.zip.001| |multipart.zip.002 | | multipart.zip.003 |  |multipart.zip.004 X
nondaafa | 00 01 02 03 04 05 0O& 07 OB 09 Oa Ob Oc 0d Oe Of
0004aael | 00 00 OO OO0 OO0 OO0 OO OO Q0 OO0 00 00 00 00 00 00  cueeeeveewnanans
Ooo4aafa | 00 00 OO 00 00 00 OO 00 QO OO EIEI 00 00 00 00  weeeeencoofaanens
0004ab00 | 00 00 OO 00 OO0 OO0 OO 00 00 OO0 00 00 00 00 00 00 cueeeeveesnanans
0004abl0 | 00 00 OO 00 OO0 00 OO 00 00 00 00 00 00 00 00 00  cueeceeeeonannes
0004ab20 | 00 00 OO 00 OO0 OO0 OO OO0 00 OO0 00 00 00 00 00 00  ceeeeeveennanans
0004ab30 | 00 00 OO 00 OO0 00 OO 00 00 00 00 00 00 00 00 00  cueeceeeeanannes
0004ab40 | 00 00 OO 00 OO0 OO0 OO OO0 00 OO0 00 00 00 00 00 00  cueeeeveesnanans
0004ab50 | 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00  cueeceeeesnanmnes
0004ab&0 | 00 00 OO 00 OO0 OO0 OO OO0 Q0 OO0 00 00 00 00 00 00  ceeeeeveesnanans
0004ab70 | 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00  cueeceeeennannes
0004ab80 | 00 00 OO 00 OO0 00 OO 00 00 00 00 00 00 00 00 00  ceeeeeveesnanans
0004ab90 | 00 00 0O 00 00 00 OO 00 00 00 00 00 00 00 00 00  ceeeceeeeonannes
0004abal | 00 00 OO 00 OO0 OO0 OO OO0 Q0 OO0 00 00 00 00 00 00  cueeeeveesnanans
0004abb0 | 00 00 OO 00 OO0 OO0 OO 00 Q0 OO0 00 00 00 00 00 00  cueeceecennannes
0004abcO | 00 00 OO 00 OO0 00 OO OO0 00 OO0 00 00 00 00 00 00  cuveeeveesnanans
0004abd0 | 00 00 0O 00 OO0 00 OO 00 Q0 OO0 00 00 00 00 00 00  cueeceeeesnannes
0004abel | 00 00 OO 00 OO0 OO0 OO OO OO0 OO0 00 00 00 00 00 00  cuveeeveennanans
0004abf0 | 00 00 00 00 00 .. .. .. oo v i e e e e e aaaas
0004ac00

And start to substitute back the information from the local file headers to the central directory
structures looks like as follows:
o | 1] 2] 3 4 | 5 6 | 7 8 | o] A]lBJ]J]c]|]D]J]E]TF
version | general | Filelast | Filelast
0x0000 . : needed to purpose bit Compression modification | modification
Ce.ntral directory file header [Version made e.xf(ract flag method time date
signature = 0x02014b50 by minimum
0x0010 CRC-32 Uncompressed size F|:gnr;hme E)I(;rr?g?r? &
Relative offset of local file
) header. This is the number
Disk number Internal file . of bytes between the start .
0x0020 wr;(ta;?t :Ie attributes External file attributes of the first disk on which the Filename

file occurs, and the start of
the local file header

0x0030
0x0040

The first one will be this:

filename continue

Extra field
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A TTl ﬂ n [ o T = fre F ) aBa 18 10 |
¢ - Al i L, o, *
IFA-HARE N HE A8 2 ¥
A% | | multipart.zip.001 | | multipart.zip.002| | multipart.zip.003 | |multipart.zip.004 |
00000024 | 00 01 02 03 04 05 06 07 0B 09 Oa Ob Oc Od COe OF
00000000 - GRS &.31mé
00000010 | Tk [leu...8...... nc
00000024 | 2 .exei\} .G.REm M
00000030 | 72 c9 1e 24 81 40 43 09 12 Oa 6d a0 d2 06 94 £4 rE.$ BC...m O.7A

00000040 | 48 39 20 09 &l 4d e8 25 Bl 4b 29 24 &9 4a e3 £5  HY .iMe: K)seJEd
00000050 | &4 Sa &1 97 d2 4a e0 22 de 69 36 c3 50 54 d4 as  HZe—OJaABisA¥TOR

e signature: 50 4b 01 02

* version made by: 14 00

* Version need to extract: 14 00

* General purpose bit flag: 00 00

* compression method: 08 00

e file last modification time: E9 10

¢ file last modification date: 9E 31

e CRC-32 checksum: 9C E9 7B CC

* compressed size: F8 75 00 00

* uncompressed size: 00 FO 00 00

* file name length: 06 00

* extra field length: 00 00

* file comment length: 00 00

e disk number where it starts: 00 00
* internal file attributes: lowest bit: 00 00
¢ external file attributes: 20 00 00 00
* Relative offset: 00 00 00 00

* Filename: 6E 63 2E 65 78 65

¢ [Extra field: EMPTY

* File comment: EMPTY

The second entry will be:
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A Tl fj‘ ¥ [ 'R e = — o = = = aea

7 - | ki ki
B2 ARG IR 2222 F
AW | mutipart.zip.001 X| | | multipart.zip.002| |multipart.zip.003 | | | multipart.zip.004 |
0000764 | 00 01 02 03 04 05 06 07 OB 09 Oa Ob Oc 0d Oe Of

1i1.1 |
1 @T

00007810 al 80 02 Oa 48 a0 80 02 rfa 4f e9 1k §50 4B 03 04 €..( €.40&.PK..

oooo7620 | f14 oofoo oo 35 53 eb 13 £f 6fff31 ad ...... 55' C&.§ol-
00007630 £0 3c 0Oa 0011 oo J oo o0 7 Y- S olevie
0000764k W_3etup.exell |.

00007850 c5 15 df £ 91 e4 92 5c T2 17 48 24 £c 34 40 54 A.B{ &’ \r.H514RT
00007460 2a 3f g4 1le dl c4 4b 34 93 5c 08 42 e0 el c8& 1d *ou HAK4 ™\ .Ba&E.

* signature: 50 4b 01 02

* version made by: 14 00

* Version need to extract: 14 00

* General purpose bit flag: 00 00

* compression method: 08 00

e file last modification time: 35 53

* file last modification date: 92 43

* CRC-32 checksum: EB 13 FF 6F

* compressed size: 31 AD 09 00

* uncompressed size: FO 3C 0A 00

* file name length: 11 00

* extra field length: 00 00

* file comment length: 00 00

e disk number where it starts: 00 00

* internal file attributes: lowest bit: 00 00
e external file attributes: 20 00 00 00

¢ Relative offset: 1C 76 00 00

* Filename: 6f 6C 65 76 69 65 77 5F 73 65 74 75 70 2E 65 78 65
e Extra field: EMPTY

* File comment: EMPTY
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AW | mutipart.zip.001 X| | | multipart.zip.002| |multipart.zip.003 | | | multipart.zip.004 |
000a237c | 00 01 02 03 04 05 06 07T OB 09 Oa Ob Oc 0d Oe Of

(50l sb 03 0a] +ze~1e7 /2.EK..
—

000a237c Zb 7a f6 af 5e Tc 65 37 20 2f 3f 01

000a2380 | {14 oofoo oo 67  eennn- @q-0gifEEg
000a2390 OOQ OO0 O 11 OOQOL OO Q OO0 OO0 g4f 4c 4o 59 44 42 .o ennes QOLLYDB

000a23a0 6 G.EXEi..x. f-j,fvg?“'
000&a23k0 dd 6c 98 25 17 01 82 84 fb 46 34 50 29 21 c9 42 ¥1°%..,.0F4F) !EB
000&a23ch 58 b9 Scc9 6l 40 S4 ea Bd 88 4a 2d ec B8 ad 09 K*\Ea@Té ~J-i--.
000a23d0 24 4e b6 b2 19d6 Tz 40 &b Sb db 42 cl 96 56 6c  sNY®.0z@k[TJA-V1

* signature: 50 4b 01 02

* version made by: 14 00

* Version need to extract: 14 00

* General purpose bit flag: 00 00

* compression method: 08 00

* file last modification time: 40 71

* file last modification date: B7 30

*  CRC-32 checksum: 67 CE D3 C8

* compressed size: C8 67 09 00

* uncompressed size: 00 OE 11 00

* file name length: 0B 00

* extra field length: 00 00

* file comment length: 00 00

¢ disk number where it starts: 00 00

* internal file attributes: lowest bit: 00 00
* external file attributes: 20 00 00 00

* Relative offset: 7C 23 0A 00

* Filename: 4f4C 4C 59 44 42 47 2E 45 58 45
e Extra field: EMPTY

¢ File comment: EMPTY
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OO0g9bed | 00 01 02 03 04 05 06 07 08 09 0Oa Ok Oc 0d Oe OF
00039b6d | 69 4a ds 2f b4 51 =5 £ff 5Ff £f =9 47 £7 iJ0/ Q&g jex-BK.
000&89k70 14 oofoo oo 56 7f 54 4s5f6ds  L........ ¢9t TEd
00083bE0 70 47 2c 00 S50 72 G 63 G0 T..PBpeeee. Procm
00083b30 7c 53 d5 1d bf 43 6e  on.exei]{1530.:In
0003%ba0 | db db 36 34 17 08 10 &0 48 94 71 eb 96 =z 95 16 UUG4... H gi-—=s.
00089bk0 | 6d 4d &7 05 &l 2d 58 4a 42 d2 04 45 S5a de 10 63 mMS.-iJ00.EZll.c

* signature: 50 4b 01 02

* version made by: 14 00

* Version need to extract: 14 00

* General purpose bit flag: 00 00

* compression method: 08 00

e file last modification time: 1B 15

e file last modification date: 8B 39

e  CRC-32 checksum: 86 7F 54 45

* compressed size: 64 EF 11 00

* uncompressed size: 70 47 2C 00

* file name length: 0B 00

* extra field length: 00 00

* file comment length: 00 00

e disk number where it starts: 00 00

* internal file attributes: lowest bit: 00 00
* external file attributes: 20 00 00 00

* Relative offset: 6D 9B 08 00

* Filename: 50 72 6F 63 6D 6F 6E 2E 65 78 65
e Extra field: EMPTY

* File comment: EMPTY
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A% | | multipart.zip.001| |multipart.zip.002 | | | multipart.zip.003 |  |multipart.zip.004* X|

n004akdf | 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of

0004aa£0 | 00 00 00 00 00 OO0 00 00 00 00 50 4b 01 02 14 00  weewew....FE....
0004ab00 | 14 00 00 00 08 00 e9 10 9e 31 9 e9 Tbcc £8 75  ......2.3leé{leu
0004abl0 | 00 00 00 £0 00 00 06 00 00 00 00 00 00 00 00 00  wueBeveneeuenn.-
0004ab20 | 20 00 00 00 00 00 00 00 &= 63 2e 65 78 65 50 b .uen... nc.exePK
0004ab30 | 01 02 14 00 14 00 00 00 02 00 35 53 92 43 &b 13 .evuuve... 557 C&.
0004abd0 | ff 6f 31 ad 09 00 £0 3c 0Oz 00 11 00 00 00 00 00  §ol-..8€....n...
0004abS0 | 00 00 00 00 20 00 00 00 1c 76 00 00 &f 6c &5 76 wv..olev
0004ab60 | 69 65 77 56 73 65 74 75 70 2Ze 65 78 &5 50 4b 01  iew _setup.exePK.
0004ab70 | 02 14 00 14 00 00 00 0B 00 40 71 b7 30 67 ce d3  weeuewnn. B -0gld
0004ab80 | cE c& &7 09 00 00 Oe 11 00 Ob 00 00 00 00 00 00 EEGue.eneeeenn..
0004ab90 | 00 00 00 20 00 00 00 7e 23 0a 00 4F 4c 4c 59 44 ... ...|#..0LLYD
0004abal | 42 47 2e 45 58 45 50 4b 01 02 14 00 14 00 00 00 BG.EXEFK........
0004abb0 | 08 00 1b 15 &b 39 86 7f 54 45 &4 ef 11 00 70 47 ..<9t TEdi..pG
0004abch | 2c 00 Ob 00 00 00 00 00 00 00 00 00 20 00 00 00  ,eeeeeennen.
0004abdf | 6d 8b 13 00 50 72 & 63 6d 6f e 2Ze 65 78 aa me . . Procmon. exel
0004zbe0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  weeeevennnncnnn-
0004abf0 | 00 00 00 00 00 .. .. . .. i e e

0004ac00

As we can see the end of central directory structure is missing, so generate it.

End of central directory structure

As one can see there are some bytes not filled yet after the four central directory entry. It is the "End of
central directory" entry, what has the following structure:

o | 1] 2] 3 4 | 5 6 | 7 8 | o] A]BJ]cCc]|]DJ]E]TF
Disk where Numnbt(rerlof Total number
0x0000 End of central directory Number of central d(i:reect: of central Size of central directory
signature = 0x06054b50 this disk directory Y directory (bytes)
records on
starts o records
this disk
Offset of start of central
0x0010 | directory, relative to start of Comment comment
. length
archive

Reconstruction of "End of central directory” entry

Based on this information we can generate the "end of central directory" entry:




* signature: 50 4B 05 06

* number of disks: 00 00

* disk where the central directory starts: the central directory is on the last disk: 00 00

* number of central directory records on this disk: 04 00

* total number of central directory records: 04 00

» size of central directory: E5 00 00 00

* offset of start of the central directory: FA 7A 25 00 (recognize, it is measured from the
beginning of the first file, not from the beginning of this file, like it were only one huge zip file)

* comment length: 00 00

* comment: EMPTY

The reconstructed central directory, and end of central directory looks like as:
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F A d, 7 “  AaBa 18 1
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A»|  multipart.zip.001| |multipart.zip.002 | | multipart.zip.003| | |multipart.zip.004* X|
no04abfs | 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc Od Oe Of
0004aaf0 | 00 00 00 OO 00 00 00 00 00 00 50 4b 01 02 14 00  eeeeesennn PK....
0004ab00 | 14 00 00 00 08 00 €9 10 9 31 9c ed Tbec £8 75  .uw... &.31eé{Ieu
0004abl0 | 00 00 00 £0 00 00 06 00 00 00 00 00 00 00 00 00  euuBevesenunanns
0004ab20 | 20 00 00 DO 00 00 00 00 &e 63 2e 65 78 65 50 4b  .en.... nc.exePK
0004ab30 | 01 02 14 00 14 00 00 00 08 00 35 53 92 43 €b 13 ceeeevennn 557 CE.
0004abd0 | £f 6f 31 ad 09 00 £0 3c 0z 00 11 00 00 00 00 00 §ol-n.8€.uue....
0004ab50 | 00 00 00 00 20 00 00 00 1c 76 00 00 6f BC 65 TE  suse we..V..0lev
0004ab60 | 69 65 77 Sf 73 65 74 75 70 2e &5 78 65 50 4b 01  iew setup.exePK.
0004ab70 214 0014 00 00 00 O 00 40 71 b7 30 67 €2 d3  seveseenn g -0gic
0004ab80 | c8 c2 &7 09 00 00 Oe 11 00 Ob 00 00 00 00 00 00 EEGeeueeenwenn..
0004ab90 | 00 00 00 20 00 00 00 Tc 23 Oa 00 4f 4c 4c 59 44 ... ...|#..0LLYD
0004abal | 42 47 2e 45 58 45 50 4b 01 02 14 00 14 00 00 00 BG.EXEPK........
0004abb0 | 08 00 1b 15 &b 39 86 Tf 54 45 64 ef 11 00 70 47  ....<9t TEdi..pG
0004abcO | 2c 00 Ob 00 00 00 00 00 00 00 00 00 20 00 00 00  ,eeeeveeen..
0004abd0 | 64 8b 13 00 50 72 6f 63 6d 6 6e 2e 65 78 &5 50 m¢..Procmon.exel
0004abe0 | 4b 05 06 00 00 00 00 04 00 04 00 &5 00 00 00 £28  Keweuwewwnn. i...1
0004abf5 | 7a 25 00 00 |:| z%...0
0004ac00

We can extract the files. The last one will be injured because some part of it is overwritten too, but the
other three are saved.
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