802.1x authentication with GNS3 windows 2012 and windows 7 client

pre-requirements

* VirtualBox 4.2.4 or later (www.virtualbox.org)

*  GNS3 (www.gns3.org)

* windows 2012 installed to a virtual machine, and configured as DC

* awindows 7 client installed to a virtual machine, and member of the bomain



http://www.virtualbox.org/
http://www.gns3.org/
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Environment setup

GNS3

1. Start the GNS3. It will ask for a project name and directory.
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2. Give it any name and directory

Project settings

|4

Project name:

Project directory: IC:'|,Users'l,admin'l,GNSS'l,Projects'l,a
[~ Save nwvrams and virkual hard drives
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[ ]
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3. Select Edit / Preferences, to test and set up the virtualbox integration.

File | Edit Wiew Control Device Snnotate Help
H | Undo Ctrl+Z
Mode Redo Crl +%
Select all Chrl +2,
Select none Ctrl +Shift+2,
<4 105 images and hypervisors Ctrl +Shift+I
o Symbol manager Ctrl +Shift+3

4. On the preferences window select Virtualbox, and on the ,,General Settings” tab click on the test




settings button. Hopefully the virtualbox API works fine. If not try to reinstall the GNS3 (I
recommend to use the all in one istallation package).

¥ Preferences

2]
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Jemu
VirtualBox

| VirtualBox

General Settings ] YirtualBox Guest

WBoxwrapper

Path to WBoxwrapper: |vboxwrapper.exe

o
Working directory: |C:'|,Users'l,admin'l,nppData'l,anaI'l,Temp J
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Test Settings YBoowrapper and YirtualBox APT 4.2.4
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5. Open the ,,VM List” combobox, and select the virtual machine what you want to add. We will
add two virtualmachines, then win2012 and the win7:

' Preferences
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6. We want to simulate a network, and do not want to connect out of the virtual environment so
check the ,,Do not use first NIC for connections with the host OS” box, then click to the ,,Save”

button.



' Preferences

2 x|
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7. Similarly add the win7 machine:

¥ Preferences

3

[¥ Do not use first NIC For connections with the hast 05
| Enable console suppart
[ Enable console server (For remoke access)

[ Start in headless mode (without GUT)

Save | Delete Refresh WM List
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X YirtualBox Guest Settings
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8. Now we have to add an IOS image to the GNS3. Borrow one from your company, then click to

the Edit /,,IOS images and hypervisors”



Edit “iew Control Dewvice Annotate Help
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9. Click to the ,,...” icon next to the ,,Jmage File”

105 Images | External hypervisors |

2] x

—Images

I0Sirnage |Mode|f€hassis

—Setkings

Image file: I

—Hypervisors

¥ Use the hypervisor manager

Base config: Ibasecnnfig.txt

W | ]

Platform: ICS?DD
Maodel: |a7as
IDLE PC: |

k]

Default RAM: |0 Mg

Check For minimurn FAM reguirement

W Default image For this platform

localhost:¥200

Save Delete

Close |

10.

Select your borrowed image file, the click to

the open button:



' Select an I0S image ﬂ
@L:_;lv .« Program Files + GMS3 « jos - &3 | Zearch ios ¥=a
Organize - Tew folder ==~ O I@I
B Desktop ﬂ Marne = ‘ Date madified

& Downloads . . .
. | c2e9l-adventerprisekd_ivs-mz.124-15.T12.bin 20121210, 23:40
= Recent Places ) )
|| c3640-is-rmz.124-21.bin 20121211, 16:47
. . . S-adwenterpris 3-tnz. 124-15. T8 hin 20121210 g
o Libraries
3 Docurments | c3T45-advipserviceskd9-rmz.124-15.To.bin 20121210, 23:38
J'-‘ usic L c3t45-advipservicesk9-rmzl24-15.bin 20121210, 23:36
& Pictures || c3750-ipbasekd-rmz.122-55.5E5.bin 2012.06.21. 11:01
B2 ideos
M Computer o
&, Lacal Disk (C
= CEH (D
d (WN1T2.30.2.39
A eI | ]
File name: |c3?45—adventerprisekg_ivs—mz.124—15j |Allfiles ™ j

Open V| Cancel |

11. If the image should be decompressed, just click to the yes button.

¥ 10SImage E

The IOS image is compressed, Would you like to uncompress it?
This will create c3745-adventerprisekd_ivs-mz.144-15.T8.image

Yes Mo |

12. click to the “Save” button. You will see a warning message: “Warning: IDLE PC will have to be
configured”, we will deal it later. Finally click to the “Close” button.



21X
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Add the virtual machines

13. Select the “VirtualBox guest” icon on the left, and drag and drop it to the large empty area on

the middle.
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14. A window appears to select which virtual machine you want to add. First I add the windows

2012 server:

':,Vir‘tuaIan quest

21

Please choose a YirtualBox guest

15. Similarly drag and drop a second “VirtualBox guest” to the middle area. Now the previous

selection window may not appear, because there is only one other “VirtualBox guest” remained.

Haostn




File

Edit View Control Dewvice Annotate Help

J 1 3 3 B @

SR ED T I =L

Mode

Types 5 X

o Juniper router

Router c1700
Router c2600
Router c2691
Router c3600
Router c3700
Router 7200
PI¥ firewall

A58, firewvall

Ethernet switch
ATh bridge

AThA switch

Frarme Relay switch win2012 win7

Qermu guest

WirtualBox guest
Huost
Cloud

< 1

Consale

GMNS3 management console, Running on GHS3 version 0.8.3.1
Copyright {c) 2006-2012 GMS3 Project

==

Topology Summary
uwin2012

0 wnin g

Capkures

Haostname | Interface




Connect the virtual machines to the virtual etherswitch router

16 The drag and drop an “EtherSwitch router” to the middle area. Now we must connect the
“VirtualBox” guests to the switch. Select the connect icon, and from the popup menu the “Manual”
connection (if you select a simple Gigabit or Fastethernet you can not choose the exact port):
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17 We connect the first NIC of the win2012 VirtualBox guest to the FastEthernet 1/0 port of the
“EtherSwitch router” and the first NIC of the win7 VirtualBox guest to the FastEthernet 1/1 port of
the “EtherSwitch router”. To do these connections right click to the “EtherSwitch router”, and select
the “FastEthernet 1/0” (f1/0) port:
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18 Right click to the win2012 VirtualBox guest, and from the popup menu select the “el” interface



R2

win20 win7

= |
F‘ -

19 to create the other connection
right click again to the
“EtherSwitch router” and select the “FastEthernet 1/1” (f1/1) interface. Then right click to the win7
“VirtualBox guest”, and select the el interface of it:

R2 R2

& fo/0
o for1
o 0
<[
win201 @ fs win? win201 win?
= @ fL3 _, . ‘
[ . o 4 | . | -
@ fim ° 2
0 f1/6

20 to finish the connection click again the add link button on the task bar.

¥ GNS3 ¥ aNs3
File Edit “iew Control Device Annotate Help File Edit VWiew Control Device Annotate Help

Y I REEHET Nexzxwd E@ws|0sa
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21 here is the final network draw with the interfaces:
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e .



Start the virtual devices

22 Start the windows 2012 server by right click on it and select the start command from the popup
menu:

win201/ \.Wifﬂ
- .

- Configure
ShowHide the hosthame

o=

=

Change the hosthame
au Change Symbol

Bring display to front

= Hide display window
Change consaole port

e

i manageme B Console 831
right () 20 Capture

23. when it booted up similarly start the win7 machine.
24. Then finally start the “EtherSwitch router”

R1

#  Configure
W ShouwHide the hosthame
‘6 Change the hostname

aw Change Symbol

J Change console port
win201
B Consale
el
L Capture

| Suspend

25 After starting the “EtherSwitch router” you will recognize it will up all the CPU resources of the
computer. To help on it we should use the “IDLE PC”.

& Windows Task Manager i | ﬂ

R1 File  OQptions  Wiew Help
.Applications Processes ] Services  Performance |Netw0rking | Users |
f CPL Usage CPUU History
1/0 f1/1 ! "
win201 o1 .w Memory Physical Memory Usage Hiskory

Lel .

Physical Memory {ME) System
Total 3062 Handles 16549
Cached 467 Threads 621
fvailable 475 Processes 49
Free 10 Up Tirme 1:07:53:11
Commit (M) 3015 [ 6123
wagement console, Running on GMS3 wersion 0.58.3 Kernel Memary (ME)
{c) 2006-2012 GMNS3 Project Paged 209
Monpaged 74 o PESOUrCE Monitar, ,,

133: Exporting R1 configuration to C:YUsersiadmin

Processes: 49 CPU Usage: 51% Physical Memonge: 842



26 Right click to the “EtherSwitch router”, and from the popup menu select the “Idle PC” command

R1

Configure
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28 Select a value with star in front of it, then click to the OK button. If an information widow
appears click to the OK button on that as well:

stures g X

astharne | Interface

/ q\l 171
¥ IOl piepe x|2x

IDLE PC walue 0x60306450 has been applied on R1

® IDLE PC values ﬂﬁ

Potentially better idlepc values are marked wikh *'

11 0x60c93b48 [79] j

50 [56
L 4 OxE03064cE [43]
5! Ox62bor000 [66]




29 The CPU stress of your computer should significantly decrease. If not repeat the process.

n=- WL

B Windows Task Manager - |0 ﬁ

R1 File  Options  Wiew Help

" applications | Processes | Services  Performance | Networking | Users |

CPU Usage CPU Usage Hiskory

f1/0 f1/1

i v
win201 a1l @

LEI .

Physical Memory {ME) System
Takal 3062 Handles 16922 B
Cached 467 Threads 613
Available 472 Processes 49
Free ] Up Time 1:07:57:16

Carnmit (ME) 3018 6123

- - Kernel Memary (ME)

30 Test the Skt masvesmoe | | popes |
ConneCtion 1331 Exporting R1 configuration to C:iUsersiadmi
between the Processes: 49 CPU Usage: 1134 Physical Memonge: 3424
win7 client

and the win 2012 server by ping

Monpaged

E¥ Administrator: C:\Windows\system32\cmd.exe EI@

C:slUsershvadministrator?ping 192.168.168.118

Pinging 192_168.168.118 with 32 bytes of data:
Eeply from 192.168.168.118: bytes=32 time=1ims TTL=128

m

eply from 192.168.168.118: bytes=32 time=bms TTIL=128
eply from 192.168.168.118: bytes=32 time=Yms TIL=128
eply from 192.168.168.118: bytes=32 time=1ms TTIL=128

Ping statistics for 192.168.168.118:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

Minimum = ims,. Maximum = ?ms,. Average = 3ms

C:slUserssadministrator?




Install the Network Policy Server (RADIUS) to windows 2012

31 Start the server manager, if it does not start automatically, then select Manage / “Add Roles and
Features”

[ Server Manager - | o [

K Dashboa rd Manage Tools

Add Roles and Features

Remove Roles and Features

WELCOME TO SERVER MANAGER
Add Servers

Create Server Group

N S M P rti
0 CO “Iﬂgure erver Manager Properties

ii All Servers

f§l ADDs
{1 DHCP QUICK START
£ DNs 2 Add roles and features
-l ices b
& File and Storage Services 3 Add other servers to manage
WHAT'S NEW o )
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:4 | Servergroups:1 | Servers total: 1

w
[ 1

32 Click next on the welcome screen of the wizard:

[ Add Roles and Features Wizard - | o[

DESTINATICN SERVER

Before yau beg in HackDC1Z hackme1 Zlocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

33 Select the Role-based or feature-based installation



DESTINATION SERVER

Select installation Type HackDC12 hackme1Zlocal

Select the installation type. You can install roles and features an a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation

Server Selection _ X X
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | MNext > ‘ | Install | | Cancel

34 Select the local server

DESTIMATIOMN SERVER

Select destination server HackDC12 nackme12local
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

Microsoft Win

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext = | | Install | | Cancel

35 Select the “Network Policy and Access Services” to install.



DESTIMATIOMN SERVER

Select server roles HackOC12 hackmet 2 oca

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server selection ~ Network Policy and Access Services

m [] Active Directory Rights Management Services 1 provides Network Policy Server
(NPS), Health Registration Authority

[] Application Server

Feztres DHCP Server (Installzd) (HRA), and Host Credential
- Authorization Protocol (HCAP),
DNS Server (Installed) which help safeguard the health and
[] Fax Server security of your network.
b File And Storage Services (Installed)
[ Hyper-v

Network Policy and Access Services

[] Print and Document Services
[ Remote Access

[[] Remate Desktop Services

[ Valume Activation Services

[] Web Server (1IS)

[] Windows Deployment Services

[] Windows Server Update Services

W

‘ < Previous || Next > | | Install || Cancel |

36 the computer informs you, it will requires some additional features to install. Click to the “Add
Features” button, to accept the dependents.

Add features that are required for Network Policy and
Access Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] Network Policy and Access Services Tools

Include management tocls (if applicable)

|AddFeatl.|r5H Cancel ‘

37 click to next to continue the wizard



DESTINATION SERVER
Select server roles HackDC12 hackme 2 ocal
Before You Begin Select one or more roles to install on the selected server.
Installation Typs Roles Description
Server Selection o . . A Netwark Policy and Access Services
[] Active Directory Rights Management Services ] provides Network Policy Server
[ Application Server (NPS), Health Registration Authority
Feanres DHCP Server (Installed) TRﬂ and HD;‘ C'edel"'(:a('m)
Network Policy and Acces... — uthorization Protocol .
g DNS Server (Installed) which help safequard the health and
Role Services [] Fax Server security of your network.
Confirmation 3 File And Storage Services (Installed)
[] Hyper-v
[7] Print and Document Services -
[ Remaote Access
[[] Remote Desktop Services
[] Volume Activation Services
[ web Server (IIS)
[] Windows Deployment Services
[] Windows Server Update Services ™
[ <previous | [ Nex> | | nstal [ cancel |

38 The required features are already selected, so click next on the “Select Feature” page

DESTINATION SERVER
Select features HackDC12.hackme12Jocal
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection ~ MET Framework 3.5 combines the
= R 7 power of the NET Framewark 2.0
server foles b [®] .NET Framework 4.5 Features (Installed) APls with new technologies for
b [ Background Intelligent Transfer Service (BITS)  |=|  building applications that offer
Network Policy and Acces... [ BitLocker Drive Encryption appealing user interfaces, protect
L your customers' personal identity
Fole Sarvices [ BitLocker Network Unlock information, enable seamless and
Confirmation [] BranchCache secure communication, and provide
[J Client for NFS the ability to model a range of
o business processes.
[] Data Center Bridging
[[] Enhanced Storage
[7] Failover Clustering
Group Policy Management (Installed)
[ Ink and Handwriting Services
[ Internet Printing Client
[] IP Address Management (IPAM) Server |
— e - . “
<[ " [ [>]
< Previous | | Next > | | Install ‘ | Cancel

39 Click next on the “Network Policy and Access Services” screen



DESTIMATIOMN SERVER

Network Policy and Access Services HackDC 12 hackme 2local
Before You Begin Network Policy and Access Services allows you to define and enforce policies for network access
Installation Type authentication, authorization, and client health using Network Policy Server (NPS), Health Registration

Authority (HRA), and Host Credential Authorization Protocol (HCAP).
Server Selection

Server Roles Things to note:

Featuras * You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and
as a Network Access Protection (NAP) policy server, After installing NPS using this wizard, you can
configure NPS from the NPAS home page using the NPS console.

Role Services

* NAP helps you ensure that computers connecting to the network are compliant with organization
Confirmation netwaork and client health policies. After installing NPS using this wizard, you can configure NAP
from the NPAS home page using the NPS console.

Overview of Network Policy and Access Services

<Previuu5‘| Mext > | | Install || Cancel

40 Select the “Network Policy Server” role service to install. We do not need the “Health
Registration Authority” and the “Host Credential Authorization Protocol” yet, we will install them
later, when we configure the health policy with 802.1x.

DESTINATION SERVER

Select role services HackDC1Z hackme12local

Before You Begin Select the role services to install for Network Policy and Access Services

Installation Type Role services Description
Server sglaction Network Policy Server (NPS) allows
Server Roles you to create and enforce

- [ Health Registration Authority arganization-wide network access

Fazturss [] Hest Credential Authorization Protocol policies for client health, connection
Metwork Policy and Acces..

request authentication, and
connection request authorization.
With NPS, you can also deploy
Metwork Access Protection (NAF), a
client health policy creation,
enforcement, and remediation
technology.

Confirmation

<Previuus|| MNext » | | Install || Cancel

41 On the confirmation window click to the “Install” button.



B - B DESTIMATIOM SERVER
Confirm installation selections HockDC12 hackmet2 local
Before You Bagin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to dear

Server Roles their check boxes,

Features

Network Folicy and Acces.. Metwork Policy and Access Services
Network Policy Server

Rolz Services

Remate Server Administration Tools

Role Administration Tools

MNetwork Policy and Access Services Tools

Export configuration settings
Specify an alternate source path

<Previcus | | e | | mstall || Cancel

42 then wait until the installation finish

Installation progress ok 12 a3

View installation progress

o Feature installation
| —
Installation succeeded on HackDC12.hackmel1Z.local,

Network Policy and Access Services
Metwork Policy Server

a

Server istration Tools
Role Administration Tools

Network Policy and Access Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > ‘ | Close | | Cancel




Install the Certificate Server to Windows 2012

43 select Manage / “Add Roles and Features” in the server manager.

[ Server Manager - | o=

Manage Tools

Add Roles and Features

_ ? SERVERS Remove Roles and Features

|E= Dashboard All servers | 1 total Add Servers

_l Local Server Filter P - Create Server Group

& All Servers Server Manager Properties
AD Ds SEI’\-’EI"[\a‘ﬂE IPvd Address Manageability Last Updatg

DHCP
DNS

[ ]
1 HACKDC12  192.168.168.110 Online - Performance counters not started  1/3/2013 9:3
2
i

File and Storage Services P

NAP

< [T >
EVENTS
All events | 0 tota TASKS =
» S

44 Click next on the welcome screen

= Add Roles and Features Wizard - | o[

DESTINATION SERVER

Before Yyou begiﬂ HackDC1 2 hackme 1 2iocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default




45 Select “Role-based or feature-based installation”, and click to next

DESTINATION SERVER

Select installation ‘[ype HackDC12 hackme12.ocal

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Beforz You 22gin

@) Role-based or feature-based installation

Server Selection X X
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > | | Install | ‘ Cancel

46 Select the local server as destination

DESTIMATIOM SERVER

Select destination server HackDC1Z hackme12ocal

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (@) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Poaol
Features
Filter:
Narme |P Address Cperating System

hackmel2local 192.168.168.110 Microsoft Wind Server 2012 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Net> | | nsall | [ Cancel

47 Select the “Active Directory Certificate Service” as server role.



DESTINATION SERVER
Select server roles HakDC12nackme12local
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection A | Active Directory Certificate Services
(AD C5) is used to create
Active Directery Domain Services (Installed) certification authorities and related
Features ] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services :::ent;a;fag:;?:i::fs usedina
[] Active Directory Rights Management Services
[ Application Server
DHCP Server (Installed) =
DNS Server (Installed)
[7] Fax Server
[ File And Storage Services (Installed)
[] Hyper-V
P (W] Metwork Policy and Access Services (Installed)
[] Print and Document Services N
7] Remaote Access
7] Remaote Desktop Services
1 Vnlime Artivatinn Senvires ™
< Previous | | Next > | ‘ Install | | Cancel

48 Again the computer informs you, it will requires some additional features to install. Click to the
“Add Features” button, to accept the dependents.

Add features that are required for Active Directory
Certificate Services?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

‘AddFeatursH Cancel ‘

49 Click next on the “server roles” window



Select server roles

g=fors You 22ain

Installation Type

Server Selection

Features
ADCs
Role Services

Confirmation

Select one or more roles to install on the selected server,

DESTIMATION SERVER
HackDC1Z hackme1Zlocal

Roles Description
ctive Directory Certificate Services kal {AAC;VES?;:E::;;Y‘EE:;::‘E Services
Active Directory Domain Services (Installed) certification autharities and related
[[] Active Directory Federation Services role services that allow you to issue
[[] Active Directory Lightweight Directory Services ""‘? manage ct_ertiﬁcates usedina
variety of applications.
[] Active Directory Rights Management Services
[] Application Server
DHCP Server (Installed) =
DNS Server (Installed)
[] Fax Server
[ File And Storage Services (Installed)
[] Hyper-V
b [E] Metwork Policy and Access Services (Installed)
[] Print and Document Services —1
[] Remote Access
[[] Remaote Desktop Services
M1 Valimna Arthatinn Sanrirac w
< Previous | | Next » ‘ | Install | | Cancel

Select features

Bafors vou Bzgin
Installation Type

Server selection

Server Roles

ADCS
Role Services

Confirmation

50 Click next on the “Select Feature” page

DESTIMATIOM SERVER
HackDC12.hackme12.local

Select one or more features to install on the selected server,

Features Description
A NET Framework 3.5 combines the
power of the .NET Framework 2.0
b [H] .NET Framework 4.5 Features (Installed) APls with new technologies for
b [] Background Intelligent Transfer Service (BITS) = building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
. || your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[] Data Center Bridging
[7] Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[ Ink and Handwriting Services
[] Intemnet Printing Client
[] 1P Address Managerment (IPAM) Server
[] iSNS Server service [w|
<] m [ D]
‘ < Previous. | | MNext > | ‘ Install | | Cancel

51 click next on the certificate server installation window




DESTIMATIOM SERVER
HackDC12 hackme1Z local

Active Directory Certificate Services

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocal Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

g=fors You 22gin
Installation Type

Server selzction

Things to note:
Server Roles

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Features

Role Services

Confirmation

Active Directory Certificate Services Overview

< Previous | | MNext » ‘ | Install | ‘ Cancel

52 install the “Certification Authority Web Enrollment” role service as well.

DESTIMATIOM SERVER
HackDC12. hackme12.local

Select role services

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server szlaction

Server Roles

Features
ADCE

Confirmation

Certification Authority
[] Certificate Enrallment Policy Web Service

[[] Certificate Enrollment Web Service

[] Metwork Device Enroliment Service

[[] Online Responder

Certification Authority Web
Enrollment provides a simple Web
interface that allows users to
perform tasks such as request and
renew certificates, retrieve certificate
revocation lists (CRLs), and enroll for
smart card certificates.

< Previous | | Next > | | Install | ‘ Cancel

53 Again the computer informs you, it will requires some additional features to install. Click to the

“Add Features” button, to accept the dependents.




Add features that are required for Certification
Authority Web Enrollment?

You cannot install Certification Authonty Web Enrollment unless the
following role services or features are also installed.

4 Web Server (IIS) E
4 Management Tools
4 IS 6 Management Compatibility =
II5 & Metabase Compatibility —
[Tools] IS Management Conscle
4 Web Server
4 Application Development
ASP
ISAPI Extensions ™

Include management tools (if applicable)

‘AddFeatl.lrsH Cancel ‘

54 click next on the “select role services” window

- DESTINATION SERVER
Select role services HackDC12 hackme12 local
Before You Begin Select the role services to install for Active Directory Certificate Services
Installation Type Role services Description
Server selection =
Certification Authority Certification Authority Web
Server Bolas ! . ) Enrollment provides a simple Web
[ Certificate Enroliment Policy Web Service interface that allows users to
Featares [] Certificate Enroliment Web Service perform tasks such as request and
AD CS e rr—— = oliment renew certificates, retrieve certificate
Certification Au eb Enrolimen stion lists (CRLs), and enroll for
[ Network Device Enrollment Service smart card certificates.
Web Server Role (lIS) [[] ©nline Responder
Role Services
Confirmation
<Previous | [ nNet> | [ instan | [ cancel

55 click next on the “Web server role (IIS)”



Web Server Role (IIS) kot i s

Web servers are computers that let you share information over the Internet, ar through intranets and
extranets, The Web Server role includes Internet Information Services (II5) 8.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates 115 8.0, ASP.NET, and Windows
Communication Foundation.

EBefore You Begin

Server Selection

Server Roles Things to note:

Features
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
ADCS server traffic, especially when there are multiple roles on this computer.
Role Services * The default installation for the Web Server (lIS) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server lIS

| < Previous | | Next > ‘ | Install | | Cancel |

56 T used to add “Basic Authentication” as well, but it is not mandatory, just works good as a
backup authentication method.

DESTINATION SERVER

Select role services HackDC12 hackme 12 ocal

Before You Begin Select the role services to install for Web Server (I1S)

Installation Type Role services Description

Server Selection

Request Monitor |~ Basic authentication offers strong
Server Rolas . browser compatibility. Appropriate
Tracing for small internal networks, this
Features 4 Performance authentication method is rarely used
ADCS Static Content Compression an the public Internet. lts major
. . — disadvantage is that it transmits
Role Services [] Dynamic Content Compression pa rels across the network using
Web Server Role {IIS) 4 Security — an easily decrypted algorithm, If
Request Filtering - intercepted, these passwords are

simple to decipher, Use S5L with
— Basic authentication.

thentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication

Confirmation

[] Digest Authentication

[] 1S Client Certificate Mapping Authenticatic
[[] 1P and Domain Restrictions

[ URL Autharization

Windows Authentication ™

<[ " [ T>] |

< Previous | ‘ Mext > ‘ | Install | ‘ Cancel

57 click install on the confirmation window



. . . . DESTINATION SERVER
Confirm installation selections HackDC 12 hackme12local
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
AD CS Active Directory Certificate Services ~
) Certification Authority
Role Services 5
Certification Authority Web Enrollment

Web Server Role {I1S)
Remote Server Administration Tools

Role Services

Role Administration Tools

Active Directory Certificate Services Tools
Certification Authority Management Tocls

Web Server ([IS)
Management Tools
115 6 Management Cormpatibility
115 6 Metabase Compatibility W

Export configuration settings
Specify an alternate source path

<Previous | | nNext> | [ sl |[ Cancel
58 wait until the installation complets.
[ Add Roles and Features Wizard =B8] %
Installation progress sackoc 12 e 2o

View installation progress

o Feature installation

Configuration required. Installation succeeded on HackDC12.hackmel2local.

Active Directory Certificate Services ~
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server
Certification Authority
Certification Autharity Web Enrollment
Remote Server Administration Tools
Role Administration Tools

Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (IIS)

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | ‘ Mext > ‘ | Close | ‘ Cancel ‘

59 There are some additional task we should do, so click to the post-deployment configuration.



View

|, Post-deployment Configura... ‘ ~
% Dashboard [ ] TASKS ¥
Configuration required for Active Directory =
Local S -
ocal senver Certificate Services at HACKDC12 L = @
Wi All Servers N . .
Configure Active Directory Certificate Services o the
5% ADCS o destination server Last Updatd
I e counters not started
Installation succeeded on HackDC12.hackmel2.local.
&4 DNS
- Add Roles and Features
W File and Storage Service
iﬂ s o Feature installation
|
?k" NAP Configuration required. Installation succeeded on
HackDC12.hackme12.local. >
Add Roles and Features
Task Details
TASKS +
Filter P i e
W

60 use a domain administrator user to configure, then click to the next button

Credentials

Role Services

DESTINATION SERVER
HackDC12 hackmel2.local

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
+ Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enroliment Web Service
* Network Device Enrollment Service

Credentials: HACKME12\Administrator

More about AD C5 Server Roles

| < Previous || Next » | | Configure | ‘ Cancel

61 select the two role services, to do the post configuration:




DESTINATION SERVER

Role Services HackDC12.hackme12 local

Cradentials Select Role Services to configure

Setup Type Certification Autharity

CAType Cerl.:\ﬁcall'on Authority Web Enrollment
[] Online Responder
Frivate Key [] Network Device Enrollment Service
Cryptography [] Certificate Enrollment Web Service
A Mame [ ] Certificate Enrollment Policy Web Service

Validity Period
Certificate Database

Confirmation

More about AD CS Server Roles

| < Previous || Next > | | Configure || Cancel |

62 Select the CA type (the enterprise here has not any connection with the windows enterprise or
standard connection, it means the CA is AD integrated, so the domain computers can find it
automatically). Generally at least two level hierarchy recommended (a Standalone root CA, and an
Enterprise issue CA). Now in the test environment we will install only an enterprise root CA,
because it requires less resource.

DESTINATION SERVER
Setu p Type HackDC12.hackmel2.Jocal

Credentials Specify the setup type of the CA

Rolz Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to

AT - simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
ype

certificates.
Privata Kay
(®) Enterprise CA
Cryptography

Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

Validity Peried
sldly rerie O Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
confirmation DS and can be used without a network connection (offline).
Maore about Setup Type
< Previous | | Next = | | Configure | | Cancel

63 Select “Root CA” as CA type



DESTINATION SERVER

CA Type HackDC12.hackme12.local

Cradentials Specify the type of the CA
Role Servicas

Setup Type ‘When you install Active Directory Certificate Services (AD CS), you are creating or extending a
= public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate, A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.
Cryptography ® Root CA
CA Mame Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Validity Period
Slarere ) Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

More about CA Type

< Previous H Next > | | Configure || Cancel

64 Select the “Create a new private key”, because we want to create a new certificate server.

DESTINATION SERVER

Private Key HackDC12 hackme12.local
Credentizls Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CATyps @ Create a new private key

Use this option if you do not have a private key or want to create a new private key.

Cryptograph:
yerearaeny () Use existing private key
Ch Nzme Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Peried () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. import a certificate and use its associated private key.
Confirmation

() Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Mare about Private Key

| < Previous || Next = | | Configure | ‘ Cancel |

65 Set the key length and authentication algorithm. I used the largest available ones. If you want to
install certificate network devices as well check what is supported by the IOS. Now we do not
install certificate to the switch, the authentication will be done on the RADIUS server.



DESTINATION SERVER

C ryptograp hy for CA HackDC12 hackme12.local
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CAType [ Rsa#Microsoft Software Key Storage Provider [~] [a0se [+]
Private Key

Select the hash algorithm for signing certificates issued by this CA:

SHA256

CA Mame SHA384

Validity Period SHA512
Certificate Database SHAI
KADS

Confirmation
[] Allow administrator interaction when the private key is accessed by the CA,

Maore about Cryptography

| < Previous || Next = ‘ | Configure || Cancel |

66 change the CA name, or set some additional parameter if you want, then click to next.

DESTINATION SERVER

CA Name HackDC12.hackmel2 local
Credentials Specify the name of the CA
Role Services
Setup Type Type a commen name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAType be modified.
Private Key

Common name for this CA:
hackmel2-HACKDC12-CA

Cryptography

validity Pariod Distinguished name suffix:

Cartificate Datsbase DC=hackmel2,DC=local

Confirmation Preview of distinguished name:
CN=hackme12-HACKDC12-CA DC=hackme12,DC=local

Maore about CA Name

< Previous | | Next > | | Configure | | Cancel

67 set the validity period.



DESTINATION SERVER

Valia ity Pe riod HackDC12.hackmel2.local
Credentials Specify the validity period
Rols Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 5 Years H
Privata Key CA expiration Date: 1/3/2018 10:17:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
A MName certificates it will issue.

Certificate Datzbaze

Confirmation

More about Validity Period

< Previous. | | Next > | | Configure ‘ | Cancel

68 select the place of the CA database and transaction log files:

DESTINATION SERVER

CA Database HackDC12.hackme12.local
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CAType CAWindows\system32\Certlog
Private Key Certificate database log location:
Cryptography CAWindows\system32\CertLog
CA Name

Validity Period

Confirmation

More about CA Database

< Previous || MNext = | | Configure || Cancel

69 on the confirmation window click to configure.



DESTINATION SERVER

Confirmation HackDC12 hackme12.local
Cradentizls To configure the following roles, role services, or features, click Configure.
Role services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CAType .
CAType: Enterprise Root
Private Key c . . :
ryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAS512
CA Name Key Length: 4096
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 1/3/2018 10:17:00 PM

Certificate Database

Distinguished Name: CM=hackmel12-HACKDC12-CA DC=hackme12,DC=local
Certificate Database Location:  C\Windows\system32\Certlog

Certificate Database Log ChWindows\system32\CertLog

Location:

Certification Authority Web Enrollment

< Previous | | Next > | | Configure | | Cancel

70 Wait until the installation finishes.

DESTINATION SERVER
Results HackDC12.hackme12.local

The following roles, role services, or features were configured:

~ Active Directory Certificate Services

Certification Authority o Configuration succeeded
More about CA Configuration

Certification Authority Web Enrollment 0 Configuration succeeded
More about Web Enrollment Configuration

< Previous | | Next > | | Close | | Cancel




Configure the certificate authority

By default the Certificate authority does not issue certificate good for RAS and IAS server, so we
should enable that certificate template as well.

1. start the Certification Authority management console

Server Manager

|

Active Directory Administrative Center

Manage Tools View

Server Manager * Dashboard

Active Directory Domains and Trusts
hboard WELCOME TO SERVER MANAGER o )
ashboar Active Directory Module for Windows PowerShell
§ Local Server Active Directory Sites and Services
-i All Servers . i’ ) Active Directory Users and Computers
B Ap s Configure this local serve | xos et
i AD DS SUCKSTaRT [ [ certification Authority N
o ;
{8 DHCP 2 Add roles and features S
= Computer Management
:% DNS AdA ~ . - Defragment and Optimize Drives
= 3 Add other serversto manag |75 P

2. right click tot he “Certificate Templates”, then from the popup menu select new / Certificate
Template to Issue

_I:I-

il certsrv - [Certification Authority (Local)shackme12-HACKDC12-CA\Certificate Templates]
File Action View Help
o # 6=

if‘;‘ Certification Authority (Local)

Marme Intended Purpose

4 g| hackmel2-HACKDC12-CA
| Revoked Certificates
| lssued Certificates
| Pending Requests
| Failed Requests

] Directory Email Replication

) Dornain Controller Authentication
] Kerberos Authentication

5 EFS Recovery Agent

| Certificate Templa

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

File Recovery

Client Authentication, Server Authentic...

n
&:‘Sewer Authentic...
Encrypting File Syst¥m, Secure Email, Cl...

Microsoft Trust List Signing, Encrypting...

] Basic EFS Encrypting File System
Manage |Ier r R
| Mew » ” Certificate Template to |ssue
Wiew » I
Refresh tification Authority <All=
Export List...
Help

Enable additional Certificate Templates on this Certification Authority



3. from the Certificate templates select the “RAS and IAS Server”, then click to OK

Select one Certificate Template to enable on this Certification Authority.

Mote:  a certficate template that was recently created does not appear on this list, you may need to wait until

information about this template has been replicated to all domain cortrollers.
All of the certificate templates in the onganization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName

E |PSec (Offline request)
& Key Recovery Agent

E QCSP Response Signing

IE1| RAS and IAS Server

& Router {Offline request)

E Smartcard Logon

& Smartcard User

& Trust List Signing

E |ser Signature Onby

T Workstation Authentication

Imtended Purpose

IP securty IKE intermediate

Key Recovery Agent

QCSP Signing

Client Authentication, Server Authentication
Client Authentication

Client Authentication, Smart Card Logon
Secure Email, Client Authertication, Smart Card Logon
Microsoft Trust List Signing

Secure Email, Cliert Authentication

Client Authentication

4. check, if this template really appears among the templates.

File Action View Help

o x| XE = H
ﬁ Certification Authority (Local) Mame
4 g hackmel2-HACKDC12-CA RAS and IAS Server
] Revoked Certificates 5 Directory Email Replication

Intended Purpose

Client Authentication, Server Authentic...

Directory Service Email Replication

[ Issued Certificates Bl Dornain Controller Authentication Client Authentication, Server Authentic...
= Pending Requests E Kerberos Authentication Client Authentication, Server Authentic...
] Failed Requests 5 EFs Recovery Agent File Recovery
- Certificate Templates 5 Basic EFS Encrypting File System
[l Dornain Controller Client Authentication, Server Authentic...
Hl Web Server Server Authentication
= Computer Client Authentication, Server Authentic...
5 User Encrypting File Systemn, Secure Email, Cl...

5 subordinate Certification Auth ority <All=
5 Administrator Microsoft Trust List Signing, Encrypting...

5. give some time to your computer, to request a certificate automatically, you may can reboot it,
just to be sure. It is recommended, to run a gpupdate /force on the client, may be to reboot it, to get
the the certificate of this newly installed enterprise root ca through the AD communication.



Configure the RADIUS server
Set up the switch as RADIUS client

71 start the NAP server management tool

Server Manager

? SERVERS
Dashboard All servers | 1 total

Local Server

All Servers
AD D5 Server Mame  [Pvé Address Manageability

i
i
[
i
iR DHCP
=
[
o

192.168.168.110 Online - Performance counters ne

DNS

File and Storage Services I

NAP

View
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit
Component Services
Computer Management
Defragment and Optimize Drives
DHCP
DMS
Event Viewer
Group Policy Management
Health Registration Authority
iSCSI Initiator
Local Security Policy

EVENTS

All events | 0 total

Network Policy Server %‘
ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

72 Select the RADIUS Clients, to configure the switch as RADIUS client.

& Network Policy Server
File Action View Help

s 7

_I:I-

@- NP3 (Local) RADIUS Clients

4 | RADIUS Clients and Servers

39 Remote RADIUS Server Groy

I Ef Palicies

lé Accounting
1 Ml Ternplates Management

ﬂ RADIUS Clients ;' RADIUS clients allow you to specify the netwark access servers, that provide access to your network.

b h Metwork Access Protection Friendly Mame IP Address  Device Manufacturer MNAP-Capable  Status

73 right click to the Radius Clients and select “New” from the popup menu



File Action View Help

e 7nE HE

@ NP5 (Local) RADIUS Clients

4 [ RADIUS Clients and Servers
@ RADIUS clients allow you to specify the network access servers, that provide access to your network.
i—i Remote RADI | New

I ‘]'__EI Paolicies Export List

b ! Metwork Access E : e IP Address  Device Manufacturer MNAP-Capable  Status

% Accounting View '
1 Wl Templates Manag Refresh
Help

74 give a friendly name to the switch and configure the IP address of it. I will use for the switch the
IP 192.168.168.1. After it we must configure a shared secret between the switch and the RADIUS
server, what they will use, to mutually authenticate eachother. I used the password ciscol123. It can
be anything in general at least a 10 character long key is recommended, because it is a quite weak
authentication method.

Seftings | Advanced

[w] Enable this RADIUS client

[ ] 5elect an existing template:

Mame and Address
Friendly name:
|rrryswitd1

Address (IP or DNS):
192.168.168.1

Shared Secret
Select an existing Shared Secrets template:

| Mone

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS cliert with the same shared
secret entered here. Shared secrets are case-sensitive.

® Manual () Generate
Shared secret:

Corfirm shared secret:




75 Check if the new RADIUS client is created.

File Action View Help

&= nE BE

e‘ NP3 (Local) RADIUS Clients

4 [ RADIUS Clients and Servers
F RADIUS Clients a RADIUS clients allow you to specify the netwarl: access servers, that provide access to your network:.

39 Remote RADIUS Server Groy

I+ ‘]'__EI Policies
b ! Metwark Access Protection Friendly Name IP Address Device Manufacturer  NAP-Capable  Status

% Accounting E myswitch 192.168.168.1 RADIUS Standard Na Enabled

1 Ml Temnplates Management




Set up the Connection Request Policy on the RADIUS Server

76 right click to the “Connection Request Policies”, and select New from the popup menu.

File Action View Help

o= sE B=

€ NPS (Local)
4 || RADIUS Clients and Servers
5 RADIUS Clients

39 Remote RADIUS Server Groups

4 =] Policies

@ Connection Request Polici

Connection Request Policies

— [ Connection request policies allow you to designate whether connection requests are processed locally or
— | forwarded to remote RADIUS servers. For NAP VPN or 802 1, you must corfigure PEAP authentication in
connection request policy.

1 Metwork Policies
[ Health Policies
I+ 5 Metwork Access Protection
% Accounting
1 Ml Templates Management

] Policy Name Status Processing Order  Source

| New ication for all users Enabled 559955 Unspeciied
Export List
Wiew [
Refresh

Specify Connection Request Policy Name and Connection Type

You can specify a8 name for your connection request policy and the type of connections to which the policy is applied

Network connection method

Select the type of network access server that sends the connection request to NP5, You can select either the network access server
type or Vendor specific, but nether is required. i your network access serveris an 802.1X authenticating switch or wirgless access point,

select Unspecified.

(®) Type of network access server:

| Unspecied

() Vendor specific:
10 -

3

Previous | | Mendt | | Finish | | Cancel




78 On the “Specify Conditions” window click to the “Add...” button, to define a condition.

\ Specify Conditions
i Specify the conditions that determine whether this connection request policy is evaluated for a connection reguest. A

minimum of one condition is required.

Conditions:
Condition

| | Remove

Fish | | Cancel

79 Select NAS port type as condition.



Select condition LS
Select a condition, and then click Add.

Q‘] NAS ldentifier ~
L& The MAS |dentifier condition specifies a character string that is the name of the network access server (MAS). You
can use pattern matching syntax to specify NAS names.

Q—l NAS IPv4 Address
Ui The MAS |P Address condition specifies a character string that is the |P address of the NAS. You can use pattern
matching syntax to specify |P networks.

Q—I NAS IPv6 Address
o7 The MAS |PvE Address condition specifies a character string that is the IPvE address of the NAS. You can use
pattern matching syntax to specify IPvE networks.

=" NASPort Type
= The NAS Port Type condition specifies the type of media used by the access client, such as analog phone lines,
ISDM, tunnels or virtual private networks, IEEE 802.11 wireless, and Ethernet switches.

80 Select Ethernet as port type (we want to answer to the 802.1x requests)

Specify the access media types required to match this policy.
Comman dialup and VPN tunnel types

[ ] Async (Modem)

[] I1SDN Synic

[] Sync (T1 Line)

[] Virtual (WPN)

Common 802.1X connection tunnel types

VT
] FODI

[ ] Token Ring
[ ] Wireless - |[EEE 802.11

Cthers
[ ] ADSL-CAP - Asymmetric D5SL Camiedess Amplitude Phase Modulation | -

[ ] ADSL-DMT - Asymmetric DSL Discrete Multi-Tone |:|

[ ] Async (Modem)
[] Cable

81. on the “Specify Connection Request Forwarding” we do not want to forward the request to
select “Authenticate request on this server” and click to next button.



New Connection Request Policy 25

! Specify Connection Request Forwarding

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
remote RADIUS server group.

I the policy conditions match the connection reguest, these settings are applied.

Settings:
F ding Connech
Ri;wu:;t e e o Specify whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authentication, or are accepted without authentication.
L Aeco 1 =
I.'EI unting ® Authenticate requests on this server

Forward requests to the following remote RADIUS server group for authentication:

ol corfgured

() Accept users without validating credertials

Previous | | Mendt Finish

82 On the ”Specify Authentication Methods” window do not select any authentication method (we
will configure them later on the Network Policies), just click to the next button.



MNew Connection Request Policy 2.5

| Specify Authentication Methods
* Configure one or more authentication methods required for the connection request to match this policy. For EAP

r authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP.

[ ] Overmide networe policy authentication settings

Theze authentication settings are uzed rather than the constraintz and authentication zettingz in network: policy. Far YPH and 8021
connections with AP, pou must configure PEAP authentication here.

EAP types are negotiated between MPS and the client in the order in which they are listed.

EAFP Types:
Maove Up
| Add. || Edt. || Remowe

Less secure authentication methods:
[ ] Microsoft Encrypted Authertication version 2 (MS-CHAP-v2)
[ User can change password after it has expired
[ ] Microsoft Encrypted Authentication (MS-CHAP)
[ ] User can change password after it has expired
[ ] Encrypted authentication {CHAP)
[ ] Unencrypted authentication (PAP, SPAF)
[ ] Mlow clients to connect without negetiating an authentication method.

Previous | | Mext | | Finish | | Cancel

83 On the “Configure Settings” window click to the next button



i Configure Settings
& MWPS applies settings to the connedtion request if all of the connection request policy conditions forthe policy are

matched.

Configure the settings for this network policy.
I conditions match the connection request and the policy grants access, settings are applied.

Settings:

Specify a Realm Name Select the attributes to which the following nules will be applied. Rules are processed in

a Adtribute the order they appear in the list.

RADIUS Attributes
@ Standard

“endor Specific Fules:
Find Replace With

Atribute: Called-Station-1d

Bemove

Move Up

Maove Down

Frish || Canesl

84 On the completing window click to the Finish button



Completing Connection Request Policy Wizard

You have successfully created the following connection request policy:

Secure Ehemet

Policy conditions:

Condition Value
MAS Port Type Ethemet

Policy settings:

Condition Value

Authentication Provider Local Computer

To close this wizard, click Finish.

85 check if the policy is created

e

Network Policy Server = [

File Action View Help

= sE =

€ NPS (Local)

4 [ RADIUS Clients and Servers
5 RADIUS Clients
35 Remote RADIUS Server Groups

F] LEJ Policies
| Connection Request Policies
] Metwork Policies
"] Health Policies

b B, Metwork Access Protection

% Accounting
b Ml Templates Management

Connection Request Policies

— (" Connection request policies allow you to designate whether connection requests are processed locally or

— | forwarded to remote RADIUS servers. For NAP VPN or 8021, you must configure PEAP authentication in
connection request policy.

Policy Name Status Processing Order  Source
=1 secure Ethemet Ensbled 1 Unspeciied
,[_EJ Use Windows authentication for all users Enabled 939939 Unspecified




Set up the Network Policy on the RADIUS Server

86 Right click to the “Network Policies” and from the popup menu select the New command

File Action View Help

o= 2= H=

e‘ MPS (Local) Network Policies I

4 [ RADIUS Clients and Servers
i RADIUS Clients — [ Network policies allow you to designate who is authorized to connect to the network and the circumstances under

- = | whichth ot connect.
37 Remote RADIUS Server Groups : =Y ean or earnat corn

4 |E] Policies

] Connection Request Policies Policy Name Status  Processing Order  Access Type  Sour...
| Network Polici |l:ﬁ[l::nnec:tiunstu Microgoft Routing and Remote Access server Enabled 555558 Derny Access  Uns...
] Health Policies Mew |.%on5 to other access servers Enabled 939339 Dery Access  Uns...
1 B Metwork Access Prof Export List
% Accounting )
1 Wl Templates Managen View '

Refresh

Help

[ —eramens - If the following conditions are met:

87 Give a name to the Network Policy, leave the type of it as Unspecified the click to the Next
button

You can specify a name for your network policy and the type of connections to which the policy is applied.

G l Specify Network Policy Name and Connection Type
l

Policy name:
Secure Ethemet]

Network connection method

Select the type of network access server that sends the connection request to NP5, You can select either the network access server
type or Vendor specific, but nether is required. i your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:

| Unspecified W
() Wendor specific:

.

Previous | | Mexdt | | Finish | | Cancel




88 On the Specify Conditions window click to the “Add...” button

Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
of one condition is required.

Conditions:
Condtion

| | Remove

Frish || Caneel

89 Select NAS port type as condition.



Select a condition, and then click Add.

Qj NAS Identifier k3
Lg The MAS Identifier condition specifies a character string that is the name of the network access server (NAS). You
can use pattern matching syntax to specify MAS names.

Q—l MAS IPv4 Address
L p. The MAS IP Address condition specifies a character string that is the |P address of the MAS. You can use pattern
matching syntax to specify |P networks.

Q—I MAS IPvE Address
L g The MAS IPvE Address condition specifies a character string that is the IPvE address of the NAS. You can use
pattern matching syntax to specify IPvE networks.

-— MNAS Port Type

—_ The MAS Port Type condition specifies the type of media used by the access client, such as analog phone lines,
ISDN, tunnels or virtual private networks, IEEE 80211 wireless, and Ethernet switches.

90 Select Ethernet as port type, then click to the OK button

Specify the access media types required to match this palicy.
Common dialup and VPN tunnel types

[] Async (Modem)
[]1SDN Sync

[ ] Sync (T1 Line)
[] Vitual (VPN)

Commaon 802.1% connection tunnel types

et ]
] FODI
[] Token Ring

[] Wireless - |[EEE 802.11

Others
[ ] ADSL-CAP - Asymmetric DSL Camieress Amplitude Phase Modulation [ ]
[] ADSL-DMT - Asymmetric DSL Discrete Multi-Tone

[ ] Async {(Madem)
[] Cable

91 Click again to the “Add...” button



i Specify Conditions
w Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum

of ona condition is required.

Conditions:
Condition Value
@ NAS Port Type Ethemat

Condition description:
The MAS Port Type condition specifies the type of media used by the access client, such as analog phone lines, ISDM, tunnels or virtual
private networks, IEEE 802.11 wireless, and Ethemet switches.

92 Select “Windows Groups” as condition, then click to the “Add...” button

Select a condition, and then click Add.
Groups

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

User Groups
The User Groups condition specifies that the connecting user must belong to ane of the selected groups.

HCAP

Location Groups

The HCAFP Location Groups condition specifies the Host Credential Authonization Protocol (HCAP) location groups
required to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access servers (MASs). See vour NAS documentation before using this condition.

| Cancel




93 Click to the “Add Groups...” button

Specify the group membership required to match this policy.

Groups

94 Add the “Domain Computers” (when the user is not logged in the computer will use it's own

account, to athenticate. Without it there can be problems with downloading computer policies, login
and things like that). Then click to the OK button

Select this object type:
|Emup

From this location:
|hadune12]ucal

Enterthe object name to select (z@mples):
Domain Computers

95 Then add the “Domain Users”. After the user logged in, the computer will reauthenticate,
because may be depending on the logged on user you want to set up different VLAN, or whatever.
If you do not want it there is a registry kay, to use the computer account after the user logged in.



Select this object type:

|Emup

From this location:
|had{me12]ucal

Enterthe object name to select (zamples):

Domain sers

96 Check, you added both groups, then click to the OK button

Specify the group membership required to match this palicy.

Groups
HACKME1Z Domain Computers
HACKME1Z"Domain Users

97 Check, if there is “OR” condition between the two groups, then click to the Next button



New Network Policy LS

Specify Conditions
]
*‘ Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum
3 of ona condition is required.

Conditions:
Condition Walue
t&d MAS Port Type Ethemat
SR Windows Groups HACKME1ZDomain Computers OR HACKME1Z2%Domain Users
Condition description:

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

Add. || Edt. || Remove

Previous | | Ment Finish

98 we want to enable the communication if someone authenticated so select Access Granted on the
“Specify Access Permission” windows, then click to the next button



New Network Policy 23

I Specify Access Permission
]

Configure whether you want to grant network access or deny network access if the connedtion request matches this

- palicy.

(®) Access granted
(Grant access if client connection attempts match the conditions of this policy.

() Access denied

Deny access if client connection attempts match the conditions of this policy.

[ ] Access is determined by User Dialin propeties {which ovemide NP5 policy)
Grant ar dery access according to user dialin properties if client connection attempts match the conditions of this policy.

99 On the “Configure Authentication Methods” window click to the “Add...” button under the EAP
types



i Configure Authentication Methods
|*

Configure one or more authentication methods required for the connection request to match this policy. For E&AP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

EAP types are negotiated between MPS and the client in the order in which they are listed.

EAFP Types:
Maove Up
| Add... | | Edt... | | Remove |

Less secure authentication methods:
[] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ ] User can change password after it has expired
[ Microsoft Encrypted Authentication (MS-CHAP)
[ ] User can change password after it has expired
[ ] Encrypted authentication (CHAF)
[ ] Unencrypted authentication (PAP, SPAF)
[] Allow clients to connect without negetiating an authentication method.
[] Perform machine heatth check only

| Previous | Ne¢ || Fnsh || Camcel |

100 and from the popup menu select Microsoft Protected EAP (PEAP), and click to the OK button.

Authertication methods:

Microsoft: Smart Card or other cerfficate
Microsoft: Protected EAP (FEAF)

Microsoft: Secured password (EAP-MSCHAP v2)

<




101 Select the newly added EAP type, and click to the “Edit...” button

Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must canfigure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in connection reguest policy, which overrides netwark policy authentication settings.

. l Configure Authentication Methods

EAP types are negotiated between NPS and the client in the arder in which they are listed.

EAP Types:

Microsoft: Protected EAP (FEAP)

Move Down

Less secure authentication methods:
[] Microsoft Encrypted Authentication version 2 (MS-CHAP2)
[ ] User can change password after it has expired
[ Microsoft Encrypted Authentication (M5-CHAP)
[ ] User can change password after it has expired
[] Encrypted authentication {CHAF)
[] Unencrypted authentication (PAP, SPAP)
[] Mlow clierts to connect without negetiating an authentication method.
[] Perform machine health check only

| Previous || MNet | Fsh || Cancel

102 Select the certificate we want to use Hopefully you already got one, if not, then request server
certificate for IAS and authentication server type. Do NOT use the certificate of the CA server
itself, that will not work! Then click to the “Add...” button, to add other autherntication type:




Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Reguest

Policy will override this certificate.

Certificate issued to: | HackDC 12, hadkme 12.local W
Friendly name: HackDC 12.hackme 12.local

Issuer: hackme 12-HACKDC 12-CA

Expiration date: 1/4/2014 9:18:17 AM

[] Enable Fast Reconnect

[ | Disconnect Clients without Cryptobinding

Eap Types

103 Select “Smart Card or other certificate” as authentication method, then click to the OK button:

Authentication methods:

104 1 set the “Allow client to change password after it has expired”, to make



Edit Protected EAP Properties

Mumber of authentication retries:

[] &llow dient to change password after it has expired

[+] Enable Fast Reconnect
[ Dizconnect Clients without Cryptobinding
Eap Types

Secured password (EAPMSCHAP v2)
Smart Card or other certificate

105 On the Configure Authentication Methods click next



Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy MAP with 802.1X or VPN, you must configure
Protected EAP in connection requast policy, which overrides network policy authentication settings.

' l Configure Authentication Methods

EAP types are negotiated between NP5 and the client in the order in which they are listed.

EAP Types:
Microsoft: Protected EAP (PEAP) Maove Up

(o |

Less secure authentication methods:
[] Microsoft Encrypted Authentication version 2 (M5-CHAP-v2)
[ ] User can change password after it has expired
[ Microsoft Encrypted Authertication (MS-CHAP)
[ User can change password after it has expired
[] Encrypted authentication {CHAP)
[] Unencrypted authertication (PAP, SPAP)
[] Mlow clierts to connect without negetiating an authentication method.
[] Perform machine health check only

106 On the “Configure Constraints” window click to the next button



i Configure Constraints
w Constraints are additional parameters of the network policy that are required to match the connection request. If a

r constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Mext.

Corfigure the constraints for this netwaork palicy.
if all constraints are not matched by the connection request, network access is denied.

Constraints:
Consirainis

Specify the maximum time in minutes that the server can remain idle before the connection
iy Idle Timeout is disconnected

a3 Session Timeout [ ] Disconnect after the maxdmum idle time

B

Called Station ID

restrictions

E’ MAS Port Type

107 On the Configure Settings window click to the “Add...” button



Configure Settings

I.* MPS applies settings to the connection request if all of the network policy conditions and constraints for the policy a
. matched.

Corfigure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

HADIUS Atiributes To send additional attibutes to RADIUS clierts, select a RADILS standard attribute, and
then click Edit. i you do not corfigure an attribute, it is not sent to RADIUS clients. See
: your RADIUS client documentation for required attributes.
“endor Specific
Network Access Protechion
B8, NAP Enforcement Attributes:
HEI Extended State Mame Walue
Routing and Remote Framed-Protocol FPP
Access Service-Type Framed
.. Multilink and
Bandwidth Allocation
Protocol [BAF)
L, IPFilters
3% Encryption
IP Settings Add... | | Edit_ | | Remove

|| Frsh || Cancel

108 Select “Tunnel-Medium-Type” then click to the “Add...” button



To add an attribute to the settings, select the attibute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
Al

Attributes:

MName
Turnel-Assignment-ID
Tunnel-Client-Auth-10
Turnel-Client-Endpt
Tunnel-Medium-Type

Tunnel-Passward
Tunnel-Preference

T pmimm] Dt Crm e 1T

< 1>

Description:

Specffies the transport medium used when creating a tunnel for protocols for example, LZTP) that can operate over
multiple transports.

109 On the Attribute Information window click again to the “Add...” button

Attribute name:
Tunnel-Medium-Type

Attribute number:
&5

Attribute format
Enumerator

Attribute values:

Vendor Value

Remove

Move Up

Move Down




110 Select “Commonly used for 802.1x” as attribute information

Attribute name:
Tunnel-Medium-Type

Attribute number:
65

Attribute format:
Erumerator

Attribute Value:
(® Commonly used for 802 1x

|EDE {includes all 802 media plus Ethemet canonical format)

() Cthers

“NOone:

111 Click to the OK button on the “Attribute information” window

Attribute name:
Turnel-Medium-Type

Attribute number;
&5

Attribute format:
Enumerator

Attribute values:

Vendor Value
RADIUS Standard 802 (includes all 802 media plus Bther...

Edit

Remove

ik

Maove Up

Move Down

| 0K

]

112 Select “Tunel-Preference” as next attribute we want to define




Add Standard RADIUS Attribute

To add an attribute to the settings, select the attribute, and then click Add.

[ x|

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click

Add.

Access type:

Al

Atributes:

MName

Tunnel-Passward

Tunnel-Preference
T e | T Y e

£

Turnel-Assignment-ID
Tunnel-Client-Auth-1D
TurnelLClient-Endpt
Turnel-Medium-Type

1T

Description:

Specffies the relative preference assigned to each tunnel when mare than one set of tunneling attributes is retumed

to the tunnel initiator.

113 give it a value 1, then click to the OK button

114 Select Tunnel-Pvt-Group-ID as next attribute, and click to the Add... button

Attribute name:
Turnel-Preference

Attribute number:
83

Attribute format
Integer

Attribute value:

Attribute Information

Add...

Close

1

oK

| | Cancel




To add an attribute to the settings, select the attribute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access bype:
All W

Attributes:
Mame ~
Tunnel-Client-Auth-10
TurnnelClient-Endpt
Turnel-Medium-Type
Tunnel-Password

Tunnel-Preference

Tl £ My b 1T EV
<] I >
Description:

Specifies the Group |0 for a tunneled session.

115 On the Attribute Information window click to the “Add...” button again

Attribute name:
Tunnel-Pvt-Group-ID

Attribute number:
a1

Attribute fomat:
OctetString

Attribute values:

Vendor Value

Remove

Move Up

Move Down




116 Define the VLAN you want the user became the member after the authentication. I will use the
VLAN 2 as the authenticated users VLAN.

Attribute name:
Turnel-Pwt-Group-10

Attribute number:
81

Attribute format ;
OictetString

Enter the attribute value in:
(®) String

) Hexadecimal

2 |

117 click OK on the Attribute Information window

Attribute name:
Tunnel-Pvt-Group-1D

Attribute number:
&1

Attribute format:
Qctet String

Attribute values:

Vendor Walue
RADIUS Standard 2

Edit ...

Remove

Move Up

Move Down

118 Select Tunnel-Type as next attribute, and click to the “Add...” button



To add an attribute to the settings, select the attibute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
Al vl

Attributes:

Mame

Tunnel-Password
Tunnel-Preference
Turnel-Pvt-Group-1D
Tunnel-Server-Auth-10
Tunnel-5erver-Endpt

119 On the Attribute Information window click to the “Add...” button again

Attribute name:
Tunnel-Type

Attribute number:
&4

Attribute format:
Erumerator

Attribute values:
Vendor Walue

Remove

Move Up

Move Down




120 Select Virtual LANs from the Commonly used for 802.1x, then click to the OK button

Attribute name:
Tunnel-Type

Attribute number:
64

Attribute format :
Erumerator

Attribute Value:
() Commonby used for Dial-Up or VPN

ZM0ne:

(® Commonly used for 802, 1x

| Virtual LANs (VLAN)
() Others

ZNones:

121 Click OK on the “Attribute information” window

Attribute name:
Turnel-Type

Attribute number:
64

Attribute format ;
Enumerataor

Attribute values:

Vendor Value
RADIUS Standard  Virtual LANs (VLAN)

Remaove

Maove Up

0

Maove Down

oK |

i

122 Click close on the “Add Standard RADIUS Attribute” window



To add an attribute to the settings, select the attribute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
All

Attributes:

Mame
Tunnel-Password
Tunnel-Preference
Tunnel-Pvt-Group-ID
Tunnel-Server-Auth-10
Tunnel-Server-Endpt
Tunnel-Type

<]
Description:
Specifies the tunneling protocols used.

123 Check if all the settings are correct, then click to the next button



i Configure Settings
* MPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy a

matched.

Configure the settings for this network policy.
f conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
FADIUS At To send additional attributes to RADIUS clients, select a BADIUS standard attribute, and
then click Edit. ¥ you do not corfigure an attribute, it is not sent to BADIUS clients. See
- your RADIUS client documentation for required attributes.
Yendor Specific
Network Access Protechon
B, NAP Enforcement Attributes:
EEI Extended State Name Value
Ruuting and Remote Framed-Protocol PPP
Access Service-Type Framed
. Multilink znd Tunnek-Medium-Type 802 (includes all 802 media plus Ethemet canonical for..
Eamclm-l Allocation Tunnel-Preference 1
rotocol (BAF) TunnelPvtGroupD 2
5 IP Filters Tunnel-Type Vitual LANs (VLAN)
#3 Encryption
IP Settings Add... | | Edit_ | | Remove |

Previous || MNet || Frsh || Cancel

124 on the completeing window click to the Finish button



Completing New Network Policy

You have successfully created the following network policy:

Secure BEhemet

Policy conditions:
Condition Walue
INAS Port Type Ethemet

Windows Groups HACKME12'\Domain Users OR HACKME12 Domain Computers

Policy settings:

Condition Walue |~
Authertication Method EAF _
Access Pemission Grant Access =
Update Moncompliant Clients True |
MAP Enforcemant Allow full network access

Framed-Protocol PPP

Service-Type Framed ™

To close this wizard, click Finish.

125 check if the New network policy is created correctly

File Action View Help

e« nE H=E

€ NPS (Local)

4 [ RADIUS Clients and Servers
5 RADIUS Clients
3 Remote RADIUS Server Groups

4 |=| Policies
[ Connection Request Policies
[ Health Policies

I ! Metwork Access Protection

% Accounting
| Wl Templates Management

Network Policies

— | which they can or cannot connect.

— [ Netwark policies allow you to designate who is authorized to connect to the network and the circumstances under

Policy Name
|I;ﬂSec::ure Ethemet

|l:ﬁCc:r1r1e,-¢;:ti0r1s to other access servers

Lﬁ&mnections to Microsoft Routing and Remote Access server

Status Processing Order  Access Type

Enabled 1
Enabled 999398
Enabled 939939

Grant Acce...
Deny Access
Deny Access

Sour...
Uns...
Uns...
Uns...




Configure the EtherSwitch router for 802.1x

Plan: We create two VLANSs, the VLAN 168 for the server (it does not require 802.1x
authentication, otherwise the switch were not able to contact to its RADIUS). And an access VLAN
(VLAN 2), it will require 802.1x authentication, now only the win7 client will be in it. The switch
will authenticate the client on the RADIUS server of the win 2012, first we accept MS-CHAPv2
later we change it to certificate based authentication. The RADIUS server will send the VLAN to
the client after the authentication, where it will join (now VLAN 2). The IP addresses of the VLANs
are:
* 192.168.168.0/24 in VLAN 168, the default gateway is the switch, with the IP
192.168.168.1 in this VLAN.
* 192.168.2.0/24 in VLAN 2, the default gateway is the switch with the IP 192.168.2.1 in this
VLAN.

126 right click on the router, then select the console command from the popup menu
R1

+  Configure
f1/0 ‘s Show/Hide the hostname
‘¥ Change the haosthame
au Change Symbaol

J Change console port
win201;

Console
el
L Capture

D Start

[T Suspend
W Stop

127 The switch is in exec (or admin) mode it can be seen from the # at the end of the prompt. If
your switch is in user mode from any reason (it can be seen from the > at the end of the prompt)
then type: enable then hit enter, to enter to the admin mode. To configure the switch use the
configure terminal command.

P Rl

Connected to Dynamips VM "RE1"™ (ID O, type c3745) - Console port
Pres=z ENTER to get the prowpt.

R1#

R1#

Rifconft

Rlffconfigure ter
Rlffconfigure terminal

128 Create the two required VLANs (VLAN 2 and VLAN 168), and give them some name (it is not



mandatory to name them):
vlan 2

name Access

vlan 168

name Management
exit

P Rl

Rliconfig)#

El{config) #vlan 2
El(config—vlan) #name Access
Rliconfig-vlan) #vlan 168

Rl (config-vlan) #name Management
Rliconfig—vlan) #exit
El(config) #

El(config) #

129 Add the port £1/0 to VLAN 168, and set it up as access port, similarly add port f1/1 to VLAN 2,
and set it up as access port, then save the configuration. We set both ports to portfast mode, as one
can read in the warning it is dangerous. This mode menas, if the :

interface FastEthernet 1/0
switchport mode access
switchport access vlan 168
spanning-tree portfast

interface fastEthernet 1/1
switchport mode access
switchport access vlan 2
spanning-tree portfast

do write

e Rl

Rl{config) #

Rl{config) #interface FastEthernet 1/0

Rl{config-if) #switchport mode access

Rl{config-if)#switchport access wlan 163

Rliconfig-if) #=panning-tree portfast

3Warning: portfast should only be enabled on ports connected to a single host.
Connecting hubs, concentrators, switches, bridges, etoc.to this interface
when portfast is enabled, can cause temporary spanning tree loops.
Use with CAUTICON

4Portfast haz been configured on FastEthernetl/0 but will only

have effect when the interface iz in a non-trunking mode.

Rliconfig-if) #do write

Building configuration...

[CK]

Rliconfig-if) #

Rliconfig-if) #interface fastEthernet 171

Rliconfig-if) #switchport mode access

Rliconfig-if) #switchport access vlan 2

Rl{config-if) #spanning-tree porcfast

3Warning: portfast should only be enabled on ports connected to a single host.
Connecting hubs, concentrators, switches, bridges, etc.to this interface
when portfast is ensbled, oan cause Cemporary Spanhhing tree loops.

TUse with CAUTION

yPortfast has heen configured on FastEthernetl/1 but will only
have effect when the interface is in a non-trunking mode.
Rliconfig-if) #do write
Building configuration...
[OK]
Fliconfig-if)#
FMar 1 00:29:53.163: 3LINEPROTO-S5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
Rliconfig-if)#



130 Define the IP address for both VLANSs, then create a DHCP server on the switch, what will give
IP address to the client machines in VLAN 2. Obviously exclude the IP address of the switch itself.
Then save the configuration:

interface vlan 2

ip address 192.168.2.1 255.255.255.0
no shutdown

exit

interface vlan 168

ip address 192.168.168.1 255.255.255.0
no shutdown

exit

ip dhcp excluded-address 192.168.2.1
ip dhcp pool access

network 192.168.2.0 /24
default-router 192.168.2.1
dns-server 192.168.168.110

exit

do write

e Rl

Rl{config-if)#

Rljconfig-if)#interface wlan 2

Rliconfig-if)#ip address 192Z2.1658.2.1 Z55.255.255.0
Rl [config-if)#no shutdown

Rl jconfig-if)#exit

Rl {config) #

Rl jconfig) #interface vlan 168

Rljconfig-if)#ip address 192.165.168.1 Z55.255.255.0
Rl [config-if)#no shutdown

Rl jconfig-if)#exit

Rl {config) #

Rljconfig) #ip dhep excluded-address 192.168.2.1

Rl jconfig) #ip dhep pool access

Rl (dhep-config) #network 192.168.2.0 /24

Rl {dhep-config) #defaulc-router 192.168.2.1

Rl (dhcp-config) #exit

Rliconfig) #do write

Building configuration...

*Mar 1 00:44:45.051: (LINEPROTO-S5-TUPDOWN: Line protocol on Interface Vlanz2, changed state to up

FMar 1 00:44:45.523: 3LINEPROTO-S5-UPDOWN: Line protocol on Interface WlanlesS, changed state to up[0K]
Rl (config) #

Rl (config) #

131 And finally set up the 802.1x authentication.

Create a new authentication authorization audit (aaa) model, and set it up, to use radius
authentication for 802.1x, and the RADIUS server is the windows 2012 server with IP address
192.168.168.110, the port is the usual 1812 UDP, and the radius shared secret is “ciscol123”. Then
enable the dotlx in general.

aaa new-model

aaa authentication dotlx default group radius

radius-server host 192.168.168.110 auth-port 1812 key ciscol23
dotlx system—-auth-control

Set up the f1/1 interface to require authentication (auto mode).



interface fastEthernet 1/1
dotlx port-control auto
exit

set up the port f1/0 to do not require authentication (force-authorized)

interface FastEthernet 1/0

dotlx port-control force-authorized
exit

do write

2P R -|0] x|
R1(config) # -
Rl jconfig) #asa new-model

Rl ({config) #asaa authentication dotlx default group radius

Rl jconfig) #fradius-server host 192Z.168.165.110 suth-port 1512 key ciscolil

Rljconfig) #dotlx system—auth-control

Rl (config) #

Rljconfig)#interface fastEcthernet 1/1

Rljconfig-if)#dotlx port-control auto

Rljconfig-if)#exitc

Rl {config) #

Rl (config) #interface range FastEthernet 170

Rljconfig-if-range) #dotlx port-control force-authorized

Rl iconfig-if-range) #exit

Rl(config)#do write

Building configuration...

*Mar 1 00:45:25.067: $LINEFROTO-S5-UPDOWHN: Line protocol on Interface FastEthernetci/1, changed state to down
FMar 1 00:48:28.071: $LINEPROTO-5-UPDOWN: Line protocol on Interface VlianZ, changed state to down[OK]
Rljconfig)#

Rl (config) #

Rl{config)#



Test the 802.1x authentication on the client

132 go to the Administrative tools / services, and if it is not started start the “Wired AutoConfig”
service. I also recommend, to set it automatic.

.« Services E\ @

File Action View Help

& |E D=z HmE v o nwn

o Services (Local) . Services (Local)
Wired AutoConfig Marne : Description Status Startup T =
] Lo Windows Installer Adds, modi... Manual
stop the SEMVICE %o Windows Licensing Monitoring Serv... This service ... Started Autemat
Pestart the service i ;
%o Windows Management Instrumenta... Provides a c... Started Autemat
S Windows Media Center Receiver Ser.. Windows M... Manual
Description: ) % Windows Media Center Scheduler S..  Starts and st.. Manual
The.ered AutnCpnflg (DOTBSVC.] S Windows Media Player Metwork Sha... Shares Win... Manual
service is responsible for performing :
IFEE 8021 authentication on S Windows Modules Installer Enables inst... Manual
Ethernet interfaces. If your current 5. Windows Presentation Foundation F... Optimizes p... Manual
wired network Fiep_ln}rment enforces % Windows Remote Management (W5... Windows R... Manual
802.1¥ authentication, the DOT35VC Yy Wind Search Provid 5 q A
service should be configured to run s VVIMCOWS SEarc rovides co... - Starte utomat
for establishing Layer 2 connectivity % Windows Time Maintains d... Started Manual
and/or provifﬂing access to network % Windows Update Enablesthe .. Started Autemat
resources. Wired networks thatdo % \win TP Web Prowy Auto-Discover.. WinHTTP i... Manual
not enforce 802.1X authentication are 5. P — . -
unaffected by the DOT3SVC service, * 3 Wired AutoConfig The Wired ...  Started
S WLAN AuteCenfig The WLANS... Manual
S WMI Performance Adapter Provides pe... Manual [
S Workstation Creates and... Started Automat 'E|
Lo WWAN AutoeConfig This service .. Manual _
4 | i | 2
\Ex‘tended ;(\Standard'/‘

133 Log on to the windows 7 machine and open the network sharing center

Troubleshoot problems

Open Metwork and Sharing Center

R A R T N e

134 click to the “Change adapter settings”

o

Contral Panel Home

Lt <« All Control Panel ltems » MNetwork and Sharing Center

View your basic network infol

Change adapter settings ' [
A
Change adwvanced sharing

settings WINT U

(This computer)



135 You can see a from the question mark the authentication is working, but you were not able to
authenticate yet. Right click to the Local Area Connection, and select the Properties from the popup
menu

—— = _
@Uv| & e« Network and Internet » Metwork Connections »

Organize = Disable this network device Diagnose this connecti
.L". I:m:al Ar;a C.onne.ction ‘ l: " Ln;ncal Area Con
“'w"f? Authentication failed == _ [Disabled
@ Intel(R) PRO/ %. Disahle fel(R) PROSLD
Status
Diagnose

@' Bridge Connections

Create Shortcut
Delete
@' Rename

r{';' Properties

136 Go to the Authentication tab (if you do not see this tab start the “Wired AutoConfig” service,
then reopen this properties window), and click to the Settings button

P o

+ Local Area Connection Properties @

Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable |IEEE 202 1 authentication

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) »| | Settings |

Remember my credertials for this connection each
time I'm logged on

Fallback to unauthorized networs access

[ Additional Settings...

0K || Cancel




137 clear the checkmark from the “Validate Server Certificate” checkbox (first we test it with these

settings, later we put it back). Then click to the Configure button next to the “Secure Password
EAP-MSCHAPv2”

Protected EAP Properties @

When connecting:
[ validate server certificate

Connect to these servers;

O
[] GTE CyberTrust Global Root

[] Microsoft Root Autharity

[] Microsoft Root Certificate Authority

[] Thawte Timestamping CA

Do not prompt user to authorize new servers or frusted
certification authorities.

Select Authentication Method:

[Se::ured password (EAP-MSCHAR v2) '] [ Configure...

Enable Fast Reconnect

[ Enforce Metwork Access Protection

[| Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

Ok ] [ Cancel

138 Clear the checkmark before the “Automatically use my Windows logon name and password
(and domain if any)” (again we do it to see the steps of the authentication cleaner, later we will put
it back). Then click OK on the all the network settings windows.

P ]

EAP MSCHAPW2 Properties [5m]

When connecting:

I Automatically use my Windows logon name and
password (and domain if ary).

| ok || cancel |




139 Because previously we cleared the checkmark the computer asks for a username and password.
Type it, and click to the OK button.

s

Windows Security @

Metwork Authentication

Please enter user credentials

1l
J | hackmel 2\administrator |

| ok || Cancel

140 Hopefully the authentication will be successful, you can see it from the disappearing question
mark. If the authentication is not successful and you get error messages like the following ones on
the server, then most probably the certificate on your RADIUS server is not the correct one:



Details

Authentication Details
Connection Request Policy Mame:
Metwork Pelicy Mame:
Authentication Provider:
Authentication Server:
Authentication Type:
EAP Type:
Account 5eszion |dentifier:
Logging Results:

lag file.
Reason Code:
Reason:

Log Mame: Security

Secure Ethernet

Secure Ethernet

Windows

HackDC12. hackmel2.local
PEAP

Accounting information was written to the local

23
An error occurred during the Metwork Policy

Server use of the Extensible Authentication Protocol (EAP). Check EAP log files for EAP errors.

Source: Microsoft Windows security  Logged: 1/4/2013 7:34:32 PM

Event ID: 8273

Level: Information

Usern MSA

OpCode: Info

More Information:  Event Log Online Help

Task Category: Metwork Policy Server
Keywords: Audit Failure
Computer: HackDC12.hackmell. local




General | Details

Cryptographic operation.

Subject:

Security |0 SYSTEM
Account Mame: HACKDC12%
Account Domain: HACEMET2
Legen ID: Oe3ET

Cryptographic Parameters:
Provider Mame:  Microsoft Software Key Storage Provider
Algorithrm Mame: RSA
Key Mame: hackmel2-HACKDC12-CA

Key Type: Machine key.

Cryptographic Operation:
Operation: Decrypt.
Return Code: 030090010

Log Mame: Security

Source: Microsoft Windows security  Logged: 1/4/2013 T:34:32 PM

Event [D: 5061 Task Category:  System Integrity

Level: Information Keywords: Audit Failure

User: M/ Computer: HackDC12.hackmel2.local

OpCode: Info

More Information:  Event Log Online Help

140 If the authentication was working we can put back the check mark before the “Validate Server
Certificate”, and select out Certificate server as “Trusted Root Certification Authorities”, then click

OK on all the Network settings windows.



Protected EAP Properties @

When connecting:

Validate server certificate

Connect to these servers;

Trusted Root Certification Autharities:

0
[] GTE CyberTrust Global Root

hackme 12-HACKDC 12-CA

[7] Microsoft Root Authority

[] Microsoft Root Certificate Authority

[] Thawte Timestamping CA

|:| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAP vZ) T] [ Configure...

Enable Fast Reconnect

[| Enforce Network Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[| Enable Identity Privacy

[ Ok ] [ Cancel

141 Now you will get a warning about the certificates, and you should accept the certificate of the
RADIUS server by clicking to the connect button:



Windows Security Alert @

r The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

Details
Radius Server: HackDC 12.hadme 12, local -
Root CA: hackme 12-HACKDC 12-CA

The server "HackDC12.hackme 12.local”™ is not configured as a valid MPS
server to connect to for this profile.

E] Details Terminate ] [ Connect

142 Then put back the checkmark before the “Automatically use my Windows logon name and
password (and domain if any)”, and click OK on every network configuration windows.

F )

EAP MSCHAPVZ Properties ==

When connecting:

Automatically use my Windows logon name and
password (and domain f any).

| ok || Cancel |

143 Disable and Enable the network card, to see if the computer authenticates automatically with
your username and password.



NAP with DHCP enforce

Set up DHCP server on the windows 2012 machine

144 create a new P4 scope, by click to the IPv4 and select the “New Scope...” from the popup

menu.

<[ P

File Action View Help

e« @ = B 8

“¥ DHCP Contents of DHCP Status || Actions

4 5 hackdc12hackmel2loca| 5 hackdc12hackmelZlocal DHCP .

Mare Actions P

145 click to the next button on the welcome page of the wizard.

3 § Display Statistics...
Ei F| Mew Scope... l\l
b - A
b i IPvé Mew Multicast Scope...
Configure Failover...
Replicate Failover Scopes...
Define User Classes...
Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
<| [ Refresh |7 |
Create a new sc Properties I




New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing |P
addresses to computers an your netwaork.

To continue, click MNet.

Meat = || Cancel |

146 We will use this scope to give IP address to the computers in VLAN 2 so I give it a name vlan2,
but of course it can be anything.

MNew Scope Wizard

Scope Name
You have to provide an idertifying scope name. You alsa have the option of providing

a description.

Type a name and description for this scope. This information helps you quickhy identify
how the scope is to be used on your network.

Mame: |‘\."|EII'|2

Description: |‘~"|E"'12|

< Back ” Meat = | | Cancel




147 set up a scope range, | used the range 192.168.2.200..250.

IP Address Range e
ou define the scope address range by identifying a set of consecutive IP addresses.

— Corfiguration settings for DHCP Server

Enterthe range of addresses that the scope distibutes.

Start IP address: |152.1EE. 2 200

End IP address: |152.168. 2 250

— Corfiguration settings that propagate to DHCP Client

Length: I 24 _Ij

Subnet mask: |255255255 0

148. If you want to define exclusion, set them up, I do not need any



New Scope Wizard

Add Exclusions and Delay gt
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you wart to exclude. F you want to exclude a single
address, type an address in Start IF address only.

Start IP address: End IP address:
L

Excluded address range:

Subnet delay in milli second:

| < Back ” Mead = | | Cancel |

149 For lease duration I used the default value. It is only a test environment, so it can be anything.

New Scope Wizard

Lease Duration !
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typicalty be equal to the average time the computer is
connected to the same physical networlc. For mobile netwarks that consist mainty of
portable computers or dialup clients, shorer lease durations can be useful.
Likewise, for a stable network that consists mainhy of desktop computers at fiwed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:

Days: Hours: Minutes:
=l =1 |
B | o [ o

< Back ” Meat = || Cancel

150 Configure the DHCP options



Configure DHCP Options ——
You have to configure the most common DHCP options before clients can use the

SCOpE.

When clients obtain an address, they are given DHCP options such as the [P

addresses of routers (default gateways), DNS servers, and WINS settings for that
SCOPE.

The settings you select here are for this scope and ovemide settings corfigured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

% iYes, | want to configure these options now:

™ Mo, | will corfigure these options later

151 Add the IP address of the switch (192.168.2.1) as default router

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

To add an |P address for a router used by clients, enter the address below.
IP address:
| |

19216821

152 set up the DNS information. Now the DNS server is our windows 2012 machine



192.168.168.110.

Domain Name and DNS Servers

The Domain Mame System (DMNS) maps and translates domain names used by clients @
an your networ.

You can specify the parert domain you wart the client computers an your network to use for
DMNS name resolution.

Parent domain:  |LEeap = il

To configure scope clients to use DMNS servers on your networle, enter the IP addresses for those
SEMVErS.

Server name: |F address:
| . . . Add

Fiesolve | 152.168.168.110 Femave |

153 Set up WINS server if required, I do not need it now so click to next

WINS Servers —
Computers mnning Windows can use WINS servers to convert NetBIOS computer

names to |P addresses.

Ertering server IP addresses here enables Windows clients to queny WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: IP address:
| . Aadd

Reszalve | Remove

Up

Crar

To change this behavior for Windows DHCP clients modify option 046, WINS/NET Node
Type. in Scope Options.




154 Activate the scope now
MNew 5cope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

{+ es, | want to activate this scope now!

" Mo, | will activate this scope later

< Back ” Mext = | | Cancel

155 click finish button
New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by rght clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back ” Finish || Cancel




Set up the DHCP relay on the switch

156 We should delete the previously created pool, and instead it set up the switch on VLAN?2 as
DHCEP relay agent. To do it use the following commands:

no ip dhcp pool access

Enter to the context of VLAN 2, then set up the Relay agent

interface vlan 2

ip helper-address 192.168.168.110
no autostate

do write

2 Rl

myswitch(config) #

myswitch({config) #no ip dhop pool access
myswitch(config) #interface vlan 2
myswitch(config-if) #ip helper-address 192.168.1658.110
myswitch(config-if) #do write

Euilding configuration...

[DK]

myswitch{config-1i£) #

myswitch{config-1i£) #



Add the “Health roles” to the already installed NAP Service

157 Select the NAP service, and from the TASKS combo box select the “Add Roles and Features”
commans

= Server Manager

Manage Toaols View

?)‘ SERVERS =
Dashboard All servers | 1 total

i Local Server | | Add Roles and Features -
- Filter L
& All Servers Refresh
IEH AD C5 Server‘r\a*ns [Pvd Address Manageability Last Updats
i§i AD DS — - »
_ HACKDC12  192.168.168.110 Online - Performance counters not started  1/4/2013 1C
18 DHCP
e& DNS
ii Filz and Storage Services [
o s
. nap
< n ¥
EVENTS
All events | 0 tota TASKS ¥

158 Click next on the welcome screen



s Add Roles and Features Wizard - o] x

DESTINATIOMN SERVER

Before yOU beg in HackDC1Zhackme1Zlocal

This wizard helps you install roles, rele services, or features. You determine which roles, rele services, ar
features to install based on the computing needs of your organization, such as sharing documents, or
Instzllation Type hosting a website.

Server Selection

To remove roles, role services, ar features:
Start the Remowve Roles and Features Wizard

Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click MNext.

[[] Skip this page by default

| < Previous | | Next > | | Install | | Cancel

159 Select the “Role-based or feature-based installation” then click to next

- . DESTINATION SERVER
Select installation type HackDC 12 nackme 2local
Before You Begin Select the installation type. You can install reles and features on a running physical computer or virtual

machinge, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Sglection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > | | Install | | Cancel




160 Select the local server from the pool

DESTINATION SERVER

Select destination server kD12 hacime 2o

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
() Selact a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

HackDC12hackmel2.local 192.168.168.110 Microsoft Windows Server 2012 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incemplete are not shown.

<Previous | | Net> | | Insall || Cancel

161 Check the “Health registration Authority”



DESTINATION SERVER

Select server roles ko2 hacimet 2o

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection |~ Health Registration Authority (HRA)
DNS Server (Installed) issues health certificates to NAP

[] Fax Server client computers that are compliant
3 File And Storage Services (Installed) with network health requirements,
[] Hyper-v
4[] Metwork Policy and Access Services (Installed)
Network Policy Server (Installed)
[l Health
] Host Credential Authorization Protocol

Registration Authority

[T1 Print and Document Services
[1 Remote Access ]
[[] Remote Desktop Services
[] volume Activation Services

b [E] Web Server (15) {Installed)
[[] Windows Deployment Services
[[] Windows Server Update Services

| <Previous | | Net> | | nsal || Cancel |

162 The computer states you should install some features as well. Just accept the recommendations
by clicking the “Add Features” button.

Add features that are required for Health Registration
Authority?

You cannot install Health Registration Authority unless the following
role services or features are also installed.

4 Web Server (IIS)
4 Web Server
4 Security
Client Certificate Mapping Authentication
4 Management Tocls
4 |15 6 Management Compatibility
5 & WMI Compatibility
15 & Scripting Tocls

Include management tools (if applicable)

Add Features




163 Put a check before the “Host Credential Authorization Protocol”

DESTINATIOMN SERVER
Select server roles HackDC 12 rackmet2local
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection A~ Host Credential Authorization
DNS Server (Installed) Protocol (HCAP) allows you to
[] Fax Server integrate your Microsoft Network
Festures [ File And Storage Services (Installed) An_:cess. Protection (NAF) solution
Network Policy and Acces... [ Hyper-v with Cisco Network Access_ Control.
Y When you deploy HCAP with
Certification Authority 4[] Metwork Policy and Access Services (Installed) || Metwork Policy Server (NPS) and

Network Policy Server (Installed) NAP, NPS can perform the

. . 3 authonzation of Cisco Network
Health Registration Authority Access Control clients.
[MRHost Credential Authorization Protocol

[] Print and Document Services

[] Remaote Access =

[[] Remote Desktop Services

] volume Activation Services
B[] Web Server (IS} (Installed)

[] Windows Deployment Services

[] Windows Server Update Services

| <Previous | | Net> | | install || Cancel |

164 Again, to this role we must install some features, click to the “Add Features” button, to accept
the recommendation of the computer.

Add features that are required for Host Credential
Authorization Protocol?

You cannot install Host Credential Authorization Protocol unless the
following role services or features are also installed.

4 Web Server (115)
4 Web Server
4 Security
15 Client Certificate Mapping Authentication
Digest Authentication

Include management tools (if applicable)

Add Features




165 click to the next button

Select server roles

Before You Begin

Installation Type

Server Selection

Features
Metwork Policy and Acces...
Certification Authority

Select one or more roles to install on the selected server.

Roles

DNS Server (Installed)
[] Fax Server
I File And Storage Services (Installed)
[] Hyper-v
4 [H] Network Policy and Access Services (Installed)
Network Policy Server (Installed)
Health Registration Authority
Host Credential Authorization Protocol

[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[J Volume Activation Services
b [M] Web Server (15} {Installed)
[] Windows Deployment Services
[[] Windews Server Update Services

DESTINATIOM SERVER
HackDC1 2 hackme12.local

Description

Host Credential Authorization
Protocol (HCAP) allows you to
integrate your Microsoft Network
Access Protection (MAP) solution
with Cisco Network Access Control.
When you deploy HCAP with
Network Policy Server (NPS) and
NAP, NP5 can perform the
authorization of Cisco Network
Access Control clients.

|<Previuu5|| Mext = | |

install | | Cancel

166 The required features were automatically selected, so just click to the next button again




Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Network Policy and Acces...
Certification Authority

Select one or more features to install on the selected server.

Features

SN MNET Framework 3.5 Features

b [m] .NET Framewark 4.5 Features (Installed)
] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[] BranchCache
[] Client for MFS
[] Data Center Bridging
[] Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[] Ink and Handwriting Services
[] Internet Printing Client
[] 1P Address Management (IPAM) Server

—

<| m |

DESTINATION SERVER
HackDC1 2 hackme1Z.local

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

install | | Cancel

167 click to the next button again

Network Policy and Access Services

Befors You Begin
Instzllation Type
Server Selection
Server Roles

Features

vork Poli

Certification Authority

DESTINATION SERVER
HackDC12 hackme12 local

Metwork Policy and Access Services allows you to define and enforce policies for network access
authentication, authorization, and client health using Network Policy Server (MPS), Health Registration
Authority (HRA), and Host Credential Authorization Protocol (HCAP).

Things to note:

* You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and
as a Netwaork Access Protection (NAP) policy server, After installing NPS using this wizard, you can
configure NP5 from the NPAS home page using the NP5 console.

* NAP helps you ensure that computers connecting to the network are compliant with organization
network and client health policies. After installing NPS using this wizard, you can configure NAP

from the NPAS home page using the NP5 consale,

Overview of Network Policy and Access Services

-:Previuus|| Mext = | |

Install | | Cancel




168 on the “Certification Authority” page select the “Use the local CA to issue health certificates for
this HRA server” then click to the next button

= . - DESTINATIOM SERVER
Certification Authority HackDC 12 hackme12local
Before You Begin Health Registration Authority (HRA) requires that at least cne Certification Autherity (CA) be
Installation Type associated with it.

Server Selection @ Use the local CA to issue health certificates for this HRA server.

Server Roles There is an existing CA on this computer. If you choose to use it, it will be dedicated to issuing

Features health certificates.

Metwark Policy and Acces... ) Use an existing remote CA.
If you choose to use an existing CA it should be one dedicated to issuing health certificates.

Certification Authority

Authentication Requir...

) Select a CA later using the HRA console.

&% You will not be able to issue health certificates to NAP client computers until this CA
is configured.

| < Previous || Next > | | Install || Cancel |

169 if you select yes only domain members will get health certificates, if you want to allow the
communication of non domain member computers select the no.



Befors ou Begin
Installation Type
Server Selection
Server Roles

Features

Metwork Policy and Acces...

Certification Authority

Authentication Requir...

Confirmaation

DESTINATION SERVER

Authentication Requirements HackDC 12 hackme 12 ocal

Health Registration Authorty can be configured to ensure that only users authenticated to the
domain can get health certificates.
Do you want to require that users be authenticated in order to get a health certificate?

@) Yes, require requestors to be authenticated as members of a domain. (recommended)

This option is only available when the computer is joined to a domain.

) No, allow anonymous requests for health certificates.

<Previous | | Next> | | Install || Cancel

170 click install, to start the installation

DESTINATION SERVER

Confirm installation selections ko2 Aecime 2 e

Befors ou Begin
Installation Type
Server Sslection
Server Roles

Features

Metwork Policy and Acces..

Certification Authority

Authentication Requir...

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. f you do not want to install these optional features, click Previous to clear
their check boxes,

MNetwork Pelicy and Access Services kal
Health Registration Authority

Heost Credential Authorization Protoco!
Web Server (1I5)
Management Tools

115 & Management Compatibility
15 & Scripting Tools

115 6 WMI Compatibility | |

Web Server
Security —

i = C I - = W | - LY

Export configuration settings
Specify an alternate source path

<Previous | MNext> | | nstall |[ Cancel




171 wait patiently, until it finishes

Installation progress

View installation progress

o Starting installation

DESTINATION SERVER
HackDC12 hackmei2.local

Metwork Policy and Access Services
Health Registration Authority
Host Credential Autherization Protocol
Web Server (IIS)
Management Tools
115 6 Management Compatibility
IS & Scripting Tools
115 6 WMI Compatibility

Web Server
Security

Export configuration settings

IIS Client Certificate Mapping Authentication

[>]

<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

< Previous | | Next >

Install

| | Cancel




Group policy settings for DHCP and 802.1x enforce

In the group policy we should set up the “Network Access Protection Agent” service to auto start,
and the “Wired AutoConfig” service to auto start.

Enable the “DHCP Quarantine Enforcement Client”, and the “EAP Quarantine Enforcement Client”
(later we will do the 802.1x enforce, so we enable both if we there).

Turn on security center for the client computers.

1. Open the Active Directory users and computers, and create an organization unit, and drop there
the computer object of your windows 7 test machine

E Active Directory Users and Computers I;li-
File Action View Help

e zE 0| XBaB BauvTae

] Active Directory Users and Com|| Name Type Description
p | Saved Queries N7 Computer
4 3 hackmel2local

B || Builtin

~| Computers

3| Domain Controllers

| ForeignSecurityPrincipal;

| Managed Service Accour

R s

| Users
4| Client Computers

2 Start the group policy management console

Server Manager - |0

Server Manager * Dashboard &) Manage  Tools  View

Active Directory Administrative Center
Active Directory Domains and Trusts

EE Dashboard WELCOME TO SERVER MANAGER o )

mn L'ashboar Active Directory Module for Windows PowerShell

i Local Server Active Directory Sites and Services

ii All Servers . . Active Directory Users and Computers

= Configure this local servt | aps egit

IR ADCS =

o Certification Authority

ml AD DS QUICK START .

= PO _ - - Component Services
{8 DHCP 2 Add roles and features
= Computer Management

:% DNS 2 AAA A ; - ~ Defragment and Optimize Drives

N 3 Add other servers to manag

NE File and Storage Services b DHCP

B WHAT'S NEW , - .

o Is 4 Create a server group DNS

L NAP Event Viewer

| Group Policy Management ﬂs
Health Registration Authority
LEARN MORE Internet Information Services (IIS) Manager

i5CSI Initiator

3 right click to the OU contains your windows 7 test machine, and from the popup menu select the
“Create a GPO in this domain, and Link it here...”



=

2 File Action View Window Help HEE

e 2m 8|/ XE 6| BHE
|3, Group Policy Management Client Computers
o ﬁgrm hackmelZ.local Linked Group Policy Objects |[—.‘mq:: Policy Inheritance | Delegation |
A Domains
A ﬁ hackmel2.local Link ¥irder GFO Enforced Link Enabled GPO 5t
i Default Domain Policy =

b2 Client Computers
b ] Domain Controlls|  Create a GPO in this domain, and Link it here... ,\[
b [t Group Policy Obj Link an Existing GPO... g

b [ WMI Filters
b+ [ Starter GPOs
I (g Sites Group Policy Update...

5 Group Policy Modeling Group Policy Modeling Wizard...
@ Group Policy Results

Block Inheritance

Mew Organizational Unit

View 3

4 give it some name, and we do not need any starter GPO.

MName:
|NAF‘ client group policy|

Source Starter GPO:
| {none)

5 right click to this newly created policy, and from the popup menu select “Edit”.

e
2l File Action View Window Help HEE
| 7 |
5 Group Policy Management Client Computers
4 ﬁ%r? ha.ckme‘lz.loc,al Linked Group Policy Objects |Em|p Policy Inheritance | Delegation |
4 omains
4 F3 hackmel2.local Link Drder GPO Enforced Link Enabled GPO 5t
i/ Default Domain Policy 2 - NAP client group pol...
p & Client Computers . | Edit RJ
i 2 Domain Controllers Enforced
b [t Group Policy Objects o Link Enabled
b [ WMI Filters =z
b Eﬂ Starter GPOs Save Report...
[ [a Sites Delete
ﬁﬂ Group Policy Modeling Rename
G Paolicy Results
[%) Group Policy Resu Refrach




6. Navigate to: computer configuration / Policies / Windows settings / Secure Settings / System
Services. Right click to the “Network Access Protection Agent”, and from the popup menu select

“Properties”.

File Action View Help

o9 2E XE= HE

MNAP client group policy [HACKDC12H, ~

i Computer Configuration
4 [ Policies
I- | Software Settings
4[] Windows Settings
b [ ] Name Resolution Palicy
=] Seripts (Startup/Shutdow
Fi é Security Settings
I+ j Account Policies
I _j Local Policies
[ j Event Log
b [ Restricted Groups
E System Services
b (8 Registry
b [ File System
b 2o Wired Network (IEEE
p ] Windows Firewall wit
] Network List Manage

b Saf Wireless Network (EE

B ] Public Key Policies

I || Software Restriction F

p | Metwerk Access Prote

b [ | Application Control F

[ @ IP Security Policies or
>

Service Name

@ KDC Proxy Server service (KP5)

ﬁ Kerberos Key Distribution Center

ﬁ KtrnRm for Distributed Transaction C...
@ Link-Layer Topolegy Discovery Map...
@ Local Session Manager

@ Microsoft i5CSI Initiator Service

@' Microsoft Key Distribution Service
@ Microsoft Software Shadow Copy Pr...
ﬁ Multimedia Class Scheduler

ﬁ Met.Tcp Port Sharing Service

@ Metlegon

#: Network Access Protection Agent

@ Metwork Connections

@ Metwork Connectivity Assistant

@ Metwerk List Service

ﬁ Metwork Location Awareness

ﬁ Metwork Policy Server

@ Metwork Store Interface Service

ﬁ Optimize drives

@ Performance Counter DLL Host

@ Performance Logs & Alerts

@F’Iug and Play
@ Portable Device Enumerator Service

Startup

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Permission

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

7 Set up the service to Automatic start

() Manual
() Disabled

Securty Policy Setting

3 MNetwork Access Protection Agert

[w] Define this policy setting
Select service startup mode:
(® Automatic




8 check if it really set to automatic

File Action View Help
o« #E XE = H
=/ NAP client group policy [HACKDC12H: ~ || Service Mame Startup Permission
4 & Computer Configuration {FKDC Proxy Server service (KPS) Mot Defined Mot Defined
4 [ Policies ﬁ Kerberos Key Distribution Center Mot Defined Mot Defined
b (] Software Settings {{k KtmRm for Distributed Transaction C... Mot Defined Mot Defined
4[] Windows Settings f{.F Link-Layer Topology Discovery Map... Mot Defined Mot Defined
b (] Name Resolution Policy @Local Session Manager Mot Defined Mot Defined
(5] Seripts (Startup/Shutdow || g \rie o coft iSCS! Initiator Service Not Defined  Not Defined
4 [ Security Settings {F Microsoft Key Distribution Service ~ Not Defined  Not Defined
[[: f f;s;upn;r;::es - @ Microsoft Software Shadow Copy Pr... Mot Defined Mot Defined
b .j Event Log - @Multimedia Class Scheduler Mot Defined Mot Defined
b Ij Restricted Groups @Ne‘c.Tcp Port Sharing Service Mot Defined Mot Defined
I3 System Services MNetlogen Mot Defined Mot Defined
b [ Registry i®3 Metwork Access Protection Agent Automatic Mot Defined
b A File System {{F Network Connections Mot Defined Mot Defined

9 Right click to the “Wired AutoConfig”, and from the popup menu select “Properties”.

File Action View Help
e 2E XE= B
:EJ MAP client group policy [HACKDC1ZHACKMETZ] ~ || Service Mame ™ Startup Permissicn
4 i Computer Configuration fF Windows Audio Mot Defined Mot Defined
4 [ Policies . Windows Audio Endpaint... Mot Defined Mot Defined
b [ Software Settings . Windows Color System Mot Defined  Not Defined
4 [Z] Windows Settings @Windows Driver Foundati... Mot Defined Mot Defined
b ] Name Reselution Policy @Windows Error Reporting ... Mot Defined Mot Defined
El Script.s (Start.upfShutdown] @'Windows Event Collector ~ Mot Defined Mot Defined
“ i E_ecunty Seﬁ|ngs ) @Windows Event Log Mot Defined Mot Defined
E :g ‘E‘;E;“P”;:i’l':'es % Windows Firewall Not Defined  Not Defined
b Ei Event Log = @Windows Font Cache Serv... Mot Defined Mot Defined
b 3 Restricted Groups @Windows Installer Mot Defined Mot Defined
b 3 System Services ﬁWindows Management In... Mot Defined Mot Defined
b 3 Registry ﬁWindows Modules Installer Mot Defined Mot Defined
b 3 File System ﬁWindows Process Activati., Mot Defined Mot Defined
b iﬁ] Wired Metwork (IEEE 802.3) Poli ﬁWindows Remote Manag... Mot Defined Mot Defined
B Windows Firewall with Advance @Windows Store Service (W... Mot Defined Mot Defined
[ ] Metwork List Manager Policies . Windows Time Mot Defined Mot Defined
I ;d Wireless Metwork (IEEE 802.11) F @Windows Update Mot Defined Mot Defined
i [ Public Key Policies o %WinHTI'P Web Proxy Aut... Mot Defined Mot Defined

- || Software Restriction Policies

B | Metwork Access Protection

I- [ Application Control Policies
B g IP Security Policies on Active Dir

<] m |

>

i#: Wired AutoConfig Mot Defined Mot Defined
ﬁWMI Performance Adaps

ﬁWorkstation ned
ﬁWorld Wide Web Publis ned

Opens the properties dialog box for the current selection.




10 Set up the service to Automatic start

Security Policy Setting

Wired AutoConfig

[w] Define this policy setting

Select service startup mode:
(#) Atomatic

() Manual

() Disabled

11 check if it really set to automatic

File Action View Help
= nE XE =

MAP client group policy [HACKDC12 HACKMETZ. : Service Mame * Startup Permissicn
i Computer Configuration i Windows Audio Mot Defined Mot Defined
4 [ Policies fF Windows Audio Endpoint... Mot Defined  Not Defined
b [ Software Settings @Windows Color System Mot Defined Mot Defined
4 [Z] Windows Settings {F Windows Driver Foundati.. Mot Defined Mot Defined
b (] Name Resolution Policy @Wind:}ws Error Reporting ... Mot Defined Mot Defined
Scriptls (Startlup,fSertdown) @Wind:}ws Event Collecter Mot Defined Mot Defined
iecurrty Settmgs. . @Windows Event Log Mot Defined Mot Defined
3 Account Policies { Windows Firewall Not Defined  Not Defined
@Windows Fent Cache Serv... Mot Defined Mot Defined
@Windowslnstaller Mot Defined Mot Defined

Local Policies
Event Log
Restricted Groups

ﬁwmdows Modules Installer Mot Defined Mot Defined
File System ﬁwmdows Process Activati.. Mot Defined Mot Defined
Wired Metwork (IEEE 802.3) Poli ﬁwmdows Remote Manag... Mot Defined Mot Defined

Registry

g

|

a3 Ewi : :
Caﬁyslemﬁewics Windows Management In... Mot Defined Mot Defined
a

G

)

VVVVVVVVVI—U

[ Windows Firewall with Advance @Windows Store Service (W... Mot Defined Mot Defined
7] MNetwork List Manager Policies @WindowsTime Mot Defined Mot Defined
[ ;@ Wireless Netwark (IEEE 802.11) F @Windows Update Mot Defined Mot Defined
b [| Public Key Policies @WinHTI’P Web Proxy Aut.. NotDefined Mot Defined
b [ ] Software Restriction Policies ®: Wired AutoConfig Automatic Mot Defined
b (] Metwork Access Protection @WMI Performance Adapter Mot Defined Mot Defined
b (2] Application Centrol Policies {2 Workstation Mot Defined  Not Defined
b & IP Security Policies on Active Dit , || % World Wide Web Publishi.. Not Defined Mot Defined

| Bl




12 Navigate to: computer configuration / Policies / Windows settings / Secure Settings / Network
Access Protection / Enforcement Clients. Right click to the “DHCP Quarantine Enforcement
Client”, and from the popup menu select “Enable”.

=| Group Policy Management Editor

File Action View Help

&= 77

_I:I-

(= MAP client group pelicy [HACKDC12ZHACKMETZLL ~
4 (& Computer Configuration
4 || Policies
B || Software Settings
a4 [ ] Windows Settings
- || Mame Resclution Palicy
= Scripts (Startup/Shutdown)
A 5_];, Security Settings
[
I
I
3

Local Policies
j:j Event Log
4, Restricted Groups

5 Account Policies
‘__;ﬂ

A, System Services
4 Registry
4, File System
Zof Wired Network (IEEE 802.3) Polic
= Windows Firewall with Advanced
| Network List Manager Policies
ﬂ;f Wireless Metwark (IEEE 802.11) P
| Public Key Policies

- v v

| Software Restriction Policies
| Metwork Access Protection
#-| NAP Client Configuration

[~

b

) Enforcement Clients

I [ User Interface Settings |~
< m »

Mame

. DHCP Quarantine Enforcement Client
h |Psec Relying Party
h RD Gateway Quarartine Enforcement Cliert
', EAP Quarartine Enforcement Client
&, Remote access enforcement client for Windows XP and Windows Vista
_bWireIess EAPOL erforcement client for Windows XP

Status

Disabled

Enable

Refresh
Properties

Help

Enable

%, DHCP Quarantine Enforcement Client

ID: 7617

MName: DHCF Quarartine Enforcement Client
Description: Provides DHCP based erforcement for MAP
Wersion: 1.0

Vendor: Microzsoft Corporation

Status: Disabled

13 Right click to the “EAP Quarantine Enforcement Client”, and from the popup menu select
“Enable”. (Obviously this step does not need for the DHCP enforce, but we will do a 802.1x

enforce later, and we set up this as well)



File Action View

s

MAP client group policy [HACKDC12HACKMETZ ~ || Name Status
i Computer Configuration %, DHCP Guarantine Enforcement Client Enabled
4 ] Policies %, |Psec Relying Party Disabled
[ [ Software Settings 5 RD Gateway Quarantine Erforcement Client Dizabled
4[] Windows Settings . EAP Quarantine Enforcement Cliert
b [ Mame Resolution Policy 5 Remote access enforcement client for Windows X Enahle
=] Seripts (Startup/Shutdown) %, Virelsss EAPOL enforcement cliert for Windows

Refresh
Security Settings

4 Account Policies Properties
.Ei Local Policies Help

.Ei Event Log
Restricted Groups
System Services

Registry
File 5ystem &, EAP Quarantine Enforcement Client
=of Wired Metwork (IEEE 802.3) Pol
1 Windows Firewall with Advanc : 79623
[ 7| Metwork List Manager Policies
I+ :d Wireless Metwaork (I[EEE 802.11)
I [ Public Key Policies iption: Provides Metwork Access Protection enforcement for EAP authenti
p | Software Restriction Policies
4 || Metwork Access Protection
4 35| NAP Client Configuration : Microsoft Corporation
I« Enforcernent Clients

B i ki b bi

B
b
b
b
b
b
b
b
b
b

EAP Quarartine Enforcement Client

1.0

¥ ; Disabled

| >

14 Navigate to: computer configuration / Policies / Administrative templates / Security Center.
Right click to the “Turn on security center (Domain computers only)”, and from the popup menu
select edit.



File Action View Help

o= xE = B T

] MetMeeting
[ Metwork Access Protection

Turn on Security Center (Domain Sailis

PCs ) Turn on Securitv Center (Domain PCs only)
Edit

Edit pelicy setting Filter On

7] Metwork Projector
[ Online Assistance
] Password Synchronization
] Portable Operating Systermn
[ "] Presentation Settings

p [ Remote Desktop Services Requirements: Filter Options...
] RS5SFeeds At Ieas_t Windows Ser\rer. 2003

. operating systems or Windows XP

|| Security Center Professicnal All Taske
[ Server for NIS =

7] Shutdown Options Description: Help
| Smart Card This policy setting specifies
whether Secur enter is turne
1 Sound Recorder hether Security C i d
o etti on or off for computers that are
sync your settings Jjoined to an Active Directory
b (] TabletPC domain. When Security Center is
] Task Scheduler turned on, it monitors essential
Windows Calendar security settings and notifies the
ity settings and notifies th
: user when the computer might be
] Windows Color System hen th P ight b

. . at risk. The Security Center
(5] Windows Customer Experience | Control Panel category view also

[ Windows Defender contains a status section, where
b [ Windows Error Reporting the user can get

7 Windows Installer recommendations to help

1 Windows Logen Options increase the computer's security.

) Windows Mail || When Security Center is not <]

| |, Extended / Standard /
Edit Administrative Templates policy setting

Re-Apply Filter

[ PRA ol [ [ NOA . la

15 enable this policy, and click to the OK.



-

=] Turn en Security Center (Domain PCs only)

i) Mot Configured
(®) Enabled

() Disabled

Options:

Turn on Security Center (Domain PCs only)

Comment:

Supported on:

At least Windows Server 2003 operating systems or Windows XP Professional

Help:

This policy setting specifies whether Security Center is turned on
or off for computers that are joined to an Active Directory
dornain. When Security Center is turned on, it monitors essential
security settings and notifies the user when the computer might
be at risk. The Security Center Control Panel category view also
contains a status section, where the user can get
recommendations to help increase the computer's security.
When Security Center is not enabled on the domain, neither the

notifications nor the Security Center status section are displayed.

Mote that Security Center can only be turned off for computers
that are jeined to a Windows domain, When a computer is not
joined to a Windows domain, the policy setting will have ne
effect.

If you do not congifure this policy setting, the Security Center is
turned off for domain members,

If you enable this policy setting, Security Center is turned on for
all users.

QK || Cancel || Apply



Set up the NAP capability on the DHCP

1 Start the DHCP management console

= Server Manager - |0

Manage Tools View Help

Server Manager * Dashboard -@1F

Active Directory Administrative Center

Active Directory Domains and Trusts
¥ Dashboard WELCOME TO SERVER MANAGER o )
mn L'ashboar Active Directory Module for Windows PowerShell
§ Local Server Active Directory Sites and Services
5 All Servers 0 . . Active Directory Users and Computers
B Ao Cs Configure this local servi | aps e
. Certification Authority
Ial AD DS QUICK START .
= PO _ - ~ Component Services
{1 DHCP 2 Add roles and features
= Computer Management
2] . .
DNS
- 3 Add other servers to manag_ efragment and Optimize Drives
WE File and Storage Services P | DHCP N
- WHAT'S NEW — ) 4
o s 4 Create a server group DNS
?l\ NAP Event Viewer
Grown Palicy Manansmeant

2 Right click to the scope, and from the popup menu select “Properties”

z DHCP
File Action View Help

e 2FE XE = BHE ®

“F DHCP Contents of Scope
A EI hackdc12.hackmel2.local i} Address Pool
4 gy IPv4 @ Address Leases
4] Scope[192.168. 201 vlan 2| || 551 Do cntices
i} Address Pool Display Statistics...
1 Address Leases Advanced R
z1| Reservations
:_. Scope Options Configure Failover...
| Policies Reconcile...
.3 Server Options
4| Policies Deactivate
B [ #F| Filters W b
I o IPvE
i Delete
Refrezh
Export List...
Properties %
Help

Opens the properties dialog box for the current selection,




3 navigate to the “Network Access Protection” tab, and enable the NAP for this scope.

General | OMNS | Metwor: Access Protection | Advanced

— Metworlc Access Protection

You can setup the Metwork Access Protection settings for this scope
here.

— Metwork Access Protection Settings
{* Enable for this scope

* Use default Network Access Protection profile
™ Use custom profile
Profile Name

™ Dizable for this scope

4 right click to the “Policies” container, and from the popup menu select the “New policy...”
command.

File Action View Help

e #mE &= B

@ DHCP Policy Mame Description
4 o hackdc12hackmel2local _
There are no items to sl
4 IPv4
4[] Scope[192.168.2.0] vlan 2
Eﬁ Address Pool

Ea Address Leases
(5| Reservations
., Scope Options

2| Polici

(.3 Server Opti | Mew Policy... ig
(4| Policies Deactivate h
B % Filters )
b i PV View 3
Refresh
Export List...
Help




5 give some name to the policy, then click to the “Next” button

Policy based IP Address and Option Assignment .liﬁ .

This feature allows you to distibute configurable settings (IF address, DHCP options) to
clients based on certtain conditions (e.0. vendor class, user class, MAC address, etc ).

This wizard will guide you setting up a new palicy. Provide a name (2.9. VolP Phane
Corfiguration Policy) and description {(e.g9. NTP Server option for ValP Phones) for your
policy.

Policy Name: INAF‘ policy

Description: I

6 Click to the “Add” button



Configure Conditions for the policy

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distrbuted to the client. The DHCP server delivers these specific
settings to clients that match these conditions.

Conditions | Operator | Value |

C AND @ OR add. |  Edi. | | FRemove |

7 Select “User Class” for criteria, “Equals” as operator, and “Default Network Access Protection
Class” as value:

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Criteria: IUser Class
Operatar: IEquaIs

— Valuels)

Value: IDefauft Metwork Access Protection Dassj m

[~ Append wildcard(?)

Default Metwark Access Protection Class Remove |




8 Click to the next button

Configure Conditions for the policy .liﬁ .

A policy consists of one ar more conditions and a set of configuration settings (options, IP
Address) that are distrbuted to the client. The DHCP server delivers these specific
settings to clients that match these conditions.

Conditions | Operator | Value
lUser Class Equals Default Metwors Access Protectio...

9 define a smaller IP range for the non compliant computers, just to be able to simply check it, then
click to the next button.



DHCP Policy Configuration Wizard

Configure settings for the policy —
If the conditions specified in the policy match a client request, the settings will be

applied.

A scope can be subdivided into multiple |P address ranges. Clients that match the conditions
defined in a policy will be issued an IP Address from the specified range.

Corfigure the start and end |P address forthe range. The start and end IP addresses farthe
range must be within the start and end IF addresses of the scope.

The cument scope IF address range is  192.168.2 200 - 192 .168.2.250

if an IF address range is not configured for the policy, policy clients will be issued an IP
address from the scope range.

Do you want to configure an IF address range for the policy: * Yez Mo

Start IP address: |152.155. 2 240

End IP address: |152.1Es. 2 250

Percentage of IP address range: 21.6

< Back ” Meat = | | Cancel

10 Click next on the following window



Configure settings for the policy
ff the conditions specified in the policy match a client request, the settings will be
applied.

Vendar class: DHCP Standard Options

Available Options | Description
[ 002 Time Offset UTC offset in seconds
[ 003 Router Amray of router addresses order

O 004 Time Server Aray of time server addresses
<] | 1]

— [ata entmy
Lang:
&0

11 click finish to finish the configuration.



Anew IP address and option assignment policy will be created with the following:
MName: MNAP policy

Description:

Conditions: OR of

Conditions | Qperator | Walue
|User Class Equals Default Metwork Access Protection ..

Settings:
IP Address Range: 152168 .2 240 - 192.168.2 250
Option Mame | endor Class

12 check if the policy is created

File Action View Help

e 2 &= B[E

‘E DHCP Policy Name  Description  Processing... Level  Address Range |Actiuns

4 F hackdc12.hackmelZlocal =/ NAP policy 1 Scope 192.168.2.240 - 192.168.2.250 _
4 3 IPvd

a [ ] Scope[192.168.2.0] vlan 2 More Actions
[} Address Pool
[% Address Leases
(5] Reservations
[, Scope Options
[ Policies
E Server Options
(4] Policies
I [# Filters
b5 IPVE




Set up the NAP on the NPS server

Create a Remediation Server Group

1 We create a remediation group, to be able to support the computers not bypass the health check.
Start the “Network Policy Server” management console, then right click to the “Remediation Server
Group”, and from the popup menu selet New

File Action View Help
e z[E M

€8 NPS (Local) Remediation Server Groups

B [ RADIUS Clients and Servers
b EI Policies ﬂ Remediation Server Groups allow you to specify the remediation servers that provide services and updates to

jart MAF client :
4 5 Metwork Access Protection noncomplia ek compters
b = System Health Validato

|_i'ﬂ Remediation Server Gral_aroup Name
% Accounting MNew
|- Ml; Templates Management Export List
View »
Refresh
Help
1|

2 give a name to the remediation server group, then click to the “Add...” buddon

[ | 5elect an existing template:

Group Mame:

|raﬂediatiun SEMVErs

Remediation Servers:
OS5 Mame / IP Address Friendhy Name

Remaowve




3 type the IP address or the name of the computer you want to use as remediation server, you can
give it a friendly name, if you wish, but it not mandatory.

Friendy name:
[test

IF address or DNS5 name:
192.168.168.111 || Resolve

To use an |P address to identify the server, select one fram the following list.

IP address:
152.168.168.111

4 if you wand to add more computers use the “Add...” button. For me this one is enough, so I just
click to the “OK” button.

[ | 5elect an existing template:

Group Mame:

|rernediatiun SEMVErs

Remediation Servers:
OMS Mame / IP Address ~ Friendly Mame
152 168.168.111 test




Set up windows security health

After we set up the remediation server group the next step is to define what kind of tests we want to

run on the computers.

1 find the “Network Access Protection” / System Health Validators / Windows Security Health /
Settings. Right click to the “Default Configuration™, and from the popup menu select the Properties

command.

&

_I:I-

Network Policy Server

File Action Help

«9 rE B=

View

€ NPS (Local)
I || RADIUS Clients and Servers
I Ej’ Policies
4 B Network Access Protection
4 o System Health Validators
4 =M Windows Security Healt
o Settings
=M Error Codes
_i'_ij Remediaticn Server Groups
‘EI Accounting
|- Wl Templates Management

System Health Validator settings define the requirements for client computers that connect to your
networle. You can edit the default corfiguration, or if an SHY supports storing muttiple settings, you can
create addtional corfigurations for use with your health policies.

MName
Default Configuration

D

Properties

Rename

Delete

Help

2 Select what kind of test you want to execute, now I want test only if the firewall is enabled,
because it is easy to test in this way. Then click to the OK button.



Windows Security Health Validator

¢ Windows 8/Windows 7/Win
i Windows XP
llze the settings below to define a Windows Security Health Validator policy. Your ad
selections define the requirements for client computers connecting to your network.
How do | configure & secunty health policy?
Firewall Settings =
A firewsll is enabled for all network connections
Antivirus Settings
[] &n antivirus application is on
Antivirus is up to date
Spyware Protection Settings
[] &n antispyware application is on
Antizpyware is up to date
Automatic Updates Settings
£ m > hd

oK || Cancel




Create Health policy

Now we should create two health policies, one which define how we identify the compliant
computers, and the non compliant computers.

1 right click to the policies / Health Policies and from the popup menu select “New”

File Action View Help
@« = 7=

@ MPS (Local) Health Policies

B [ RADIUS Clients and Servers
4 [ Policies — [ Health policies are used with Network Access Protection (NAF) and allow you to designate the
= c ction R <t Polici — | corfiguration required for NAPcapable client computers to access the networlk.
onnection Request Policig

[ Metwork Policies
Im Policy Name

4 5 MNetwork Access P\_ New
b o System Health

"ﬂ Rermnediation &

B Accounting Refresh

|- Wl Templates Manag Help
I

View 3

2 create a new policy for the healthy computers. Give it some name, and from the “Client SHV
checks” select the “Client passes all SHV checks”. So this policy will evaluates to true, if the client
pass every check. Then click to the OK button

Settings

Configure health policy settings. To enforce the health policy, add it to the
Health Policies condition of one or more network policies.

[ ] 5elect an exdsting template:

Policy name:
|Client Heatiy]

Cliert SHV checks:
| Client passes all SHV checks

SHVz used in this health policy:

Setting
I | Windows Security Health Vali... |[MSET eyl iy




3 right click again to the policies / Health Policies and from the popup menu select “New”. Create a
new policy for the non healthy computers. Give it some name, and from the “Client SHV checks”
select the “Client fails one or more SHV checks”. So this policy will evaluates to true, if the client
fails on at least one check. Then click to the OK button

Settings

Corfigure health policy settings. To erforce the health policy. add it to the
Health Policies condition of ane or more network policies.

[ ] 5elect an existing template:

Policy name:
|Client NOT Healthy

Client SHY checks:
|Dierrt fails one or more SHY checks

S5HVs used in this health policy:

Setting
I | Windows Security Health Wali.. [[SENEey il iy

4 Check if both the health policies are created.



File Action View

| 7

€ NPS (Local)

p [ RADIUS Clients and Servers

A I__E:r Policies
[ "] Connection Request Palicie
| Metwork Policies

A 5 Metwerk Access Protection

I o System Health Validators
3 Remediation Server Groups
g Accounting
i Wl Templates Management

Health Policies

Health policies are used with Netwaork Access Protection (MAP) and allow you to designate the
corfiguration required for NAP-capable client computers to access the netwarl.

Palicy Name
[=fClient Healthy
[=fClient NOT Healthy

Client will meet the conditions for this policy if all of the below SHVs Pass:




Create Network Policy

The next step is to create two network policies. The first is to enable full network access for the
compliant client computers, and a second, to enable access to only the remediation computers for
the non compliant computers.

1 right click to the Policies / Network Policies, and from the popup menu select “New”

File Action View Help

e 2E HE

€ NPS (Local) Network Policies

p [0 RADIUS Clients and Servers

4 L_ij Policies

[ Connection Request Policie

— [ Metwork policies allow you to designate who is authorized to connect to the network and the

— | circumstances under which they can or cannot connect.

| Metwork Palicies
| Health Policies | Mew Status Processing Order  Access Type &
4 5 Metwork Access Pro Export List et Enabled 1 Grant Access |
B ﬁ Systemn Health Y s to Microsoft Routing and Remote Access server Enabled 5599558 Deny Access |
ﬂ Remediation Se View b |z to other access servers Enabled 599939 Dery Access |
% Accounting Refresh
[ Templates Manage
i Temp g Help - | .

2 Give some name to the policy, and select “DHCP Server” as “Type of network access server”,
then click to the “Next” button.



You can specify a name for your network policy and the type of connections to which the policy is applied.

- Specify Network Policy Name and Connection Type
|*

Policy name:
|Health‘f| clierts get network access

Network connection method

Select the type of network access server that sends the connection regquest to NP5, You can select either the network access server

type or Vendor specific, but nether is required. I your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:

| DHCP Server
() Vendor specific:

I

| Previous ||

3 on the specify condition window click to the “Add...” button



Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
of one condition is required.

Conditions:
Condtion Value

Condition description:

Add... | | Edit... | | Remove

4 Select “Health Policies” as condition type then click to the “Add...” button

Select a condition, and then click Add.

Metwork Access Protection

— [ ldenfity Type
) The Identity Type condition restricts the policy to only clients that can be identified through the specified mechanism,
such as MAP statement of health [SoH).

71 M5-Sennce Class
E The M5-Service Class condition specifies that the connecting computer must have an |IF address lesse from a DHCP
scope that matches the selected profile name.

Health Policies
The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health

policy.

MAP-Capable Computers
The NAP-Capable Computers condition specifies that connecting computers either are or are not capable of
ﬂ?ﬁr_g{:imﬁw in MAP. This capability is determined by whether the client computer sends a statement of health to

- s H [ 20




5 Select the “Client Healthy” policy, then click to the OK button

Select the health policy that you want to erforce. To create a new health
palicy, click New.

Health palicies:
Cliert Healthny

6 We do not have any other condition so click to the Next button.

i Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required.

Conditions:
Condtion Value
@8 Health Policy Client Healthy
Condtion description:

The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health policy.

7 Specify “Access granted” as permission, then click to the next button



i Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connection request matches this

policy.

(®) Access granted
Grant access i client connection attempts match the conditions of this policy.

() Access denied
Deny access if client connection attempts match the conditions of this policy.

[ ] Access is determined by User Dialin properties (which ovemide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the conditions of this policy.

8 On the “Configure Authentication Methods” window select “Perform machine health check only”,
then click to the next button



i l Configure Authentication Methods
|

Configure one ar mare authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in cannection request policy, which overrides netwark policy authentication settings.

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

Move Up

| Add... || Edit... || Remove |

Less secure authentication methods:
[ ] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ ] User can change password after it has expired
[ ] Microsoft Encrypted Authentication (MS-CHAP)
[ ] User can change password after it has expired
[ ] Encrypted authentication (CHAP)
[] Unencrypted authertication (PAP, SPAP)
[] Allow clients to connect without negotiating an authentication method.
[w] Perform machine health check only

|| Fnsh || Cancel

9 On the “Configure constraints” window click to the next button



c Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Mext.

Corfigure the constraints for this netwaork palicy.

if all constraints are not matched by the connection request, network access is denied.

Constraints:

Consiraimnis
i Idle Timeout

&, Session Timeout
Called Station 1D

Iﬁj Day and time
restrictions

'@" MAS Port Type

Specify the maximu
is disconnected

[ ] Disconnect after the maxdmum idle time

m time in minutes that the server can remain idle before the connection

10 On the “Configure Settings” window select “Nap enforcement”, and there the “Allow full

network access”, then click to the next button.




i Configure Settings
* MPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy a

matched.

Configure the settings for this networ policy.
ff conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
FADIUS At Specify whether you want to enforce Metware Access Protection for this palicy. Kad
e. Standard
Vendor Specific (®) Allow full network access
i Allows unrestricted network access for clients when the connection request matches
Network Access Protection the policy. Use this option for reporting mode.
» MAP Enforcement

() Mllow full network access for a limited time _
HEJ Extended State Allows unrestricted network access urtil the specified date and time. After the specified =
Routing and Remote date and time, health policy is enforced and non-compliant computers can access only
Access the restricted network.
' Multilink and =

Bandwidth Allocation Date: 1/25/2013 | Timne: 10:31:18 80 2
Protocol (BAF)
. ) Allow limited access
5 IF Filters MNon-compliant clients are allowed access only to a restricted network for updates.
# Encryption
) Remediation Server Group and Troubleshooting URL
IP Settings To configure 3 Remediation Server Group, a Troubleshooting URL, or both, click
Corfigure.
1 e
| Previous || MNet | Frsh || Caneel

11 On the completing window click to the finish button



lli Completing New Network Policy
|

You have successfully created the following netwark palicy:
Healthy clients get network access

Policy conditions:
Condition Walue
{Health Policy Client Healthy

Pelicy settings:

Condition Value

Authentication Method Perform Machine Health Checlc Only
Access Pemission Grant Access

Update Moncompliart Clierts  True

MAP Enforcement Allow full network access
Framed-Protocol PPP

Service- Type Framed

To close this wizard, click Finish.




Create the second Network policy for non compliant machines

Now very similarly we create another policy for those computers which fail on the health check.
The difference will be only that we allow these computers to communicate only to the remediation
Servers.

1 right click to the Policies / Network Policies, and from the popup menu select “New”

& Network Policy Server - o x|

File Action View Help
o=

B || RADIUS Clients and Servers
4 :j Policies * Network policies allow you to designate who is authorized to connect to the network: and the
cincumstances under which they can or cannot connect.

| Connecticn Request Policie
1 Metwork Policies

| Health Policies Mew Status Processing Order  Access Type &
= Enabled 1 Grant Access |

4 Metwork Access Pro :
h; 5 System Health Export List ritz get network access Enabled 2 Grant Access [
= Remediation Ser View y =to Microsoft Routing and Remote Access server Enabled 599998 Deny Access |
.'l:l JAﬂccnunting Retrech 3 to other access servers Enabled 599955 Deny Access |

res
b Wl Templates Manage
Help mn >

2 Give some name to the policy, and select “DHCP Server” as “Type of network access server”,
then click to the “Next” button.



'l* Specify Network Policy Name and Connection Type
|

You canspecify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
|NOT healthy clients get LIMITED access

Network connection method

Select the type of network access server that sends the connection request to MPS. You can select either the network access server
type ar Vendar specific, but neither is required.  F your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server;
| DHCP Server v
() Vendor specific:

0 [

| Previous || et || Finish || Cancel

3 on the specify condition window click to the “Add...” button



Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
of one condition is required.

Conditions:
Condition Walue

Condition description:

Add... | | Edit... | | Remove

| Previous || Nex || Fmsh || Caneel

4 Select “Health Policies” as condition type then click to the “Add...” button

Select a condition, and then click Add.

Metwork Access Protection

— [ ldentity Type
) The Identity Type condition restricts the policy to only clients that can be identified through the specified mechanism,
such as MAP statement of health (SoH).

1 M5-5ennce Class
E The M5-Service Class condition specifies that the connecting computer must have an IP address lease from a DHCP
scope that matches the selected profile name.

%% Health Policies
The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health

policy.

E NAP-Capable Computers

The NAP-Capable Computers condition specifies that connecting computers either are or are not capable of
participating in NAP. This capability is determined by whether the client computer sends a statement of health to

NPS.




5 Select the “Client NOT Healthy” policy, then click to the OK button

Select the health policy that you want to enforce. To create a new health
policy, click New.

Health paolicies:

| Ciient NOT Heatthy v] | New..
Cligrt Heahﬁ

| oK || Cancel |

6 We do not have any other condition so click to the Next button.

i Specify Conditions
& Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required.

Conditions:
Condition Walue
B Heatth Policy Client NOT Heatthy
Condition description:

The Health Policies condition restricts the policy to only clients that meet the health critera specified in the health policy.

7 Specify “Access granted” as permission, then click to the next button



i Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connection request matches this

policy.

(®) Access granted
Grant access if client connection attempts match the conditions of this policy.

() Azcess denisd
Deny access if client connection attempts match the conditions of this policy.

[ ] Access is determined by User Dialin properties (which overide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the conditions of this policy.

8 On the “Configure Authentication Methods” window select “Perform machine health check only”,
then click to the next button



Q Configure Authentication Methods
|*

Configure one or more authentication methods reguired for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP in connection reguest policy, which overrides network policy authentication settings.

EAP types are negotiated between NP5 and the client in the order in which they are listed.

EAP Types:

Move Up

| Add... || Edit... || Remove |

Less secure authentication methods:
[ ] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ ] User can change password after it has expired
[] Microsoft Encrypted Authertication (MS-CHAP)
[ ] User can change password after it has expired
[ ] Enerypted authentication (CHAP)
[ ] Unencrypted authertication (PAP, SPAF)
[] Mlow clierts to connect without negotisting an authentication method.
[] Perform machine health check only

|| Fnsh || Cancel

9 On the “Configure constraints” window click to the next button



i Configure Constraints
w Constraints are additional parameters of the network policy that are required to match the connection request, If a

il constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do mot want to configure constraints, dick Next.

Configure the constraints for this network policy.
f all constraints are not matched by the connection request, network access is denied.

Constraints:
Consiraint=

Specify the maximum time in minutes that the server can remain idle befare the connection
iy Idle Timeout is disconnected

_ﬁ Session Timeout [ ] Disconnect after the maximum idle time
restrictions

5 NAS Port Type

|| Fnish || Cancel

10 On the “Configure Settings” window select “Nap enforcement”, and there the “Allow limited
access”, then click to the configure button.



i Configure Settings
* MPS applies settings to the connection reguest if all of the network policy conditions and constraints for the policy are

matched.

Configure the settings for this networ policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Atiributes

() Mlows full network access for a limited time

@ Standard Allows unrestricted network access until the specified date and time. After the specified

. date and time, health policy is erforced and non-compliant computers can access anby
Vendor Specific the restricted networl.

Hetwork Access Protechion
+ MAF Enforcement Drate: 1/29/2013 | Tirne: 10:43:55 AM 5

IIEJ Extended State (®) Allow limited access

Routing and R . Mon-compliant clients are allowed access only to a restricted network for updates.

Access
— Remediation Server Group and Troubleshooting URL

Multilink and L ) )
" Bandwidth Al on gn%:;rlf‘ll-gere a Remediation Server Group, a Troubleshooting URL, or both, click

Protocol (BAF)

5 IF Filters gure...

Auto remediation

[ ] Enable autoremediation of client compters

IP Settings Automatically remediate computers that do not meet health requirements defined
in this policy.

#3 Encryption

|| Fiish || Cancel

11 Select the Remediation server group, because we want these computers to be reached by the non
compliant computers.

Remediation Server Group

Select the remediation servers that you would lilke to provide to computers with
limited netwark access.

|rerne.-diatiur1 SEMVErs v| | Mew Group... |

Troubleshooting LRL

Specify a Web page address Uniform Resource Locator (URL) that provides
instructions to users on how to bring computers and devices into compliance with
your networs access policy.




12 On the completing window click to the finish button

- Completing New Network Policy
|*

You have successfully created the following networl: palicy:
NOT healthy clients get LIMITED access

Policy conditions:
Condition Value
iHealth Policy Client NOT Healthy

Policy settings:

Condition Walue

Authentication Method Perform Machine Health Check Onby
Access Pemmission Grant Access

lUpdate Moncompliant Clients  False

MAP Enforcement Allow limited netwark access
Framed-Protocol PPP

Service- Type Framed

To close this wizard, click Finish.

13 Check the two newly created policies



File Action View Help
@« =| 7=

€ NPS (Local) Network Policies

B [ RADIUS Clients and Servers
a J’__g:" Palicies — [* MNetwork policies allow you to designate who is authorized to connect to the network and the
B ction Reauest Palici — | cincumstances under which they can or cannot connect.
onnection Requ clicie

. Network Policies
Palicy Name Status Processing Order  Access Type

[ Health Pelicies x
4 B Network Access Protection L_ﬂSecure B.heme‘t Enabled 1 Grart Access
b 58 System Health Validators @Heahh}f clients get network access Enabled 2 Grant Access

a Remediation Server Groups BNDT healthy clierts get LIMITED access Enabled 3 Grant Access
EConnedions to Microsoft Routing and Remote Access server Enabled 999958 Dery Access

I .
% Accounting EConnedions to other access servers Enabled 999935 Deny Access
i Ml Templates Management | |
<

Conditions - f the following conditions are met:

Condition Walue

Settings - Then the following settings are applied:

<




NAP with 802.1x enforce

Previously we created a NAP enforcement with DHCP. It is good for testing purposes, because easy
to configure, and used to work fine, but from security point of view it is nothing. It can be easily
bypassed by setting up a static IP address to our computers. So in real environment some better
enforcement are required. One can be the 802.1x exnforcement. Let us see how it can be configured

Turn off the NAP on the DHCP scope

First turn off the previously created DHCP enforcement, just to do not have any side effect.

1 Start the DHCP management console

= Server Manager - |0

Tools View

Server Manager » Dashboard 6 Manage

Active Directory Administrative Center

Active Directory Domains and Trusts
= WELCOME TO SERVER MANAGER
I&8 Dashboard Active Directory Module for Windows PowerShell
i Local Server

ii All Servers

Active Directory Sites and Services
Active Directory Users and Computers

o Configure this local servi | apsi et

E% ADCs
. Certification Authority
Ial AD DS QUICK START . e
3 2 Add roles and features PSR FEess
18 DHCP a e Computer Management
&2 DNS 3 AAA A : P — Defragment and Optimize Drives
= 3 Add other servers to manag
WE File and Storage Services P | DHCP M
_ WHAT'S NEW o _ 2
@ ls 4 Create a server group DNS
?& NAP Event Viewer

Gronn Prlire Manansmeant

2 Right click to the scope, and from the popup menu select “Properties”

) DHCP
File Action View Help

o9 HEXE Gz HE ®

¥ DHCP Contents of Scope
4 o hackdc12.hackmel2local i} Address Pool
4 G IPv4 1 Address Leases
4| | Scope[192.168.201 vlan 2| || 551 0arammtioee
it Address Pool Display Statistics...
i Address Leases Advanced R
z1| Reservations
., Scope Options Configure Failover...
] 4l Policies Reconcile...
-3 Server Options
4| Policies Deactivate
% Filters View b
B IPvE
© Delete
Refrezh
Export List...
Properties Eg
Help

Opens the properties dialeg box for the current selection.



3 navigate to the “Network Access Protection” tab, and disable the NAP for this scope.

| General | OMS | Metworc Access Protection | Advanced

— Metwork Access Protection

You can setup the Metwork Access Protection settings faor this scope
here.

— Metwork Access Protection Settings
" Enable for this scope

£ Use default Metwork Access Protection profile
€ Lze custom profile

Prafile Name

¥ Disable for this scope




Enable the EAP Quarantine enforcement client by group policy

1 Open the “active directory users and computers” console, and create an organization unit for the
test computers, then move there the windows 7 machine.

E Active Directory Users and Computers I;li-

File Action View Help

o= #E 8 XE LB PaETIR

Active Directory Users and Com|| Name Type Description
| Saved Cueries I WINT Computer
3 hackmel2.local
B || Builtin

[
4

| Computers

3| Domain Controllers
| ForeignSecurityPrincipal;

| Managed Service Accour

R s

| Users
4| Client Computers

2 start the server manager, and from the tools start the “Group Policy Management Console”

Server Manager o

Server Manager * Dashboard ) | P Manage  Tools  view

Active Directory Administrative Center

Active Directory Domains and Trusts
EE Dashboard WELCOME TO SERVER MANAGER o )
— Active Directory Module for Windows PowerShell
i Local Server Active Directory Sites and Services
ii All Servers . . ) Active Directory Users and Computers
= Configure this local servi | xos et
i ADCS
o Certification Authority
ml AD DS QUICK START .
= PO _ - - Component Services
{8 DHCP 2 Add roles and features
= Computer Management
:% DNS 2 A A : - Defragment and Optimize Drives
N 3 Add other servers to manag
NE File and Storage Services b DHCP
B WHAT'S NEW , - .
o s 4 Create a server group DNS
L NAP Event Viewer
| Group Policy Management ﬂs
Health Registration Authority
LEARN MORE Internet Information Services (IIS) Manager
i5CSI Initiator

3 find the organization unit contains your test computer. Right click to it, and from the popup menu
select the “Create a GPO in this domain, and Link it here...”



=

2 File Action View Window Help HEE

e snm o XEe BHE
|3, Group Policy Management Client Computers
4 ﬁﬁ Forest: hackmel2.local Linked Group Policy Objects |Gmup Policy Inhertance | Delegation
A E Domains
4 ﬁ hackmel2.local Link: rder GPO Enforced Link Enabled GPO 5t
i Default Domain Policy =

b2 Client Computers
b ] Domain Controlls|  Create a GPO in this domain, and Link it here... ,\[
b [t Group Policy Obj Link an Existing GPO... g

b [ WMI Filters
[ @ Starter GPOs
I (g Sites Group Policy Update...

5 Group Policy Modeling Group Policy Modeling Wizard...
[@ Group Policy Results

Block Inheritance

Mew Organizational Unit

View 3

4 Give a name to this group policy, and click to the OK button (we do not use any starter GPO)

MName:
|NAF‘ client group policy|

Source Starter GPO:
| {none)

5 Right click to the newly created group policy, and from the popup menu select the Edit command

=
2l File Action View Window Help HEE
| 7 o
5 Group Policy Management Client Computers
“ -’-ﬁ‘ Forest: hackmel2local Linked Group Policy Objects |Gmup Palicy Inheritance | Delegation
4 (55 Domains
4 F3 hackmel2.local Link Drder GPO Enforced Link Enabled GPO 5t
i/ Default Domain Policy = - NAP client group pol... -
p & Client Computers A | Edit RJ
i 2 Domain Controllers Enforced
b [t Group Policy Objects o Link Enabled
I ﬁ WM Filters ; —
I Cﬂ Starter GPOs BT
[ [a Sites Delete
ﬁﬂ' Group Policy Modeling Rename
[%) Group Policy Results Refresh
res

6. Navigate to: computer configuration / Policies / Windows settings / Secure Settings / System
Services. Right click to the “Network Access Protection Agent”, and from the popup menu select
“Properties”.



File

Action View Help

«s HEIXE= B

MAP client group policy [HACKDC12.H: ~

i Computer Configuration
4 | Policies
b [ Software Settings
4[] Windows Settings
I- [ ] Name Resclution Pelicy
=) Scripts (Startup/Shutdow
4 é Security Settings
I jﬁ Account Policies
I+ j Local Policies
[ _j Event Log
[ E Restricted Groups
[ System Services
b (4 Registry
[ E File System
b 2o Wired Network (IEEE
B ] Windows Firewall wit
7] Network List Manage

I Saf Wireless Network (EE

I- [ ] Public Key Policies

p || Software Restriction F
B[] Metwork Access Prote
I+ [ ] Application Control F

[ g IP Security Policies or

>

-

Service Name
ﬁ KDC Proxy Server service (KPS)

@ Kerberos Key Distribution Center

@ KtrnRm for Distributed Transaction C...
@ Link-Layer Topology Discovery Map...
@ Local Session Manager

@ Microsoft i5CS| Initiator Service

ﬁ Microsoft Key Distribution Service
ﬁ Micrasoft Software Shadow Copy Pr...
@ Multimedia Class Scheduler

@ Met.Tep Port Sharing Service

@ Metlogon

# . Network Access Protection Agent

@ Metwork Connections

ﬁ Metwork Connectivity Assistant

ﬁ MNetwork List Service

@ Metwork Location Awareness

@ Metwork Policy Server

@' Metwork Store Interface Service

@ Optimize drives

@ Performance Counter DLL Host

ﬁ Performance Logs & Alerts

ﬁplug and Play
@ Portable Device Enumerator Service

Startup

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Permission

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

7 Set up the service to Automatic start

(") Manual
() Disabled

Security Policy Setting

3 Metwork Access Protection Agent

[] Define this policy setting
Select service startup mode:
(®) Automatic

8 check if it really set to automatic




File Action View Help

e« #E XE = HE

=/ NAP client group policy [HACKDC12H: ~ || Service Mame “ Startup Permission ~
4 [ Computer Configuration {FKDC Proxy Server service (KPS) Mot Defined Mot Defined
4 [ Policies ﬁ Kerberos Key Distribution Center Mot Defined Mot Defined
b (] Software Settings {{k KtmRm for Distributed Transaction C... Mot Defined Mot Defined
4[] Windows Settings f{.F Link-Layer Topology Discovery Map... Mot Defined Mot Defined
b (] Name Resolution Policy @Local Session Manager Mot Defined Mot Defined
(5] Seripts (Startup/Shutdow || g \rie o coft iSCS! Initiator Service Not Defined  Not Defined
4 [ Security Settings {F Microsoft Key Distribution Service ~ Not Defined  Not Defined
[[: f f;s;upn;r;::es - @ Microsoft Software Shadow Copy Pr... Mot Defined Mot Defined
b .j Event Log - @Multimedia Class Scheduler Mot Defined Mot Defined
b Ij Restricted Groups @Ne‘c.Tcp Port Sharing Service Mot Defined Mot Defined
I3 System Services MNetlogen Mot Defined Mot Defined
b [ Registry i®3 Metwork Access Protection Agent Automatic Mot Defined
b A File System {{F Network Connections Mot Defined Mot Defined

9 Right click to the “Wired AutoConfig”, and from the popup menu select “Properties”.

File Action View Help
e 2E XE= B
:EJ MAP client group policy [HACKDCTZHACKMETZ] ~ || Service Name - Startup Permission ~
4 i Computer Configuration fF Windows Audio Mot Defined Mot Defined
4 [ Policies . Windows Audio Endpaint... Mot Defined Mot Defined
b [ Software Settings . Windows Color System Mot Defined  Not Defined
4 [Z] Windows Settings @Windows Driver Foundati... Mot Defined Mot Defined
b ] Name Reselution Policy @Windows Error Reporting ... Mot Defined Mot Defined
El Script.s (Start.upfShutdown] @'Windows Event Collector ~ Mot Defined Mot Defined
“ i E_ecunty Seﬁ|ngs ) @Windows Event Log Mot Defined Mot Defined
E :g ‘E‘;E;“P”;:i’l':'es % Windows Firewall Not Defined  Not Defined
b Ei Event Log = %Windows Font Cache Serv... Mot Defined Mot Defined
. Windows Installer Mot Defined Mot Defined
[; % z;:ttg;tzrli:':;ps ﬁWindows Management In... Mot Defined Mot Defined
b 3 Registry ﬁWindows Modules Installer Mot Defined Mot Defined
b 3 File System ﬁWindows Process Activati., Mot Defined Mot Defined
b iﬁ] Wired Metwork (IEEE 802.3) Poli ﬁWindows Remote Manag... Mot Defined Mot Defined
B Windows Firewall with Advance @Windows Store Service (W... Mot Defined Mot Defined
[ ] Metwork List Manager Policies . Windows Time Mot Defined Mot Defined
I ;d Wireless Metwork (IEEE 802.11) F @Windows Update Mot Defined Mot Defined
i [ Public Key Policies o %WinHTI'P Web Proxy Aut... Mot Defined Mot Defined
b [ Software Restriction Palicies i#: Wired AutoConfig Mot Defined  Not Defined
B [ Network Access Protection ﬁww Performance Adap
I- [ Application Control Policies ﬁWorkstation ned
B g IP Security Policies on Active Dir ﬁWorld Wide Web Publis ned
<] m | > w

Opens the properties dialog box for the current selection.

10 Set up the service to Automatic start



Securty Policy Setting

Wired AutoCorfig

[w] Define this policy setting
Select service startup mode:
(®) Automatic
) Manual
) Disabled

File Action View Help
= nE XE |
=/ MAP client group policy [HACKDC12 HACKMETZ] ~ || Service Name ™ Startup Permissicn
i Computer Configuration i Windows Audio Mot Defined Mot Defined
4[] Policies .k Windows Audic Endpoint... Not Defined  Not Defined
b (] Software Settings @Windows Color System Mot Defined  Not Defined
4 [Z] Windows Settings @'Windows Driver Foundati... Mot Defined Mot Defined
b (] Name Resolution Policy @Wind:}ws Error Reporting ... Mot Defined Mot Defined
&l Scriptls (Startlup,fShutdown) @Wind:}ws Event Collecter Mot Defined Mot Defined
“ é iecunty Settmgs. . @Windows Event Log Mot Defined Mot Defined
E g f‘;;:”p";i‘i’::'es fF Windows Firewall Not Defined  Not Defined
b %Windows Fent Cache Serv... Mot Defined Mot Defined
I
B
I
B
B
B

==i Event Log i i i
Restricted Groups %Wmdows Installer Mot Defined Mot Defined
System Services ﬁWindows Management In... Mot Defined Mot Defined

ﬁwmdows Modules Installer Mot Defined Mot Defined

Registry
File System @Windows Process Activati.. Mot Defined Mot Defined

Tyl Wired Metwork (IEEE 202.3) Poli ﬁWindowsRemoteManag... Mot Defined Mot Defined

[ Windows Firewall with Advance @Windows Store Service (W... Mot Defined Mot Defined

7] MNetwork List Manager Policies @WindowsTime Mot Defined Mot Defined
[ ;d Wireless Netwark (IEEE 802.11) F @Windows Update Mot Defined Mot Defined
b [| Public Key Policies @WinHTI’P Web Proxy Aut.. NotDefined Mot Defined
b [ ] Software Restriction Policies #*:Wired AutoConfig Automatic Mot Defined
b (] Metwork Access Protection @WMI Performance Adapter Mot Defined Mot Defined
b (2] Application Centrol Policies {2 Workstation Mot Defined  Not Defined
b &) IP Security Policies on Active Dil , || {5 \orld Wide Web Publishi... NotDefined  Not Defined

| »

12 Navigate to: computer configuration / Policies / Windows settings / Secure Settings / Network
Access Protection / Enforcement Clients. Right click to the “EAP Quarantine Enforcement Client”,



and from the popup menu select “Enable”.

File Action View

s

=] NAP client group policy [HACKDC12.HACKME12:

4 i Computer Configuration
4 ] Policies
[ [ Software Settings
4[] Windows Settings
b [ Mame Resolution Policy
Scripts (Startup/Shutdown)

Security Settings
E:ﬂ Account Policies
j Local Policies
j Event Log
i__‘a Restricted Groups
CE System Services
[ Registry
[ File System
iﬂ Wired Metwork (IEEE 802.3) Pol

B
b
b
b
b
b
b
b
b
b

[ 7| Metwork List Manager Policies
I+ ;@ Wireless Metwaork (I[EEE 802.11)
I [ ] Public Key Policies
p | Software Restriction Policies
4 || Metwork Access Protection
4 MAP Client Configuration
I« Enforcernent Clients

MName

', DHCP Quarantine Erforcement Client

! |IP=ec Relying Party

! RD Gateway Quararting Enforcement Cliert
EAP Quarantine Enforcement Client

5 Remote access enforcement client for Windows % Enable

!Wreless EAPOL enforcement cliert for Windows

Refresh
Properties
Help

1 Windows Firewall with Advanc

&, EAP Quarantine Enforcement Client

ID: 79623
EAP Quarantine Enforcement Client
Provides Metwork Access Protection enforcement for EAP authenti
1.0
Microsoft Carporation
Disabled




File Action View

|
.__é;r MAP client group pelicy [HACKDC12HACKMET2 ~ |} Name Status
4 & Computer Configuration ', DHCP Quarantine Erforcement Client Enabled
4 [ Policies %, |Psec Relying Party Disabled
I [ Software Settings 5HD Gateway Quarantine Erforcement Client Dizabled
4 [ Windows Settings . EAP Quarantine Enforcemert Client
b [ -] Name Resolution Policy B, Remote access enforcement client for Windows XP and Windows Vista Disabled
=] Scripts (Startup/Shutdown) 5‘:'Vireless EAPOL enforcemert client for Windows XP Disabled

Security Settings
b:fﬂ Account Policies
Local Policies

A

Event Log
Restricted Groups
System Services
Registry
File System %, EAP Quarantine Enforcement Client
“of Wired Metwork (IEEE 802.3) Pol
] Windows Firewall with Advancy || . 79623
7] Metwork List Manager Pelicies
b Zaf Wireless Network (IEEE 802.11) Bt LI B R LA
i [ Public Key Policies Provides Metwork Azcess Protection enforcement for EAP authenti
p || Software Restriction Policies
4 || Metwork Access Protection
A &ﬂ MAP Client Configuration Microsoft Corporation
I« Enforcement Clients

B i b b1 i

B
b
b
b
b
b
b
b
b
b

1.0

hd Enabled

| >

14 Navigate to: computer configuration / Policies / Administrative templates / Security Center.
Right click to the “Turn on security center (Domain computers only)”, and from the popup menu
select edit.



File Action View Help

o= xE = B T

] MetMeeting
[ Metwork Access Protection

Turn on Security Center (Domain Sailis

PCs ) Turn on Securitv Center (Domain PCs only)
Edit

Edit pelicy setting Filter On

7] Metwork Projector
[ Online Assistance
] Password Synchronization
] Portable Operating Systermn
[ "] Presentation Settings

p [ Remote Desktop Services Requirements: Filter Options...
] RS5SFeeds At Ieas_t Windows Ser\rer. 2003

. operating systems or Windows XP

|| Security Center Professicnal All Taske
[ Server for NIS =

7] Shutdown Options Description: Help
| Smart Card This policy setting specifies
whether Secur enter is turne
1 Sound Recorder hether Security C i d
o etti on or off for computers that are
sync your settings Jjoined to an Active Directory
b (] TabletPC domain. When Security Center is
] Task Scheduler turned on, it monitors essential
Windows Calendar security settings and notifies the
ity settings and notifies th
: user when the computer might be
] Windows Color System hen th P ight b

. . at risk. The Security Center
(5] Windows Customer Experience | Control Panel category view also

[ Windows Defender contains a status section, where
b [ Windows Error Reporting the user can get

7 Windows Installer recommendations to help

1 Windows Logen Options increase the computer's security.

) Windows Mail || When Security Center is not <]

| |, Extended / Standard /
Edit Administrative Templates policy setting

Re-Apply Filter

[ PRA ol [ [ NOA . la

15 enable this policy, and click to the OK.



-

=] Turn en Security Center (Domain PCs only)

i) Mot Configured
(®) Enabled

() Disabled

Options:

Turn on Security Center (Domain PCs only)

Comment:

Supported on:

At least Windows Server 2003 operating systems or Windows XP Professional

Help:

This policy setting specifies whether Security Center is turned on
or off for computers that are joined to an Active Directory
dornain. When Security Center is turned on, it monitors essential
security settings and notifies the user when the computer might
be at risk. The Security Center Control Panel category view also
contains a status section, where the user can get
recommendations to help increase the computer's security.
When Security Center is not enabled on the domain, neither the

notifications nor the Security Center status section are displayed.

Mote that Security Center can only be turned off for computers
that are jeined to a Windows domain, When a computer is not
joined to a Windows domain, the policy setting will have ne
effect.

If you do not congifure this policy setting, the Security Center is
turned off for domain members,

If you enable this policy setting, Security Center is turned on for
all users.

QK || Cancel || Apply



Enable the NAP capabality on the client computers network card

1 On the client computer navigate to the network connections. Right click to the network card you
want to use, and from the popup menu select the properties command

@U;-' &/ e« Network and Internet » Network Connections » - |¢;+|
Organize « Disable this network device Diagnose this connection Rename this connect
l:. Local Area Connection &: Local Area Connection 2

=i _ hackmell.local * _ Disabled
s~ Intel(R) PRO/1000 MT Deskion Ad.., W= Intel(R) PRO/1000 MT Desktop Ad...
H Disable
Status
Diagnose

¢ Bridge Connections

Create Shortcut
Delete

H  Rename

'  Properties

2 go to the authentication tab (if you do not find it then the “Wired AutoConfig” service does not
run, we set it up as automatic in the previous group policy part so use a gpupdate /force command,
reboot the machine, or wait until it applies. Or of course you can start the service by the services
snapin in the administrative tools). Put a checkmark to the “Enable IEEE 802.1x authentication”,
then click to the settings button next to the “Microsoft: Protected EAP (PEAP)”



;‘, Local Area Connection Properties @

Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable |EEE 802.1X authentication

Choose a network authentication method:

| Microsoft: Protected EAP (PEAF) ~| | Setings

Remember my credentials for this connection each
time I'm logged an

Fallback to unauthorized network access

[ Additional Settings...

| ok || cancel |

3 put a check before the “Enforce Network Access Protection”, then click to the OK.



Protected EAP Properties @

When connecting:

Validate server certificate

Connect to these servers;
hackdc12. hackme 12.local

Trusted Root Certification Authorities:

[ class 3 Public Primary Certification Authority
[] GecTrust Global CA

[7] GTE CyberTrust Global Root

hackme 12-HACKDC 12-CA

[ Microsoft Root Authority

[ Microsoft Root Certificate Autharity

[] Thawte Timestamping CA

[] UTN-USERFirst-Object

|:| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) *] [ Configure... ]

[|Enable Fast Reconnect

Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
[| Enable Identity Privacy

[ Ok ] [ Cancel




Set up the NPS server manually
Disable the previous DHCP Network policy rules

We have already disabled the previous DHCP rules on the DHCP server, now we disable the DHCP
rules on the NPS server as well.

1 right click to the rule what gives full network access to your healthy clients, and from the popup
menu select the “Disable” command

File Action View Help
&= 7=

e: MPS (Local) Network Policies

p [ RADIUS Clients and Servers
4 L_gj Policies = " Metworl policies allow you to designate who is authorized to connect to the network and the circumstances

Hc ction R ot p under which they can or cannot connect.
onnection Request Po

| Metwork Policies
7] Health Palicies Policy Name Processing Order  Access Type

IJ;ﬂSEe-::l.ma Ethemet Grant Access
I Healthy clients get network access ahled 7 Grant Access
T MOT healthy clierts get LIMITED access Grant Access
iﬂ&mnections to Microsoft Routing and Remate Move Down Dery Access

Lﬂ&mnections to other access servers - Deny Access
Disable

Delete

[ 5 Metwark Access Protection

% Accounting
i Wl Templates Management

Rename

Properties

Condtions - f the following conditions are met:

Help

Condition Value
Health Policy Client Healthy

2 similarly right click to the rule what gives limited network access to your non healthy clients, and
from the popup menu select the “Disable” command



File Action View Help
«=| 2[F @
@ wsioos D ——

b -] RADIUS Clients and Servers

4 L_E]' Policies
[ "] Connection Request Po
|\ Metwork Policies
| Health Policies

[ 5 Metwork Access Protection

5 Accounting
i Wl Templates Management

MNetwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect .

Palicy Name Status Processing Order  Access Type
i secure Ethemet Enabled 1 Grant Access
Digabl... 2 Grant Access

E Healthy clients get network access
"NOT healthy clients get LIMITED access

Grant Access

= Ci=l0 = W

Connections to Microsoft Routing and Rem Move Up Derny Access
EConnections to other access servers MovelDonn Deny Access
| Disable
Delete
iy I
S
Conditions - If the following conditions are m Properties -
Condtion Value Help =
Health Policy Client NOT Healthny
]

<]

Dizable



Modify the 802.1x authentication Network Policy, to check the health too

During the first part we created a rule called “Secure Ethernet”, to do the 802.1x network
authentication. Now we modify this rule, to request not only user authentication, but check the
system health too. We will have to create two rules, one for the compliant machines, and another for
the non compliant machines. We create the first one by modifying the already existing rule, then we
create a second one.

1 right click to the “Secure Ethernet rule”, and select the properties from the popup menu.

File Action View Help

& = [E
€ NPS (Local)

Network Policies
- [ RADIUS Clients and Servers .

4 ‘J'__EJ Policies = MNetwork Policies allow you to designate whao is authorized to connect to the network and the circumstances
= | under which they can or cannot connect.

[ "] Connection Request Po
\— Network Policies
7] Health Paolicies
I 5 Metwork Access Protection
% Accounting
|- Wl Termplates Management

Processing Order  Access Type S

| 1 Grant Access

#j Healthy clients get networl access Grant Access
;_d MNOT healthy clients get LIMITED access [T Grant Access
,L'ﬂ&mnedions to Microsoft Routing and Re Derny Access

,L'ﬂ&mnedions to other access servers Il Deny Access
Delete

Status
Friahled

Palicy Mame

Move Up

[ i e e

Rename

Duplicate Policy

IEE TR

Help —

Condtions - ¥ the following condttions are

2 go to the “Conditions” tab, and click to the “Add...” button.



Overview | Conditions | Constraints | Settings |

Configure the conditions for this network palicy.

f conditions match the connection request, NP5 uses this policy to authorize the connection request. f conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
& NAS Port Type Ethemet
E2 Windows Groups HACKME12\Domain Computers OR HACKME 12 Domain Users
Condition description:

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

3 select “Health Policies”, then click to the “Add...” button

Select a condition, and then click Add.

1 M5-Sennce Class
E The M5-Service Class condition specifies that the connecting computer must have an IP address lease from a DHCP
scope that matches the selected profile name.

Health Policies
The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health

policy.
MAP-Capable Computers
The NAP-Capable Computers condition specifies that connecting computers either are or are not capable of

participating in NAP. This capability is determined by whether the client computer sends a statement of health to
MPS.

Operating System . . . . . .
| The Operating System condition specifies the operating system. role, and architecture required for client computer
configuration to match this policy.

Policy Expirabion
The Policy Expiration condition specifies when the network policy expires and is no longer evaluated by NPS. This

4 Select the “Client Healthy” health policy then click to the OK button



Select the health policy that you want to enforce. To create a new health
palicy, click MNew.

Health policies:

Client Healthy W Mew...

Cliert NOT Healthry

5 Check if the condition appears, then click to the settings tab

Overview | Condtions | Constraints | Settings |

Configure the conditions for this network palicy.

If conditions match the connection request, MPS uses this policy to authorize the connection request. f conditions do not match the
connection request, MPS skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
&3 NAS Port Type Ethemet
B Windows Groups HACKME12'Domain Computers OR HACKME12\Domain Users
8 Health Policy Client Heatthy
Condition description:

The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health policy.

6 click to the NAP enforcement, and set it to “Allow full network access”™, then click to the OK.



Overview I Conditions I Constraints | Seftings |

Configure the settings for this netwaork policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Atiributes
e. Standard

“Wendor Specific

Specify whether you want to enforce Network Access Protection for this palicy.

®) Alow full network access
Allows unrestricted network access for clients when the connection request matches

Network Access Protection the palicy. Use this option for reporting mode.
- MNAP Enforcement

() Mllow full network access for a limited time

HEJ Extended State Allows unrestricted network access until the specified date and time. After the specified
Routing and Remote Access date and time, health policy is enforced and non-compliant computers can access only

the restricted network.
ﬁ Multilink and Bandwidth
Allocation Protocol (BAF)
[rate: 1/29/2013 Tirne: 11916 PM
T IF Filters
E ) () Mllow limited access
a neryption Mon-compliant clients are allowed access only to a restricted network for updates.
% IP Settings
Remediation Server Group and Troubleshooting URL
To configure a Remediation Server Group, a Troubleshooting URL, or both, click

Configure.

Autto remediation

[] Enable autoremediation of client computers

Automatically remediate computers that do not meet health requirements defined
in this policy.

7 Right click to the rule, and rename it as “Healthy clients FULL access”

File Action View Help

= 7[E |
@ NP5 (Local

p [ RADIUS Clients and Servers
P \LEI Palicies — [ Metwork policies allow you to designate who is autharized to connect to the network and the circumstances

= e ction R P — | under which they can or cannot connect.
onnection Request Po
) Network Policies

7] Health Policies Ii Name Processing Crder cess Type S
b B, Metwork Access Protection| | el Ethemet 1 Grant Access
5. Accounting 74 Healthy clients get network a Move Up 2 Grart Access D
_ ;_d NOT healthy clients get LIMIT) Mowve Down 3 Grant Access D
Templates M t
b M Templates Managemen LﬁConnedions to Microsoft Rou Dicable 4 Dery Access U
Lﬁﬂonnedions to other access g 5 Deny Access U
Delete
Rename
Duplicate Policy
Properties
Hel -
Conditions - i the following cor P |
| [ e =




File Action View Help

@ 7

@ S (Loca

p [ RADIUS Clients and Servers
F EI Policies
[ "] Connection Request Pa

— [ Network policies allow you to designate whao is authorized to connect to the network and the circumstances

— | under which they can or cannot connect.

7 Metwork Policies
| Health Policies
[ 5 Metwork Access Protection

E Accounting
- Wl Ternplates Management

Policy Name
IF He: ierts FULL access
Healthy clients get network access
;d MNOT healthy clients get LIMITED access

iﬁ&nnections to Microsoft Routing and Remote Access server
iﬂ&mnections to other access servers

Enabled
Disabled
Disabled
Enabled
Enabled

[ RS S —

Processing Order  Access Type
Grant Access
Grant Access
Grant Access

Dery Access
Dery Access

[anl el e BN an Bl W75




Create a new Network policy rule for the non compliant machines

Create a separate rule for the non compliant computers. We could duplicate the previous rule, and
modify only the health policy, but it worth to go through it.

1 right click to the Policies / Network Policies, and from the popup menu select “New”

(*5) Network Policy Server = [ = -

File Action View Help
&= 75[E
@ NPs (Loca

B RADIUS Clients and Servers
a ._—I Palicies * Metwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

| Connection Request Po
\ = Metwork Policies

“ Health Palicies e Status Processing Order  Access Type £
LL access Enabled 1 Grant Access L

[ Metwork Access Pro ;
'?; Accounting Sl et network access Disabled 2 Grant Access [
b * Templates Manage View ¢ ents get LIMITED access Disabled 3 Grant Access [
h icrosoft Routing and Remote Access server Enabled 4 Dery Access |
Refresh her access servers Enabled & Dery Access |

Help

2 give some name to this new policy, and set the “Type of network access server” to “Unspecified”,
then click to the “next” button.



o Specify Network Policy Name and Connection Type
|*

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
| MOT healthy client LIMITED access

Network connection method

Select the type of network access server that sends the connection reguest to NP5, You can select either the network access server
type ar Vendor specific, but neither is required. i your network access serveris an 802 1 authenticating switch or wirgless access paint,
select Unspecified.

(®) Type of network access server:
| Unspecified
() Vendor specific:

| Previous ||

3 On the “Specity conditions” window click to the “Add....” button.



Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum
of one condition is required.

Conditions:
Condition

Condition description:

| | Remove

Fiish | | Cancel

4 Select “NAS Port Type”, then click to the “Add...” button

Select a condition, and then click Add.

gj NAS ldentifier Ead
L& The MAS |dentifier condition specifies a character string that 1s the name of the network access server (NAS). You
can use pattern matching syntax to specify NAS names.

Q—I NAS IPv4 Address
The MAS IP Address condition specifies a character string that is the |P address of the NAS. You can use pattern
g
matching syntax to specify |P networks.

?—I NAS IPv6 Address
L pi The MAS IPvE Address condition specifies a character string that is the IPvE address of the NAS. You can use
pattern matching syntax to specify |Pvh networks.

=" NASPort Type

—_ The MAS Port Type condition specifies the type of media used by the access client, such as analog phone lines,
ISON, tunnels ar virtual private networks, |EEE 802 11 wireless, and Ethernet switches.




5 Select “Ethernet” as “NAS Port Type”, then click to the OK button

Specify the access media types required to match this policy.
Comman dialup and VPM tunnel types

[ ] Async (Madem)

[] 150N Sync

[] Sync (T1 Line)

[] Virtual {WPM)

Common 802.1X connection tunnel types

VT
[] FDDI

[ ] Token Ring
[ ] Wireless - [EEE 802.11

Cthers
[ ] ADSL-CAP - Asymmetric DSL Camiedess Amplitude Phase Modulation [ o]
[ ] ADSL-DMT - Asymmetric DSL Discrete Multi-Tane

[] Async (Modem)
[ Cable

6 On the “Specify conditions” window click again to the “Add....” button.



i Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required.

Conditions:
Condtion
&# NAS Port Type

Condtion description:
The MAS Port Type condition specifies the type of media used by the access client, such as analog phone lines, I1SDN, tunnels or virtual
private networks, IEEE 802 11 wirgless, and Bthemet switches.

7 Now select “Windows Groups”, then click to the “Add...” button

Select a condition, and then click Add.
Groups

Machine Groups
The Machine Groups candition specifies that the connecting computer must belong to one of the selected groups.

Uszer Groups
a The User Groups condition specifies that the connecting user must belong to one of the selected groups.

HCAP

Location Groups

The HCAP Location Groups condition specifies the Host Credential Authorization Protocal (HCAP) location groups
reguired to match this policy. The HCAF protocol is used for communication between NPS and some third party
network access servers (NASs). See yvour NAS documentation before using this condition. ||




8 On the “Windows Groups” window click to the “Add Groups...”

Specify the group membership required to match this policy.

Groups

9 Type “Domain Computers”, then click to the Check Names. If it recognized then click to the OK
button

Select this object type:
|Emup

From this location:
|hadﬂne12]ucal

Erter the object name to select (sxamples):
Domain Computers

10 On the “Windows Groups” window click again to the “Add Groups...”



Specify the group membership required to match this policy.

Groups
HACKME1Z2Domain Computers

11 Type “Domain users”, then click to the Check Names. If it recognized then click to the OK
button

Erter the object name to select (xamples):

Domain Users

12 check if both groups are added, then click to the OK button

Specify the group membership required to match this policy.

Groups
HACKME12"Domain Computers
HACKME12\Domain Users




13 On the “Specify conditions” window click again to the “Add....” button.

Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum
of one condition is required.

Conditions:
Condition Yalue
&ad MAS Port Type Ethemet
%2 Windows Groups HACKME12\Domain Computers OR HACKME12Domain Users

Condition description:
The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

14 Select “Health Policies”, then click to the “Add...” button



Select a condition, and then click Add.

Metwork Access Protection -

— [ Identity Type
) The Identity Type condition restricts the policy to only clients that can be identified through the specified mechanism,
such as MAP statement of health (SoH).

MS-Sernce Class

E The M5-Service Class condition specifies that the connecting computer must have an IP address lease from a DHCP
scope that matches the selected profile name.

Health Policies

The Health Policies condition restricts the policy to only clients that meet the health criteria specified in the health
policy.

NAP-Capable Computers
The NAP-Capable Computers condition specifies that connecting computers either are or are not capable of

participating in NAP. This capability is determined by whether the client computer sends a statement of health to
MNPS.

15 On the Health Policies window select “Client NOT Healthy”, then click to the OK button.

Select the health policy that you want to enforce. To create a new health
policy, click New.

Health policies:
| Client NOT Heatthy

Client Heahﬁ

| oKk || Canesl

16 Check if all the three conditions are added, then click to the “Next” button



Specify Conditions

Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
of one condition is required.

Conditions:

Condition Walue
& MNAS Port Type Ethemet

B} Windows Groups HACKMET1Z2\Domain Computers OR HACKME12\Domain Users
# Health Policy Cliert NOT Healthy

Condition description:

The Health Policies condition restricts the policy to only clients that meet the health critera specified in the health policy.

17 On the “Specify Access Permission” window select “Access granted”, then click to the “Next”
button



i Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connection reguest matches this

policy.

(®) Access granted
Grant access if client connection attempts match the conditions of this palicy.

() Access denied
Deny access if cliert connection attempts match the conditions of this policy.

[ ] Access is determined by User Dialin properties {which ovemide NP5 policy)
Grant or dery access according to user dialin properties if client connection attempts match the conditions of this palicy.

Previous || MNed |  Frsh || Cancel

18 On the “Configure Authentication Methods” window click to the “Microsoft Protected EAP
(PEAP)”, then click to the “Edit...” button.



Configure one or more authentication methods required for the connection reguest to match this policy. For EAP

i l Configure Authentication Methods

authentication, you must configure an EAP type. If you deploy NAP with 802.1¥ or VPN, you must configure

Protected EAP in connection reguest policy, which overrides network policy authentication settings.

EAP types are negotiated between NP3 and the client in the order in which they are listed.

EAP Types:

Microsoft: Protected EAP (PEAF)

s ][ ea. | [ Penoe

Less secure authentication methods:

[ ] Microsoft Encrypted Authentication version 2 (M5S-CHAP+Z)
[ ] User can change password after it has expired

[] Microsoft Encrypted Authertication (MS-CHAP)
[ ] User can change password after it has expired

[ ] Enerypted authentication (CHAP)

[] Unencrypted authentication (PAP, SPAF)
[] Mlow clients to connect without negotisting an authentication method.
[] Perform machine health checl: only

19 Select the certificate to authenticate the IAS server. Click to the Add button.

Select the certificate the server should use to prove its identity to the dient,
A certificate that is configured for Protected EAP in Connection Request
Policy will override this certificate.

Certificate issued to:

| hackdc12. hackme12.local

hackdc12. hackme 12.lacal

Friendly name:

Issuer:

hackme12-HACKDC12-CA

Expiration date:

1/28/2015 3:17:25PM

[] Enable Fast Reconnect
[ | Disconnect Clients without Cryptobinding

assword (EAP 5K




20 On the “Add EAP” window select “Smart Card or other certificate”, later we will use certificate
based user authentication, then click to the OK button.

Authentication methods:

21 click to the OK button

Select the certificate the server should use to prove its identity to the dient,
A certificate that is configured for Protected EAP in Connection Reguest
Policy will averride this certificate.

Certificate issued to: | hackdc12, hackme 12, local

Friendly name: hackdc12. hackme 12.local
Issuer: hadkme12-HACKDC 12-CA

Expiration date: 1/28/2015 3:17:25 PM

[#] Enable Fast Reconnect
[ | Disconnect Clients without Cryptobinding
Eap Types

Secured password (EAPMSCHAP v2)
Smart Card or other certificate

22 Click to the Next button



Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X% or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

t l Configure Authentication Methods
|

EAP types are negotisted between MPS and the client in the arder in which they are listed.

EAF Types:

Microsoft: Protected EAP (PEAF) Move Up

Less secure authentication methods:
[] Microsoft Encrypted Authentication version 2 (MS-CHAP+2)
[ ] User can change password after it has expired
[ Microsoft Encrypted Authentication (M5-CHAP)
[ ] User can change password after it has expired
[ ] Encrypted authentication (CHAF)
[] Unencrypted authentication (PAP, SPAP)
[] Mllow clierts to connect without negetiating an authentication method.
[] Perform machine health check only

23 on the “Configure Constraint” window click to the Next button.



Configure Constraints

Constraints are additional parameters of the netwark policy that are required to match the connection request. If a
constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Mext.

Corfigure the constraints for this netwaork palicy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:
Constraints

Specify the maximum time in minutes that the server can remain idle before the connection
iy Idle Timeout is disconnected

_ﬂ Session Timeout [ ] Disconnect after the maxdmum idle time

B

Called Station ID

restrictions

"'E' MAS Port Type

24 On the “configure settings” window click to the “Add...” button



i Configure Settings
* MPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy a

matched.

Corfigure the settings for this networlc palicy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
FADIUS At To send additional attibutes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not corfigure an attribute, it is not sent to RADIUS clients. See
- your RADIUS client documentation for required attibutes.
Wendor Specific
Metwork Access Protechon
5 MAP Enforcement Attributes:
78 Extended State Name Value
Routing and Remoate Framed-Protocol PFP
Access Service-Type Framed
. Multilink and
Bandwidth Allocation
Protocol (BAF)
L, IPFilters
ﬁ Encryption
P Settings Add... | | Edit__ | | Remove
| Previous | | Meat | | Finish | | Cancel

25 Select “Tunnel-medium-type” then click to the “Add...” button



To add an attribute to the settings, select the attribute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
Al

Attributes:

Mame

Tunnel-Password
Tunnel-Preference
Tunnel-Pvt-Group-ID
Tunnel-Server-Auth-10
Tunnel-Server-Endpt

I

Specifies the transport medium used when creating a tunnel for protocols for example, LZTP) that can operate over
multiple transports.

26 On the “Attribute Information” window click to the “Add...” button again

Attribute name:
Tunnel-Medium-Type

Attribute number;
65

Attribute format:
Enumerator

Attribute values:

VWendor Value

Edit ...

Remove

Move Up

Move Down

27 From the “Commonly used for 802.1x” combo box choose the 802 (includes all 802 media plus
ethernet canonical format), then click to the OK button



Attribute name:
Tunnel-Medium-Type

Attribute number:
&5

Attribute format:
Enumeratar

Attribute Value:
(®) Commonly used for 802, 1x

|Eﬂ2 (includes all 802 media plus Ethemet canonical format)

() Others

<None:

28 click to the OK button on the “Attribute Information” window

Attribute name:
Tunnel-Medium-Type

Attribute number:
65

Attribute format :
Enumerator

Attribute values:

Vendor Walue
RADIUS Standard 802 (includes all 802 media plus Ether...

Remaove

Move Up

Maowve Down

29 On the “Add Standard RADIUS Attribute window” Select “Tunnel-Pvt-group-ID” then click to

the “Add...” button



To add an attribute to the settings, select the attribute, and then click Add.

To add a custom ar predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access bype:
Al

Attributes:

MName
Turnel-Medium-Type
Tunnel-Password
Tunnel-Preference
Tunnel-Server-Auth-10 —
Tunnel-Server-Endpt

I

Specifies the Group |0 for a tunneled session.

30 On the “Attribute Information” window click to the “Add...” button again

Attribute name:
Turnel-Pwt-Group-10

Attribute values:

Vendor Value

Edit...

Remaove

Maove Up

Move Down

31 Type “3” as value (the non compliant computers will added to VLAN 3), then click to the OK
button



32 click to the OK button on the “Attribute Information” window

Attribute name:
Tunnel-Pvt-Group-10

Attribute number:
21

Attribute format:
Cictet String

Attribute values:

Vendor Value
RADIUS Standard 3

Remove

Move Up

Maove Down

33 On the “Add Standard RADIUS Attribute window” Select “Tunnel-Type” then click to the

“Add...” button



To add an attribute to the settings, select the attibute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
All W

Attributes:
MName ~
Tunnel-Password
Tunnel-Preference
Tunnel-Pvt-Group-10
Tunnel-Server-Auth-10

Tunnel-Server-Endpt —
e oe _____________________________________¥
<] m 1>
Description:
Specifies the tunneling protocols used.

34 On the “Attribute Information” window click to the “Add...” button again

Attribute name:
Turnel-Type

Attribute number:
64

Attribute format ;
Enumerator

Attribute values:

Vendor Walue

Edit...

Remove

Maove Up

Maove Down

35 From the “Commonly used for 802.1x” combo box choose the “Virtual LANs (VLAN)”, then
click to the OK button



() Commonty used for Dial-Up or VPN
<nones:
(®) Commonly used for 802, 1x

| Vitual LANs (VLAN)
() Others

ZNone:

36 click to the OK button on the “Attribute Information” window

Attribute name:
Tunnel-Type

Attribute number:
G4

Attribute format:
Enumerataor

Attribute values:

Vendor Value
RADIUS Standard  Virtual LANs (WLAN)

37 On the “Add Standard RADIUS Attribute window” Select “Tunnel-Preference” then click to the
“Add...” button



To add an attribute to the settings, select the attibute, and then click Add.

To add a custom or predefined Vendor Specific attibute, close this dialog and select Vendor Specific, and then click
Add.

Access type:
Al

Attributes:

MName

Turnel-Password

Tunnel-Preference

Turnel-Pvt-Group-ID
Tunnel-Server-Auth-10
Tunnel-Server-Endpt
Tunnel-Type

< [>]

Description:

Specifies the relative preference assigned to each tunnel when more than one set of tunneling attributes is retumed
to the tunnel intiator.

38 Type “1” as value, then click to the OK button

Attribute name:
Turnel-Preference

Attribute number:
83

Attribute fomat :

Imteger

Attribute value:
il

39 On the “Configure Settings” window check if everything is set up correctly, then click to the
NAP enforcement



t Configure Settings
* NP5 applies settings to the connaction request if all of the netwark policy conditions and constraints for the policy a

matched.

Corfigure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
HADIUS Atiributes To send additional attibutes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not corfigure an attribute, it is not sent to RADIUS clients. See
- your RADIUS client documentation for required attributes.
Yendor Specific
Metwork Access Protechion
5 MAP Enforcement Attributes:
[ Extended State Mame Value
Routing and Remote Framed-Protocol PFP
Access Service-Type Framed
', Multilink znd Tunnel-Medium-Type 2802 (includes all 302 media plus Ethemet canonical for...
Ea“d""“fﬂ‘ Allocation Tunnel-Pvt-Group-1D 3
rotocol (BAF) Tunnel-Type Virtual LANs (VLAN)
L, IPFilters Tunnel-Preferance 1
#y Encryption
IP Settings Add... | | Edit_ | | Remaove |

| Previous || MNet || Frsn | Cancel |

40 Select “Allow limited access”, then click to the “configure...” button, to set up the remediation
servers



t Configure Settings
* NP5 applies settings to the connaction request if all of the netwark policy conditions and constraints for the policy a

matched.

Corfigure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Attributes () Alow full network access for a limited time -
e. Standard Allows unrestricted network access urtil the specified date and time. After the specified
. date and time, health palicy is enforced and non-compliant computers can access only
‘endor Specific the restricted network.
Metwork Access Protechion

- MAP Enforcement

jB Extended State

Routing and Remote
Access

' Multilink and
Bandwidth Allocation
Protocal (BAF)

L, IPFilters
#y Encryption
IP Settings

Date: 1/29/2013 | Time: 35438PM 5

(®) Allow limited access
Moncompliant clients are allowed access onby to a restricted network for updates.

Remediation Server Group and Troubleshooting LIRL
To corfigure a Remediation Server Group, a Troubleshooting URL, or bath, click

Configure.

Auta remediation

[] Enable autoremediation of client computers

Automatically remediate computers that do not meet health requirements defined
in this policy.

| Previous || Net | Frush || Cancel

41 Select the remediation server group then click to the OK button

Remediation Server Group

Select the remediation servers that you would like to provide to computers with
limited netwark access.

ZM0ne>

remediation servers
FTRALICNSST ULy Jml

Specify a Web page address Uniform Resource Locator (URL) that provides
instructions to users on how to bring computers and devices into compliance with
your network access policy.




42 On the “Configure Settings” window click to the Next button.

i Configure Settings
* MPS applies settings to the connection request if all of the netwark policy conditions and constraints forthe paolicy ars

matched.

Corfigure the settings for this netwark policy.
f conditions and constraints match the connection request and the policy grants access, settings are applied.

RADIUS Attributes

@ Standard

“endor Specific

Network Access Prolection
- MAP Enforcement

[Bl Extended State

Routing and Remole
Access

' Multilink and
Bandwidth Allocation
Protocol (BAF)

L P Filters
ﬁ Encryption
IP Settings

() Mllows full network access for a limited time

Allows unrestricted network access until the specified date and time. After the specified
date and time, health policy is erforced and non-compliant computers can access only
the restricted network.

Date: 1/29/2013 | Time:

I5438PM

(® Allow limited access
Moncompliant clients are allowed access only to a restricted netwark for updates.

Remediation Server Group and Troubleshooting URL
To configure a Remediation Server Group, a Troubleshooting URL, or bath, click

Configure.

Auto remediation

[ ] Enable autoremediation of client computers

Automatically remediate computers that do not meet health requirements defined
in this palicy.

43 On the “Completing new Network Policy” window click to the Finish button



\* Completing New Network Policy
|

You have successfully created the following networl: palicy:
NOT healthy client LIMITED access

Policy conditions:
Condition Value
INAS Port Type  Ethemet

Windows Groups  HACKME12%Domain Computers OR HACKME12%Domain Users
Health Policy Cliert NOT Healthy

Policy settings:

Condition Walue
Authentication Method EAF

Access Permission Grant Access
lUpdate Moncompliant Clients False

MAP Enforcement Allow limited netwark access
Framed-Protocol PPP

Service- Type Framed

To close this wizard, click Finish.

44 Check if both role are created.



File

Action  View

| 2

€ NPS (Local)

r [ RADIUS Clients and Servers

A L_E]' Policies
[ "] Connection Request Po
) Network Policies
] Health Policies

[ 5 Metwork Access Protection

% Accounting
;- Ml Templates Management

MNetwork Policies

Metwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

Status

Enabled
Enabled
Disabled

Processing Order  Access Type
Grant Access
Grart Access
Grant Access

Palicy Mame

B Healthy clients FULL access
JOT healthy client LIMITED access

| #) Healthy clients get network access

1
2
3
4
5
6

E NOT healthy clients get LIMITED access Disabled Grant Access
EConnections to Microzoft Routing and Remote Access server Enabled Dery Access
EConnedions to other access servers Enabled Deny Access

L)

Conditions - if the following conditions are met:

Condition
MAS Port Type

Windows Groups
Health Palicy

Value

Ethemet
HACKME1Z \Domain Computers OR HACKME12\Domain Users
Cliert NOT Healthy




Create Connection Policy on the NPS server

We should modify the “Connection Request Policy”, to chech the health status.

1 Right click to the already created “Secure Ethernet” rule, and from the popup menu select

“Properties”

File Action View Help

o= zxE H=

€ NPS (Local)
p [ RADIUS Clients and Servers
4 |E| Policies
|~ Connection Request Po
| Metwork Policies
[ ] Health Palicies
[ 5 Metwork Access Protection
% Accounting
i Wl Templates Management

Connection Request Policies

— [ Connection request policies allow you to designate whether connection requests are processed locally or
— | forwarded to remote RADIUS servers. For NAP VPN ar 802 1X, you must corfigure PEAP authentication in

connection request policy.

Policy MName

Imy

Status Processing Order  Source

Enabled 1
Move Up

Mowve Down
Disable
Delete
Rename

Duplicate Palicy

Unspecified
nspeciied

Settings - Then the following settings are a

Properties

Help

[r—

[

3

2 Go to the settings tab, and check the “Override network policy authentication” box, then click to

the “Add...” button



Overview | Conditions Seﬂin95|

Configure the settings far this network palicy.
if conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:

EZ?I:J;::S Authentication [ Ovemide network policy authentication settings

' Authentication Me These authentication settings are used rather than the constraints and authentication

= Juthentication Methods settings in network policy. For VPN and 8021 connections with NAP, you must

Forwarding Connection configure PEAP authentication here.

Request

-) Luthentication EAP types are negotiated between MP S and the client in the order in which they
I ) are listed.

& Accounting

. EAP Types:
Specify a Realm Name

B At (o s |

RADIUS Attributes m [>]

@ Standard
endor Specific

| Add... || Edit... || Remove |

Less secure authentication methods:
[] Microsoft Encrypted Authentication version 2 (M5-CHAP«Z)
[ User can change password after it has expired
[ Microsaft Encrypted Authentication (MS-CHAP)
[ ] User can change password after it has expired
[] Encrypted authentication (CHAP)
[] Unencrypted authentication (PAP, SPAP)
[] Allow clierts to connect without negotisting an authentication method.

3 On the “Add EAP” window select “Microsoft: Protected EAP (PEAP)”, then click to the OK
button

Authentication methods:

Microsoft: Smart Card or other certfficate
Microsoft: Protected EAP (PEAF)

Microsoft: Secured password (EAP-MSCHAP v2)

<

4 Select the “Microsoft: Protected EAP (PEAP)”, then click to the “Edit...” button.



Overview I Conditions | Settings |

Configure the settings for this network policy.
I conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

Eg?#;::ﬂ Authentication [w] Ovemide network policy authentication settings

. Murthentication Methods These authentication settings are used rather than the constraints and authertication
= e settings in network policy. For VPN and 8021 connections with NAP, you must
Forwarding Connection configure PEAP authentication here.
Request

=) Authentication EAP types are negotiated between NPS and the client in the order in which they

listed.
E Accounting b
EAP Types:

Specify a Realm Name
W Microsoft: Protected EAP (PEAF)

RADIUS Atiributes a B

@ Standard |
“Wendor Specific

Less zecure authentication methods:
[] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[] User can change password sfter it has expired
[] Microsaft Encrypted Authentication {MS-CHAP)
[] User can change password after it has expired
[] Encrypted authentication {CHAF)
[] Unencrypted authertication (PAP, SPAP)
[] Allow clierts to connect without negotiating an authentication method.

4 Select the certificate to authenticate the IAS server, and check the “Enforce Network Access
Protection”. Click to the Add button.

Select the certificate the server should use to prove its identity to the dient.
This certificate will override the certificate selected for Protected EAP in
Remaote Access Policy.

Certificate issued to: hackdc 12, hackme 12, local

Friendly name: hackdc12.hackme 12.local
Issuer: hackme 12-HACKDC 12-CA

Expiration date: 1/28/2015 3:17:25FPM

[«] Enable Fast Reconnect
[ | Disconnect Clients without Cryptobinding
[#] Enforce Metwork Access Protection

assword (EAPMSCHAP v2)




5 On the “Add EAP” window select “Smart Card or other certificate”, then click to the OK button,
later we will change the user authentication to certificate based.

Authentication methods:

6 On the “Configure Protected EAP Properties” click to the OK button

Select the certificate the server should use to prove its identity to the dient.
This certificate will override the certificate selected for Protected EAP in
Remote Access Policy.

Certificate issued to: hackdc 12, hackme 12, local

Friendly name: hackdc12.hackme12.local
Issuer: hackme12-HACKDC12-CA

Expiration date: 1/28/2015 3:17:25 FM

[#] Enable Fast Reconnect

[ | Disconnect Clients without Cryptobinding
[w] Enforce Metwork Access Protection

Eap Types

Secured password (EAPMSCHAP v2)
Smart Card or other certificate

7 On the “Secure Ethernet Properties” window click to the OK button



Overview I Conditions | Settings |

Corfigure the settings for this network policy.

I conditions and constraints match the connection request and the policy arants access, settings are applied.

Settings:

Hequired Authenbcabon
Methods

L. Authentication Methods

Forwarding Connection
Hequest

—’ Authentication

B Accounting
Specify a Realm Name
@ Attribute

RADIUS Attributes

e. Standard

Vendor Specific

[w] Cwemide netwark policy authentication settings

These authentication settings are used rather than the constraints and authentication
settings in network policy. For VPN and 802 1X connections with MAP, you must
configure PEAP authentication here.

EAP types are negotiated between MPS and the client in the order in which they
are listed.

EAP Types:
Microsoft: Protected EAP (FEAF) Maove Up
(<] m | [>]

Less secure authentication methods:
[] Microsaft Encrypted Authentication version 2 (MS-CHAP-2)
[] User can change password after it has expired
[ Microsaft Encrypted Authertication (MS-CHAP)
[ ] User can change password after it has expired
[] Encrypted authentication (CHAF)
[] Unencrypted authertication (PAP, SPAF)
[] Allow clients to connect without negotisting an authentication method.

oK || Cancel ||




Set up the NPS by wizard

All these things what we had done manually can be done through a wizard.

1 Go to the NPS text on the tree view and click to the “Configure NAP” link.

File Action View Help

«=| [ =

€ NPS (Local) NPS {Local)

4 L_%]' Policies Gem"g Started

[7] Connection Request Pa @ Metwark Policy Server (NPS) allows you to create and enforce arganization-wide netwark access policies for

| Metwork Policies cliert health, connection request authentication, and connection request authaorization .
] Health Policies
4 5 Metwork Access Protection
b o System Health Validato Standard Configuration
ﬁ Remediation Server Gro
q Accounting
p Wl Ternplates Management

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

Metwork Access Protection (NAF)

Metwork Access Protection (MAP)

‘When you configure MP5 as a NAP health policy server, you create health policies that allow MPS to validate the
configuration of NAP-capable client computers before they connect to your networ. Clients that are not compliant
with health policy can be placed on a restricted network and automatically updated to bring them into compliance.

n Corfigure NAP n Leam more

Advanced Configuration

Templates Configuration

2 On the “Configure NAP” window select “IEEE 802.1x (Wired)” as “Network connection
method”, and give it some policy name, then click to the “Next” button



Configure NAP -

l Select Network Connection Method For Use with NAP

s |

Metwork connection method:

Select the network connection method that you want to deploy on your networs for MAP-capable client
computers. Created policies will work with this network connection type only. To create policies for additional
network connection methods, you can run the wizard again.

[EEE 8021 (Wired) w

Policy name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default test or modify it

[NAP 802.1X (Wired)

Additional requirements:
'0' You must perform additional actions to set up NAP. View additional MAP requirements by clicking on the
! ) link below.

Additional Requirements

41}
(]

3 On the “Configure NAP” window check if our radius clients are appearing, then click to the Next
button.



ll* Specify 802.1X Authenticating Switches
|

RADIUS clients are network access servers, such as authenticating switches. RADIUS clients are not
client computers.
Ta specify a RADIUS client, click Add.

RADIUS clients:
myswitch

| Previous || MNet | Frsh || Cancel |

4 On the “Configure User Groups and Machine Groups” window click to the “Add...” button next

to the machine groups



ll* Configure User Groups and Machine Groups
|

To grant or derny access to groups of computers, add agroups to Machine Groups. Tao grant or deny access to
groups of users, add groups to User Groups. “ou can corfigure both Machine Groups and User Groups for this
policy.

ff no groups are selected. this policy applies to all users.

Machine Groups:
| FRemove |
User Groups:
| Femove |
| Previous || MNee || Frsh || Cancel |

5 On the Select Group window type “Domain Computers”, and click to the “Check Names” button.
If it is recognized click to the OK button.

Select this object type:
|Emup

From this location:
|hadcme12]ncal

Erter the object name to select (examples):
Domain Computers




6 click to the “Add...” button next to the user groups

'l* Configure User Groups and Machine Groups
|

To grant or deny access to groups of computers, add groups to Machine Groups. To grant or deny access to
groups of users, add groups to User Groups. “ou can corfigure both Machine Groups and User Groups for this
policy.

ff no groups are selected. this policy applies to all users.

Machine Groups:
HACKME12\Domain Computers | Add... |
| FRemove |
User Groups:
| Remaove |
| Previous || MNee || Frsn || Cancel |

7 On the Select Group window type “Domain Users”, and click to the “Check Names” button. If it
is recognized click to the OK button.

Select this object type:
|Emup

From this location:
|hadﬂne12]ucal

Enter the object name to select (examples):

Domain Users




8 On the “Configure User Groups and Machine Groups” window click to the Next button

Configure NAP -

I Configure User Groups and Machine Groups
]

|

To grart or deny access to groups of computers, add groups to Machine Groups. To grant or deny access to
groups of users, add groups to User Groups. You can corfigure both Machine Groups and User Groups for this
policy.

ff no groups are selected, this policy applies to all users.

Machine Groups:

HACKME1ZDomain Computers Add...
User Groups:
HACKMET1Z2 Domain Users Add...
Preswim iz | | et Fimizh Canral

9 On the “Configure an Authentication Method” window check if the NPS server certificate is
correct. Select “Secure Password (PEAP-MS-CHAP v2)” as authentication. If want to use later
certificate based user authentication select the “Smart Card or other certificate (EAP-TLS)” too.



Configure NAP -

Configure an Authentication Method

vy

-

Protected Bdensible Authertication Protacol (PEAF) is the authertication method used with wirsless access
points and authenticating switches. To configure PEAFP, you must select a server certificate on the NPS server

and you must configure an authentication type.

MP5 Server Certificate

To select a server cerificate issued by your organization trusted root cerdification authority (CA) or a public
CAthat is trusted by client computers, click Choose. To view the selected cedificate, click View.

hackdc 12 hackme12 local (Valid until 1/28/2015 3:17:25 FM) |

| Wiew... || Choose... |

EAP types:
Select EAP types to use with PEAP. The authentication type detemines the kind of credentials that NP5 can

accept from client computers and users (either user name and password or a certfficate).

Secure Password (FEAP-MS-CHAP v2). This authentication type pemits users to type password-based
credentials during authentication.

Smart Card or other cerificate (EAP-TLS). This authentication type requires cerificates on smart cards orin the
client computer certfficate store. For this authentication type you must deploy your own trusted root CA.

T1
)

10 On the “Configure Traffic Controls” window next to the “Full access network” click to the
“configure...” button.

| Previous || Mead




Configure NAP -

. Configure Traffic Controls

| Usevirtual LANs (VLANs) and access control lists {ACLs)to control network traffic.

ff your BADILS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can corfigure these attibutes here. Bamples of traffic controls
include virtual LANs (VLAMs) or access control lists (ACLs). Your RADIUS client might also support other traffic
control attibutes. To configure these attributes, enter values for the full access network and the restricted access
networle.

ff you do not use traffic controls ar will configure them later, click Mesxdt.

Full access network
Corfigure RADIUS attributes for computers that are granted full network access.

Restricted access network
Corfigure RADIUS attributes for computers that are granted restricted networls access.

| Previous || Mest | Finish | Cancel |

11 On the “Configure RADIUS Attributes” window at the “RADIUS Standard Attributes” tab select
“Tunnel-Type”, and click to the “Edit...” button.



RADIUS Standard Attributes | Vendor-Speciic Attributes |

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not configure an attrbute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame Value

Fitter-Id <not configured >
Tunnel-Type <not configured >
Tunnel-Medium-Type  =<not configured:=
Tunnel-Pvt-Group-ID0 <not configured=
Tunnel-Assignment-I0  <not configured =

12 On the “Attribute Information” window click to the “Add...” button.

Attribute name:
Turnel-Type

Attribute number:
64

Attribute format ;
Enumerataor

Attribute values:
Vendor Walue

Remove

Maove Up

Move Down




13 On the “Attribute Information” window select under the “Commonly used for 802.1x” the
“Virtual LANs (VLAN)”.

Attribute name:
Turnel-Type

Attribute number:
64

Attribute fomat :
Enumerataor

Attribute Value:
() Commonty used for Dial-Up or VPN

ZMNone:

(®) Commonly used for 802, 1x

| Virtual LANs (VLAN)
() Others

ZNOnE:

14 Click OK on the “Attribute Information” window

Attribute name:
Tunnel-Type

Attribute number:
.}

Attribute format:
Enumerataor

Attribute values:

Vendor Value
RADIUS Standard  Virtual LANs (WVLAMN)

Remaowve

Maove Up

Move Down

15 On the “Configure RADIUS Attributes” window at the “RADIUS Standard Attributes” tab select
“Tunnel-Medium-Type”, and click to the “Edit...” button.



RADIUS Standard Attibutes | Vendor-Specific Attributes

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not corfigure an attibute, i is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

MName Value

Fitter-d «not configured:
Tunnel-Type Wirtual LANs (VLAN)
Tunnel-Medium-Type  <not corfigured:
Tunnel-Pwt-Group-ID0  <not corfigured:=
Turnel-Assignment-ID  <not configured:=

Description:
Specifies the transport medium used when creating a tunnel for protocols for example.,
LZTP) that can operate over muttiple transports.

16 On the “Attribute Information” window click to the “Add...” button.

Attribute name:
Turnel-Medium-Type

Attribute number:
65

Attribute farmat :
Enumerataor

Attribute values:

Vendor Walue

Remaove

Maove Up

Move Down




17 On the “Attribute Information” window select under the “Commonly used for 802.1x” the “802

(includes all 802 media plus Ethernet canonical format)”.

Attribute name:
Tunnel-Medium-Type

Attribute number:
&5

Attribute format :
Enumeratar

Atribute Value:
(®) Commonly used for 802, 1x

|E'|]2 (includes all 802 media plus Ethemet canonical format)

() Cthers

“none:

18 Click OK on the “Attribute Information” window

Attribute name:
Tunnel-Medium-Type

Attribute number:
&5

Attribute format:
Enumerator

Attribute values:

Vendor Value
RADIUS Standard 802 (ncludes all 302 media plus Bther...

Edit ...

Remove

Move Up

Move Down

19 On the “Configure RADIUS Attributes” window at the “RADIUS Standard Attributes” tab select

“Tunnel-Pvt-Group-ID”, and click to the “Edit...” button.



RADIUS Standard Atributes | Vendor-Specific Atibutes

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not corfigure an attibute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame Walue

Fitter-id «not configurad >

Tunnel-Type Virtual LAMs (WLAN)

Tunnel-Medium-Type 802 {includes all 802 media plus Ethemet canonical format)
Tunnel-Pvt-Group-ID  =not configured =

Turnel-Assignment-I0  <not configured =

Description:
Specifies the Group |0 for a tunneled session.

20 On the “Attribute Information” window click to the “Add...” button.

Attribute name:
Tunnel-Pvt-Group-1C

Attribute number:
&1

Attribute fomat :
OctetSting

Attribute values:

Vendor  Walue

Edi...

Remove

Maove Up

Maove Down

21 On the “Attribute Information” window type “2” as value (the compliant computers will be the



member of VLAN 2). Then click to the OK button.

22 On the “Attribute Information” window click to the OK button

Vendor Value
RADIUS Standard 2

Remave

Maove Up

Move Down

23 On the “Configure RADIUS Attributes” window click to the OK button.



RADIUS Standard Attributes | Vendor-Specific Atributes

To send additional attributes to RADIUS clients, select 3 RADIUS standard attrbute, and
then click Edit. f you do not corfigure an attibute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame Value

Filter-Id <not configured >

Tunnel-Type Virtual LAMNs (VLAM)

Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical format)
Tunnel-Pvt-Group-ID 2

Tunnel-fssignment-I0  <not configured =

Description:
Specifies the tunnel to which a session is assigned.

24 On the “Configure Traffic Controls” window next to the “Restricted access network” click to the
“configure...” button.



Configure NAP -

I Configure Traffic Controls

| Usevwvirtual LANS (VLANS) and access control lists (ACLs)to control netwark traffic.

ff your BADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attributes, you can configure these attributes here. BExamples of traffic controls
include virtual LAMs (VLAMs) ar access contral lists (ACLs). Your RADIUS cliert might also suppart other traffic
control attibutes. To configure these attributes, enter values for the full access network and the restricted access
networle.

ff you do not use traffic controls ar will configure them later, click Mext.

Full access netwark
Corfigure RADIUS attributes for computers that are granted full network access.

Restricted access netwark
Corfigure RADIUS attributes for computers that are granted restricted networls access.

Pravsicare | | Mot Firick Fameal

25 On the “Configure RADIUS Attributes” window at the “RADIUS Standard Attributes” tab select
“Tunnel-Type”, and click to the “Edit...” button.



RADIUS Standard Attributes | Vendor-Specific Attributes

To send additional attributes to RADIUS clients, select a3 RADIUS standard attribute, and
then click Edit. § you do not configure an attibute, it is not sent to BADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame Value

Fitter-d «not configured=
Tunnel-Type <not corfigured:
Tunnel-Medium-Type  =not corfigured:=
Tunnel-Pvt-Group-IDY  =not corfigured:=
Tunnel-Assignment-ID  <not configured:=

Description:
Specifies the tunneling protocols used.

26 On the “Attribute Information” window click to the “Add...” button.

Attribute name:
Tunnel-Type

Attribute number:
64

Attribute format :
Enumerator

Attribute values:

Vendor Value

Edit...

Remaove

Move Up

Move Down

27 On the “Attribute Information” window select under the “Commonly used for 802.1x” the



“Virtual LANs (VLAN)”.

Attribute name:
Turnel-Type

Attribute number:
64

Attribute format:
Enumerator

Aftribute Value:
() Commonty used for Dial-Up or VPN

=NoneE>

(®) Commonly used for 802, 1x

| virtual LANs (VLAN)

() Others

=None=

28 Click OK on the “Attribute Information” window

Attribute name:
Tunnel-Type

Attribute number:
64

Attribute format
Enumerator

Attribute values:

Vendor Walue
RADIUS Standard  Vitual LANs {WLAN)

Edit...

Remaove

Move Up

Move Down

29 On the “Configure RADIUS Attributes” window at the “RADIUS Standard Attributes” tab select

“Tunnel-Medium-Type”, and click to the “Edit...” button.



RADIUS Standard Atributes | Vendor-Specific Atibutes

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not corfigure an attibute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame Walue

Fitter-id «not configurad >
Tunnel-Type Virtual LAMs (WLAN)
Tunnel-Medium-Type  <not configured >
Tunnel-Pvt-Group-ID =not configured=
Turnel-Assignment-I0  <not configured =

Description:
Specifies the transport medium used when creating a tunnel for protocols for example,
LZTP)that can operate over multiple transports.

30 On the “Attribute Information” window click to the “Add...” button.

Adtribute name:
Tunnel-Medium-Type

Attribute number:
65

Attribute format ;
Enumerataor

Attribute values:

Vendor Value

Edit...

Remove

Maove Up

Move Down

31 On the “Attribute Information” window select under the “Commonly used for 802.1x” the “802



(includes all 802 media plus Ethernet canonical format)”.

Attribute name:
Tunnel-Medium-Type

Attribute number:
&5

Attribute format:
Erumerator

Attribute Value:
(®) Commonly used for 802, 1x

|EDZ {includes all 802 media plus Ethemet canonical format)
() Others

<None:

32 Click OK on the “Attribute Information” window

Attribute name:
Turnel-Medium-Type

Attribute number:
65

Attribute format :
Enumerator

Attribute values:

Vendor Walue
RADIUS Standard 802 (ncludes all 802 media plus Bther...

Edit

Femove

i

Maove Up

Move Down

i

33 On the “Configure RADIUS Attributes” window at the “RADIUS Standard Attributes™ tab select
“Tunnel-Pvt-Group-ID”, and click to the “Edit...” button.



RADIUS Standard Attributes | Vendor-Specific Atributes

To send additional attributes to RADIUS clients, select 3 RADIUS standard attrbute, and
then click Edit. f you do not corfigure an attibute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame WValue

Filter-Id «“not configured >

Tunnel-Type Virtual LAMNs (VLAM)

Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical format)
Tunnel-Pvt-Group-I00 =not configured=

Tunnel-Assignmert-I00  <not configured=

Description:
Specifies the Group 1D for a tunneled session.

34 On the “Attribute Information” window click to the “Add...” button.

Attribute name:
Tunnel-Pvt-Group-ID

Attribute number;
a1

Attribute format:
OctetString

Attribute values:

Vendor Value

Edit...

Remove

Maove Up

Move Down

35 On the “Attribute Information” window type “3” as value (the compliant computers will be the



member of VLAN 3). Then click to the OK button.

Attribute name:
Turnel-Pvt-Group-10

Attribute number:
21

Attribute format:
Qctet String

Enter the attribute value in:
(®) String

() Hexadecimal

E

36 On the “Attribute Information” window click to the OK button

Attribute name:
Turnel-Pwt-Group-10

Attribute values:

Vendor Value
RADIUS Standard 3

Edit...

Remove

Mave Up

Move Down

37 On the “Configure RADIUS Attributes” window click to the OK button.



RADIUS Standard Attributes | Vendor-Specific Atributes

To send additional attributes to RADIUS clients, select 3 RADIUS standard attrbute, and
then click Edit. f you do not corfigure an attibute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:

Mame Value

Filter-ld <not configured»

Tunnel-Type Virtual LANs (VLAM)

Tunnel-Medium-Type 802 {includes all 802 media plus Ethemet canonical format)
Tunnel-Pvt-Group-D 3

Tunnel-Assignment-I0  <not configured =

Description:
Specifies the Group D for a tunneled session.

38 On the “Configure Traffic Controls” window click to the “Next” button



Configure NAP -

I Configure Traffic Controls

| Usevirtual LANs (WLANs) and access control lists (ACLs)to control network traffic.

ff your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can configure these attibutes here. BExamples of traffic controls
include virtual LAMs (WVLAMNs) or access control lists (ACLs). Your RADIUS client might also support other traffic
control attributes. To configure these attributes, enter values for the full access network and the restricted access
network.

ff you do not use traffic controls or will configure them Iater, click Med.

Full access netwark
Corfigure RADIUS attributes for computers that are granted full networl access.

Restricted access netwark
Corfigure RADIUS attributes for computers that are granted restricted network access.

| Previous || Mext | Finish Cancel

39 On the “Define NAP health policy” select the “Window security health validator”. I cleared the
“Enable auto remediation of client computers”, because it is easier to test on this way. Select the
“Deny full network access to NAP-ineligible client computers...”



Configure NAP -

I Define NAP Health Policy

i |

The installed System Health Validators are listed below. Select only the System Health Validators that you want to
enforce with this health policy.

MName
Windows Security Health Validator

[ | Enable auto-remediation of client computers

ff selected, MAP-capable client computers that are denied full access to the network because they are not
compliant with health policy can obtain software updates from remediation servers.

ff not selected. noncompliant MAP-capable client computers are not automatically updated and cannot gain
full netwarc access until they are manually updated.

Metwork access restrictions for NAP-ineligible client computers:

(®) Deny full network access to MAP-neligible client computers. Allow access to a restricted networkc onfy.

() Allow full network access to NAP-neligible client computers.

| Previous || Mesdt | nish

40 On the completing “NAP Enforcement Policy and RADIUS Client Configuration” window click
to the finish button.



Configure NAP -

I Completing NAP Enforcement Policy and RADIUS Client

' Configuration
— |

You have successfully created the following policies and configured the following RADIUS clients.

* To view the corfiguration details in your default browser, click Configuration Details.
* To change the configuration, click Previous.
* To save the configuration and close this wizard, click Finish.

Health Policies:

MAF 802 1X (Wired) Compliant

NAP 802 1X (Wired) Noncompliant
Connection Request Policy:

MAP 802 1X (Wired)

Network Policies:

MNAP 802 1X (Wired) Compliant

MAF 802 1X (Wired) Moncompliant
MNAP 802 1X (Wired) Mon NAP-Capable

Configuration Details

i

i Finish | | Cancel

Previous
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