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Write the sample application

Create a new project

&3 Visual C++ 2008 Express Edition (Administrator)

Edit WView Tools Window Help

Project... Ctrl+5hift-+M
Ctrl-+M

Project From Existing Code...

Select the Win32 \ Win32 project, and give it a name

New Project ﬂ E
Project types: Templates: BO |5
Visual C++ Visual Studio installed templates
CLR —
Win3z a Win32 Console Application Win32 Project
General
My Templates

214 Search Online Templates. ..

A project for creating a Win32 application, console application, DLL, or static library

Mame: I mychatsrv
Location: I C:\Users‘\administrator \Documents\Wisual Studio 2003'Projects j Browse... |
Solution Mame: | mychatsrv ¥ Create directory for solution

on the welcome screen of the wizard click to the next button



Win32 Application Wizard - mychatsrv B |

Welcome to the Win32 Application Wizard

Creryiew These are the current project settings:

Application Settings + Windows application
Click Finish from any window to accept the current settings.

After you create the project, see the project's readme. tit file for information
about the project features and files that are generated.

< Previous

Mext = I Finish Cancel

select the "Windows Application", then click to the finish button.



Win32 Application Wizard - mychatsrv

Erorralzs ] bese s
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Right click on the new project and from the popup menu select the properties command:

= mychatsrv - Visual C++ 2008 Express Edition (Ad

File Edit Wiew Project Build Debug Tools W

P-E- Sl d| % RB[9- -

Solution Explorer - mychatery -~ & X

| &
m Solution 'mychatsry’ (1 praject)
=n ,33 —
B [5F Header Build
..... 0] mye _
_____ |E| Res Rebuild
----- |n] stda Clean
..... Iﬂ targ .
Project Onl 3
B [5F Resourc . ¥
----- (5] myc Custom Build Rules, ..
""" '—% e Tool Build Order...
----- i) sma
= [ Source F add b
..... &) myc
References...
..... gﬂ stda
----- =] ReadMe Aod Web Reference
Set as Startlp Project
Debug 3
& C
M| Paste
'X Remove
Rename
Unload Project
@Sduﬁ... @CES‘ Properties




Go to the "Configuration Properties", and within that the C/C++. There select the "Additional

Include Directories", and click on the "..." icon at the right side
mychatsrv Property Pages 7 x|
Configuration: IAcﬁve (Debug) j Platform: IAcﬁ\;E (Win32) j Configuration Manager... |
Common Properties Additional Indude Directories J
Configuration Properties Resolve =using References
General Debug Information Format Program Database for Edit & Continue (/ZI)
Debugging Suppress Startup Banner Yes (fnologo)
C'j,.'C++ Warning Level Level 3 (fW3)
'-""k'?r Detect 64-bit Portability Issues Mo
Manifest Toal Treat Warnings As Errars Mo
Resources IUse UNICODE Response Files Yes

XML Document Generator
Browse Information

Build Events

Custom Build Step

Additional Include Directories
Specifies one or more directories to add to the indude path; use semi-colon delimited list if more than one.

(T[path]}
0K I Cancel Apply
click on the new line icon, and click to the "..." icon.
Additional Include Directories K

L o

Inherited values:

[

¥ Inherit from parent or project defaults Macros=>

oK | Cancel




Select the openssl install directory, within that the include directory: "C:\OpenSSL-Win32\include"

(S ]
S ———.
@eo |  + OpenSSL-Win32 - include - - (&

Organize + == Views ~ | Mew Folder (7]

Fawvorite Links I e ...................................................................................................................

722011 %:26 AM  File Folder

Projects
Desktop
Computer
Documents
Pictures

EJ' Music

Recently Changed

mEENE

BE

Searches
; Public

Folders ~ 4 | _,I

Folder: Il:upenssl

: Select Folder I Cancel |

Click to the OK button

o] x| +] 4]

‘C:\OpenssL-Win32indude

Inherited values;

[

¥ Inherit from parent or project defaults Macros=>

oK | Cancel




mychatsrv Property Pages

Configuration: IActi\f'E(DEbug}

Common Properties
Configuration Properties
General
Debugging
CjC++
Linker
Manifest Tool
Resources
¥ML Document Generator
Browse Information
Build Events
Custom Build Step

j Platform: IAEﬁVE(‘v‘v‘inﬂ} j Configuration Manager. ..

Additional Indude Directories "C:\OpenssL-Win32\include” ;I

Resalve using References

Debug Information Format Program Database for Edit & Continue (/Z1)
Suppress Startup Banner Yes (fnologa)

Warning Level Level 3 (fw3)

Detect 64-bit Partability Issues Mo

Treat Warnings As Errors Mo

|Jse UMICODE Response Files Yes

Additional Include Directories
Specifies one or more directories to add to the incude path; use semi-colon delimited list if more than one.

(/I[path]}

oK I Cancel | Apply

Then go to the "Configuration Properties \ General" and set the "Character Set" to Use Multi-Byte

Character Set.

mychatsrv Property Pages
Configuration: I.'"-Eti'\r'E (Release) j Platform: IAcﬁve (Win32) j Configuration Manager... |
Common Properties B General
Configuration Properties Cutput Directory s(solutionDir)$(ConfigurationName)
General Intermediate Directary s(ConfigurationName)
Debugging Extensions to Delete on Clean = obij; *.ilk;*, th; = i; = th; . tmp; *.rep; *.pac; *.pod; *.meta; §
Sl Build Lag File S{IntDir) BuildLog.him
Linker Inherited Project Property Sheets
General Enable Managed Incremental Build fes
Ian!t . EH Project Defaults
Manifest File ) e, 8
Debugging Configuration Type Application L.exg,- .
System Use of MFC lUse Standard Windows Libraries
Optimization Use of ATL Mot Using ATL
o 1L EXT TS < 5= Craracte Se -
Advanced Commaon Language Runtime support Mo Common Language Runtime support
Command Line Whaole Program Optimization Use Link Time Code Generation
Manifest Tool
Resources
XML Document Generator
Browse Information
Build Events
Custom Build Step
Character Set

Tells the compiler to use the specified character set; aids in localization issues,

oK I Cancel Apply




Then go to the "Configuration Properties \ Linker \ Input". Then select "Additional Dependencies",
and click on the "..." icon at the right side of it.

mychatsrv Property Pages 2| x|
Configuration: IACﬁ"\-‘E:DEtILIg:' ﬂ Platform: IActive (Win32) j Configuration Manager. .. |
Common Properties Additional Dependencies
El Configuration Properties Ignore All Default Libraries Mo
General Ignore Specific Library
DF'T'JUEIQ“'IEI Module Definition File
CiC++ add Module to Assembly
[=] Linker

Embed Managed Resource File

General Force Symbol References

. Delay Loaded DLLs
Manifest File

Debugging
System
Optimization
Embedded IDL
Advanced
Command Line
Manifest Tool
Resources
XML Document Generator
Browse Information
Build Events
Custom Build Step

Assembly Link Resource

FHHEEEMH

Additional Dependencies
Specifies additional items to add to the link line (ex: kernel32.lib); configuration specific.

Ok I Cancel | Al |

At the new windows add the libeay32MD.lib and ssleay32MD.lib files from the openssl install
directory \ lib \ VC \ static, then click to the OK button.

Additional Dependencies

C:\OpenssL-win32YibWostaticlibeay32MD. lib ﬂ
C:\0OpenSsL-Win32Yib o \static\ssleay 32MD. lib|

" Ny

Inherited values:

kernel32.lib -

user32.lib

gdiz2.lb

winspaol.lib

comdlg32.lib

hd
¥ Inherit from parent or project defaults Macros>>
Ok Cancel




We will get the next:

mychatsrv Property Pages ﬂ E

Configuration: IAcﬁ\rel:Releasej j Platform: IAu:tive Win32) j Configuration Manager... |
Common Properties Additional Dependendes C:\OpensSsL-Win32\lib\WC\libeay32MD.lib C:‘Il{)pmgl
Configuration Properties Ignore All Default Libraries Mo

General Ignore Specific Library
Debugging Module Definition File
Cit++ Add Module to Assembly
Linker Embed Managed Resource File
General Force Symbal References
Ir1|:u..!t . Delay Loaded DLLs
Manifest File _
) Aszembly Link Resource
Debugging
System
Optimization
Embedded 10L
Advanced
Command Line
Manifest Toal
Resources
XML Document Generator
Browse Information
Build Events
Custom Build Step
Additional Dependencies
Specifies additional items to add to the link line (ex: kernel32.1b); configuration specific,

|
Build Solution

B (5 Header Files Rebuild Solution

----- |h] mychatsrv.h
..... \n] Resource.h Clean Solution
""" L] stdafich Batch Build...

----- |n] targetver.h .
2 (5 Resource Files Configuration Manager. ..

----- e
----- (= mychatsrv.rc
..... Im emall.ico Set StartUp Projects...

Existing Project...




Select the Win32 \ Win32 Console Application. Give it a name, and click to the OK button.

Add New Project

i B
oo e
Project types: Templates: =8 | e
Visual C++ Visual Studio installed templates

CLR

—— 12 win32 Console Application =] win32 Project

General

My Templates

i Search Online Templates. ..

A project for creating a Win32 console application

Mame:

Location:

I SErver

I C:\Wsers‘\Administrator \DocumentsWisual Studio 2008'Projects\mychatsry

j Browse... |

oK I Cancel |

On the Welcome screen click to the next button



Win32 Application Wizard - server B |

Welcome to the Win32 Application Wizard

Creryiew These are the current project settings:

application Settings * Console application
Click Finish from any window to accept the current settings.

After you create the project, see the project's readme. tit file for information
about the project features and files that are generated.

< Previous

Mext = I Finish Cancel

Then click to the finish button



Win32 Application Wizard - Servr 2| x| |
[—

T —
LT TR

Application Settings

CrEr s Application type: Add common header files for:
&pplication Settings (" Windows application I~ AL

% Console application I~ mc

" DLL

{~ Static library

Additional options:
¥ Empty project
I | Export symbaols
¥ | Erecompiled header

< Previous Mext = Finish Cancel

right click to the "Header Files" of this new project, and select the Add \ Existing item



Solution Explorer - Solution ... -~ & X

AE

m Solution 'mychatsry' (2 projects)
= 24 mychatsrv

= [ Header Files

----- |ﬂ mychatsrv.h
----- |n] Resource.h
----- |n] stdafic.h

----- |ﬂ targetver.h
= [£5 Resource Files

----- 8] mychatsrv.ico
----- (5 mychatsrv.rc
----- @ small.ico

=l [ Source Files

----- f;‘:‘] mychatsry.cpp

----- ¢+ stdafic.cpp
----- || ReadMe. txt

----- E Resource
----- [ source Fils

&
=3
=

x

Add the mychatsrv.h from the previous project.

Solution Explorer - Solution .., - & X
B
(ol Solution ‘mychatsrv' (2 projects)
=R Eﬂ mychatsrv
- [£F Header Files
----- |ﬂ mychatsrv.h
----- \n] Resource.h
----- |n] stdafic.h

----- |ﬂ targetver.h
- [ Resource Files
----- ] mychatsrv.ico

----- = D
i

..... =m
B [ Source| 4 | Cut
""" @Imy| 53| Copy
..... ':.:f] =i N N
..... | ReadM B Paste
= [ servr X | Remove
- [ Header
A Rename
i |h1 my

Existing Item...

Mew Filter

Class...

Right click again to the "Source Files" of this project, and select the Add \ New Item

Mew Item...

Existing Item...

Mew Filter

Class...

Select the C++ file from the dialog box, and give a name to the file:

... command



Add Hew Item - Servr

{4 C++File (.cpp)
[ElProperty Sheet {.vsprops)

Categories: Templates:
Visual C++ Visual Studio installed templates
LI
Code .@Windnws Farm
Property Sheets | ] Header File {.h)
- Component Class
My Templates

i| Search Online Templates...

Creates a file containing C++ source code

Mame: | server

Location:

I c:\Wsers\Administrator \Documents\Wisual Studio 2008\Projectsmychatsrv\Servr

Browse... |

Cancel |

Then right click to this project, and select the properties command from the popup menu.



Build
Rebuild
Clean

Project Only

Project Dependendes. ..
Project Build Qrder. ..
Custom Build Rules...
Tool Build Order...

Add

References...

Set as Startlp Project

Debug

Remowve

Rename

Unload Project

Properties



peel the ssl layer

Unfortunately the traffic is ssl encrypted. If we were just try to fuzz it in this way we were fuzz only
the openssl layer, but we want to fuzz the encrypted data within the ssl tunnel. To do it we must peel
the ssl layer.

To do it we need a certificate (we will use now the openssl to generate one, but any other method
can be used). The windows version can be downloaded for example from the next URL:
http://www.openssl.org

And we need the Stunnel application. The Stunnel is able to create an ssl tunnel for us.

First we capture the traffic, to see the communication

Encrypted traffic
chatclient.exe > chatclient.exe

Stunnel at 0.0.0.0:9999 (,,chatserver)

- Stunnel at 0.0.0.0:1234

Decrypted traffic. We watch it -t (, chatserver)
with network monitor. We send it ”

to other machine, because most
network monitor not capable to
listen at 127.0.0.1 -

Real chatserver 0.0.0.0::9999

Install Openssl on the usual way, then go to the new openssl directory:
cd C:\OpenSSL-Win32\bin

.| Administrator: Command Prompt

:sod OpenSSL—Win32sbing

Create a key to your certificate server:
openssl genrsa -des3 -out ca.key 1024


http://www.openssl.org/

.| Administrator: Command Prompt

sOpenSSL-Win32«bin}openss]l genrsa —dezsd —out ca.key 1824

oading ‘screen’ into random state — done
enerating RSA private kew,. 1824 hit long modulus
____________ ++++++

++++++

iz 65537 <(Bx108681>
nter pass phrase for ca.key:
erifying — Enter pass phrase for ca.key:

sO0penSSL-Win32sbink_

Then create a public certificate from the keyfile:

openssl req -config openssl.cfg -new -x509 -days 1001 -key ca.key
-out ca.cer

answer to the questions aproprietry

.| Administrator: Command Prompt

sO0penSSL-Win32«binXopenss]l req —config openssl.cfg —new —x5609 —days 18801 —key
a.key —out ca.cep

nter pass phrase for ca.key:

oading ‘screen’ into random state — done

ou are ahbout to be azked to enter information that will he incorporated
into your certificate reguest.

hat you are about to enter is what iz called a Distinguished Hame or a DM.
here are guite a few fields but vyou can leave some hlank

or zome fields there will be a default value.

If you enter *.', the field will be left blank.

ountry Name <2 letter code> [AUI1:HU

tate or Province Hame <full name> [Some—Statel:Budapest

ocality Name <eg. city} [l:Budapest

rganization Mame <eg,. company) [Internet Widgits Pty Ltdl:company
rganizational Unit Hame <eg, section) [l:myou

ommon MName <eg. YOUR name?» [l:chatserver.local

mail Address [l:alchatserver.local

sO0penSSL-Win32sbink_

openssl x509 -in ca.cer -outform DER -out ca.der

.| Administrator: Command Prompt

OpenSSL-Win32xbin}openss]l x58? —-in ca.cer —outform DER —out ca.der
sO0penSSL-Win32sbink_

by default the openssl want to use the demoCA directory so we crate it:

cd \OpenSSL-Win32\bin
md demoCA

cd demoCA

md newcerts

cd

Create an empty file called c: \OpenSSL-Win32\bin\demoCA\index.txt
Create file called c: \OpenSSL-Win32\bin\demoCA\serial (without extension). The
content of it should be 01



Add the CA certificate to our trusted root certificate store.

Start an mmc console

; ) Search Everywhere

; ) Search the Internet

B olal

select file \ add Remove snapin:

= Consolel - [Console Root]

w Action View Favorites Window  Hel

@ Mew Ctrl+M
— Open... crl+0
- Save Ctrl+5 —
Save As... it
| |

from the popup window select certificate then press the add button

Add or Remove Snap-ins | x| |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Far
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Vendor | - [ console Root Edit Extensions. .. |
= ActiveX Contral Microsoft Cor..,
.ﬁ.uﬂm:urizaﬁcun Manager Microsoft Cor... Bamove |
. Microsoft Cor..,
. Component Services Microsoft Cor. ., Mowe Lp |
;é‘ Computer Managem... Microsoft Cor... =
ﬁDevice Manager Microsoft Car... [ e |
=5 Disk Management Microsoft and. .. Add > |
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor..,
f’fg Internet Information.., Microsoft Cor...
;" Internet Information...
@ IP Security Monitor Microsoft Cor...
8, 1p Security Policy Ma... Microsoft Cor... LI STTEL

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Ok I Cancel

in the new window select computer account then click on the next button



Certificates snap-in | x|

This snap-4n will always manage cerfficates for:

™ My user account

" Service account

< Back Meod = Cancel

Select local computer, then click to the finish button:

Select Computer

Select the computer you want this snap-in to manage.

— This snap-n will always manage:

fe ﬂﬁucal computer: ¢he computer this console is running on

" Another computer: Browse... |

[T Alow the selected computer to be changed when launching from the command line. This
onby applies if you save the console.

< Back I Finish I Cancel

then click to the ok button



Add or Remove Snap-ins | x| |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Far
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in | Vendor | -
1] ActiveX Control
.ﬁ.uﬂm:urizaﬁcun Manager
. Certificates

¥ Component Services
%‘-Cumputer Managem...
éDevice Manager
=5 Disk Management
@ Event Viewer

| Folder
_EJ' Group Policy Object ...
ffg Internet Information...
;" Internet Information...
@ IP Security Monitor
), 1p securitv Palicy Ma...

Microsoft Cor. .,
Microsoft Cor. .,
Microsoft Cor...
Microsoft Cor. .,

Microsoft Cor. .,
Microsoft Cor...
Microsoft and...
Microsoft Cor. .,
Microsoft Cor...
Microsoft Cor. .,
Microsoft Cor. .,

Microsoft Cor..,

=

Microsoft Cor, .,

Description:

Selected snap-ins:

[ console Root
@ Certificates {Local Computer)

Edit Extensions. .. |

Remove |

[Mewe Up |

[awe Dawn |

Advanced...

Ok

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel

naviget in the tree to the certificates \ trusted root certificate authorities \ certificates:

=

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certifi- [l =] [E3

ﬁ File Action \iew Favorites Window Help |_|5’|5|

&= @m0/ H

| Console Root

=] Iﬁ] Certificates {Local Computer)
| Personal

| Trusted Root Certification Authorities
-

| Enterprise Trust

| Intermediate Certification Autharities

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authoriti

| Trusted People

| Certificate Enrollment Requests

| Smart Card Trusted Roots

HEHEEEEBEKBK

<

| 2]

Issued To = | Issued By Actions

[l class 3 Public Primary Certification... Class 3 Public Certificates "
[l class 3 Public Primary Certification... Class 3 Public

@Cupyright (c) 1997 Microsoft Corp,.  Copyright () More Actians
@GIDbaISign Foot C4 GlobalSign ot

@Micrnsaﬂ Authenticode(tm) Root ...  Microsoft Auth

EMicrosoft Root Authority Microsoft Roo

ERMicrosoft Root Certificate Authority

Microsoft Roo

@NO LIABILITY ACCEPTED, (c)97 V... MO LIABILITY
@Thawte Timestamping CA Thawte Times:
l | *

I'I'rusted Root Certification Authorities store contains 9 certificates.




right click on it and from the popup menu select All tasks \ import

| Console Root

| Personal

Issued To =

Bl Gl Certificates (Local Computer) [alclass 3 Public Primary

[5]Class 3 Public Primary

B [ Trusted Root Certification Autharities QCDpyright (c) 1937 Mi

| —1 Ll = L M
~| Enterprise Tru | | ||\|:|
M= L I

Tomdm e rmm i bm

on the welcome screen of the import wizard click to next button:

Certificate Import Wizard

x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, didk Mext,

Cancel |

click to the browse button:



Certificate Import Wizard

File to Import
Specify the file you want to impaort,

Eile name:
I | Browse. .. |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS £7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Learn mare about certificate file formats

< Back I [ext = I Cancel

and select the C:\OpenSSL-Win32\bin\ca.cer file, then click to the next button

Certificate Import Wizard Ed |

File to Import
Spedify the file you want to impaort,

File name:
C\OpenSsL-Win32hin '-.n:a.n:erl Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (P7E)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

= Back I Mext = I Cancel




in the other window click to the next button again

Certificate Import Wizard

Then click to the finis button



Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:

Certificate Store Selected by User RSl ds= g il
Content Certificate

File Mame C:\OpenssL-Win32\bi
Jd | Bl

X

= Back I Finish I Cancel

the computer imports the certificate click to the OK button:

Certificate Import Wizard

The root certificate will be added:



= Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorties\Certafi- B =] [E1

ﬁ File Action \iew Favorites Window Help |_|5’|5|

&0 2582 H =

| Console Root Issued To = | Issued By Actions
= G Certificates (Local Computer) Sfchatserver local chatserver.loc | cortificates "
;_l Personal [l class 3 Public Primary Certification... Class 3 Public
_| Trusted Root Certification Authorities | | [F]class 3 Public Primary Certification... Class 3 Public Mare Actions b
= Ellt Cerﬁﬁc_?test @Cupyright (c) 1997 Microsoft Corp,.  Copyright ()
= Ehierprise frust - Sl Globalsign Root CA GlobalSign Ro
:I Intermedlatet Certification Authorities @Micrnsuﬁ Authenticode(tm) Root ... Microsoft Auth
| Trusted Publishers EMicrosoft Root Authority Microsoft Roo

| Untrusted Certificates

| Third-Party Root Certification Authoriti
| Trusted People

| Certificate Enrolment Requests

| Smart Card Trusted Roots

EIMicrosoft Root Certificate Authority  Microsoft Roor
@NO LIABILITY ACCEPTED, ()37 V... MO LIABILITY
Sl Thawte Timestamping CA Thawte Times

HEEEEEKBK

4 | |l | i

I'I'rusted Root Certification Authorities store contains 10 certificates. |

close the mmc console:

Microsoft Management Console B

; l\‘ Save console settings to Console 17

Cancel |

Create a server certificate

now our root certificate is created and accepted by the computer, we has to create the two
certificates for the two stunnel. For this we must create a request, it can be done by openssl as well,
but in that case you should edit the openssl.cnf file, to use the webserver template, so I used the IIS,
to generate a request, and only signed that with the openssl.

To do this start the IIS management console Startmenu \ control panel \ Administrative tools

Sign the certificate request:

openssl ca -policy policy anything -config openssl.cfg -cert
ca.cer -in requestl.txt -keyfile ca.key -days 360 -out iisl.cer

type the password of your ca.key file

Open a command prompt, and convert the cer and pfx file to the format required by stunnel:

cd \OpenSSL-Win32\bin



openssl x509 -inform der -in iisl.cer -out iisl.pem
openssl pkcsl2 -in iisl.pfx -out iisl.key -nodes -nocerts
Enter Import Password:

copy iisl.pem "c:\Program Files\stunnel"
copy iisl.key "c:\Program Files\stunnel"

Start the Stunnel to listen on port 6789 and forward what it get to 192.168.168.101:1234

After it we should create two config files for the Stunnel, the first on the machine where the chat
server runs save save it to the (c:\Program Files\stunnel).

stunnel.conf:

fips = no

cert = iisl.pem
key = iisl.key
[mylistener]

accept = 6789
connect = 192.168.168.101:1234

Then we must start the stunnel:

stunnel.exe

then check, if it really listens on port 6789

netstat /na

search for the next line:

TCP 0.0.0.0:6789 0.0.0.0:0 LISTENING

Also the two Stunnel icon must be seen next to the clock on the notification area.

We should create another conf file for the other machine (because our sample application is quite
simple, we should allow all chiphers, including the anonymous ones):

stunnel.conf:

ciphers = ALL:eNULL
fips = no

[masik]

client = yes

accept = 1234

connect = 127.0.0.1:9999

Start the stunnel:

stunnel.exe

then check, if it really listens on port 1234



netstat /na

search for the next line:;

TCP 0.0.0.0:1234 0.0.0.0:0 LISTENING
Encrypted traffic
chatclient.exe >
Stunnel at 0.0.0.0:9999 (,,chatserver*)
< chatclient.exe
Decrypted traffic. We watch it
with network mpmtor. We send it Stunnel at 0.0.0.0:1234
to other machine, because most «
. (,,chatserver®)
network monitor not capable to
listen at 127.0.0.1 -
Real chatserver 0.0.0.0::9999
Machine 1 Machine 2

Start the chatserver at machine 1:

.| C\test\Release\Server.exe

Feruer ready to accept connections? A|

now start the wireshark, to captore the traccic toing to or comming from the tcp port 1234:



"l wireshark: Capture Options =]

-Capture
Interface: IL:::u:aI = | IInteI{R}I PRO/1000 MT Desktop Adapter: \Device\WPF_{5C3C8AD2- = |
IP address: fe80::d58:b367:5e3c:c34d, 192, 168,168, 250

Link-ayer header type: IEthernet = | Wireless Settings

[T Capture packets in promiscuous mode Femote Settings
I™ Capture packets in pcap-ng format Buffer size: [1 >| megabyte(s)

[ Limit each packet to |65535 = bytes
Capture F|I1:er:| |tq:port1234{ LI CompileBPFl

-Capture File(s) -Display Options
File: I Browse... | [V Update list of packets in real time
[T Use multiple files
= Automatic scrolling in live capture
| next file every I 1 j megabyte(s) = | Lia = i

[ NMext file every |1 ﬂ minute(s) - | ¥ Hide capture info dialog
™| Ring bufifer with |2 = files

- -Mame Resolution
™| Siop capture after |1 = filz(s)

[¥ Enable MAC name resolution

-Stop Capture ...
[ .. after I 1 j packet(s) [T Enable network name resolution
[ ... after |1 ﬂ meaabyie(s) ;l
... after |1 ﬂ mirnute(s) LI [T Enable transport name resolution
Help Start Cancel

Start the client application at two machines, and send some text from one to the other.



El windows Async Client =]

|[USER23 [255

|255 | SetColor

2hb

ME= cliert 1 message 1
client 2 message 1

[14  [SetFoniSize]

Send

The stop the capture, and close the chat clints and server. We will capture the uncrypted data.

But as we can see the wireshark does not understand our protocol. In this way it is quite difficult, to
analyze what is going on. So our first task (it is not mandatory, just makes our later job easier). To
use the wireshark we should write a custom dissector. It can be written in C or in LUA languages.
Now we will do it in LUA, because that is a bit easier than the C.



i Intel{R) PRO/1000 MT Desktop Adapter (tcp port 1234) [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)] B ] S

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help
P FExgolacrwTi(EEIQAQRQAN & -

Filter: I ﬂ Expression... Clear  Apply

Length |Info

Mo. Time Source Destination Protocol

16 36.074869 192.168.168.101 192.168.168. 250 TCP 113 1234

> 49218 [PSH, ACK

> 49217 [ACK] Seq

20 A7 NA0d7a 162 1AR 1AR 10 147 1A 1A8 250 Tre 112 1734 ~ 40717 [P=H nrwll
k| | i
Frame 11: 67 bytes on wire (536 bits), 67 bytes captured (536 bits)
Ethernet II, Src: InproCom_22:22:22 (00:08:22:22:22:22), Dst: 00:08:44:44:44:44 (00:08:44:4
Internet Protocol version 4, Src: 192.168.168.101 (192.168.168.101), Dst: 192.168.168.250 (
Transmission Control Protocol, Src Port: 1234 (1234), Dst Port: 49217 (49217), Seq: 1, Ack:
F Data (13 bytes)

Data: 1000000001010000000a004348

[Length: 13]

K| i

Communication flow between the client and server

Process of connection




Client

Server

4 byte size of message little endian

1 byte message type (0x01)

4 byte version little endian

2 byte username offset little endian

? byte MAGIC value string

? byte User Name string

Header

Message

>

4 byte size of message little endian

1 byte message type (0x02)

4 byte flags little endian (1 accept, 0 reject)

4 byte PeerlD little endian

Header

Message




Client message sending

Client

Server

] byte size of message little endian

4 byte message length little endian

1 byte message type (0x10)

? byte message string

4 byte senderID little endian

4 byte TargetID little endian

4 byteMetadata Size little endian

4 byteFlags

4 byte Color little endian

4 byte Font Size little endian

8 byte Time little endian

Header

Message

>

4 byte size of message little endian

1 byte message type (0x11)

4 byte flags little endian (1 accept, 0 reject)

Header

Message




Server message delivery

Client

Server

-

4 byte size of message little endian

4 byte message length little endian

1 byte message type (0x20)

? byte message string

* 4 byteMetadata Size little endian

4 byte senderID little endian

4 byte TargetID little endian

4 byteFlags

4 byte Color little endian

4 byte Font Size little endian

8 byte Time little endian

Header

Message

—— 4 byte size of message little endian

1 byte message type (0x21)

Header

Message




Server Send Satus

Client

Server

—— 4 byte size of message little endian

1 byte message type (0x30)

Header

4 byte User Name length little endian

? byte User Name string

4 byte ClientID little endian

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Message

— 4 byte User Name length little endian

? byte User Name string

4 byte ClientID little endian

! byte size of message little endian

1 byte message type (0x31)

Header

Message




Creation of LUA script

Protocol creation

To create a dissector first we must register a new protocol to the wireshark. To do it we create a
Protocol object. It requires two input parameters, a protocol name, and a description. Also we can
define the fields of the protocol for filtering an other purposes. I did not need it so I left the field list
empty. It is done by the next two lines, it will be the first two lines of our dissector:

p myproto = Proto ("myproto","MY Potocol")
p_myproto.fields = {}

init function

If we create a protocol we must define two functions the init function, and the dissector function.
The init function is called once when the protocol first called, and it has no input parameters. Now I
do not want to do anything at the initialization state so it will be an empty function, and it remains
that:

function p myproto.init ()
end

Dissector Function

The dissector function has three input variables, the packet itself, now I will call it as buf. The
packet metadata now I will call it as pkt. And finally the root shows, where are we in the protocol
tree.

function p myproto.dissector (buf, pkt, root)
end

Register Protocol

After created we should register the protocol in wireshark. We will register it to the TCP port 8000
because I started to use that one to see the decrypted traffic. Before we register our protocol to that
port we save the original protocol connected to that TCP port (most probably there is nothing, and
we do not want to use it, but who knows what need later, better to have it). It can be done with the
next code segment:

local tcp dissector table = DissectorTable.get ("tcp.port")
original dissector = tcp dissector table:get dissector (1234)
tcp dissector table:add (1234, p myproto)

Whole Code at this milestone

the code until this point looks like as:



p myproto = Proto ("myproto","MY Potocol")

p_myproto.fields = {}

function p myproto.init ()

end

function p myproto.dissector (buf, pkt, root)

end

local tcp dissector table = DissectorTable.get ("tcp.port")
original dissector = tcp dissector table:get dissector (1234)
tcp dissector table:add (1234, p myproto)

Open the LUA console, by clicking the Tools \ LUA \ Evaluate

"4 Intel{R) PRO/1000 MT Desktop Adapter (tcp port 1234) [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)

File Edit View Go Capture Analyze Statistics Telephony | Tools Internals Help
= Firewall ACL Rules r |~
HESRE DEHXEO N C—— e

Filter: I 1'| Expression..
Manual

Mo, I Time I Source I Destination I Protocol I Wiki

Copy the code, then click to the evaluate button

%! Evaluate Lua _ O]

p_myproto = Proto (myproto®, ™Y Potocol™)

p_myproto, fields = J

function p_myproto.init()

end

function p_myproto.dissector (buf, pkt, root)

end

local top_dissector_table = DissectorTable. get({™tcp.port”)
original_dissector = top_dissector_table:get_dissector(1234)
tcp_dizzector_table:add(1234, p_myproto))|

Evaluate | Close




The evaluate LUA window change:

[T S o) x|

p_myproto = Froto ( myproto , MY Fotocol )
p_myproto.fields = {}
function p_myproto.init()

end

Fugctiuﬂ p_myproto. dissector (buf, pkt, root)
en

local tcp_dissector_table = DissectorTable.get
("tcp.port")

original_dissector =
tcp_dissector_table:get_dissector(1234)
tcp_dissector_table:add(1234, p_myproto)

--[[ Evaluated --]]

Close |

This script does not do anything yet, so we can start to develop the dissector part.

set protocol name

Set the protocol name to our protocols name in the Protocol column

pkt.cols.protocol = p myproto.name

Write the dissector

First we initialize some variable necessary to us. We define an actualpos variable, what shows us
from which position we want to decode the packet. It need because more then one message can be
sent in one packet, if the TCP stack or openssl compacts the messages. At first we start from 0
position so the initial value of it should be 0. Then we create a branch represents our protocol,
because we do not want to pour everything into the root. It is done by root:add command. Now we
do not give it description and the buf(0) without length means all data in the packet.

actualpos=0
outertree = root:add(p myproto, buf (0))

now we can start to analyze the packet. The header length is 5 bytes so we start a cycle until there is
more than 5 byte unprocessed data in the packet.

while (buf:len()-actualpos) > 5 do
end

cycle to analyze the actual part of the packet



* we define a length variable, and set it to 0, we will store the length of the message in it.

* Define a cmdstr variable, it will contain the type of the message. We give it a default value "
= UNKNOWN"

* Define a cmd variable, it contains the message type in numerical format. The message type
can be read from the fourth byte and it has one bytes length the :uint() convert it to number.

* the length can be read from the 0 position and it is a 4 byte little endian number, the
:le_uint() converts it to number

length=0

cmdstr = " = UNKNOWN"

cmd=0

cmd = buf (actualpos+4,1) :uint ()
length = buf (actualpos+0,4) :1e uint ()

Now we should check if there is every data in the buffer (the TCP can break the data to more
packets, and it may be only a part of it). If the length in the packet is more than the remaining part
of the packet then we should read the next packet as well. To do it we set the pkt. desegment offset
to the actual position because we want to continue the dissection process from that position. And we
tell in the pkt.desegment len variable how many bytes missing. Then we return, and pass back the
pkt structure, to sign to the wireshark we want to read more data.

if length > buf:len()-actualpos-5 then
pkt.desegment offset = actualpos
pkt.desegment len = length - (buf:len()-actualpos-5)
return pkt

end

We create a new branch within our tree to this message. It is done by the outertree:add command,
the outertree variable stores our subtree created not long ago, it will contain our protocol, and it
represents the bytes from actual position till the end of the message we must add 5 because the
message size does not contains the header size what 5 bytes. Then within this branch we create a
leaf by the subtree:add command. The first four bytes represent the length of the message and as
description we give it “Length: “ concatenated with the length we read (the two points are
concatenation)

subtree = outertree:add(p myproto, buf (actualpos, length+5))
subtree:add (buf (actualpos+0,4)," Length: " .. length)

unfortunately there is no case in LUA so we must examine the value of cmd by lot of ifs to print out
the internal message structure based on the message type.

- We check if the value of cmd is 0x01 what means Client Connect Request.

- We set the cmdstr to “ Client Connect Request”

- add a new leaf 1 bytes from the position 4 represents the command, we highlight it, and type as
description the byte code of the message, and the meaning of it. As we already know this type of
message contains the following fields:

-- Version 4 bytes number,

-- offset of the username 2 bytes little endian data,

-- magic value a string,

-- username string starts from the offset position was given in the offset

if cmd == 0x01 then



cmdstr = " Client Connect Request"

subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

subtree:add (buf (actualpos+5,4)," version
buf (actualpos+5,4) :1le uint())

offset = buf (actualpos+9,2):1le uint ()

subtree:add (buf (actualpos+9,2)," username offset : "
offset)

subtree:add (buf (actualpos+ll,offset-6)," Magic : "
buf (actualpos+ll,offset-6) :string())

subtree:add (buf (actualpos+5+toffset, length-offset)," Username

" .. buf(actualpos+5+toffset, length-offset) :string())
end

Finally we add to the outer subtree the message type to be nicer, and we move the actualpos to the
end of this block.

subtree:append text (cmdstr)
actualpos=actualpos+5+length

The whole script until now

p_myproto = Proto ("myproto","MY Potocol")
p myproto.fields = {}
function p myproto.init ()
end
function p myproto.dissector (buf, pkt, root)
actualpos=0
outertree = root:add(p myproto, buf (0))
while (buf:len()-actualpos) > 5 do
length=0
cmdstr = " = UNKNOWN"
cmd=0
cmd = buf (actualpos+4,1) :uint ()
length = buf (actualpos+0,4) :1le uint ()
if length > buf:len()-actualpos-5 then
pkt.desegment offset = actualpos
pkt.desegment len = length - (buf:len()-actualpos-5)

return pkt
end
subtree = outertree:add(p myproto, buf (actualpos,length+5))
subtree:add (buf (actualpos+0,4)," Length: " .. length)
if cmd == 0x01 then
cmdstr = " Client Connect Request"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

subtree:add (buf (actualpos+5,4)," version
buf (actualpos+5,4) :1le uint())

offset = buf (actualpos+9,2):1le uint ()

subtree:add (buf (actualpos+9,2)," username offset : "
offset)



subtree:add (buf (actualpos+1l,o0ffset-6)," Magic : "
buf (actualpos+ll,offset-6) :string())
subtree:add (buf (actualpos+5+offset, length-offset)," Username
" .. buf (actualpos+bt+offset, length-offset) :string())
end
subtree:append text (cmdstr)
actualpos=actualpos+5+length

end
end
local tcp dissector table = DissectorTable.get ("tcp.port")
original dissector = tcp dissector table:get dissector (1234)

tcp dissector table:add(1234, p myproto)

Now save the previous capture, and restart the wireshark. Then evaluate this LUA script as already
described. Then load the previously saved capture.

Now when you check the first packet you can see, instead of the previous TCP data the meaning of
the different bytes are nicely visible.

1 a.pcap [Wireshark 1.6.2 (SVN Rev 38931 from [trunk-1.6)] - |EI|5|
File Edit View Go Capture Analyze Statistics Telephony Tools Intermals  Help

C C | EEXLEE R aFL|BE QA d& -

Filter:l w | Expression... Clear  Apply

Mo, Time Source Destination Protocol  |Length |Info

192.168.168.101 192.168.168. 250

2 0.004279

TCP 66 search-agent = 49217 [

4 0.006674 192.168.168.250 192.168.168.101 TCP

75 49217 > search-agent [

192.168.168. 250 TCP

6 0.306024 192.168.168.101

66 search-agent = 49217 [

B 15 Q70N 1047 188 188 1M1 1472 1R 1R82 2EN D AR coarrh_anant - AQ71 8 rll
PI

A
# Frame 4: 75 bytes on wire (600 bits), 75 bytes captured (600 bits)
H Ethernet II, Src: 00:08:44:44:44:44 (00:08:44:44:44:44), Dst: InproCom_22:22:22 (00:08:22:2
&

# Transmission Control Protocol, src Port: 49217 (49217), Dst Port: search-agent (1234), seq:
B MY Potocol
= MY Potocol Client Connect Request

Length: 16

Command : 1 Client Connect Request
version @ 1

username offset : 10

Magic : CHAT

Username : USER23

T L L TLC b e i B o - — LI === = =

0010 00 3d 3c 12 40 00 B0 06 00 00 cO a8 a8 fa c0 a8 B
0020 a8 65 c0 41 04 d2 f5 dc 29 ef 3d f1 3 95 50 18 LELALL L. ‘.
0030 01 00 d2 e0Q 00 00 01 00 00
0040 [NIEENETIE 4

a4 =

extend the dissector with missing packet types

if cmd == 0x02 then
cmdstr = " Server Connect Response"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd

cmdstr)



subtree:add (buf (actualpos+5,4)," flags : "
buf (actualpos+5,4) :1le uint())

subtree:add (buf (actualpos+9,4)," PeerID : "
buf (actualpos+9,4) :1le uint())

end
if cmd == 0x10 then
cmdstr = " Client Send Message"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

messagelength = buf (actualpos+5,4) :1le uint()
subtree:add (buf (actualpos+5,4)," message Length : "
messagelength)
subtree:add (buf (actualpos+9,messagelength)," Message : "
buf (actualpos+9,messagelength) :string())
subtree:add (buf (actualpos+9+messagelength, 4)," SenderID
" .. buf (actualpos+9+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+l3+messagelength,4)," TargetID : "
buf (actualpos+l3+messagelength,4) :1le uint())
subtree:add (buf (actualpos+l7+messagelength,4)," MetadataSize
" .. buf (actualpos+l7+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+2l+messagelength,4)," Flags : "
buf (actualpos+2l+messagelength, 4) :1le uint())
subtree:add (buf (actualpost+25+messagelength,4)," Color : "
buf (actualpos+25+messagelength,4) :1le uint())
subtree:add (buf (actualpos+29+messagelength,4)," FontSize : "
buf (actualpos+29+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+33+messagelength,8)," Time : "
buf (actualpos+33+messagelength, 8) :1le uint64())

end
if cmd == 0x20 then
cmdstr = " Client Send Message"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

messagelength = buf (actualpos+5,4) :1le uint()
subtree:add (buf (actualpos+5,4)," message Length : "
messagelength)
subtree:add (buf (actualpos+9,messagelength)," Message : "
buf (actualpos+9,messagelength) :string())
subtree:add (buf (actualpos+9+messagelength, 4)," SenderID
" .. buf (actualpos+9+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+l3+messagelength,4)," TargetID : "
buf (actualpos+l3+messagelength, 4) :1le uint())
subtree:add (buf (actualpost+l7+messagelength,4)," MetadataSize
" .. buf (actualpos+l7+messagelength,4) :1le uint())
subtree:add (buf (actualpos+2l+messagelength,4)," Flags : "
buf (actualpos+2l+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+25+messagelength,4)," Color : "
buf (actualpos+25+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+29+messagelength,4)," FontSize : "
buf (actualpos+29+messagelength,4) :1le uint())
subtree:add (buf (actualpos+33+messagelength,8)," Time : "



buf (actualpos+33+messagelength, 8) :1le uint64())
end

The whole script

p_myproto = Proto ("myproto","MY Potocol")
p myproto.fields = {}
function p myproto.init ()
end
function p myproto.dissector (buf, pkt, root)
actualpos=0
outertree = root:add(p myproto, buf(0))
while (buf:len()-actualpos) > 5 do
length=0
cmdstr = " = UNKNOWN"
cmd=0
cmd = buf (actualpos+4,1) :uint ()
length = buf (actualpos+0,4) :1e uint ()
if length > buf:len()-actualpos-5 then
pkt.desegment offset = actualpos

pkt.desegment len = length - (buf:len()-actualpos-5)
return pkt
end
subtree = outertree:add(p myproto, buf (actualpos,length+5))
subtree:add (buf (actualpos+0,4)," Length: " .. length)
if cmd == 0x01 then
cmdstr = " Client Connect Request"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

subtree:add (buf (actualpos+5,4)," version : "
buf (actualpos+5,4) :1le uint())
offset = buf (actualpos+9,2):le uint()
subtree:add (buf (actualpos+9,2)," username offset : "
offset)
subtree:add (buf (actualpos+ll,o0ffset-6)," Magic : "
buf (actualpos+ll,offset-6) :string())
subtree:add (buf (actualpos+5+offset, length-offset)," Username
" .. buf (actualpos+b+offset, length-offset) :string())

end
if cmd == 0x02 then
cmdstr = " Server Connect Response"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

subtree:add (buf (actualpos+5,4)," flags : "
buf (actualpos+5,4) :1le uint())

subtree:add (buf (actualpos+9,4)," PeerID : "
buf (actualpos+9,4) :1le uint())

end
if cmd == 0x10 then
cmdstr = " Client Send Message"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

messagelength = buf (actualpos+5,4):1le uint()



subtree:add (buf (actualpos+5,4)," message Length : "
messagelength)
subtree:add (buf (actualpos+9,messagelength)," Message : "
buf (actualpos+9,messagelength) :string())
subtree:add (buf (actualpos+9+messagelength, 4)," SenderID
" .. buf (actualpos+9+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+l3+messagelength,4)," TargetID : "
buf (actualpos+l3+messagelength, 4) :1le uint())
subtree:add (buf (actualpost+l7+messagelength,4)," MetadataSize
" .. buf (actualpos+l7+messagelength,4) :1le uint())
subtree:add (buf (actualpos+2l+messagelength,4)," Flags : "
buf (actualpos+2l+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+25+messagelength,4)," Color : "
buf (actualpos+25+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+29+messagelength,4)," FontSize : "
buf (actualpos+29+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+33+messagelength,8)," Time : "
buf (actualpos+33+messagelength, 8) :1le uint64())

end
if cmd == 0x20 then
cmdstr = " Client Send Message"
subtree:add (buf (actualpos+4,1)," Command : " .. cmd
cmdstr)

messagelength = buf (actualpos+5,4) :1le uint()
subtree:add (buf (actualpos+5,4)," message Length : "
messagelength)
subtree:add (buf (actualpos+9,messagelength)," Message : "
buf (actualpos+9,messagelength) :string())
subtree:add (buf (actualpos+9+messagelength, 4)," SenderID
" .. buf (actualpos+9+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+l3+messagelength,4)," TargetID : "
buf (actualpos+l3+messagelength, 4) :1le uint())
subtree:add (buf (actualpost+l7+messagelength,4)," MetadataSize
" .. buf (actualpos+l7+messagelength,4) :1le uint())
subtree:add (buf (actualpos+2l+messagelength,4)," Flags : "
buf (actualpos+2l+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+25+messagelength,4)," Color : "
buf (actualpos+25+messagelength, 4) :1le uint())
subtree:add (buf (actualpos+29+messagelength,4)," FontSize : "
buf (actualpos+29+messagelength,4) :1le uint())
subtree:add (buf (actualpos+33+messagelength,8)," Time : "
buf (actualpos+33+messagelength, 8) :1le uint64())
end
subtree:append text (cmdstr)
actualpos=actualpos+5+length
end
end
local tcp dissector table = DissectorTable.get ("tcp.port")
original dissector = tcp dissector table:get dissector (1234)
tcp dissector table:add (1234, p myproto)



fuzzing
Autogenerate the datamodel by struct2peach

To create the whole datamodel from nothing can be a bit time consuming, but fortunately the peach
fuzzer has a small tool at the C:\peach\tools directory called struct2peach.pl, what is able to create
the data models from a C++ header file. Of course this have some limitations:

* The struct2peach does not handle the enum type fields.

* The data model logic for example that one filed is the size of a block, or offset of some data
block is not described in the header file, so it will not be in the created model obviously, it
must be added manually.

* Ifnon standard data types are used the perl code should be modified, to handle them (see a
bit later)

We need the following command:

cd c:\peach\tools
struct2peach.pl little < c:\test\test\mychatsrv.h > out.xml

[c+.| Administrator: Command Prompt

C:“Program Files“stunnelXcd “peach-tools

C:wpeachstools*struct2peach.pl c:isteststestmuchatsru_h
C:wpeachstools>struct2peach.pl little < c:xtestxtestsmychatsru.h > out.xml
1 c—=struct2peach vl _3

1 Copyright <c>» 2007-20A8 Michael Eddington

1 mike@phed.ory

You have selected little endian.

C:wpeachstools>

Autogenerate the datamodel by peachshark

Another method what is effective, if we want to fuzz data included in one network packet. In this
case we can export the packet from wireshark in xml format, and use the peachshark included in the
peach fuzzer, to generate the data model from it. It requires that, the wireshark should have a
dissector to the protocoll (but we just created one, so it is fine now). See an example to this as well.

We already captured a traffic when the client sent message. It was the 18" packet, and our dissector
compiled shows the details of it.



1] a.pcap [Wireshark 1.6.2 (SVN Rev 38931 from [trunk-1.6)] - |EI|1|

File Edit View Go Caplure Analyze 3iatistics Telephony Tools [Internals Help

= e EEXZE A e*F L | BB QQQBH | # -

Filter: I ﬂ Expression... Clear  Apply

Mo, | Time I Source | Destination I Protocol I Length | Info ;I
[ S W i e LY xr . TUO S T TUT LI s T T . O W T L O Tt IJHIZIIL Ealle 3 [ 3 L
16 17.615597 192.168.168.101 192.168.168. 250 TCP 60 search-agent > 49223 [
18 26.B97719 192.16B.168.250 192.168.168.101 TCP 113 49224 > search-agent [
19 26.904530 192.168.168.101 192.168.168. 250 TCP 113 search-agent > 49223 [
21 27.089118 192.168.168.101 192.168.168. 250 TCP 60 search-agent > 49224 [E‘

kil | i

= 7 Y Fa = K3 i

= MY Potocol
= MY Potocol Client Send Message
Length: 54
command : 16 Client Send Message

=]

message Length : 18

Message : client 2 message 1

senderID : 21861

TargetIiD : O

Metadatasize : 0

Flags : 7 j
Kl ]
ooon 00 08 AL S22 2S00 U8 44 44 44 44 U8 00 43 00 e .. DDDD..E. ﬂ
0010 00 63 3d 31 40 00 B0 06 00 00 cO a8 a8 fa c0D aB o=13 .. e
0020 a8 65 cO 48 04 d2 a0 f4 bb 14 ac 15 bd 17 50 18 B P.
0030 01 00 d3 06 00 00 36 00 00 00 iy 12 00 00 00 63 ...... 6. ..§....c
0040 6c 69 65 6e 74 20 32 20 6d 65 73 73 61 67 65 20 lient 2 message J
0050 31 &5 55 00 00 0O 00 OO OO0 00 00 00 00 07 00 00 =

0060 00 ff ff ff 00 0= 00 00 0O f5 11 e8 4d 00 00 Q0 ........ e Mol
0070 00 .

now select the file \ export \ file command

1 a.pcap [Wireshark 1.6.2 (SVN Rev 38931 from [trunk-1.6)]

Fil= Edit VWew Go Capture Analyze Statistics Telephony Tools Internal

3 geen.. TR DO | A E DD T
]

- Open Recent
Merge... -
- Import... | —
Destination
I ﬂ Elose Ctrlﬁ““ . LWL LA . LU s LU . D T
I B3 sove i 192.168.
[ save as... Shift+Ctrl+5 |68, 192.168.
192.168.
I File Set r
| ; I Selected Packet Bytes... Ctrl+H
= Cirl+# 851 Session Keys...
& quit crivq _ _ Obiects '

e e

in the next window select the place where you want to save the packet, the format should be PDML
XML packet detail, and it should contain only ONE packet, because the peachshark is only capable
to decode one packet a time. And select "selected packet" Packet Range.



%! Wireshark: Export File

- & & ek E-

| -| Date modified | +| Type | -] size || Tags

|

Desktop
B

Administrator

i!lﬂ

Computer

6/4f2011 3:35 AM  File Folder
6/4/2011 3:36 AM  File Folder
6/4/2011 4:21 AM  File Folder

PDML (XML packet detail) (" pdmi) i Cancel |

Plain test (- bt)
P:£5mpt ps) Help |

C5V {Comma Separated Values summar'_.r} (" csv)

— Packet Range

= Al packets

{* Selected pachet
€ harked packets
£ First bo st marked

CRage|

™| Bemowve lgnored packets

Open the exported pdml (xml) file

¥ Packet details:
| 2= displayed =]
[T PacketEptes

" | Each packet on a new page

, you will see something like this:



B cut2 - Hotepad =]

File Edit Format Wiew Help

=field name="" show="S5EQ/ACK analysis" size="0" pos="34" wvalue=""> :J
=field name="tcp.analysis.bytes_in_flight" showname="Bytes in 11
=/ field>
=,/proto=
=proto name="fake-field-wrapper"=
=field name="" show="Tua Take item" size="0" pos="54" value=""/>
=/protos=
<proto name="myproto” showname="MY Potocol"” size="59" pos="54"> .
<proto_name="myproto” showname="MY Potoco] Client Send Message" siz
=field name="" show=" Length: 54" size="4" pos="54" walue="360000

=field name="" show=" Command : 16 Client Send Message" size="1"

=field name="" show=" message Length : 18" size="4" pos="59" walu
=field name="" show=" Message : client 2 message 1" s5ize="18" pos
<field name="" show=" SenderID : 21B61" size="4" pos="B1" value="

<field name="" show=" TargetID : 0" size="4" pos="83" value="0000
<field name="" show=" Metadatasize : 0" size="4" pos="89" value="
=field name="" show=" Flags : 7" size="4" pos="93" walue="0700000
=field name="" show=" Color : 16777215" size="4" pos="97" wvalue=""
=field name="" show=" Fontsize : 14" size="4" pos="101" wvalue="0e
=field name="" show=" Time : 17659151031306551296" size="B" pos="
=/proto=
=/proto=
=/packet>

=/ pdm1>

1] | v

from here you can read the name of the protocol we want to create the datamodel from is the
"myproto" (we already knew it, because we created the dissector, but we checked it to be sure).
Now use the following command, to create the datamodel:

peach --analyzer=shark.WireSharkAnalyzer in=out2.pdml
out=pdml pit.xml proto=myproto

[z Administrator: Command Prompt

C:speachrpeach —analyzer=shark.WireSharkAinalyzer in=outZ.pdml out=pdml_pit.xml
proto=myproto

1 Peach 2.3.8 Runtime
1 Copyright <c?» Michael Eddington

[#] Using shark.WireSharkAnalyzer as analy=zer
debug: Handing node: myproto

debug: peachMode: myproto

debug: Finding relations: proto

C:wpeach>

Create the peach .xml file

We want to simulate us a bad client tries toattack the other clients and server. In drawing it is the
following:



CJ

“ncrypted traffi
Stunnelat —— o - P

0.0.0.0:9999 ﬂ—

(,.chatserver®) ‘ WinDBG

chatclient.exe

* Dencrypted traffic

|
— P Peach agent
Peach fuzzer S &
WinDBG
Stunnel at '_»Real chatserver 0.0.0.0::9999
0.0.0.0:1234
(,,chatserver®)
Machine 1 Machine 2

Because we have a lot of different packets we will use the file generated by the struct2peach. It
looks like as:

<?xml version="1.0" encoding="utf-8"7?>
<Peach version="1.0" author="struct2peach"
description="Autogenerated from header files">

<!--

A structlZpeach.pl Generated DataModels.

-=>

<!-- Import defaults for Peach instance -->

<Include ns="default" src="file:defaults.xml" />

<!-- Import some common complex data types into the
"pt" namespace -->

<Include ns="pt" src="file:PeachTypes.xml" />

<!-- # STRUCTURES

FHA#HHHHHHHH AR AR ——>
<DataModel name="ChatClientStatusAck">
<!-- # Flags ( AckFlags Flags;) -->
<!-- # Unknown type: AckFlags -->
</DataModel>
<DataModel name="ChatClientSendMsgFoot">
<!-- # SenderID ( int SenderID;) -->
<Number name="SenderID" size="32" endian="little"
signed="true" />
<!-- # TargetID ( int TargetID;) -->
<Number name="TargetID" size="32" endian="little"
signed="true" />
<!-- # MetadataSize ( int MetadataSize;) -->
<Number name="MetadataSize" size="32" endian="little"
signed="true" />



<!-- # Flags ( MsgFlags Flags;) -->

<!-- # Unknown type: MsgFlags -->

<!-- # Color ( int Color;) -->

<Number name="Color" size="32" endian="1little"
signed="true" />

<!-— # FontSize ( int FontSize;) -->

<Number name="FontSize" size="32" endian="little"
signed="true" />

<!-- # MsgTime ( long long int MsgTime;) -->
<!-- # Unknown type: long int -->
</DataModel>
<DataModel name="ChatClientDeliverAck">
<!-- # Flags ( AckFlags Flags;) -->
<!-- # Unknown type: AckFlags -->
</DataModel>
<DataModel name="ChatServerStatusMsg">
<!-- # Flags ( ServerStatusFlags Flags;) -->
<!-- # Unknown type: ServerStatusFlags -->
<!-- # TargetID ( int TargetID;) -->

<Number name="TargetID" size="32" endian="little"
signed="true" />

</DataModel>
<DataModel name="ChatServerDeliverMsgFoot">
<!-- # SenderID ( int SenderID;) -->

<Number name="SenderID" size="32" endian="1little"
signed="true" />

<!-- # TargetID ( int TargetID;) -->

<Number name="TargetID" size="32" endian="1little"
signed="true" />

<!-- # MetadataSize ( int MetadataSize;) -->

<Number name="MetadataSize" size="32" endian="little"
signed="true" />

<!-- # Flags ( MsgFlags Flags;) -->
<!-- # Unknown type: MsgFlags -->
<!-— # Color ( int Color;) -->

<Number name="Color" size="32" endian="1ittle"
signed="true" />

<!-— # FontSize ( int FontSize;) -->

<Number name="FontSize" size="32" endian="1little"
signed="true" />

<!-- # MsgTime ( long int MsgTime;) -->
<!-- # Unknown type: long int -->

</DataModel>

<DataModel name="ChatServerConnectResponse">
<!-- # Flags ( ConnectResponseFlags Flags;) -->
<!-- # Unknown type: ConnectResponseFlags -->
<!-— # PeerID ( int PeerID;) -->

<Number name="PeerID" size="32" endian="1little"
signed="true" />

</DataModel>
<DataModel name="ChatClientConnectRegquest">
<!-— # ClientVer ( int ClientVer;) -->

<Number name="ClientVer" size="32" endian="little"



signed="true" />
<!-=— # UsernameOffset ( short int UsernameOffset;) -->
<!-- # Unknown type: hort int -->
</DataModel>
<DataModel name="ChatServerDeliverMsgHead">
<!-- # MsgLength ( int MsglLength;) -->
<Number name="MsgLength" size="32" endian="little"
signed="true" />

</DataModel>
<DataModel name="ChatClientSendMsgHead">
<!-- # MsgLength ( int MsgLength;) -->

<Number name="MsgLength" size="32" endian="little"
signed="true" />

</DataModel>

<DataModel name="ChatServerSendAck">
<!-- # Flags ( AckFlags Flags;) -->
<!-- # Unknown type: AckFlags -->

</DataModel>

<DataModel name="ChatHeader">
<!-- # MsgSize ( int MsgSize;) -->

<Number name="MsgSize" size="32" endian="little"
signed="true" />

<!-- # MsgType ( MsgTypesFlags MsgType;) -->
<!-- # Unknown type: MsgTypesFlags -->
</DataModel>
<I-— #

ettt ss s s s s s EEEEEEE S EEEEE:
—-——>
</Peach>

The result looks like as follows:
<datamodel name="something">

<!-- original line in the header file -->
<translated line>

</datamodel>

So we always see the original line in the header file, and the translated line. Sometimes we can find
something like:

<datamodel name="something">

<!-- original line in the header file -->
<!-- Unknown type: xxx —-->
</datamodel>

it means, that data type is not a nativ C data type, so it is not included in the struct2peach, so it
could not translate it. We has to do it by hand, and we shouldadd the logical connections between
the elements.

To demonstrate this process I describe in detail how the "ChatClientSendMsgFoot" datamodel
should be modified. First of all, I recommend to copy the c:\peach\template.xml as a new file for



example chat.xml.

Now open a command line, and enter to the peach directory, then test the chat.xml file:

cd c:\peach

peach -t chat.xml

o Administrator: Command Prompt

C:~>od peach
C:wpeach?peach.bat -t chat.xnl

] Peach 2.3.8 Runtime
] Copyright €<c?» Michael Eddington

ublisher class attribute is empty
speach?

As we can see we get a nice error message. First we correct the peach file, to be able to test, if we
do any systax error.

‘We should find the
<Test name="The Test">

element and within that find the
<Publisher class=""/>

Then modify it to:

<Publisher class="tcp.Tcp">
<Param name="host" value="192.168.168.101"/>
<Param name="port" value="1234"/>
</Publisher>

E <Test name="TheTest">

<l—— TODO: Enable Agent -->

< !—— <hgent ref="Thelgent"/> —->

<StateModel ref="TheState"/>

<1l—— TODOD: Configure a publisher -->
(-] <Publisher claszz="tcp.Icplistener™>

<Param name="host"™ wvaluese="192.168.168.250"/>
<Param name="port" valus="3999" />
- </Publisher>

<1—— QOPTICHAL: Configure a strategy —-—>
< l—— «<Strategy class=""/> —-->
-  </Test>

Now we will not got any error message:


file:///c:/peach

[+, Admiinistrator: Command Prompt

C:wpeach>peach_bat —t chat.xml

] Peach 2.3.8 Runtime
1 Copyright <c» Michael Eddington

[File parsed without errors.

C:wpeach>

Create the datamodel

Now we will start to do the datamodel.

Then copy the original version inside it after the <datamodel name="thedatamodel">...</datamodel
section>. I recommend it, because now if you have a good xml editor the schema is validated, and
it helps you in the typing. You will get something like:

<?xml version="1.0" encoding="utf-8"?>

<Peach xmlns="http://phed.org/2008/Peach"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://phed.org/2008/Peach

/peach/peach.xsd">

<!-- Import defaults for Peach instance -->
<Include ns="default" src="file:defaults.xml"/>
<!—-— TODO: Create data model -->

<DataModel name="TheDataModel">
<String value="Hello World!" />

</DataModel>
<DataModel name="ChatClientSendMsgFoot">
<!--— # SenderID ( int SenderID;) -->

<Number name="SenderID" size="32" endian="little"
signed="true" />

<!-- # TargetID ( int TargetID;) -->

<Number name="TargetID" size="32" endian="little"
signed="true" />

<!-— # MetadataSize ( int MetadataSize;) -->

<Number name="MetadataSize" size="32" endian="little"
signed="true" />

<!-- # Flags ( MsgFlags Flags;) -->
<!-- # Unknown type: MsgFlags -->
<!-— # Color ( int Color;) -->

<Number name="Color" size="32" endian="1ittle"
signed="true" />

<!-— # FontSize ( int FontSize;) -->

<Number name="FontSize" size="32" endian="little"
signed="true" />

<!-- # MsgTime ( long long int MsgTime;) -->
<!-- # Unknown type: long int -->
</DataModel>

<!—-— TODO: Create state model -->



<StateModel name="TheState" initialState="Initial">
<State name="Initial">
<Action type="output">
<DataModel ref="TheDataModel"/>

<!-- <Data fileName="sample.png" /> -->
</Action>
</State>
</StateModel>
<!-- TODO: Configure Agent -->
<Agent name="TheAgent">
</Agent>
<Test name="TheTest">
<!-- TODO: Enable Agent -->
<!-- <Agent ref="TheAgent"/> -->
<StateModel ref="TheState"/>
<!-- TODO: Configure a publisher -->
<Publisher class="" />
<!-- OPTIONAL: Configure a strategy -->
<!-- <Strategy class=""/> -->
</Test>
<!-- Configure a single run -->
<Run name="DefaultRun">
<!-- TODO: Change log path if needed -->

<Logger class="logger.Filesystem">
<Param name="path" value="logs"/>

</Logger>
<Test ref="TheTest"/>
</Run>
</Peach>
<!-- end -->

As we can see the MsgTime, and the Flags has unknown data types, so correct those ones, and

delete the unnecessery comment line. The MsgTime is 8 bytes (64 bit) long. So we can write it as:

<Number name="MsgTime" size="64" endian="little" signed="true" />

The flags are 4 byte (32 bit) long, so it can be written as:

<Number name="Flags" size="32" endian="1little" signed="true" />

Now this part looks like as:

<DataModel name="ChatClientSendMsgFoot">

<Number name="SenderID" size="32" endian="1little" signed="true"
<Number name="TargetID" size="32" endian="little" signed="true"
<Number name="MetadataSize" size="32" endian="little"
signed="true" />

<Number name="Flags" size="32" endian="1little" signed="true" />
<Number name="Color" size="32" endian="1little" signed="true" />
<Number name="FontSize" size="32" endian="1little" signed="true"
<Number name="MsgTime" size="64" endian="1little" signed="true"
</DataModel>

/>
/>

/>

/>



We know from the protokoll diagram, the "MetadataSize" is nothing else, but the size of the next
four elements (flags, color, fontsize, and msgtime) together. To be able to add the size reference we
shuold put these four elements into a block, then the model will change to:

<DataModel name="ChatClientSendMsgFoot">

<Number name="SenderID" size="32" endian="1little" signed="true" />
<Number name="TargetID" size="32" endian="little" signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true" />

<Number name="Flags" size="32" endian="1little" signed="true" />
<Number name="Color" size="32" endian="little" signed="true" />
<Number name="FontSize" size="32" endian="1little" signed="true" />
<Number name="MsgTime" size="64" endian="little" signed="true" />
</DataModel>

This part is modified as:

<DataModel name="ChatClientSendMsgFoot">
<Number name="SenderID" size="32" endian="little" signed="true" />
<Number name="TargetID" size="32" endian="1little" signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Number name="Flags" size="32" endian="little" signed="true" />
<Number name="Color" size="32" endian="1little" signed="true" />
<Number name="FontSize" size="32" endian="little"
signed="true" />
<Number name="MsgTime" size="64" endian="little"
signed="true" />
</Block>
</DataModel>

One might recognized, we just defined the Flags as a simple 4 byte (32 bit) integer value, but in
reality those are flags, so every bit has some meaning. The meaning itself is defined in the header
file (in the MsgFlags type). The question, if we want to define the meaning of every bit, or
enough, to handle the flags as a four byte number. It depends on your decision. I write that version
as well:

<DataModel name="ChatClientSendMsgFoot">
<Number name="SenderID" size="32" endian="little" signed="true" />
<Number name="TargetID" size="32" endian="1little" signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1" position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>



<Number name="Color" size="32" endian="little" signed="true" />
<Number name="FontSize" size="32" endian="little"

signed="true" />

<Number name="MsgTime" size="64" endian="1little" signed="true" />
</Block>

</DataModel>

If you similarly copy and modify all the datamodels you by in the struct2peach you will get
something like the next chat.xml file:

<?xml version="1.0" encoding="utf-8"7?>

<Peach xmlns="http://phed.org/2008/Peach"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://phed.org/2008/Peach

/peach/peach.xsd">

<!-- Import defaults for Peach instance -->
<Include ns="default" src="file:defaults.xml"/>
<!—-— TODO: Create data model —-—->

<DataModel name="TheDataModel">
<String value="Hello World!" />
</DataModel>

<DataModel name="ChatHeader">

<Number name="MsgSize" size="32" endian="1little"

signed="true" />

<Number name="MsgType" size="8" signed="false"></Number>
</DataModel>

<DataModel name="ChatServerSendAck">

<Flags name="AckFlags" size="32" endian="1little">

<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>

<DataModel name="ChatServerConnectResponse">
<Flags name="AckFlags" size="32" endian="1little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
<Number name="PeerID" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatClientConnectRequest">
<Number name="ClientVer" size="32" endian="little"
signed="true" />
<Number name="UsernameOffset" size="16" endian="little"
signed="true">
<Relation type="offset" of="UserName"/>
</Number>
<String name="Magic" wvalue="CHAT" nullTerminated="false"
type="char"></String>
<String name="UserName" nullTerminated="false"
type="char"></String>
</DataModel>



<DataModel name="ChatClientSendMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatClientSendMsgFoot">
<Number name="SenderID" size="32" endian="little"
signed="true" />
<Number name="TargetID" size="32" endian="little"
signed="true" />
<Number name="MetadataSize" size="32" endian="1little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1"
position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>
<Number name="Color" size="32" endian="1little" signed="true"
/>
<Number name="FontSize" size="32" endian="little"
signed="true" />
<Number name="MsgTime" size="64" endian="1little"
signed="true" />
</Block>
</DataModel>

<DataModel name="ChatServerDeliverMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatServerDeliverMsgFoot">
<Number name="SenderID" size="32" endian="little"
signed="true" />
<Number name="TargetID" size="32" endian="little"
signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="1little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1"
position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>
<Number name="Color" size="32" endian="1little" signed="true"
/>
<Number name="FontSize" size="32" endian="little"
signed="true" />



<Number name="MsgTime" size="64" endian="1little"
signed="true" />
</Block>
</DataModel>
<DataModel name="ChatClientStatusAck">
<Flags name="AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>
<DataModel name="ChatClientDeliverAck">
<Flags name="AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>

<DataModel name="ChatServerStatusMsg">
<Flags name="ServerStatusFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
<Number name="TargetID" size="32" endian="little"
signed="true" />
</DataModel>

<!-- TODO: Create state model -->
<StateModel name="TheState" initialState="Initial">
<State name="Initial">
<Action type="output">
<DataModel ref="TheDataModel"/>

<!-- <Data fileName="sample.png" /> -->
</Action>
</State>
</StateModel>
<!-- TODO: Configure Agent -->
<Agent name="TheAgent">
</Agent>
<Test name="TheTest">
<!-- TODO: Enable Agent -->
<!-- <Agent ref="TheAgent"/> -->
<StateModel ref="TheState"/>
<!-- TODO: Configure a publisher -->

<Publisher class="tcp.Tcp">
<Param name="host" value="192.168.168.101"/>
<Param name="port" value="1234"/>
</Publisher>
<!-- OPTIONAL: Configure a strategy -->
<!-- <Strategy class=""/> -->
</Test>
<!-- Configure a single run -->
<Run name="DefaultRun">
<!-- TODO: Change log path if needed -->
<Logger class="logger.Filesystem">
<Param name="path" value="logs"/>
</Logger>



<Test ref="TheTest"/>

</Run>
</Peach>
<!-- end -->

Now we let us think over what we have done until now. We created all the data models separately,
but in the commonication flow we see that, some of them are connetced. The best example is the
header. It is at the beginning of every sent or received packet. We can copy the ChatHeader
datamodel to the beginning of every other datamodel, but that is obviously a very inefficient
solution, if something chages the modification will be difficult. So we do something else. We can
reference in a datamodel to another one, then the content of the referenced thatamodel will be
included in the new one, and obviously new elements can be added, or existing in the referenced
one could be overdefined. I do again the ChatClientSendMsgFoot as an example.

Copy the ChatHeader datamodel, and let us start to modify (we copy it, because we will need
sometimes the not modified version, as I will show)

<DataModel name="ChatHeader">

<Number name="MsgSize" size="32" endian="1little" signed="true" />
<Number name="MsgType" size="8" signed="false"></Number>
</DataModel>

Now modify it. First rename it to ChatHeaderWithBlock. Then add to the end of it a new Block
element, After it we are able to add the logical constraint, the MsgSize should be equal to the size of
the MsgData:

<DataModel name="ChatHeaderWithBlock">

<Number name="MsgSize" size="32" endian="1little" signed="true">
<Relation type="size" of="MsgData" />

</Number>

<Number name="MsgType" size="8" signed="false"></Number>

<Block name="MsgData">

</Block>
</DataModel>

As we can see the MsgData block is left empty. Obviously, because it will contain different element
in different cases.

Now Create a new ChatClientSendMsg datamodel (we have a ChatClientSendMsgHead, and
ChatClientSendMsgFoot model, because in the header file it was divided to two parts), Then add
this new ChatHeaderWithBlock to the ChatClientSendMsg datamodel as reference. Within this new
datamodel we define a block, and the content of it shoud be the content of
ChatClientSendMsgHead datamodel, so we simply add it as a reference. But in the
ChatClientSendMsgHead there is a number, and that number should be the size of the Message,
what we are going to define only now, so we must overdefine it. Also we should add the string
contains the message, and we should add the Foot Block, it should contain the
ChatClientSendMsgFoot, so we add it as reference. There is one more, but a crutial point, in the
ChatHeaderWithBlock there is block called MsgData, and we should add all these new elements
into that Block, because the MsgSize should containt the size of the message. The addition of an
element to a referenced datamodel is very easy, you only should name it properly. The name must
be in the format parentobject.elementname. From this one can deduce, the name tag otherwise must
not contain the point as a valid character, we can use it only in case of referencing. We will get



something like:

<DataModel name="ChatClientSendMsg" ref="ChatHeaderWithBlock">
<Block name="MsgData.Head" ref="ChatClientSendMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true">
<Relation type="size" of="MsgData.Message"/>
</Number>
</Block>
<String name="MsgData.Message" nullTerminated="false"
type="char"></String>
<Block name="MsgData.Foot" ref="ChatClientSendMsgFoot">
</Block>
</DataModel>

Again [ recommend to test it after the modification, it helps to find if one do a syntax or other error.
After the modification of the other datamodels the chat.xml file looks like about this:

<?xml version="1.0" encoding="utf-8"7?>

<Peach xmlns="http://phed.org/2008/Peach"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://phed.org/2008/Peach

/peach/peach.xsd">

<!-- Import defaults for Peach instance -->
<Include ns="default" src="file:defaults.xml"/>
<!—-— TODO: Create data model —-—->

<DataModel name="TheDataModel">
<String value="Hello World!" />
</DataModel>

<DataModel name="ChatHeader">
<Number name="MsgSize" size="32" endian="1little" signed="true"
/>
<Number name="MsgType" size="8" signed="false"></Number>
</DataModel>
<DataModel name="ChatHeaderWithBlock">
<Number name="MsgSize" size="32" endian="1little"
signed="true">
<Relation type="size" of="MsgData" />
</Number>
<Number name="MsgType" size="8" signed="false"></Number>
<Block name="MsgData">

</Block>
</DataModel>

<DataModel name="ChatServerSendAck" ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>
<DataModel name="ChatServerConnectResponse"
ref="ChatHeaderWithBlock">



<Flags name="MsgData.AckFlags" size="32" endian="1little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
<Number name="MsgData.PeerID" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatClientConnectRequest"
ref="ChatHeaderWithBlock">
<Number name="MsgData.ClientVer" size="32" endian="little"
signed="true" />
<Number name="MsgData.UsernameOffset" size="16"
endian="1ittle" signed="true">
<Relation type="offset" of="UserName"/>
</Number>
<String name="MsgData.Magic" wvalue="CHAT"
nullTerminated="false" type="char"></String>
<String name="MsgData.UserName" nullTerminated="false"
type="char"></String>
</DataModel>

<DataModel name="ChatClientSendMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatClientSendMsgFoot">
<Number name="SenderID" size="32" endian="little"
signed="true" />
<Number name="TargetID" size="32" endian="little"
signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="1little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1"
position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>
<Number name="Color" size="32" endian="1little" signed="true"
/>
<Number name="FontSize" size="32" endian="little"
signed="true" />
<Number name="MsgTime" size="64" endian="little"
signed="true" />
</Block>
</DataModel>
<DataModel name="ChatClientSendMsg" ref="ChatHeaderWithBlock">
<Block name="MsgData.Head" ref="ChatClientSendMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true">
<Relation type="size" of="MsgData.Message"/>



</Number>
</Block>
<String name="MsgData.Message" nullTerminated="false"
type="char"></String>
<Block name="MsgData.Foot" ref="ChatClientSendMsgFoot">
</Block>
</DataModel>

<DataModel name="ChatServerDeliverMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatServerDeliverMsgFoot">
<Number name="SenderID" size="32" endian="little"
signed="true" />
<Number name="TargetID" size="32" endian="little"
signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="1little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1"
position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>
<Number name="Color" size="32" endian="1little" signed="true"
/>
<Number name="FontSize" size="32" endian="little"
signed="true" />
<Number name="MsgTime" size="64" endian="little"
signed="true" />
</Block>
</DataModel>
<DataModel name="ChatServerDeliverMsg"
ref="ChatHeaderWithBlock">
<Block name="MsgData.Head" ref="ChatServerDeliverMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true">
<Relation type="size" of="MsgData.Message"/>
</Number>
</Block>
<String name="MsgData.Message" nullTerminated="false"
type="char"></String>
<Block name="MsgData.Foot" ref="ChatServerDeliverMsgFoot">
</Block>
</DataModel>

<DataModel name="ChatClientStatusAck" ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="1little">
<Flag name="accept" size="1" position="0"></Flag>



</Flags>

</DataModel>

<DataModel name="ChatClientDeliverAck"

ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>

</Flags>

</DataModel>

<DataModel name="ChatServerStatusMsg" ref="ChatHeaderWithBlock">
<Flags name="MsgData.ServerStatusFlags" size="32"
endian="1ittle">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
<Number name="MsgData.TargetID" size="32" endian="little"
signed="true" />
</DataModel>

<!-- TODO: Create state model -->
<StateModel name="TheState" initialState="Initial">
<State name="Initial">
<Action type="output">
<DataModel ref="TheDataModel"/>

<!-- <Data fileName="sample.png" /> -->
</Action>
</State>
</StateModel>
<!-- TODO: Configure Agent -->
<Agent name="TheAgent">
</Agent>
<Test name="TheTest">
<!-- TODO: Enable Agent -->
<!-- <Agent ref="TheAgent"/> -->
<StateModel ref="TheState"/>
<!-- TODO: Configure a publisher -->

<Publisher class="tcp.Tcp">
<Param name="host" value="192.168.168.101"/>
<Param name="port" value="1234"/>
</Publisher>
<!-- OPTIONAL: Configure a strategy -->
<!-- <Strategy class=""/> -->
</Test>
<!-- Configure a single run -->
<Run name="DefaultRun">
<!-- TODO: Change log path if needed -->
<Logger class="logger.Filesystem">
<Param name="path" value="logs"/>
</Logger>
<Test ref="TheTest"/>
</Run>
</Peach>
<!-- end -->



Create the state model

Now we finished the datamodels so we can start to create the state model. It controls the order of
messages we send and receive.

We can create a lot of different state model depending on which part of the communication we want
tot test. First we creaete a simple state model to fuzz only the connection request, and later we
extend it.

The connection is quite easy, we just do the TCP connection, and after that we send a
ChatClientConnectRequest message. And this is all, practically we are even not interested about the
answer of the server. If there is any error it will freeze, what we will detect by the debugger..

To do it we write the following state model:

<StateModel name="TheState" initialState="Initial">
<State name="Initial">
<Action type="connect"></Action>
<Action type="output">
<DataModel ref="ChatClientConnectRequest"/>
</Action>
</State>
</StateModel>

Create the Agent

The job of the agent is to monitor the server, and the other client, what is a real one. To do a clear
test we want to restart both the server and the real client at every test circle. Because of it we have
to use the process.Process monitor class (the debugger. WindowsDebugEngine monitor is also
capable to start a new process, if you give it the CommandLine parameter, but that is not capable to
restart the process for every test circle).

We should start the server process, then the client process, it means two monitosr, then we should
attach to the started processes by the debugger. WindowsDebugEngine monitor. It can be done on
the following way:

If we want to monitor the Heap in more detail then we can use the process.PageHeap monitor as
well, I added it to this example too.

The agent definition looks like as follows:

<Agent name="TheAgent">

<Monitor class="process.Process">
<Param name="Command" value="C:\test\Release\server.exe"/>
<Param name="RestartOnEachTest" value="true"/>

</Monitor>

<Monitor class="debugger.WindowsDebugEngine">
<Param name="ProcessName" value="Server.exe"/>

</Monitor>

<Monitor class="process.PageHeap">



<Param name="Executable" value="Server.exe"/>
</Monitor>
<Monitor class="process.Process">
<Param name="Command" value="C:\test\Release\Client.exe"/>
<Param name="RestartOnEachTest" value="true"/>
</Monitor>
<Monitor class="debugger.WindowsDebugEngine">
<Param name="ProcessName" value="Client.exe"/>
</Monitor>
<Monitor class="process.PageHeap">
<Param name="Executable" value="Client.exe"/>
</Monitor>
</Agent>

Create the Test section

The last step is to create the test itself, it does nothing else, but start to call the previously defined
state model, and use the Agent. The default written in the template.xml is almost good, the only
thing we should do is to enable the usage of the agent

This section looks like as follows:

<Test name="TheTest">

<!-- TODO: Enable Agent -->

<Agent ref="TheAgent"/>

<StateModel ref="TheState"/>

<!-- TODO: Configure a publisher -->

<Publisher class="tcp.Tcp">
<Param name="host" value="192.168.168.101"/>
<Param name="port" value="1234"/>

</Publisher>
<!-- OPTIONAL: Configure a strategy -->
<!-- <Strategy class=""/> -->

</Test>

Create the Run section

This is the last part of the xml file, if one want to modify the logging behaviour, shold modify it, for
me now the default in the template.xml is good, so I do not modify it.

Whole chat.xml file

<?xml version="1.0" encoding="utf-8"?>
<Peach xmlns="http://phed.org/2008/Peach"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://phed.org/2008/Peach
/peach/peach.xsd">
<!-- Import defaults for Peach instance -->
<Include ns="default" src="file:defaults.xml"/>



<!-- TODO: Create data model -->
<DataModel name="TheDataModel">

<String value="Hello World!" />
</DataModel>

<DataModel name="ChatHeader">
<Number name="MsgSize" size="32" endian="1little" signed="true"
/>
<Number name="MsgType" size="8" signed="false"></Number>
</DataModel>
<DataModel name="ChatHeaderWithBlock">
<Number name="MsgSize" size="32" endian="little"
signed="true">
<Relation type="size" of="MsgData" />
</Number>
<Number name="MsgType" size="8" signed="false"></Number>
<Block name="MsgData">

</Block>
</DataModel>

<DataModel name="ChatServerSendAck" ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>
<DataModel name="ChatServerConnectResponse"
ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
<Number name="MsgData.PeerID" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatClientConnectRequest"
ref="ChatHeaderWithBlock">
<Number name="MsgData.ClientVer" size="32" endian="little"
signed="true" />
<Number name="MsgData.UsernameOffset" size="16"
endian="1little" signed="true">
<Relation type="offset" of="UserName"/>
</Number>
<String name="MsgData.Magic" value="CHAT"
nullTerminated="false" type="char"></String>
<String name="MsgData.UserName" nullTerminated="false"
type="char"></String>
</DataModel>

<DataModel name="ChatClientSendMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatClientSendMsgFoot">



<Number name="SenderID" size="32" endian="little"
signed="true" />
<Number name="TargetID" size="32" endian="little"
signed="true" />
<Number name="MetadataSize" size="32" endian="little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="1little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1"
position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>
<Number name="Color" size="32" endian="little" signed="true"
/>
<Number name="FontSize" size="32" endian="little"
signed="true" />
<Number name="MsgTime" size="64" endian="1little"
signed="true" />
</Block>
</DataModel>
<DataModel name="ChatClientSendMsg" ref="ChatHeaderWithBlock">
<Block name="MsgData.Head" ref="ChatClientSendMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true">
<Relation type="size" of="MsgData.Message"/>
</Number>
</Block>
<String name="MsgData.Message" nullTerminated="false"
type="char"></String>
<Block name="MsgData.Foot" ref="ChatClientSendMsgFoot">
</Block>
</DataModel>

<DataModel name="ChatServerDeliverMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true" />
</DataModel>
<DataModel name="ChatServerDeliverMsgFoot">
<Number name="SenderID" size="32" endian="little"
signed="true" />
<Number name="TargetID" size="32" endian="little"
signed="true" />
<Number name="MetadataSize" size="32" endian="1little"
signed="true">
<Relation type="size" of="Metadata"/>
</Number>
<Block name="Metadata">
<Flags name="Flags" size="32" endian="little">
<Flag name="colorincluded" size="1" position="0"></Flag>
<Flag name="fontsizeincluded" size="1"



position="1"></Flag>
<Flag name="timeincluded" size="1" position="2"></Flag>
</Flags>
<Number name="Color" size="32" endian="little" signed="true"
/>
<Number name="FontSize" size="32" endian="little"
signed="true" />
<Number name="MsgTime" size="64" endian="1little"
signed="true" />
</Block>
</DataModel>
<DataModel name="ChatServerDeliverMsg"
ref="ChatHeaderWithBlock">
<Block name="MsgData.Head" ref="ChatServerDeliverMsgHead">
<Number name="MsgLength" size="32" endian="little"
signed="true">
<Relation type="size" of="MsgData.Message"/>
</Number>
</Block>
<String name="MsgData.Message" nullTerminated="false"
type="char"></String>
<Block name="MsgData.Foot" ref="ChatServerDeliverMsgFoot">
</Block>
</DataModel>

<DataModel name="ChatClientStatusAck" ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>
<DataModel name="ChatClientDeliverAck"
ref="ChatHeaderWithBlock">
<Flags name="MsgData.AckFlags" size="32" endian="little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
</DataModel>

<DataModel name="ChatServerStatusMsg" ref="ChatHeaderWithBlock">
<Flags name="MsgData.ServerStatusFlags" size="32"
endian="1little">
<Flag name="accept" size="1" position="0"></Flag>
</Flags>
<Number name="MsgData.TargetID" size="32" endian="little"
signed="true" />
</DataModel>

<!-- TODO: Create state model -->
<StateModel name="TheState" initialState="Initial">
<State name="Initial">
<Action type="connect"></Action>
<Action type="output">
<DataModel ref="ChatClientConnectRequest"/>
</Action>



</State>
</StateModel>
<!-- TODO: Configure Agent -->
<Agent name="TheAgent">
<Monitor class="process.Process">
<Param name="Command" value="C:\test\Release\server.exe"/>
<Param name="RestartOnEachTest" value="true"/>
</Monitor>
<Monitor class="debugger.WindowsDebugEngine">
<Param name="ProcessName" value="Server.exe"/>
</Monitor>
<Monitor class="process.PageHeap">
<Param name="Executable" value="Server.exe"/>
</Monitor>
<Monitor class="process.Process">
<Param name="Command" value="C:\test\Release\Client.exe"/>
<Param name="RestartOnEachTest" value="true"/>
</Monitor>
<Monitor class="debugger.WindowsDebugEngine">
<Param name="ProcessName" value="Client.exe"/>
</Monitor>
<Monitor class="process.PageHeap">
<Param name="Executable" value="Client.exe"/>

</Monitor>
</Agent>
<Test name="TheTest">
<!-- TODO: Enable Agent -->

<Agent ref="TheAgent"/>
<StateModel ref="TheState"/>
<!-- TODO: Configure a publisher -->
<Publisher class="tcp.Tcp">
<Param name="host" value="192.168.168.101"/>
<Param name="port" value="1234"/>
</Publisher>
<!-- OPTIONAL: Configure a strategy -->
<!-- <Strategy class=""/> -->
</Test>
<!-- Configure a single run -->
<Run name="DefaultRun">
<!-- TODO: Change log path if needed -->
<Logger class="logger.Filesystem">
<Param name="path" value="logs"/>

</Logger>
<Test ref="TheTest"/>
</Run>
</Peach>
<!-- end -->

Run the fuzzer

Start the peach fuzzer in agent mode. It can be done by the



.| Administrator: Command Prompt - peach.bat -a - |EI|£|

Microsoft Windows [Uersion 6.8_6882]
Copyright <c» 28086 Microsoft Corporation. All rights reserved.

C:sUsers“Administrator>cd “peach
C:wpeach>peach_bat -a

] Peach 2.3.8 Runtime
1 Copyright <c?» Michael Eddington

] Peach Agent

##—% Listening on [?888]1 with no password

Then start the fuzzer

.| Administrator: Command Prompt

:»rod peach

sswpeachrpeach.bat chat_xml_

Then wait.

Fuzz the message sending

This state model fuzz only the login process of the chat client, but most probably we want to fuzz as
the client sends the message.

To do it we mnodify the state model. After we sent the ChatClientConnectRequest we should wait
for a ChatServerConnectResponse packet.

When we got the ChatServerConnectResponse packet we should check in it, if the server accepted
the connect request or not. If not we should go to the end, and start a new test cycle. If the server
accepted the connection we should send a message. To do it we should examine the received packet.
It can be done by the changestate action. This action jumps to another state, and it has a when
attribute, where we can write the condition of the jump.

But to jump to another state we should define more states. Now I define the following one:

* Initial: it will do the TCP connection, and immediately after the commection jump to the
next (doconnection) state without any condition:

<State name="Initial">
<Action type="connect"></Action>
<Action name="changetodoconnection" type="changeState"
ref="doconnection"></Action>
</State>

* doconnection: this state will send the ChatClientConnectRequest. To be able to really
connect we must define acceptable default data, it can be done by the data element. Then in



this state we wait for the ChatServerConnectResponse data type. After we got it we should
examine the content, now need the changestate, and the condition. In one condition we
examine if we got a ServerConnectResponse packet. If not we jump to the last state (End).
Otherwise we examine the next condition, if the server accepted our connection attempt, if
not we jump again to the last state (End). And finally (non of the previous comditions were
true) we jump to the next state (dosendmessage)

<State name="doconnection">
<Action type="output">
<DataModel ref="ChatClientConnectRequest">
</DataModel>
<Data DataModel="ChatClientConnectRequest">
<Field name="MsgType" value="0x01" valueType="hex"/>
<Field name="MsgData.ClientVer" wvalue="0x00000001"
valueType="hex" />
<Field name="MsgData.Magic" value="CHAT"/>
<Field name="MsgData.UserName" value="USER00"/>
</Data>
</Action>
<Action name="ReceiveServerConnectResponse" type="input">
<DataModel ref="ChatServerConnectResponse" />
</Action>
<Action name="CheckIfServerConnectResponse" type="changeState"
ref="End" when="int (StateModel ['doconnection"']
['ReceiveServerConnectResponse'] ['ChatServerConnectResponse']
['MsgType'] .getInternalValue()) != 2"></Action>
<Action name="CheckIfConnectionRejected" type="changeState"
ref="End" when="int (StateModel['doconnection']
['ReceiveServerConnectResponse'] ['ChatServerConnectResponse']
['MsgData'] ['"AckFlags'] ['accept'].getInternalValue()) !=
1"></Action>
<Action name="changetodosendmessage" type="changeState"
ref="dosendmessage"></Action>
</State>

dosendmessage: we must create the the message, but again we have a probem, the server
just sent us a peerID, and we should set the senderID exactly to this value. To do this we use
another action type, what is called slurp. This element is capable to copy a value from one
element to another element. In case of slurp one must define the source, and the destination
in the format of //State//actionname//valuename. If the valuename contains point ve shoud
separate those.instead of point by a // (practically we should define the path to the element
we want to copy and every level is separated by //).

<State name="dosendmessage">
<Action type="slurp"
valueXpath="//doconnection//ReceiveServerConnectResponse//MsgData/
/PeerID" setXpath="//doChatClientSendMsg//SenderID" />
<Action name="doChatClientSendMsg" type="output">
<DataModel ref="ChatClientSendMsg"></DataModel>
<Data DataModel="ChatClientSendMsg">
<Field name="MsgType" value="0x10" valueType="hex"/>
</Data>
</Action>



<Action name="changetodosendmessage" type="changeState"
ref="End"></Action>
</State>

* End: this is the last state, it close the TCP connection, and we can step to the next iteration

<State name="End">
<Action type="close"></Action>
</State>

All these these modifications together will give the next state model:

<StateModel name="TheState" initialState="Initial">
<State name="Initial">
<Action type="connect"></Action>
<Action name="changetodoconnection" type="changeState"
ref="doconnection"></Action>
</State>

<State name="doconnection">
<Action type="output">
<DataModel ref="ChatClientConnectRequest">
</DataModel>
<Data DataModel="ChatClientConnectRequest">
<Field name="MsgType" value="0x01" valueType="hex"/>
<Field name="MsgData.ClientVer" value="0x00000001"
valueType="hex" />
<Field name="MsgData.Magic" value="CHAT"/>
<Field name="MsgData.UserName" value="USER00"/>
</Data>
</Action>
<Action name="ReceiveServerConnectResponse" type="input">
<DataModel ref="ChatServerConnectResponse" />
</Action>
<Action name="CheckIfServerConnectResponse" type="changeState"
ref="End" when="int (StateModel['doconnection"']
['ReceiveServerConnectResponse'] ['ChatServerConnectResponse']
['MsgType'] .getInternalValue()) != 2"></Action>
<Action name="CheckIfConnectionRejected" type="changeState"
ref="End" when="int (StateModel['doconnection"']
[ 'ReceiveServerConnectResponse'] ['ChatServerConnectResponse']
['MsgData'] ['AckFlags'] ['accept'].getInternalValue()) !=
1"></Action>
<Action name="changetodosendmessage" type="changeState"
ref="dosendmessage"></Action>
</State>

<State name="dosendmessage">
<Action type="slurp"
valueXpath="//doconnection//ReceiveServerConnectResponse//MsgData/
/PeerID" setXpath="//doChatClientSendMsg//SenderID" />
<Action name="doChatClientSendMsg" type="output">
<DataModel ref="ChatClientSendMsg"></DataModel>



<Data DataModel="ChatClientSendMsg">
<Field name="MsgType" value="0x10" valueType="hex"/>
</Data>
</Action>
<Action name="changetodosendmessage" type="changeState"
ref="End"></Action>
</State>

<State name="End">
<Action type="close"></Action>
</State>
</StateModel>



	Write the sample application
	peel the ssl layer
	Communication flow between the client and server
	Process of connection
	Client message sending
	Server message delivery
	Server Send Satus

	Creation of LUA script
	Protocol creation
	init function
	Dissector Function
	Register Protocol
	Whole Code at this milestone
	set protocol name
	Write the dissector
	cycle to analyze the actual part of the packet
	The whole script until now
	extend the dissector with missing packet types
	The whole script

	fuzzing
	Autogenerate the datamodel by struct2peach
	Autogenerate the datamodel by peachshark
	Create the peach .xml file
	Create the datamodel
	Create the state model
	Create the Agent
	Create the Test section
	Create the Run section
	Whole chat.xml file
	Run the fuzzer
	Fuzz the message sending


