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Write the sample application

As a very simple sample ve create a login form, which sends the username and password, and the 
SHA1 checksum of these two values. The sample will contain three files, a hacktivity.html, a 
hacktivity.php, and an internal.php files. Use for example the following code as the html file:

<body>
<script type="text/javascript" src="./jquery-1.10.2.min.js"></script>
<script type="text/javascript" src="./crypto-
js/rollups/sha1.js"></script>
<div id="error"></div>
User Name:<input type="text" id="username" /> <br/>
Password:<input type="password" id="password"/> <br/>
<button id="button">Send</button>
<script>
$("#button").click(function() {

sr = "username=" + $("#username").val() + "&" +
     "password=" + $("#password").val() + "&" + 

 "checksum=" + CryptoJS.SHA1($("#username").val() + $
("#password").val());

$.ajax({
url : 'hacktivity.php',
method:'POST',
data: sr,
success: function(data) {

if (data == 'true'){
  window.location="internal.php";
}
else {
  $("#error").html("Wrong username or password");
}

}
});

});
</script>
</body>

As we can see this application sends the SHA1 hash of the username and password fileds as well, and 
the server side application will check if it correct. Because the automated tools are not able to figure 
out the logic, they start to test the fields, but of course will ot correct the checksum value to it. It will 
cause that, the automated tool practically will not test the application at all, becaulse the first if which 
tests the checksum will fail, and the remaining part of the code contains the problem will never run.



This html file it will require the crypto-js library, what can be download from: 
https://code.google.com/p/crypto-js/ and requires the jquery library, what can be download from: 
http://jquery.com/download/ 

As we can see, it sends the data to the hacktivity.php application, which has the following code (as we 
can see it contains a nice SQL injection error):

<?php
session_start();
$hash = sha1($_POST["username"] . $_POST["password"]);
$con = mysqli_connect("127.0.0.1", "root", "","a")or die('false');

if (strcasecmp($hash,$_POST["checksum"]) === 0){
$sql = "SELECT COUNT(*) FROM tbl1 WHERE username='" . 

$_POST["username"] . 
       "' and password='" . $_POST["password"] . "';";
$res = mysqli_query($con,$sql) or die('false');
$row = mysqli_fetch_row($res);
if ($row[0] == 1) {

echo "true";
$_SESSION["auth"] = 1;

} 

http://jquery.com/download/
https://code.google.com/p/crypto-js/


else {
echo "false";

}
}
else {

echo "CEHCKSUM ERROR: " . $hash  . "  " . $_POST["checksum"] . 
     " " . $_POST["username"] . $_POST["password"];

}
mysqli_close($con);
?>

It redirect us to the internal.php (in reality it is not so important for us):

<?php
session_start();
if (!isset($_SESSION["auth"])) {

header('Location: hacktivity.html');
die('error');

}
echo "THIS IS  THE INTERNAL SITE";
?>





Test the application with automated tools

Now if we try to find the SQL injection error with any automated tool, obviously they will not find the 
SQL injection vulnerability

Vega



Skipfish

No problem, try another one, for example the skipfish, it is included in the kali linux.
Use the following command to strat it:

skipfish -W ./a.wl -S /usr/share/skipfish/dictionary/minimal.wl 
-o ./test http://192.168.168.  25  1  /  hacktivity2014  /  hacktivity  .html

http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html


Acunetix

SQLmap



We can use the sqlmap with a request file as well, it may works better. So first capture a request. Start 
the burp proxy, and turn off the intercept:

Then set up your browser, to use it as proxy (Tools / Internet options)



On the Connections tabs click to the LAN settings button.



Use the burp proxy (127.0.0.1 and pot 8080) as proxy:



Then go to the login page, and type any username and password:

Find the request in burp, then right click to it, and select the copy to file command from the popup 
menu:



The save the request as a text file



Open the file with any text editor.

Then change the username and password to *, because it marks to the sqlmap the testable positions.



Then run the sqlmap with the following command:

sqlmap -level=5 -risk=3 -r req.txt



Set up the development environment

The eclipse is a portable application, so just unzip the downloaded eclipse IDE (www.eclipse.org), and 
copy the whole directory to your machine. I copied it to the eclipse directory, and start here the 
eclipse.exe

When it asks for a workspace position just accept the default one, and click to the OK button:

http://www.eclipse.org/


Close the wecome screen

Then select the File / New / Project... command.

In the popup window select Java project as project type, then click to the next button:



Set the project specific JRE for me the 1.8.0_20 was installed so I used that one. Then click to the Next 
button:



Then click to the Finish button:



If you want to use the perspective click to the Yes button.



Select the Project / Properties menu:

On the popup window go to the "Java Build Path", and select the Libraries tab, and click to the Add 
External JARs... button.



Select the burpsuite_free_v1.6.jar, then click to the open button



Then click to the OK button:



Right click to the Burp Extender package, and select import... from the popup menu:



On the popup window select general / file system, then click to the next button



Find the burp extender api \ burp directory. The burp extender API can be download from the 
http://portswigger.net/burp/extender/ webpage. 

http://portswigger.net/burp/extender/


Select the required java files (I just add all the files), then click to the Finish button:



Then right click to the BurpExtender/src and from the popup menu select New / Package.



Give the package the burp name (all letter small), then click to the Finish button.

Then right click to the burp package and from the popup menu select New / File command



Call it as BurpExtender.java (take care the small, and capital letters) then click to the Finish button.





Write the extender

To write an extender we must implement an IBurpExtender and depends on that what we want to do 
another class, for my test the IProxyListener required.

To create an IProxyListener one must implement the processProxyMessage method, it will be called 
every time a message transfered by the burp proxy. The basic code, what is capable to run althought it 
does not do anything useful yet looks like as:

package burp;
public class BurpExtender implements IBurpExtender,IProxyListener
{

public void registerExtenderCallbacks(IBurpExtenderCallbacks 
callbacks) 

{
callbacks.setExtensionName("test");
callbacks.registerProxyListener(this);

}
public void processProxyMessage(boolean arg0, 

IInterceptedProxyMessage arg1) {
// TODO Auto-generated method stub

}
}

Save it, then run the package. When it asks you select to run as Java Application:



When it asks for which java application to start select the StartBurp – burp and click to the OK button.





When the burp proxy starts go to the alerts tab. You must see your Extender:

If it works close the burp proxy, and continue with the development of the extender



HelloWorld extender

Our purpose is to write an extender, which automatically corrects the checksum in every request so 
change the content of the processProxyMessage method, to print some message to the screen every 
time it see a request, to see if it works.

It can be done with the following code:

package burp;
public class BurpExtender implements IBurpExtender,IProxyListener
{

public void registerExtenderCallbacks(IBurpExtenderCallbacks 
callbacks) 

{
callbacks.setExtensionName("test");
callbacks.registerProxyListener(this);

}
public void processProxyMessage(boolean messageIsRequest, 

IInterceptedProxyMessage 
message) {

if (messageIsRequest) {
System.out.println("Request");

}
}

}



Then start again the Java Application. Go to the Proxy / Intercept tab and turn off the intercept. Then 
visit anything with your browser:

When you go back to the eclipse on the console window you must see some Request text appearing.



Correct the checksum

Create a private helpers variable with IExtensionHelpers type. It will be used, to analyze the message.

To use the helper object in the registerExtenderCallbacks create give it a value with the 
callbacks.getHelpers() command.

package burp;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.List;

public class BurpExtender implements IBurpExtender,IProxyListener
{

private IExtensionHelpers helpers;
public void registerExtenderCallbacks(IBurpExtenderCallbacks 

callbacks) 
{

helpers = callbacks.getHelpers();
callbacks.setExtensionName("test");
callbacks.registerProxyListener(this);

}

public void processProxyMessage(boolean messageIsRequest, 
IInterceptedProxyMessage 

message) {
if (messageIsRequest) {

IHttpRequestResponse msginfo = 
message.getMessageInfo();

byte[] msgarray = msginfo.getRequest();
IRequestInfo reqinfo = 

helpers.analyzeRequest(msginfo);
String req = new String(msgarray);
List<IParameter> params = reqinfo.getParameters();
String tohash = "";
String oldhash = "";
for(IParameter element : params)
{

if (element.getType() == 
burp.IParameter.PARAM_BODY){

if (!element.getName().equals("checksum")) {
tohash = tohash + 

element.getValue().toString();
} // END IF (Name is NOT checksum)
else{

oldhash = element.getValue();
}// END ELSE (Name is checksum)



} // END IF parameter is PARAM_BODY
} //END FOR
String hash="";
try {

hash = MessageDigest.getInstance("SHA-
1").digest(tohash.getBytes()).toString();

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

} 
if (!hash.isEmpty() && !tohash.isEmpty())
{

req = req.replace(oldhash, hash);
msginfo.setRequest(req.getBytes());

}// END if hash and tohash not empty
}// END if messageisrequest

}// END processProxyMessage
}



Now try the automated tools. And you will see they are still not able to find the SQL injection 



vulnerability.



Convert the hash to hex array

If you watch the requests in burp proxy you will see the checksum values are not good, because it sends
a string, while the original application sends hex encoded strings. So we must add a string to hex 
encoder to our code.

package burp;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.List;

public class BurpExtender implements IBurpExtender,IProxyListener
{

private IExtensionHelpers helpers;
public void registerExtenderCallbacks(IBurpExtenderCallbacks 

callbacks) 
{

helpers = callbacks.getHelpers();
callbacks.setExtensionName("test");
callbacks.registerProxyListener(this);

}

final protected static char[] hexArray = 
"0123456789ABCDEF".toCharArray();

public static String bytesToHex(byte[] bytes) 
{
    char[] hexChars = new char[bytes.length * 2];
    for ( int j = 0; j < bytes.length; j++ ) 

{
        int v = bytes[j] & 0xFF;
        hexChars[j * 2] = hexArray[v >>> 4];
        hexChars[j * 2 + 1] = hexArray[v & 0x0F];
    }
    return new String(hexChars);
}
public void processProxyMessage(boolean messageIsRequest, 

IInterceptedProxyMessage 
message) {

if (messageIsRequest) {
IHttpRequestResponse msginfo = 

message.getMessageInfo();
byte[] msgarray = msginfo.getRequest();
IRequestInfo reqinfo = 

helpers.analyzeRequest(msginfo);
String req = new String(msgarray);
List<IParameter> params = reqinfo.getParameters();
String tohash = "";



String oldhash = "";
for(IParameter element : params)
{

if (element.getType() == 
burp.IParameter.PARAM_BODY){

if (!element.getName().equals("checksum")) {
tohash = tohash + 

element.getValue().toString();
} // END IF (Name is NOT checksum)
else{

oldhash = element.getValue();
}// END ELSE (Name is checksum)

} // END IF parameter is PARAM_BODY
} //END FOR
String hash="";
try {

hash = bytesToHex(MessageDigest.getInstance("SHA-
1").digest(tohash.getBytes()));

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

} 
if (!hash.isEmpty() && !tohash.isEmpty())
{

req = req.replace(oldhash, hash);
msginfo.setRequest(req.getBytes());

}// END if hash and tohash not empty
}// END if messageisrequest

}// END processProxyMessage
}



Try to run this code, and use the automated tools, to find the SQL injection vulnerability. But it does 
not work. If you check the requests and responses you will find that, the checksum sometimes not 
correct.



URL decode the values

The problem why the code not works is that, the burp proxy will see the values in the requests as URL 
encoded (like %20 instead of space and so on) and because of it it will calculate the checksum of that 
string. While the PHP will calculate the checksum on the URL decoded string. The two values of 
course will be different sometimes. The solution is easy, it must URL decode the values before we add 
it to the hashable string. 

package burp;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.List;

public class BurpExtender implements IBurpExtender,IProxyListener
{

private IExtensionHelpers helpers;
public void registerExtenderCallbacks(IBurpExtenderCallbacks 

callbacks) 
{

helpers = callbacks.getHelpers();
callbacks.setExtensionName("test");
callbacks.registerProxyListener(this);

}

final protected static char[] hexArray = 
"0123456789ABCDEF".toCharArray();

public static String bytesToHex(byte[] bytes) 
{
    char[] hexChars = new char[bytes.length * 2];
    for ( int j = 0; j < bytes.length; j++ ) 

{
        int v = bytes[j] & 0xFF;
        hexChars[j * 2] = hexArray[v >>> 4];
        hexChars[j * 2 + 1] = hexArray[v & 0x0F];
    }
    return new String(hexChars);
}
public void processProxyMessage(boolean messageIsRequest, 

IInterceptedProxyMessage 
message) {

if (messageIsRequest) {
IHttpRequestResponse msginfo = 

message.getMessageInfo();
byte[] msgarray = msginfo.getRequest();
IRequestInfo reqinfo = 

helpers.analyzeRequest(msginfo);
String req = new String(msgarray);



List<IParameter> params = reqinfo.getParameters();
String tohash = "";
String oldhash = "";
for(IParameter element : params)
{

if (element.getType() == 
burp.IParameter.PARAM_BODY){

if (!element.getName().equals("checksum")) {
tohash = tohash + 

helpers.urlDecode(element.getValue()).toString();
} // END IF (Name is NOT checksum)
else{

oldhash = element.getValue();
}// END ELSE (Name is checksum)

} // END IF parameter is PARAM_BODY
} //END FOR
String hash="";
try {

hash = bytesToHex(MessageDigest.getInstance("SHA-
1").digest(tohash.getBytes()));

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

} 
if (!hash.isEmpty() && !tohash.isEmpty())
{

req = req.replace(oldhash, hash);
msginfo.setRequest(req.getBytes());

}// END if hash and tohash not empty
}// END if messageisrequest

}// END processProxyMessage
}



Now if you run again the automated tool it should find the SQL injection vulnerability.
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