How to recover injured ESE files
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Required applications

*  Domain controller

* Hex editor

* olly debugger

* api monitor

* symbol files for the operating system
* python interpreter

Install the symbol files

Start the symbol file installer

S www.microsoft.com

Frm—— i
Q( ,-W | .~ Computer = CD Crive (0:) DVDTools20150308 - www.microsoft.com -

File Edit View Tools Help

Organize * 3= Views = Open

L]

Favorite Links NEE _ :
‘WindowsVista, 6002, 090410-1830. x86fre. Symbols.exe

[ Documents fi5 Windows_Win3.9200. 16334, 120725-1247. x64FRE, Symbals. msi

B Pictures 115 veredist_x86_2013.exe

m' Music ﬁuaedist_xﬂﬁ_lﬂlz.exe

Wait until it extracts the setup files:

Extracting Files x|

BEdracting File:  symbols.cab
To Directory: e:n13488684b 1c6icf831776d03




Accept the licence agreement:

S i

Please read the following license agreement. Press the PAGE DOWHN key
to see the rest of the agreement.

MICROSOFT SOFTWARE LICENSE TERMS ﬂ

MICROSOFT SYMBOL FILES FOR WINDOWS VISTA
SERVICE PACK 2 AND WINDOWS SERVER 2008
SERVICE PACK 2

These license terms are an agreement between
Microsoft Corporation (or based on where you
|live, one of its affiliates) and you. Flease

read them. They apply to the software named
above, which includes the media on which you
received i, f any. The terms also apply to

ary Microsoft

[

Do you accept all of the tems of the preceding License Agreement? F yvou
choose Mo, Install will close. Toinstall you must accept this agreement.

Yes Mo |

Define the destination directory, the default is c:\Windows\Symbols amd click to the OK button

[N Advanced INF Install 0] x|

Symbaols install directony

I WWindows\Symbols Browse... |
[ ok | cancel |

Click yes, to create the required directory:

Advanced INF Install =]




The ESE (Enhanced Storage Engine) file format (you may call it as JET database) used at many places
in Microsoft windows like active directory, exchange, search engine, and so on. Because its wildely
used important to know, how to restore it in case of a data loss event (OK, of course everyone has an up
to date and working backup, but just for the time you may not).

Let us start with the Active directory file.

Active directory

Simulate the injure of the first 128 bytes of the ntds.dit file

To be able to manypulate the files of the active directory first you must stop the active directory
service. To do it start the administrative tools \ Services, right click to the Active Directory Domain
Services and from the popup menu select the Stop command.

ol SEFVICES

File Action ‘iew Help

&= |mE o= |HE > 8 np

. Services {Local) ‘Q, Services (Local)

Active Directory Domain Services Mame =+ I Description Status
" Active Directory Certificate Services Creates, m... Started
Stop the service Active Directory Domain Services AN Started

Restart the service %+ Application Experience

“+, Application Host Helper Service

Description: “+ Application Information
AD D5 Domain Controller service, If this

Started
Started

T annliratinn | awer Gateway SArvire

The operating system warns you, it will stop some dependent services as well, just click to the Yes
button, to stop those too.

Stop Other Services x|

When Active Directory Domain Services stops, these
! ' other services wil also stop.

File Replication

Kerberos Key Distribution Certer
Imtersite Messaging

DMNS Server

DFS Replication

Do you wart to stop these services?

fes Mo




I recommend you to always create a copy of the file we work on, what can be used, if something goes
wrong. So first create a safe copy form the c:\windows\ntds\ntds.dit file.

Then install some hex editor, I will use the 010 editor.

So I right click to the c:\windows\ntds\ntds.dit file, and open it with my hex editor.

Gﬂn\ (_:;v | . = Computer - Local Disk (C:) = Windows - NTDS

File Edit WView Tools

Help

Organize * 1= Views

Favorite Links

FE Documents
FE Pictures

F[_J' Music

More

Folders
| assembly
| Boot
| Branding

Crirenre

Restore previous versions

Send To

* | |Open

Mame = | v| Date modified | v| Type |
|%| edb.chk 5/17/2011 2:05 AM Recovered File F..
|_|edb.log 5/17/2011 2:05 AM  Text Document
|| edb0000 L.log 5/11/2011 3:31PM  Text Document
|_|edbres00001.jrs 5/11/2011 3:23PM  JRSFile
| |edbresdood2.jrs 5/11/2011 3:24PM  IRS File
. ntds.dit

ntds - Cop DIT File

Now we start to simulate the injure of the file by overwriting some bytes. Go to the beginning of the
file, and select Edit \ Insert/Overwrite \ Overwrite Bytes...



& 010 Editor - CG\Windows\NTDSntds.dit

File | Edit Search View Format Scripts Templates Tools Window Help
) Undo Cirl+Z Ja = &} {;\-}] JJ /:‘ KH o0
Gl | 45hift+ZF
(3 Redo Cirl+5hift+ ItlHI
% Cut Gy it As: Hex Run Seript Run Template
o 1 2 3 . = 6 7 8
Capy Cirl+2 : : - - - - - -
_ pE Fg@ 75 02 EF CD AB 89 20 (
Copy AF EB 01 00 00 00 00 00 22 ¢
Paste Ctrl+v 07 €6 00 00 OO0 OO0 00 00 00 (
+ Paste Special... 00 00 00 00 03 00 00 00 4D ¢
Paste From 05 05 02 11 05 &F 00 00 28 :
i 8 01 23 0% 02 00 00 00 05 (C
Clipboard 4D 01 2F 09 02 00 00 00 01 ¢
>{ Delete 33 17 OF 0B 05 &F 00 00 00 (¢
g0 00 00 OO0 OO OO0 00 00 00 (¢
't Selectal Ctrl+A 00 00 00 00 OO0 00 00 00 00 ¢
-, SelectRange... Ctrl+Shift+A 00 00 00 00 00 00 00 00 00
g0 00 00 OO0 OO OO0 00 00 00 (¢
Insert/Overwrite # ' InsertFile... Cirl+1 o
. 0e (
Insert Colar... 7 InsertBytes...  Cirl+Shift+ e
"H InsertDatefTime  Shift4F5 _ - 0o ¢
. - = Owverwrite File...
e 3t File Size... . 00 ¢
foml Cverwrite Bytes. .. oo o«
C

In the popup window define the size 128 byte, and set the byte value to hex 0, to overwrite the first

El oo 00 00 00 00 00 00 00 0O

128 bytes of the file with null bytes. Then click to the Overwrite button.

& Overwrite Bytes x|
Range Byte Value
Start Address: I a j Char: I
Size: | 123 =] || Hee oo
f+ Decmal © Hex Decimal: ||:|
- =| Options
Owerwrite Cancel Help

Then save the file, select the File / Save command.



& 010 Editor - C\Windows\NTDS | ntds.dit*

File Edit Search View Format Scripts Templates Tools Window Help

1 3 | ==
New P % B ERQ OB 5| A =8 2B
¥ OpenFile... Cirl+0 uis.cit*w|
7 Open Drive... Cirl+D Edit As: Hex Run Script Run Template
”‘ Open Process., .. Ctrl+5hift+0 g 1 2 3 4 5 & 7 8 3 A B C D E F 0123456789LBCDEF
_ 7 Open Recent » pOOh:
I Save As... Cirl4shiftss 300
o 40n:
4 Save a Copy... Soh
& zave Selection... &0h:
Eﬂ Save All T0h:
S0h:| 00 OO0 OO OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 || tiv v enenmannns
) o= Lo S90h:| 00 00 QO OO0 OO0 OO0 OO OO0 OO0 Q00 OO0 OO0 OO0 OO0 00 00 || tiv v nnenmnnnns

Now try to start the active directory domain services by starting the administrative tools \ Services,
then right click to the Active Directory Domain Services, and from the popup menu select the Start

command

File Action View Help

G EEREEN = R

., Services {Local) £} Services (Local)

Active Directory Domain Services _Mame =

Start the service

5 Application Experience

Description:
AD DS Domain Controller service, If this

1| [ IR ) [

% Application Information

[PENPENER: SN SN [N [ —

The Service tries to start

Service Control

Windows is attempting to start the following service on Local Computer...

Active Directory Domain Services

5 Application Host Helper Service

x|

]

%, Active Directory Certificate Services
4 Active Directory Domain Services

And finally...
it starts:



File Acton View Help

& [FlEHczH=] > m 0 ®»

., Services (Local)

£} Services (Local)

| status
Started

| Description
Creates, m...

Mame =~
o Active Directory Certificate Services

Active Directory Domain Services

Stop the service ﬁ Active Directory Domain Services AD DS Dom... Started

Restart the service . Application Experience Processes ... Started
% Application Host Helper Service Provides a... Started

Description: % Application Information Fadilitates ...

Now one may ask, how can it start, if we destroyed the first 128 bytes of it? What happens? The answer
1s simple, the ESE files has two headers, both of them 8192 bytes at the beginning of the file. (more
exactly one header is one page long, and the page size can vary in case of ESE files, but in case on
ntds.dit it is always 8 kB.)

0x0000
HEADER 1
0x2000 (more exactly 1 page)
HEADER 2
0x4000 (more exactly 2 page)
DATA

So when we destroyed the first 128 bytes only the first header was destroyed, and the application
system was able to correct it by the help of the second header.

& 010 Editor - C:\Windows\NTDS\ntds.dit

File Edit Search View Format Scripts Templates Tools Window Help
N3~ ] % Bl K [Bek AR Y[R ReN T &
Ly 7 % | ntds.dit |
Open Files Edit As: Hex Run Script Run Template
""" [ C:\Windows\NTDS ntds. dit 0 1 2 3 4 5 8 7 8 89 A B C D E F 0123456789ABCDEF
| Favarite Files 0000h: 5 D8 6D 02 EF CD AB 89 20 06 00 00 00 00 00 00 | ¥om.ilsk .......
"f Recent Files 0010nh: BF EB 01 00 00 00 00 00 22 8D 05 00 16 OD OF 10 | z8...... L
Bookmarked Files 0020h: 07 6B 00 00 00 00 OO0 00 00 OO0 OO0 00 00 00 00 00 | vKeuvererenennnn
0030h: 00 00 OO0 00 03 00 00 00 71 01 36 0% 02 00 00 00 | vvuueess -
0040R: 20 21 02 11 05 &F 00 00 39 16 02 11 05 &F 00 00 ',..0..9. o
0050h: BE 01 30 09 02 00 00 00 20 21 02 11 05 &F 00 00 | %.0..... ..o
0060R:| 71 01 36 09 02 00 OO0 00 01 00 00 OO0 40 EF OE 00 | Q.6evvunnnn. @i.
0070R: 33 17 OF OB 05 &F 00 00 00 00 0O 00 00 OO0 00 0O | 3. Tevinnnnnns
ANSAR . an an an o an an o an afa o an o an o an an o an an o an an an




Simulate the injure of the first 8192 bytes of the ntds.dit file

Again, to be able to manypulate the files of the active directory first you must stop the active directory
service. To do it start the administrative tools \ Services, right click to the Active Directory Domain
Services and from the popup menu select the Stop command.

W Services

File  Action View Help

L EallERERES N 7 N N

e

Active Directory Domain Services _Mame = | Description Status
", Active Directory Certificate Services Creates, m... Started

Started
Started
Started

Stop the service
Restart the service

Active Directory Domain Services
"+ Application Experience
“. Application Host Helper Service

Description: % Application Information
AD DS Domain Controller service, If this

Anrnliratinn | awer Ratrway Servire

The operating system warns you, it will stop some dependent services as well, just click to the Yes
button, to stop those too.

Stop Other Services x|

When Active Directory Domain Services stops, these
! ' other services wil also stop.

File Replication

Kerberos Key Distribution Center
Intersite Messaging

DMNS Server

DF5 Replication

Do you want to stop these services?

Yes Mo

I recommend you to always create a copy of the file we work on, what can be used, if something goes
wrong. So first create a safe copy form the c:\windows\ntds\ntds.dit file. (I recommend to create a
new one, because we restarted the service, and the file modified because of that).

Right click to the c:\windows\ntds\ntds.dit file, and open it with a hex editor.



Gﬂ_-\ (_)v | . = Computer - Local Disk (C:) = Windows - NTDS

File Edit WView Tools Help
Organize * {5 Views ~ | Open
Favorite Links N?ITIE - | v| Date modified | v| Type |
|%| edb.chk 5/17/2011 2:05 AM Recovered File F..
| Documents | |edb.log 5/17/2011 2:05 AM  Text Document
EE Pictures || edb0000 L.log 5/11/2011 3:31PM  Text Document
E[_;n Music |_|edbres00001.jrs 5/11/2011 3:23PM  JRSFile
Mare | |edbresdood2.jrs 5/11/2011 3:24PM  IRS File
. ntds.dit
Folders w L |ntds-Cop _ . DIT File
Restore previous versions
| assembly ;I
| Boot
| Branding Send To
Chrenre

Now we start to simulate the injure of the file by overwriting the first header (8192 bytes). Go to the

beginning of the file, and select Edit \ Insert/Overwrite \ Overwrite Bytes...

& 010 Editor - C\Windows\NTDS\ntds.dit

File | Edit Search View Format Scripts Templates Tools Window Help
JJ ™ ¥) Undo Ctrl+Z 'y D JJ_/; 1B
m Fedo Ctrl+5hift+E “:'jl
E by Cut G4 t As: Hex Run Script Run Temp
. Copy Cirl+C i S S S S ]
 F : ks D8 &D 02 EF CD 2B 89 2
o A " | BF EB 01 00 00 00 00 00 2
E Paste Ctrl+v 07 &B 00 00 00 OO0 OO0 00 O
+ Paste Specil... 00 00 00 OO0 O3 00 OO0 00 7
baste From , 20 21 02 11 05 &F 00 00 3
_ BE 01 30 0% 02 00 00 00 2
Clipboard *}| 71 01 36 09 02 00 00 00 O
X Delete 33 17 OF OB 05 &F 00 00 O
00 00 00 OO0 OO 0O OO0 00 O
It Select Al Ctrl+A 00 00 00 OO0 00 00 00 00 O
1, Select Range... Cirl+Shift+4 00 00 00 OO0 OO 0O OO0 00 O
00 00 00 OO0 OC 00 OO0 00 O
Insert/Overwrite # InsertFile... Ctrl41 0
0
= Insert Color... 4 InsertBytes...  Cirl+Shift+I B
F "2 InsertDateTme  Shift+F5 o
. - 7= Owerwrite File...
of = EEEF TS 0
i Overwrite Bytes... 0
— /& ReadOnly ET oo oo oo oo o0 OO OO 00 ©



In the popup window define the size 8192 byte, and set the byte value to hex 0, to overwrite the first
8192 bytes of the file with null bytes. Then click to the Overwrite button.

x
Range Byte Value
Start Address: Iu j Char, I
Size: |8192| | Hex: ||:|
f+ Decmal © Hex Decimal: IU
- =l Options
Owerwrite Cancel Help

Then save the file, select the File / Save command.

© 010 Editor - CG\Windows\NTDS\ ntds.dit*

File Edit Search View Format Scripts Templates Tools Window Help

New ' PlldH S| LB

3
File... Ctrl+0 B
;3' Open File | ntds.die* 9]
7 Open Drive... Ctrl+D Edit As: Hex Fun Script Fur
“* OpenProcess...  Cirl+5hift+0 0 1 2 3 4 5 &
1F20h:
bd 1F90h:
) Save As... Cirl45hift+5 -
o 1FBOR:
SEEI eI 1FCOR:
& saye Selection... 1FDOh:
H Save All 1FEQR:
1FFOh:
% Close Ctrl -+ 2000k
) Close Al Cirl +alt+w 2010h:

The second header remain intact;:



& 010 Editor - C:\Windows \NTDS \ntds.dit*

File Edit Search View Format Scripts Templates Tools Window Help

103 WA |0 0@ L8 s [2)|a xh-q=Em@ e

S © * | ntds.dit* 5]
Open Files Edit As: Hex Run Script Run Template
Lo [ CrWwindowsNTDS \ntds. dit™ -
_" Favarite Files 1FFOh:
‘f Recent Files 2000n: A5 DB 6D 02 EF CD AB 83 20 06 00 00 00 00 00 00 | ¥@m.ifex .......
Bookmarked Files 2010h: BF EB 01 00 00 00 OO0 00 22 8D 05 00 1& 0D OF 10 || :€...... L
2020h: 07 6B 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 | .EK..oveevrnrnnn.
2030h: 00 OO0 OO0 00 03 00 OO0 00 71 01 36 09 02 00 00 00 || ...cu.u. TeBernn.
2040h: 20 21 02 11 05 6F 00 00 39 16 02 11 05 &F 00 0O '...0..9. o
2050h: BE 01 30 09 02 00 00 00 20 21 02 11 05 &F 00 00 || %.0..... ! o
2060h: 71 01 36 09 02 00 00 00 01 00 00 00 40 EF OF 00 || @.6.vvurnnn. @i
2070h: 33 17 OF OB 05 &F 00 00 00 00 00 00 00 00 00 00 || 3....0cceverunn.
2080h: 00 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | ..veererrrnnnnn.
2090n: 00 00 OO0 OO0 00 00 0D OO0 00 00 00 00 00 00 00 00 || vuveererernrnnn.
20A0h: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | v.oveerrerrnnnnn.
20B0R: 00 OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 || vuveererernnnnn.

Now try to start the active directory domain services by starting the administrative tools \ Services,
then right click to the Active Directory Domain Services, and from the popup menu select the Start

command

File Acton View Help

& |[=|E = |HS|> = nw®

", Services {Local) {} Services (Local)

Active Directory Domain Services _Mame *

Start the service

% Application Experience

AD DS Domain Controller service, If this %, Application Information

L T T = iy

The Service tries to start

Service Control

Windows is attempting to star the following service on Local Computer...

Active Directony Domain Services

1 Active Directory Domain Services

Description: % Application Host Helper Service

X

And finally...
It can not start:

5 Active Directory Certificate Services




services x|

Windows could not start the Active Directory Domain Services
,  service an Local Computer,

Error 0xcQ00000 1: Oxc0000001

OK, previous it suprised us, because it simply corrected the error, now there is an other suprise, if there
are two headers, why it can not repair it now again?

The answer is simple again, just we should examine the structure of the header shown in the next
picture (all the numbers must be stored in little endian format):



o] 1] 2] 3 4 | 5 | 6 | 7 8 | 9] A] B c | p] E|F

Header checksum File ulMagic 0x89abcdef File format verison File type OXOOO'?OOOO .
0x0000 (MANDATORY) (MANDATORY) 0x00000620 (MANDATORY) [0: db, 1:

(MANDATORY) stream]
0x0010 Highest DB time (MANDATORY) RAND ? (NOT mandatory) |DB signature time: sec, min
hour, day, month, year
0x0020 | 1990=0) (NOT mandatory)
DB state 0x00000003
(MANDATORY) [1: just | log position that was used when the database was last
0x0030 created 2: dirty 3: clean brought to a clean shutdown state or NULL
4: database is being if the database is in a dirty state (NOT mandatory)
upgraded 5: [block: 2byte, sector: 2byte, generation: 4 byte]
ForceDetach]
0x0040 Last Consistent time cont sec, min, hour, day, month, Last Attach time sec, min, hour, day, month, year
year (1900=0) (NOT mandatory) (1900=0) (NOT mandatory)
log position that was used the last : ;
0x0050 time the database was attached If O dirty (NOT Last Detach(tllgno%fg)c (I\TSDI?F gc;lrjlgzggy,)month, year
mandatory) B Y
log position that was used the last
0x0060 time the database was detached If O dirty (NOT DBID ? (NOT mandatory) | RAND ? (NOT mandatory)
mandatory)
0X0070 Log signature time: sec, min, hour, day, month, year
(0=1900) (NOT mandatory)
0Xx0080 Consists of a log position ?at full backup? (NOT
mandatory)
0Xx0090 Previous full backup sec, min, hour, day, month, year Generation lower number The lower log generation
(1900=0) (NOT mandatory) number associated with the backup (NOT mandatory)
OX00A0 Consists of a log position ?at incremental backup? (NOT|  Previous incremental backup sec, min, hour, day,
mandatory) month, year (1900=0) (NOT mandatory)
0X00B0 Generation lower number The lower log generation Consists of a log position ?at current full backup? (NOT
number associated with the backup (NOT mandatory) mandatory)
0X00C0 Current full backup sec, min, hour, day, month, year Generation lower number The lower log generation
(1900=0) (NOT mandatory) number associated with the backup (NOT mandatory)
0X00D0 Shadow disabled Last object ID (NOT Major version (NOT Minor version (NOT
mandatory) mandatory) mandatory)

Build number (NOT Senicepack (NOT . pagesize 0x00002000
0x00EO mandatory) mandatory) file format wersion (MANDATOR
0x00F0 repair count Recowery Time (NOT mandatory)
0x0100
0x0110
0x0120
0x0130
0x0140

, - > - - —
0x0150 File format verison ? (NOT | File format verison minor?

mandatory)

(NOT mandatory)

Previously we overwrite the first 128 bytes (0x0080) bytes. Fortunately it was not containing a very
important information, the page size at position 0xO0EC..0x00EF. This is why previously the operating
system was able to correct it. Now the page size is overwritten, so the operating system can not find out
the size of the header so it can not find the secondary header, and if it did not find the secondary header
of course it can not use it. (In case of ntds.dit the page size is always 8192 bytes as [ mentioned




already, so theoretically it could find it, but as one can see practically the operating system not use this
assumption.)

Now we know the problem, the page size at position 0xO0EC..0x00EF is overwritten. And the idea is
that, if we write back there the correct page size (8192 byte) it should start to work.

Let us try it in practice. Open the ntds.dit in your hex editor, and go to the position 0xEC, and write
there the value 8192 (0x2000) in little endian notation, then click to the File \ Save, to save the
changes:

& 010 Editor - C:\Windows\NTDS\ntds.dit*
File Edit Search View Format Scripts Templates Tools Window Help

D& ER@[OB s |[S)[A AT =B

"7 Open File... Ctrl+0 i |rt“‘|.i'|

*7 OpenDrive... crl+D i Edit As: Hex Run Script Run Template

™ OpenProcess...  Cirl+Shift+0 0 1 2 3 4 5 & 7 8 9 A B C D E F 0123456789ABCDEF

9 Open Recent v | |ooBon: 00 00 00 0O DO 00 00 OO0 OO0 OO0 00 00 00 00 00 00 || vevvenvnnnnnnnn.
00COh:| 00 CO 00 00 00 0D 00 00 00 QO 00 00 00 00 00 D0 || veveneeneneennn.

[+ 00DOR: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 || wevenrenenrenen.

A Save As... Clrl4Shift45 0OEQh:| 00 00 00 00 00 00 00 00 OO0 00 00 00 00 20 00 00 || cvvenvrnenn.n ..

; 00FQh: 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 | euvenreneneennn.

L SEEEEI 0100h:| 00 00 00 00 00 00 OO0 00 OO0 0D 00 0D 00 00 00 00 || +ueurnennnenenn.

Now try to start the service again.

File Action View Help

L el ERERENN 2 N I

5 Services (Local) L} Services (Local)

Active Directory Domain Services MName =+ I Description Status
., Active Directory Certificate Services Creates, m... Started

AD DS Dom, ..
sses .., Started
desa... Started

Start the service

Active Directory Domain Services

“; Application Experience

Stop
Pause

Description: % Application Host Helper Service

AD DS Domain Controller service, If this ., Application Information

service is stopped, users will be unable to

Resurme Hes s...
I Am e thie netwnrk T thie esrvics ie

“.. Application Layer Gateway Servic

And it starts as expected. (Nice if the practice follows the theory).

File Acton View Help

G2 |FEc=HE| > = uw»

., Services (Local)

£} Services (Local)

Mame = | Description
L Active Directory Certificate Services Creates, m... Started
Stop the service ﬁ Active Directory Domain Services AD DS Dom...

Restart the service

Active Directory Domain Services

.. Application Experience Processes ... Started
.. Application Host Helper Service Provides a... Started
Description: % Application Information Facilitates ...




Simulate the injure of the first 16384 bytes of the ntds.dit file

Again, to be able to manypulate the files of the active directory first you must stop the active directory
service. To do it start the administrative tools \ Services, right click to the Active Directory Domain
Services and from the popup menu select the Stop command.

File Action View Help

@ |=Ec=|HRE> 8 nwp

- Services (Local) ‘Q, Services (Local)

Active Directory Domain Services _Mame = | Description Status
S Active Directory Certificate Services Creates, m... Started
Active Directory Domain Services Started
"+, Application Experience Started
"+, Application Host Helper Service Started

Description: .+ Application Information
AD D5 Domain Controller service, If this

Stop the service
Restart the service

Annliratinn | awver Gateway Servira

The operating system warns you, it will stop some dependent services as well, just click to the Yes
button, to stop those too.

Stop Other Services x|

When Active Directory Domain Services stops, these
! . other services will also stop.

File Replication

Kerberos Key Distribution Certer
Imtersite Messaging

DMS Server

DF5S Replication

Do you want to stop these services?

Yes No

I recommend you to always create a copy of the file we work on, what can be used, if something goes
wrong. So first create a safe copy form the c:\windows\ntds\ntds.dit file. (I recommend to create a
new one, because we restarted the service, and the file modified because of that).

Right click to the c:\windows\ntds\ntds.dit file, and open it with a hex editor.



Gﬂ_-\ (_)v | . = Computer - Local Disk (C:) = Windows - NTDS

File Edit WView Tools Help

Organize * {5 Views ~ | Open

Favorite Links N?ITIE - | v| Date modified | v| Type |
|%| edb.chk 5/17/2011 2:05 AM Recovered File F..
| Documents | |edb.log 5/17/2011 2:05 AM  Text Document
EE Pictures || edb0000 L.log 5/11/2011 3:31PM  Text Document
B music || edbres00001.jrs 5/11/2011 3:23PM RS File
Mare | |edbresdood2.jrs 5/11/2011 3:24PM  IRS File
. ntds.dit
Folders w L |ntds-Cop _ . DIT File
Restore previous versions
| assembly ;I
| Boot
| Branding Send To
Chrenre

Now we start to simulate the injure of the file by overwriting both headers (16384 bytes). Go to the

beginning of the file, and select Edit \ Insert/Overwrite \ Overwrite Bytes...



& 010 Editor - C:\Windows\NTDS \ntds.dit
File | Edit Search View Format Scripts Templates Tools Window Help

JJ'“:.;}Undn Cirl+z 'S _ﬁ[@tgﬂ“ﬂﬁli O P JJ;;JJM \&’E 8 q
(A Redo Cirl +5hift+£ rrl:ds.d'll:lﬂl
? Ju Gt Gy Edit As: Hex Run Script Run Template
¢ £l Copy Ctri+C 0 1 2 3 4 5 6 7 8 % A B C D E E
/ 0000R: 6 DC 60 02 EF CD AB 89 20 06 00 00 00 00 00 00
7 FINECRYIEs " ||oo1on: D7 EB 01 00 00 00 00 00 22 8D 05 00 16 OD OF 10
E | Paste Ctrl+V 0020h: 07 6B 00 00 00 00 00 00 00 00 00 OO 00 00 00 00
+ Paste Spedil... 0030R: 00 00 00 00 03 00 00 00 BF 01 3D 09 02 00 00 00
becte From . ||oogon: 35 13 08 11 05 6F 00 00 08 12 04 11 05 6F 00 00
0050h: 14 01 3B 09 02 00 00 00 35 13 08 11 05 6F 00 00
Clipboard * llooson: BF 01 3D 09 02 00 00 0O 01 0O 00 00 40 EF OE 00
% Delete 0070h: 33 17 OF 0B 05 &F 00 00 00 00 00 00 00 00 0O 00
0080h: 00 00 00 00 0O 00 00 00 00 00 00 OO 00 00 00 00
Ut Select Al Cirl+A 0090R: 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00
% SelectRange..  Ctrl+shift+A ||00BOR: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00BOR: 00 00 00 00 0O 00 00 00 00 00 00 OO 00 00 00 00

Insert/Overwrite #7 Insert File... Cirl+ 00 00 OO OO OO OO 00 0O 00 00

00 00 06 00 00 00 00 00 00 00

=T _ 00 00 OC 00 00 00 00 20 00 00
— 7] InsertDate/Time  Shift+F5 B o 00 00 00 00 00 00 00 00 00 00
Wi & SetFile Size... LS 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

© Insert Color... i InsertBytes..  Ctrl+Shift+

@ oA .

In the popup window define the size 16384 byte, and set the byte value to hex 0, to overwrite the first
16384 bytes of the file with null bytes. Then click to the Overwrite button.

& Overwrite Bytes x|
Range Byte Value
Start Address: I i} j Char: I
Size: | 15334 =] || Hee o
% Dedmal  Hex Decimal: I[J
- ;l Options
Qverwrite Cancel Help

Then save the file, select the File / Save command.



& 010 Editor - C:\Windows\NTDS\ntds.dit*

File Edit Search View Format Soipts Templates Tools Window Help

New ATHEEEREE - X [Pl casei NP [P ReN = =N A= BT R

3 - .
— Open File... Cirl+0 & It‘lﬂl
- . (TIX | ntds.d
_ 7 Open Drive... Ctrl+D Edit As: Hex Run Script Run Template
** OpenProcess...  Cirl+5hift+0 0 1 2 3 4 5 § 7 8 3 B E C D E F 0123456789ABCDEF
_# Open Recent 2 3FCOn:

3FDOR:

3FEOR:
[ save As... Cirl-+Shift+5 SEEE ;
_.. 4000n: CO 36 07 00 FO FF FO FF 06 00 00 00 00 00 00 00 | A6..808%........
4 Savea Copy... 4010h:| 00 00 00 00 00 00 00 00 01 00 00 00 C4 1F 00 00 || +..cvvnunn.. i...
& Save Selection. .. 4020n:| 10 00 01 00 03 28 00 00 00 01 00 D0 00 GO 00 00 | ..... [
Uil Save Al 4030n: 01 00 00 00 02 00 00 00 04 00 00 00 01 00 00 0L | uveennennnennnn

Now try to start the active directory domain services by starting the administrative tools \ Services,
then right click to the Active Directory Domain Services, and from the popup menu select the Start
command

File Acton View Help

@ |[m|E = |HS[ > = nwp

‘.. Services {Local)

{}, Services (Local)

Active Directory Domain Services _Mame =+
S Active Directory Certificate Services
Start the service *1 5 ctive Direc Jomain Services

5 Application Experience

Description: 4 Application Host Helper Service
AD DS Domain Controller service, If this % Application Information
[P JUIVNS SNy N [ L ) T ) [ }

The Service tries to start

Service Control x|

Windows is attempting to star the following service on Local Computer...

Active Directory Domain Services

]

It can not start as we expected:



x

Windows could not start the Active Directory Domain Services
% service on Local Computer,

Error 0xcQ00000 1: Oxc0000001

Now it is not enough to correct the page size parameter, but we must correct all the mandatory
parameters. There are seven such a parameter alltogether:

* Header checksum

* Magic (constant 0x89ABCDEF)

* File format version (constant 0x00000620)
* File type (0x00000000)

* Highest DB time

* DB state (0x00000003)

* Page size (0x00002000)

Fortunately from these seven parameters five are constant, so we know them, only two must be
adjusted to the actual ntds.dit file:



o] 1] 2] 3 4 | 5 | 6 | 7 8 | 9] A] B c | bp] E|F

Header checksum File ulMagic 0x89abcdef A MR ey S (7 OXOOO(_)OOOO .
0x0000 (MANDATORY) (MANDATORY) 0x00000620 (MANDATORY) [0: db, 1:

(MANDATORY) stream]
0x0010 Highest DB time (MANDATORY) RAND ? (NOT mandatory) |DB signature time: sec, min
hour, day, month, year
0x0020 | 1990=0) (NOT mandatory)
DB state 0x00000003
(MANDATORY) [1: just | log position that was used when the database was last
0x0030 created 2: dirty 3: clean brought to a clean shutdown state or NULL
4: database is being if the database is in a dirty state (NOT mandatory)
upgraded 5: [block: 2byte, sector: 2byte, generation: 4 byte]
ForceDetach]
0x0040 Last Consistent time cont sec, min, hour, day, month, Last Attach time sec, min, hour, day, month, year
year (1900=0) (NOT mandatory) (1900=0) (NOT mandatory)
log position that was used the last . .
0x0050 time the database was attached If O dirty (NOT Last Detach(tllgz)%_sg)c (,\rlgq. r:(;%;tlgy,)month, year
mandatory) - Y
log position that was used the last
0x0060 time the database was detached If O dirty (NOT DBID ? (NOT mandatory) | RAND ? (NOT mandatory)
mandatory)
0X0070 Log signature time: sec, min, hour, day, month, year
(0=1900) (NOT mandatory)
0Xx0080 Consists of a log position ?at full backup? (NOT
mandatory)
0Xx0090 Previous full backup sec, min, hour, day, month, year Generation lower number The lower log generation
(1900=0) (NOT mandatory) number associated with the backup (NOT mandatory)
OX00A0 Consists of a log position ?at incremental backup? (NOT|  Previous incremental backup sec, min, hour, day,
mandatory) month, year (1900=0) (NOT mandatory)
OX00B0 Generation lower number The lower log generation Consists of a log position ?at current full backup? (NOT
number associated with the backup (NOT mandatory) mandatory)
0X00C0 Current full backup sec, min, hour, day, month, year Generation lower number The lower log generation
(1900=0) (NOT mandatory) number associated with the backup (NOT mandatory)
0x00D0 Shadow disabled Last object ID (NOT Major version (NOT Minor version (NOT
mandatory) mandatory) mandatory)

Build number (NOT Senicepack (NOT . pagesize 0x00002000
0x00E0 mandatory) mandatory) file format version (MANDATORY)
0x00F0 repair count Recowvery Time (NOT mandatory)
0x0100
0x0110
0x0120
0x0130
0x0140
0X0150 File format verison ? (NOT | File format verison minor?

mandatory)

(NOT mandatory)

So we fix the five constant parameters, and now we leave the two varing ones now, then select the
File / Save command:




& 010 Editor - C:\Windows \NTDS\ntds.dit™*

File Edit Search View Format Scripts Templates Tools  Window Help

= . r. 2 == @y
| New TN EERER - Xl pek RN M| RN D RN A= = 3 [ M YR
7 OpenFile... Cirl+0 &l : Irt*d|
* OpenDrive... Ctrl+D Edit As: Hex Run Script Run Template
™ OpenProcess...  Cirl+5Shift+0 ey 2 5 6 7 8 9 B B C D E F
7 OpenRecent ’ oooon:) 00 oo oo oolEF co zE &9 20 06 00 oo oo 00 00 0O

0010h

15| Save 0020h:
[ save As... Cirl4Shift+5 QUL
= 0040n:
A Save a Copy... 0050R:
& save Selection. .. 00&0h:
[ save Al 0070h:
% d Ctrl+w -
7 Hose 0090h:
_J Close Al Ctrl+Alt+W 00A0h:
? Revert/Refresh F& 00BOR:
00COh:

Spedial i 00D0h:

— 00EOR:
& ImportHex... 00FOh:
'I-. Export Hex... 8% |0100h:

Find the Highest DB time

From the two varing parameters the Highest DB time is the simplier one so start with this. The bytes
0x08..0x0F at the begining of every page contains the DB Time of that page. So we must go through
the ntds.dit file page by page (the page size is still 8192 bytes), and find the highest value at the
position 0x08..0xOF. It must be written there.

Of course it is a bit difficult to do manually, so I create a simple python script, to do it:

import struct
f = open("ntds.dit","rb")
f.read(8192)
f.read(8192)
f.read(8)
n2 = struct.unpack ("i",f.read(4)) [0]
max = n2
while n2 !='":
f.read(8188)
n2 = f.read(4)
if n2 != '"":
n2 = struct.unpack("i",n2) [0]
if max < n2:
max = n2
f.close()
print "MAX : " + format (max & Oxffffffff, "08x")

If you run this script it will gives you the required Highest DB time value:



Administrator: Command Prompt

C:NHWindows\NTDS>dir

Volume in drive C has no label.
Volume Serial Number is 188C-1DCF
Directory of C:MWindowsN\NTDS

bWor17,2011 ©8:20 AM <

DIR> .
oo 179011 ©8-20 AM  <DIRS |

oo 1779011 05:52 AM 325 chk?2.
o5/17/9011 08: 19 AM 8,152 edb- chk
o5/17/9011 ©8:19 AM 19.485.760 edb. Log
o5/11/9011 ©3:30 PM 10 485 7€0 odbboodl. log
05/11/9011 ©3:23 PM 10 485 760 odbres BB jrs
oo 11,9011 ©3:23 PM 10’ 485" 760 odbros 00002, Jre
05/17/9011 08:19 AM 12'299° 296 ntds - Copy. dit
o5 17,9011 ©8:24 AM 15°899'59¢ ntds.dit

8 File(s) 67,150,149 bytes
Z2 Dir(s) 21,548,5808,8649 bytes free

C:NHindowss\NTDS>chk2Z.py
MAX : 00@1ebd7

C:\HindowsN\NTDS>_

And we can write it to the position 0x0010..0x0017, then save itm select the File / Save command:

@ 010 Editor - C:\Windows\NTDS\ntds.dit*

File Edit Search View Format Scripte Templates Tools Window Help

5 — .
S hiia ] & QOB 53| A 2 e =8 Ped
7 Open File... Ctrl40 &% | ntd m*wl

¥+ Open Drive... Ctrl+D Cdit As: Hex y— v Template

** OpenProcess...  Cirl+Shift+O 0 1 2 3 4 5 § 7 8 9 A B C D E F 0123456789ABCDEF

7 OpenRecent > 0000R: 00 00 00 00 EF CD B 89 20 06 00 00 00 00 00 00 | ....if«% .......

0010R: D7 EE 01 00 00 00 00 00 00 00 00 00 00 00 00 00 | *E..vuerurunrnns

HEE 0020h:| 00 00 00 OO0 OO0 DO OO0 OO OO0 OO 00 00 00 00 00 00 || vuveenrnrnennnns

1A' Save As... R 0030R: 00 00 00 00 03 00 00 00 00 00 00 00 00 00 00 00 | vvvevurrnrnnenns

0040R: 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 | vvvevuernrnnenns
+ SaveaCopy... 00S0R: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | veveverrnrnnrnns

Find the Checksum

Now comes the more difficult part, the calculation of the checksum. First we should figure out, how
dows the checksum calculated, then, we can write a program to calculate it.

One can try to start the service, and debug it, how does it test the checksum, but better to find a simpler
application. For example the ntdsutil is such an application, it opens the ntds.dit, and test it, and a
simplier application. First test, how dows it behaves. Start the ntdsutil with the command ntdsutil



from a command prompt. Then connect to the active directory withe the

activate instance ntds

command. Then use the

files

command, to start to examine the files, you will get some error message:

[z.| Administrator: Command Prompt - ntdsutil

C:\Hindows“\NTDS>ntdsutil

ntdsutil: Activate Instance ntds

Active instance set to "ntds™.

ntdsutil: files

Could not initialize the Jet engine: Jet Error -1022.

F?élef Eo open DIT for AD DS/LDS instance NTDS. Erreor -2147418113
ntdsutil: _

Exit from the ntdsutil with the quit command.

Now start the api monitor.

4 api-monitor-v2r13-x86-x64

S
G( D | . - Computer - Local Disk (C:) = api-monitor-v2r 13-x86-x64 -
File Edit Wew Tools Help
Organize * {55 Views ~ | | Open
Favorite Links Mame = |v| Date modified |v| Type |v| Size |~r| Taos |~r|
| API 5/17/2011 1:01 AM  File Folder
I/ Documents %) apimonitor-drv-x64.5ys  3/14/20138:41 AM  System File 156 KB
EE Pictures |%| apimonitor-drv-x86.sys  3/14/2013 8:40 AM  System File 133 KB
ff;l Music |%| apimonitor-psn-xo4.sys  3/14/2013 8:41 AM  System File 34 KB
More |%| apimonitor-psn-x86.sys  3/14/2013 8:40 AM  System File 22KEB
Eapimunit@r—xﬁﬂr. ENE 3/14/2013 5:42 AM  Application 5,757 KB
Folders w apimonito = 3/14/2013 8:41 AM  Application 4,861KR
' |%| gdiplus.dll 2/26/2004 6:33PM  Application Exte. .. 1,600 KB
= Adm.'”'“rab:'r [ .| IMPORTANT. txt 2/16/2012 9:16 PM  Text Document 1KB
- Public | |License, txt 1/23/2011 12:57... Text Document BKE
1% Computer _ Readme. txt 2/12/2013 10:49... Text Document 2KB
r H .
fmay Local Disk (C:) 4 | Settings.ini 2/12/2013 10:51... Configuration Se... 1KB
| SRecyde.Bin
. api-monitor-v2rl

On the popup welcome message click to the OK button.



API Monitor v2 x|

Thank you for installing APTI Monitor. If this is your
first time using API Monitor, you might want to
check out the tutorials from the help menu.

[T Do not show this message again

It starts to load the Definition files:

APl Monitor v2 #

Loading Definition:  Interfaces\COM\IAddrExcusionContral, xml
File Count: 652119

http ./ www rohitab .com./

Find in the API filter the Data Access and Storage \ Extensible Storage Engine \ esent.dll

# Monitoring - API Monitor v2 32-bit (Administrator)

File Edit View Filter Tools Window Help

=1 I O E = e E = e

=™ I -} |AII Modules -| (=
|:| m Additional Resources -
|:| m Application Installation and Servicing

m-C [l Audio and video Tol
=[] m Component Object Model [COM) &

|_:_||:| Wil Data Access and Storage

- |:| m Background Intelligent Transfer &
|:| m Backup

|:| m Comman Log File System [CLFS)
-1 [} Distributed File System £ | Typt
E||:| m Extensible Storage Engine
- 5[] esent.di

_.[71 [E] JetAddColumna hd
a | 3
@l Capture |_:\1Display | ] External DLL




And check it as it can be seen in the picture:

# Monitoring - API Monitor v2 32-bit (Administrato

File Edit Wiew Filter Tools Window Help

5 - |G [o]s[BEOEE] & A

AFI Filter v O X

5 - [ > 34 || AnModules =
|:| E[| Additional Resources -
|:| E[| Application Installation and Servicing

-1 [l] Audio and Video
|:| E[| Component Object Maodel [COM]
|i| E[| Data Access and Storage
|:| E[l Background Intelligent Transfer &
|:| E[l Backup
|:| E[l Common Log File System [CLFS)
w1 [} Distributed File System
E| E[l Extensible Storage Engine
- @-[¥] [ esent.dll

| w11 W Local File Svstems | _ILI
4 »

& Capture _fiDispIay | ] External DLL

Rz

Then go to the command prompt, and start again the ntdsutil

You will get a popup window, where the API monitor asks if you want to monitor the newly created

process. Take care to check if it really the ntdsutil, because the windows often used to start various
processes.

Click to the monitor button



= API Monitor: Process Notification

Process Startfing...

CAWindows\System32\ntdsutil.exe

Description: MTSDS PID: 4072
Account: Session: 1
Farent: C:\Windows\System32\omd . exe Parent PID: 2112

Command Line:  nidsutil

™ Always skip this process Monitor | w |

Terminate |

Tum off these notfications

Start the ntdsutil with the command ntdsutil from a command prompt. Then connect to the
active directory withe the

activate instance ntds

command. Then use the

files

command, to start to examine the files, you will get some error message:

'z Administrator: Command Prompt - ntdsutil

C:\Hindowss\NTDS>ntdsutil

ntdsutil: activate instance ntds

Active instance set to "ntds".

ntdsutil: files

Could not initialize the Jet engine: Jet Error -1822.

F?élef_io open DIT for AD DS/LDS instance NTDS. Error -2147418113
ntdsutil: _

But the error message is unimportant. Go back to the api monitor, and scroll over the captured events.
You will find some with yellow background. The yellow background means the function returned with
some error. It is just fine for us, because we got some error. We can read the function name,
JetAttachDatabaseA:



? Monitoring - API Monitor v2 32-bit (Administrator)

| 6KBused | ntdsutilexe

PR @ B 8- @

: File Edit View Filter Tools Window Help
-2 g |[¢|.c | = B i &
=2 e P ] 2 E R = R Y
‘ ‘ Summary | 21 calls
- [ % @ | [Armodules S-E 0@ mE| W > 4| =
= |:| 11l Aqditional Resources [#-[8] CAWindows\system32\ntdsutil.exe - PID: 4l Time of Day Thread
E[| Application Installation and Ser\tlcm( .
[0 [l Audio and video 13 8:58:48.676 AM 1
: D E[l Component Object Model (COM) - 19 8:58:48.676 AM 1
= E‘ E[l Data Access and Storage 20 3:53:43.706 AM 1
i D E[l Background Intelligent Transfer £ ‘ | » ‘l

.

Module

ntdsutil.exe
ntdsutil.exe JetB nA ( 0x000f0020, 0:0013 €158, "admin®, “password”)
ntdsutil.exe JetAttachDatabased (0200290320, "C\Windows\NTDS\ntds.dit™, 0 )

ntdsutil.exe JetEndSession (0x00290320, 1)

Now we chan analyze this function, to find the cause of the error (most probably the wrong checksum).
To do it start the Olly Debugger, and set up it to use the symbol files by click to the Options \

Options...

OllyDbg - [CPU]

@ File View Debug Trace Flugins

Windows Help

Bl x| w1 ui 43 L

IR

Load options...
Save options. ..

Edit shortouts...

In the Opening window select Debugging \ Debugging data, and define the symbol path by clicking to

one of the ... icons.

OllyDbg - [CPU]

.Flle Vlew Debug Trace Plugins  Cptions  Windows Help

Code
tnemonics
Operands
Durp
Shings

Debuggi

Start

Ewvents

Enceptions

Run trace

Hit trace

SFX

Jugtin-tire
Analysis

Advanced

Irvwalid commands
Search
CrPU

tore CPU
Directories
Errarz and warnings
Appearance

Defaults

Startup

Fants

Colours

Ciode highlighting

Text-to-zpeech
Mizcellaneouz

Debugging data

¥ Use debugging data
[ Use dbghelp.dll for stack walk

Directories containing debugging data [.pdb,.dbg...].
Dbghelp.dll will alzo recurze into subdirectaries:

| L
| .
| o

[ &llow access to Microsoft Symbal Server

v Don't list missing source files
¥ Don'tlist internal compiler labels

¥ Skip leading spaces from source lines in comments

WwhARNIMG: Microsaft Symbal Server sends and receives
data over the Intemet!

Modifications made on thiz page will take full effect only
after restart.

ak | Cancel

I

Browse for Folder

Select directory where debugging data is kept

ISymans

| SoftwareDistribution ;I

J 5

l SystCache
| system

, System32

| SYSVOL 1
| tapi LI

The open the ntdsutil by clicking the Files \ Open...



OllyDbg - [CPU]

View Debug Trace Flugine Options Windows Help

| ¥l

C
=
Set new arguments. ..
Attach...
Exit Alt+%
1 0:\DVDRE\DVDTools 201407 14Y0dbg 20 1 Test. exe

Then find the windows\System32\ntdsutil.exe, and click to the open button

select 33-bit executable and specify arguments x|

Look: in: I | System32 j = Ifii Ex-
Mame = |v| Date modified I"I Type I"I Size ﬂ
|%| ntdsperf.dil 1/19/2008 4:24 AM  Application Exte. ., 1
‘ntdsutil, exe 4112009 6:00 AM  Application
(25 ntfrs.exe 4/11/2009 5:00 AM  Application 82
|%| ntfrsapi.dll 4112009 6:00 AM  Application Exte. .. 5~
|Z| NTFRSPRF.dI 1/19/2008 4:24 AM  Application Exte... 2
|%| ntfrares.d 4/11/2009 &:00 AM  Application Exte... -
1| | *
File: name: |r|td5|.rtil.e:-:e Open
Files of type: | Executable, DLL orlink ("exe."dl"ink) ] Cancel |
Arguments: I j

Current dir; I j _I
S

When the application opens right click to the disassembly window, and from the popup menu select
search for \ Names.



0llyDbg - ntdsutil.exe - [CPU - main thread, module ntdsutil]

@ File View Debug Trace Flugins Options Windows Help

S 4 x| »|+ 1] wi ¥ ¥ 4i) U] L] E|M|W|T|C|R|...|K| B|M|H]|

HEZE4EEE(] - SBER MO ERH, OWORD FTR OS: CEAK]
AEZEdccE ) - AS 4481 9REA | MO OWORD PTR DS:[__adjust_fdiwl,ERX
AEZEdeEE(l . ES Z21A7VEEER | CALL __matherr Cntdsutil.__matherr
AESc4cEH( ) - 8330 A2249261 CHMP DWORD PTR DS:[__ defau ltmatherrl,. @
BE254571 (] =~ 75 BC JHE SHORT BE9&84E7F
EEZe4eF2( - 68 2B4D96ER | PUSH ___matherr [Flrgl = ntdsutil.__matherr
SSEE:E;E =  FF15 g@]lS930 EglﬁLEEﬂDHD FTR D5: [<&msvort..__setusermal Lmsvcrt . setusermathers
AEZE4EFF (] »  ES EFBGBEBER | CALL ___setdefau ltprecision
AESE4EEd ()« 330 #OR EHX, ERX
Bbacdess| | T | |
Bhaciess| TS
BEIS4EEA oC INTZ Command... Ctrl+F
. Eg - INTS Sequence of commands. ..
AEZE4E9] (ke E9 BA Backu g
BESE4E965 CC : P ELEETI
Sgggiggg EE Edit L Binary string... Ctrl+B
e g | Addlal Sl Tee——p—
intermodular calls
BEIS4EE cc Aszemble... Space PR
poogdnit| s- FFeS Add comment... Semicolon (;)
BEDE4EDZ e
Sgggigai EE T - All command sequences. ..
goocdceel &t o consans.
B e ot
_ . ' .
BR2EAEAE L Follow in Dump All referenced strings
Dest-@E964ESs (ntd] =0 to b Al referenced GUIDs
Select module L All user comments

i ) ; All found procedures
ntdsut il AMedul=En menin 3 separate dump window = ) L
Address [Her dump All found switches B
BEDSCE06| Bl 68 06 '
Bhsaze16| 08 oo B | All floating constants
dozizie| 22 22 22 | Fndreterences o i o]

In the appearing window start to type JeatAttachDatabaseA, the function we want to examine.
Double click to it, then we jump to the start of the function.

E] Hames in ntdsutil

Address |Section | Tupe Ordinal] Hame Comments
HE931184) . tent Import LESEMNT. JetTermz

HES21182) . tert Import LESEMT. JetOpenTableR

BES2118C) . tert Import LESENT. JetGetColumnInfaoR

HE921118) . tent Import LESEMT. JetSetCurrent Inder 2R
HE921114) . tent Import LESENT. JetGetTableColumn InfoR
BE9231113| . tent Import L&ESEMT. JetOpenTempTable

BES3111C) et Import LESEMT. JetSetTableSequential
BEI31128) . tert Import LESEMNT. JetGetLock

HE931124) . tert Import LESEMT. JetSetColumns

HE931128 . tert Import LESEMNT. JetBt tachDatabaseH
HEF21120) . tert Import LESENT. JetOpenDat abaser

HE921138) . tert Import LESEMT. JetGetTableIndenInfol
HE921134) . tent Import LESEMT. JetCreateTableColumnIndexA
HE921138) . tent Import &ESENT. JetDetachDatabaser
BE93113C| . tert Import LESEMT. JetGetSustemParameterA

|Search -JETATTACHDATABASEA

Put there a breakpoint by the F2 button, or by right clicking to the dissasembly window and select the
Breakpoint \ Toggle command.



OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@ File Wiew Debug Trace Flugin: Options Windows Help

Bledx] »[=[0] »{+3015 /0] ule[mwT]c[R[]] B[Mln] &

RG] ET O

FEIEETVE L MO

7292770 4 SEFF MOL ECT, EOT FSENT..let Ot tachNat abasef( guessed Argl, Arg?, Args)

7ezozcE(| + BB FUSH _EEF Backu ’

7ez9z77F ||« SEEC MOl EEF, ESP p

7ezezrel|| « &R FE PUSH — Edit »

7ezozrez|| « &% 2E2E297E |PUSH 7Szazsd

7ezozres|| « 68 DZZF4CFs |PUSH _ enceq .

B e S

regazre4|l - 52EC 18 SIE ESF, 18 Assembi... Spa‘_-'e

rezozrer|l - B3 PUSH EEA Add comment. .. Semicolon ;)

7ezozras|| - B FUSH ESI

v | |
7532279F (] « 3145 F8 ®0R DWORD FT » . Conditional... shift+F2
7539z rhz|| « 3EcE ®0R EAY, EBF Mew origin here Ctrl+Gray - )
] Cer Efe cLog  Follow in Dump —— Shift+
teiaztoall ¢ Zav8e Aeeecel ARLL RWAED BT Run to selection F4

Then run the application by the F9 button.

OllyDbag - ntdsutil.exe - [CPU - main thread, module

@ File Wiew Debug Trace Flugine Options Windows

Blux| w|w 0] w31 U] L] E]

TEIIEYVA EL]
TLRN2FVR =l MOP

¥ B8BFF MO EDILEDI
TEZOZFFE(l - EE FUSH EBP
TEIQZFFF(l - EBEC Mou EBP,ESP
ToIPEFEL(l - SR FE PUSH -2

TeZFEvES|| - 68 20283970 | PUSH FE392828
FEZS2FEs| - 68 DZZF4CYS |PUSH _ except_handlerd
FEg9z7a0|] - éi:ﬁl BEARAS] MO Eﬂﬁ:JDhJDRD FTR FS:[A8]

LTI N

connect to the active directory withe the

activate instance ntds

command. Then use the

files

command, to start to examine the files

e C:\Windows | System32\ntdsutil.exe

tNHindows\System3Zsntdsutil .exe: activate instance ntds
Active instance set to "ntds".
Ci:NHWindows\System32\ntdsutil.exe: files

The debugger stops at the break point:



0llyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@File View Debug Trace Flugins Options Windows Help

B4 ] JJJ ﬁﬂJJ M| L|E[MW|T|c|R|..|K| B|M H]

T5392rrH
T53927 7B 98 HDP
% ESEFF Moy EOI,EDI ASCII "C:-Windows-~HTO5~ntds.dit™
TEI9277E|]l - EE FUSH EEF
7E29277F|] = EBEEC Mol EBF, ESF
7539275111 - 6&H FE FUSH -2
FEIDEVEZ|) « 68 222223975 | PUSH 75392828
vEIgEvas|| - &8 DZ2F4CYS |PUSH _ except_handlerd
FEER27E0|] - E4:Al BOEEE0) MOV ERR, OWORD FTR FS:[8]1

Start to scroll down, and find the CALL instructions, because most probably one of the internal
functions will return with error. Put a break point to every call instruction (there are only two of them),
and let the application run until that. Then press the F8 button, to step over the call function, and
examine the return value of it (the return value is most of the time in the EAX register). If you have two
test machines you can compare the function results of a machine with good ntds.dit and one with the
modified ntds.dit to see when we get some difference.

0llyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@ File WView Debug Trace Flugins Options Windows Help

B x| w|+u] w3 ¥4 U] L E|M[W|T|c|R|..|K| B|M| H]|

7EE9272A] - Al D2AA40FS |HMOW ERX,.OWORD PTR DO5:[_ securitw_cooki
TEIS2FSF| - 2145 F3 ¥OF DWORD PTR S5:CLOCAL. 21, EHx
TES927AZ| = Z3CE #0OF ER#,.EBF
TES927A4| - BB FUSH EA%
TES92FAS| - SD45 FA LEA EM:, CLOCAL. 4]
TES927AS|| - &4:A3 @888 MOY DWORD PTR F5:[H],EAX
TES92FHE|l - 9965 E& MOL OWORD PTR S5:[LOCAL.&1,ESP
TES927EL|l - 23CA #OR EFA, EFE
TES927ES| - 9945 E4 MOL OWORD PTR SS5:CLOCAL.V1,ERX
TES927BS| = 9945 FC MOL OWORD PTR SS5:CLOCAL.11,ERX
7E2927E9|| - SB45 BE HMaL ERX. OWORD PTR 55: [ARG. 11
FES92VEC|| - BB FUSH ER# AraZ => [ARG.11]
FES927ED| | - &R BS FUSH & [Hrgl B
- E& AESEE188 |CALL *FUal idECResource®®5GHW4.JET_RESIORI LESENT. *Flal idECResource@BESEHI4JET_RESIDRELEHXES
TEI927C4 | - 9945 E4 MOL OWORD PTR S5:[LOCAL.FI1,ERH
753927C7Y || * BF _FEFFFFFF |HMOU EDI,-2
TES92VCC| - 89¥0 FC HMOY OWORD PTR S5:[CEBP-41,EDI
TES92VCF|l - S93FD E4 @8 CHP_OWORD FPTR S55:[CEBP-1C1,8
75292703 || -~ @FS84 DCAFaZal JE FS41Z2FES
75292709 - CvF45 FC @188 MOY DWORD PTR 55:[EEFP-41,1
7ES927EE|l - SB40 18 MOl ECH,.OWORD FPTR S5: CEBF+18]
TES927ES|l - 51 FUSH ECH Hrad
FEI927E4|l - &H B8 FUSH @ Hrat = @
TES92FES|l - &R B8 FUSH @ Arad = @
TES92FES|l - &R BE& FUSH & Araz = @
7ES92FEA|l - $SBEE aC Ml EDR,. OWORD FPTR 55: CEBFP+EC]
TES92VED| - B2 FUSH ED# Araz
TES92FEE|l - SB45 B3 HMaL ERX. OWORD FTR 55: CEEF+21]
FES927F1 | - BB FUSH ER# Hral
= EB SE@OBEEE CALL _JetAttachDatabaseExARZ4 ESEMT._JetAttachDatabaseExAEZY
TES927FF|| - SBFA MOL EST, EFR
TES92FFS| - 9975 D& HMOU OWORD FPTR S55:[EBP-281,ESI
TE3927FC 8330 ﬁEEE&DZ_EHP OWorRD FTR O5: [°9_FTraan9@@3HH] 5]
Dest=rF53928E5 [ESEHT _JetAttachDat abaseExARZ4)

The first CALL returns with 1 in EAX register. It is normal, one get the same return value, if we run the
ntdsutil for a good file.

OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@File View Debug Trace Flugins Options Windows Help

=R _JJJ Sisi ¥4 W|V] L] E[M[w|T|c|R|...]K| B|M|H]|

PLUSH ERAX Arge = [HRG.1] u|Regizters (FPLD
&A EE PISH E [FI 1 —{ ER" OEPGEEEL
EZ AESAA1AE | CALL ?FUal i dECResource@ESEHIAJET_RESIDE ESENT.?FUalld@CResource@@SGHw4JET_RESID@@QBH@Z __J ECH BE9ZE32E
- B94E E4 MOU DWORD PTR 55:[LOCAL.7I1,EAX EDY EEEEREEE
YE2927C7|| » BF FEFFFFFF |HOU EDI, -2 EEX HEBREEE0E
FEZOZFCC(| - 2970 FC MOy DWORD PTR 55: [EEF-41,EDI ESF EEZGEZFE
7EE92FCF(| - 5570 E4 @@ | CHP_OWORD FTR 55:[EEF-1CI1,8 EEF BEZBE42E
7EE92703|| -~ ©FS4 DoeFasel JE FS412ZFES ES] BEGEEEH1
el s ] . TPAE Fr A1@Am MOl NkiNnRN PTR SS-TFRP=-41 1 i -

But the second call returns with an interesting result OXFFFFFCO2. If you change this DWORD to
decimal you get -1022, what is the error message we saw in the ntdsutil. So most probably this is what



we are looking for:

OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]
@ File View Debug Trace Flugin: Options Windows Help

B x| w|+|0] i+ H 4] W|U| L]E[M]w|T|Cc|R|..|K| B|M/H| )

FLIPZ7EE[] - 2B4E B2 MOL EAK, OWORD PTR S5: LEEP+21 a |Registers (FPU)
FESO2FELl - B PUSH ERX Argl —X 0% FEEEFCAZ

- E9 CEBBGEEAE | CALL _JetRAttachDatabaseExAE24 ESEMT. JetAttachDatabassExrAE2d J ECH CAS0931E

= SBEF@ MOL ESI, ERAX E0H BEZEESRC
TESZEFES|| - 8975 DS Moy DWoRD FPTR S55:[CEEP-281,ESI EEY AEEGEEHE
r5as2rrc|| - 833D GLAR4OT! CHP DUORD PTR DS:CPa_fTracing®E3HAI, o FEF AROAFAFR

Now we can remove all the previous breakpoints, and follow the suspicious CALL by clicking it once,
and pressing the ENTER button.

Then we put a break point by the F2 button to the beginning of this function.

Now we type again the files command in the ntdsutil, and it stops on our new breakpoint.

[ C\Windows\System32\ntdsutil.exe

NWindows\NSystem3Z2\ntdsutil.exe: activate instance ntds
Active instance set to "ntds".
:SWindows\System32\ntdsutil .exe: files
Could not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DS/LDS instance NTDS. Error -2147418113
:NHindows\System32\ntdsutil .exe: files
ould not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DSA/LDS instance NTDS. Error -2147418113
C:~\Windows\System32\ntdsutil.exe: files

(')

(')(')

Again as we did earlier we put a breakpoint to every call, and let the application to run until the
CALL, Then press the F8 button on the CALL, to step over it. Then examine the return value of the
CALLs (EAX), if the result is the 0XFFFFFC02. We will find the call returns this value:

OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@FHE View Debug Trace Flugin: Options Windows Help

B x| JJJ i+ ¥ 1 W U] L] E[M|w|T|c|R|..|K| B|M H| |

T4c44R45(] - PUSH ECH FII‘QE | Registers (FPU)
FdEddada] - FUSH ESI l =] EEKLEEEEECEEPUJ

- ES 1AEEAEEE | CALL _ErrIsamAttachbat abasem2d ESENT _ErrIsamAttachDatabaseE2d4 ECY 7ASAZSAR
T4c44A4C | - 8B40 FC HDU ECX DU.ICIRD PTR 55: [EEP-41 ED¥ T47EAFDE ESEMT
Fd4e44A4F || - S3CH FF EL, EE¥ BEEEEEEE ’
T4E44AE2|| - Z2C1 14 F!DD ECH 14 _I ESF BALEE114
T4544ACE]] - F@:gFCLil LOCK #AOD DWORD PTR 053 CECKI, EOX COD fami O 24

Then we repeat the previous step. Again we remove all the previous breakpoints, and follow the
suspicious CALL by clicking it once, and pressing the ENTER button.

Then we put a break point by the F2 button to the beginning of this function.
Now we type again the

files

command in the ntdsutil, and it stops on our new breakpoint.



: indowsM\System3Z\ntdsutil. : activate instance ntds
Active instance set to "ntds"™.
:SWindows\System32\ntdsutil .exe: files

(')

Could not initialize the Jet engine: Jet Error -1022.

Failed to open for AD DS/LDS instance NTDS. Error -2147418113
C:NWindowss\System32\ntdsutil.exe: files

Could not initialize the Jet engine: Jet Error -1822.

Failed to open DIT for AD DSA/LDS instance NTDS. Error -2147418113

C:~\Windows\System32\ntdsutil.exe: files

Again as we did earlier we put a breakpoint to every call, and let the application to run until the
CALL, Then press the F8 button on the CALL, to step over it. Then examine the return value of the
CALLs (EAX), if the result is the 0XFFFFFC02. We will find the call returns this value:

OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@File View Debug Trace Flugins Options Windows Help

Bledx] »]=|u] »y+d30 2] ofelmiw T]c/R|= k] Blm|n] =

rdeddEFE]] « SEES DCFDFFFI MOU ERX, DWORD FTR SS:[EEF-2241 a |Registers (FPU)
FA4c44BFC(l - BB PUSH ESI HraZ —XE0" FEFEECOZ
F4ed44BFD ) . BB FUSH EAKX Aral ECH TESAZS4A
T4E44EFE(] » 2996 9408881 MOU DWORD PTR DS: [ESI+941,E0K E0% TEERAGEF4 ntd
T4E44CEG ] - EEFECDDFDFF ﬁghLEE%rEEEHeadHeaderCheckConslstency@@ ESENT. PErrDBReadHeaderCheckCons i =t ency BEYGHRAL T EEX BEIEDAEG
7a4e44CEE|l « 8BFF TEST EDI,EOI ESE SS%EEEEE
Fas44CE0|| .- BFEC CCE2E3E| JL F4e73F0OF ESI 88454190
raed4Ciz) ] - 8330 E288YTF CHP DWORD PTR DS: [7fGlobalRepair@EIHAD, EDI 88454210
Fac44CiAll « BBEE 44 MOU EEX.DWORD PTR DS: [ESI+44]

Now repeat the previous step. Remove all the previous breakpoints, and follow the suspicious
CALL by clicking it once, and pressing the ENTER button.

Then we put a break point by the F2 button to the beginning of this function.

Now go back to the ntdsutil in the command prompt, and type again the

files

command, and it stops on our new breakpoint.

C:\Windows\System32\ntdsutil.exe

:NHindowss\System3Z\ntdsutil.exe: activate instance ntds
Active instance set to "ntds".
iNHindowss\System32h\ntdsutil.exe: files
Could not initialize the Jet engine: Jet E
Failed to open DIT for AD DS/LDS instance N

'SNWindowsS\System32h\ntdsutil.exe: files
Could not initialize the Jet engine: Jet Err
Failed to open DIT for AD DSALDS instance NTD

E
N

O

rror -1022.
TDS. Error -2147418113

or -1022.

Error -2147418113
'SNWindowsS\System32h\ntdsutil.exe: files
ould not initialize the Jet engine: Jet
Failed to open DIT for AD DS/LDS instance

C:NWindows\System32\ntdsutil.exe:

OO

-1022.
Error -2147418113

Again as we did earlier we put a breakpoint to every call, and let the application to run until the
CALL, Then press the F8 button on the CALL, to step over it. Then examine the return value of the
CALLs (EAX), if the result is the 0XFFFFFC02. We will find the call returns this value:



0llyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@Eile Wiew Debug Trace Flugins Options Windows Help

Bledx] »]+[1] “1+3353] U] ofelm/wir|c/rlx] B]mla] &

v4ezzAAC|] - 8BS0 FBFEFFFI MOM ECH, OWORD PTR SS: [EEP-11@1 a |Registers (FPLD
vaczzaez || - 5l FUSH ECH Y Frerroes

- _FFO2 [CALL EDH S | Eci Fecazcan

« B5EB20 FSFEFFFI MOU ECX,DWORD PTR 5S5: [EEP-1651 ED PREREEFA ntdll.Ki
T4EZZHEE|| - B5C3 TEST ECs,ECK EE¥ @lEFeasa :
v4ezZAED|| «  SEF@ MO EST, EAX ESF BR1EOO7S
TH4SZZAEF|] - T4 83 JE SHORT F4ez2ACS EEF 8G1EDEAG
FaczzAcl|| - 2B11 MW ECH, DWORD FTR DS: [ECH] ESI BB4SE4ED
v4ezzAcs|] - sEB2 MOV EAX, DWORD PTR DS: [EDX] CAT mmddre1r

As one can see now a CALL EDX is the suspicious function. It is a bit different like earlier.

Now repeat the previous step. Remove all the previous breakpoints, and follow the suspicious
CALL by clicking it once, and pressing the ENTER button.

Then we put a break point by the F2 button to the beginning of this function.
Now go back to the ntdsutil in the command prompt, and type again the

files

command, and it stops on our new breakpoint.

[ev G\Windows \System32\ntdsutil.exe =101 x|
C:\Hindows \System3Z\ntdsutil.e activate instance ntds fJ
Active instance set to "ntds"

C:\Hindows\System32\ntdsutil. exe: files

Could not initialize the Jet engine: Jet Error -1022.

Failed to open DIT for AD DS/LDS instance NTDS. Error -2147418113

C:NWlindows\System32\ntdsutil.exe: files

Could not initialize the Jet engine: Jet Error -1022.

Failed to open DIT for AD DS/LDS instance NTDS. Error -2147418113
:NHindowsN\System32\ntdsutil.exe: files

Could not initialize the Jet engine: Jet Error -1222.

Failed to open DIT for AD DS/LDS instance NTDS. Error -2147418113

C:NWlindows\System32\ntdsutil.exe: files

Could not initialize the Jet engine: Jet Error -1022.

Failed to open DIT for AD DS/LDS instance NTDS. Error -2147418113

C:\Windows\System32\ntdsutil.exe: files

Could not initia 1ze the Jet engine: Jet Error -1022,

Failed to open D for AD DS/LDS instance NTDS. Error -2147418113

C:\HWindows™ ystem32\ntd5ut11 exe: files

Again as we did earlier we put a breakpoint to every call, and let the application to run until the
CALL, Then press the F8 button on the CALL, to step over it. Then examine the return value of the
CALLs (EAX)), if the result is the OXFFFFFCO02. We will find the call returns this value:



OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]
@ File View Debug Trace Flugins Options Windows Help

B x| JJJ il ¥ #i42 Y| U| L|E[MW|T|C|R|...|K| B|M|H| i

74EEEDEE|] - FLUSH EEX Argl & |Registers (FFLI
r4E5EDST|] - BB?D o] Mol DWORD PTR S5: [EEP-251,E01 —XEQ" FEFFECEZ
F4EEEDEAN] - 8945 DO HMOU OWORD PTR_55: [EEP-3@1, EAX ECH BH1EDCSS

- gECSIDCFFFF %EE% EggrgaglﬂnlyReadShadDuedHeader@@VE ESEMT. *ErrUt i l0On lyReadSh adowedHe aderBEYEHRALIF | E0X PEEASETS ntdll.Ki
FAEEEDEA|] = YL B0 JL_=HORT P46EED?S EEE SSTEEEEB
T4cCEDES|] - BB FUSH ESI EEF B61E0ODSE
cisteper|| - SErsew MOV ESI,0NORD FTR 51 (EBP-20)

ESI BE4I0FLE

Now repeat the previous step. Remove all the previous breakpoints, and follow the suspicious
CALL by clicking it once, and pressing the ENTER button.

Then we put a break point by the F2 button to the beginning of this function.

Now go back to the ntdsutil in the command prompt, and type again the

files

command, and it stops on our new breakpoint.

_iojx]
C:\Hindows \System32\ntdsutil.exe: activate instance ntds fJ
Active instance set to "ntds".
C:NHindows“\System32\ntdsutil. exe files
Could not initialize the Jet ine: Jet Error -1022.
Failed to open DIT for AD DS/LD instance NTDS. Error -2147418113
C:NWlindows\System32\ntdsutil.exe: files
Could not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DS/LDS instance NTDS. Error -2147418113
C:\HWindows\System32\ntdsutil.exe: files
Could not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DS-/LDS instance NTDS. Error -2147418113
C:\HWindows\System32\ntdsutil.exe: files
Could not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DS-/LDS instance NTDS. Error -2147418113
C:\Hindows\System32\ntdsutil.exe: files
Could not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DS-/LDS instance NTDS. Error -2147418113
C:\Hindows\System32\ntdsutil.exe: files
Could not initialize the Jet engine: Jet Error -1022.
Failed to open DIT for AD DSr/LDS instance NTDS. Error -2147418113
C:NWHindows\System32\ntdsutil.exe: files_

I

Again as we did earlier we put a breakpoint to every call, and let the application to run until the
CALL, Then press the F8 button on the CALL, to step over it. Then examine the return value of the
CALLs (EAX), if the result is the 0OxXFFFFFC02. Now we do not find any call returns this value, but

there is a suspicious one. It returns some interesting value, and the name of it ChecksumPage... make it
interesting :

0llyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]
@ File View Debug Trace Flugins Options Windows Help

Bl x| w|=|1] wij+¥ 1 U] LIE[M[W|T|c|R|.. /K| B|MH| i

HMOU DUWORD FTR S5: [EEP-141,EDA

TACCCART|| - 955 EC « |Registers (FPUI
FacECAfE) | . 955 Fa Moy CWIRD PTR SS: [EEP-1@1,EDR —'Eq |[BBIEDEES

- E2 7FFSFFFF |CALL ?ChecksunPageBEVERRERHUMPASETYPERR| LESENT, 2Check sunFageBRYEXnB HIMPRBETYPERRKOA K2R | 00 D0 EnEin
7AEECAED|| - 2BEE F4 Moy EDY,OWORD FTR S5: [EBF—@C] E0Y BREGEEEED
F4sECAES|| - 3BSS EC CHP EOH,DWORD PTR $%: [EBP-141 EEY BA1EDCAS
T45ECAER(| -- BFS8S 3CADGSHY JHE F4EEFTEE. ___ |

—— - FSP AR1FNRN4

Enter to this function with the F7 button:



In this function there is an interesting CALL, we do not see the name of it, or any information about it.
Let us enter to this CALL with the F7 button again:

0OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@File View Debug Trace

Plugins  Options  Windows Help

B x| JJJ ﬂﬂJJ MU L|E[MwT|c|R|..|K| B|MH| i

We will find there

the following code:

r4E5C431 a |Reaizters (FPLD
Sicecianles GEFF Hoy EDI,EDI ESENT. 7Check sunPage BEYEXIERHIMPABETYPEREKGA_Kzpg Lo f eI SREls 20
T4EEC4ES E5 PLUSH EEP B SADZn41E
T4EEC435 SBEC MOU EEF, ESP B0 Bepeicem
T4EECAET SE4E B3 HOU EAX, DWORD FTR $5: [EBF+E1 EB" m@1ECCAR
T4EEC43R SEAE HOU ECH, DWORD PTR 05: [EAX] EoF o9 1E0EED
TAESC4AT 56 PUSH EST EbF GHIERECE
T4EEC4ED E7 FUSH EDI L HEsT Gnicorea
T4EEC4EE EE70 1@ HOU EGT, DWORD PTR $5: [EEP+161 B0l onEEERLz
vacscaa1|] - esFF 13 CHP_EDI, 13
;igggiig _— g;gg FEAEGES ga{égg;ﬁggg EIF 746EC452 ESENT. P4aEC4E62
vacscaac|| > e3FF 13 CHF EDI, 13 BB OEEgEeD sEpit miERERRD
raescadr(| - gBrS 13 HOU ESI,DWORD PTR $5: [EBP+121 A B St BEE3 55bit BLFFFFFFI
TAEECA5E 29BE 0L DWORD PTR DS:[ESI1,ECH 7 B B BEe: 220t OIFFFFFF
racscac4ll . g9ce B4 MOU_DWORD PTR DS:[ESI+31,EDR 2R FE BRSE S5bit CFFOFA
7450457 (| -~ ©FE4 ESAEGEEl JE T4EETI4Z TR GE ceme WLL
vacscasnl] - eess e FI0U EDX, DWORD PTR $5: [EBP+ECT Ue
e £ Fhan e 08 LastErr GAAEGGEA ERROR,
FF15 28AA767: CALL DWORD PTR 05: [7476AB2S] EFL ©EEBEZEZ (HO,NE,NE, A, HS
TAEECAEE EE4D IC FOU ECK, DWORD PTR S9: [EBP+1C] ST empty 6.0
T4EECAER 2302 HOF EDX, EOR BT1 o o h
T4EEC4E0 EF POF EDT STZ empio 9.0
TAEECAEE £981 MOU OWORD PTR DS: [ECKI,EAX 573 emptyu B.0
T4EECATE £381 B4 MOU DWORD TR D5: [CECK+31, EOX 273 crpty B.G
I v orl] = For E2t 5TE enpty 122, BEOOHGHHEEHHG
i s ] -1 Far EEE STE empty 1. AEARERGEARRRGGAE
fdestdrell. Ce RET ST? empty 5.003HEODAD00GG
T4EECAT L] HOF
FST BE28 Cond B B B @ Err
;jgggj;g gg Hgs <0 FCW 827F  Prec MEAR,52  Hasl
Last cmnd BB1E:74837E3F ESEI
[74vEAB20 1= 4650003 [ESEMT. ?Lheck suml [dF ormat SoE 2B ey GREEERES | "
=l eHMe pEECEEEE BEEDEEEG DEEE
HHMM1 DEAGAGRE BROREEAG HEGED
HMMZ EREARRE BREREERD AEEE
ESENT. ?Check sunPageBEYEHEERHI4PAGETYPEREK BA_K2EE +38 > || M3 DREOEERHE BEODEEEG BOGRD
Address |Hex dump ASCIT (ANSI - Ce ~ E410aeE] A
BECSZ0Ra[BI 00 60 66 00 00 bR 66 00 60 00 00 68 o0 00 00| 6 DolEDEth|| boagioas b
DE35ZE10[( 08 BE 51 BB 0 1 GO 0P| 0O PO DR OD DD 0D 0B BA| B B oaiene=a| | Baq aaeal Ma
ORZEZAZA(AG BE BE GG GR BR GR OB BE PO Bl A1) GA 00 OO GE ol eoiEnece|| Batinat| san
Gbacz04a| ob oo 0 ol i a1 o1 oo aa Gp oo aa oo bo g oa|  ooee ca1Enane L -465CaBs | et | PRETURN from E<
AAEEFAEAl AR AR AR AR|GR AR AR AR AR AR GR RG] AR AR GR AR 9Q1EDEDd|ra@a4loaed) A || Argl = 410804



OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@ File Wiew Debug Trace FElugins Options Windows Help

B x| >

> 1] b i)

T4EELIES

T4eEC2EE
T4EEC22E
T4EECIER
T4EEC2ER
T4EEC28E
T4EEC331
T4eEC332
T4Ee5C335
T4EECE39
T4EEC39E
T4EEC33E
T4EEC2AE
T4EEC2AS
T4EEC2AE
T46EC3AS
T4E85C3RE
T4EEC2AF
T4EEC2ES
T4EECIBE
T4EEC2EA
T4EEC2EF
T4e5C3C4
T465C3CE
T4EeEC2CF
T4EEC204
T4EEC202
T4EEC200
T4E6EC3EL
T4EEC2EE
T465C3ER
T4Ee5C3EF
T4EEC2F2
T4EECIFE
T4EEC2FD
T4EEC488
T4eEC4a2
T465C486
T4e5C48R
T4EeEC48E
T4EEC4 18
T4EEC4 15
T4EEC4 12
T4EEC4 1B
T4EEC4 10
T465C41F
T4eEC422
T4EeEC4 24
T4EEC42E
T4EEC427
T4EEC429
T4EEC42A
T4EEC420

L]

[555]
Fa
B4

o B4

[5E5]

ac
S3EC 1C

S
EFCORES

1]

GEEFEFCH
232CE 18
GEAFEF1E
GEEAFEF42 FA
CEBFEFSE 2@
BF1338 FARER

E6EFEFCA
EEGFEFED 18
EEGFEFD3
EEGFEFES 68
EEGFEFCA
EEGFEFED 48
EEEFEFCL
EEGFEF4E 38
EEEFEFCA
EEGFEFED E@
BE_SHRHEEEE
8070 FO
SEF1
E6EFEFDS
EEEFEFCA
EEEFEFCL
T2 RE
EEGBFTF4E F
8EB45 FC

F&

Fa

Fe

MOW EDI,EDI

FUSH EEX

MO EBX, ESP

SUB ESP,. 2

AMD ESP, FFFFFFF@E

ADD ESP, 4

FUZH EEF

I EEF, OWORD PTR DO5: [EBx+4]

OWORD _FPTR 55:[ESP+41,EBF
EEF,EZF

ERX, OWORD PTR DS:LEEX+2]

EDX, DWORD PTR DS:L[ERX]

ECH, DWORD PTR DS:[EER+EC]

SUB ESP, IC

ADD ECH,ERA

#OR ED=, S9RABCDEF

FUSH ESI

PEOR_EMME, BHHME

AOD ER:, 1@

FHOUDEA HMMz2, DEWORD PTR DS: [EAK]
MOUDRA HMML1, DEWORD PTR DS: [ERX-181
MOUDEA sMM3, DRWORD PTR DS: [ERX+28]
PREFETCHMTAH DOS: [ERX+EFA]
FROR_=MM1, =HM2

MOUDRA - =MM2, DRWORD FTR DS: [ERX+18]
F0R_EMM2, BHM2

MOUDRA MM, DWORD PTR DS: [ERK+EE]
FROR_#MM1, BHM2

MOUDRA HMMz2, OCWORD PTR DS: [EAX+4E8]
FROR_=MME, =Ml

MOUDEA SFML, DRWORD PTR DS: [ERK+38]
FrOR_=MM1, =HM2

MOUDEA =Mz, DRWORD FTR DS: [ERX+5E]
AODD ERX, 28

LER ESI,[ERx-18]

CHMP ESI,ECH

FROR =HM2, B2FMS

FrOR =M1, &F2

FROR =HMME, =Ml

LB SHORT r4eSC2EE

MOUDRA DEWORD PTR S5: CEEP-1@1, XMMA
MOL ER:, DWORD PTR S5:[EEP-41]
Eg?.DNDRD FTR S5:[EEBP-21
ER, DWORD PTR SS:[EBP-BC]
ER, DWORD PTR S5: [EEBP-181
ERx, ED=

ESF, EBF

EEP

ESP, EB=

EBX

RETH 2

HOF

i ¥ 4| U] L E|M|W|T|C|R|..|K| B|M|H]|

OGWORD (1&6.-butel stack alignment

EDI-UEEEE1r decimal 22,

As one can see it uses a lot of XOR operation, and uses the 128 bit XMM registers. Both of these is
often happens in case of HASHING or ENCRYPTION or DECRYPTION algorythms. Now we are
searchinng for a HASH algorithm, so hopefully this is what we were looking for.

If you put a break poit after the calculation in EAX we see the result, probably the checksum.

OllyDbg - ntdsutil.exe - [CPU - main thread, module ESENT]

@Eile View Debug Trace Flugin: Options Windows Help

r4cSC4a0
r4cSC4E2
T455C4E5
T4EEC4aR|(] -
T4EECH4EE(] -
TAEECHIE(] -

T4EECH41E
r4eEC418
r455C4 1B
r455C4 10
r455C41F
P e

T4EEC426
T4E5C427
74550429
T455C42A

2BF1
SeEFEFD3
GEEFEFCA
&EEFEFCL
72 A&
&eEFFF4E F@
8B4 FC
3345 F2

SE
3345 F4

=
C2 @sea

ERX, ED
MOy ESP. EEP
EEF

B x| »| =] b+ 1 HU| L] E|M|w|T|c|R|..|K|] B|M|H| i

- CHP ESI,ECH

PAOR HMM2, ¥MHM3

PA0OR HMML, ¥MM2

FA0R HHM&, ¥MHl
E SHORT 74EECEEE

MOUDRA DEWORD PTI

HMOL EAX,OWNORD FTR 55:

EAX, OWORD PTR 553

EZI
ERx, OWORD PTR SS:
ERx, OWORD PTR S5

R S5: [EEP-181,=MME
[EEP-41

LEEF-51

LEEF-BC]
LEEF-181

|»

BEALCOF4
H1ES2EER
ZIHECDEF
BE1EOCAS
BE1EOCY S
Ba1EQOCIE
BE1EOCFE
BEEEEE17

T4EEC424

Registers (FPLN

=]
3



If one analyze the checksum calculation code of the assembly, then after a time one can figure out, it
just creates a simple XOR checksum. Based on this information we can create a python script, to
calculate the checksum of both header, and also print the read checksum:

import struct
f = open("ntds.dit","rb")
nl = struct.unpack("i",f.read(4)) [0]
print "HEADER 1:"
print "READ CHECKSUM: " + format(nl & Oxffffffff, "08x")
nl =0
for x in range (0,2047):
n2 = struct.unpack ("i",f.read(4)) [0]

nl = nl * n2
nl = nl ~ 0x89%abcdef
print "CALC CHECKSUM: " + format(nl & Oxffffffff, "08x")
print "--m-——— - "

print "HEADER 2:"
nl = struct.unpack ("i",f.read(4)) [0]
print "READ CHECKSUM: " + format(nl & Oxffffffff, "08x")
nl = 0
for x in range (0,2047):
n2 = struct.unpack("i",f.read(4)) [0]
nl = nl *~ n2
f.close()
nl = nl * 0x89%abcdef
print "CALC CHECKSUM: " + format(nl & Oxffffffff, "08x")
f.close()

When we run this script it calculates the checksums:

Administrator: Command Prompt

C:\Windows\NTDS>chk.py
HEADER 1:

READ CHECKSUM: 00000000
CALC CHECKSUM: 0@dlcdfd

CALC CHECKSUM: ooQ1icdf4
C:\Hindows\NTDS>_

Now we can open the file again, and add the calculated checksum and save it File \ Save.



© 010 Editor - CG\Windows\NTDS\ntds.dit*

File Edit Search View Format Scripts Templates Tools Window Help

New > || S H Q| OB o

> Open File. .. Cirl+0 & x i III:*I.HI

"7 Open Drive... Ctrl+D Edit As: Hex Run Script R
** Open Process... Ctrl+5hift+0 0 1 2 3 4 5 &
+' Open Recent 3 2000R:| F4 CD 01 EF CD AF

2010h: T EBE 01 00 00 00 OC
2020R:| 00 00 00 00 00 0O OC

ﬁ Sove A CHrl+5hift+5 2030R:| 00 00 00 00 03 00 OC
S O A T B o T I s Ta s Vo A Vo B e Ta o T

Now try to start the service again.

File Action View Help

@ = |E = |HE» = n

“, Services (Local)

£} Services (Local)

Mame = |Descri|:ltior1 |513tu5

Active Directory Domain Services | Stertup Type | logonas |
o Active Directory Ce... Creates, m... Started Automatic Local System
Start the service ‘ﬁ, Active Directory Do... AD DS Dom... Automatic Local System
5, Application Experie... ted Automatic Local System
Description: o, Application Host He... Shop ted Automatic Local System
AD DS Domain Controller service, If this .. Apolication Informa. .. False Manual Local Svstem

And it starts as expected:

File Action \Wiew Help

L EENEEN =TT

£, Services (Local)

{} Services (Local)

I Log On As
Local System

| Startup Type
Automatic

| status
Started

Mame -~ IDescriph'on
. Creates, m...

Active Directory Domain Services

Stop the SEWiCE_ ... ADDSDom... Started Automatic Local System
Restart the service : Application Experie... Processes... Started Automatic Local System
%, Application Host He... Providesa... Started Automatic Local System

Description: } . %, Application Informa... Fadlitates ... Manual Local System
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