Burp Extender
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Write the sample application

As a very simple sample ve create a login form, which sends the username and password, and the
SHA1 checksum of these two values. The sample will contain three files, a hacktivity.html, a
hacktivity.php, and an internal.php files. Use for example the following code as the html file:

<body>

<script type="text/javascript" src="./jquery-1.10.2.min.js"></script>
<script type="text/javascript" src="./crypto-
js/rollups/shal.js"></script>

<div id="error"></div>

User Name:<input type="text" id="username" /> <br/>

Password:<input type="password" id="password"/> <br/>

<button id="button">Send</button>

<script>

S ("#button") .click (function () {

sr = "username=" + $("#username").val() + "&" +
"password=" + $ ("#password").val() + "&" +
"checksum=" + CryptoJS.SHAl ($ ("#username") .val() + $
("#password") .val());

$.ajax ({
url : 'hacktivity.php',
method: "POST',
data: sr,
success: function (data) {
if (data == 'true') {
window.location="internal.php";
}
else {
S("#error") .html ("Wrong username or password");

}) s
</script>
</body>

As we can see this application sends the SHA1 hash of the username and password fileds as well, and
the server side application will check if it correct. Because the automated tools are not able to figure
out the logic, they start to test the fields, but of course will ot correct the checksum value to it. It will
cause that, the automated tool practically will not test the application at all, becaulse the first if which
tests the checksum will fail, and the remaining part of the code contains the problem will never run.



[=] hacktivity html 3

1 [E<body>
2 <script type="text/javascript" src="./jwmuery-1.10.2.mipn.Js"></script>
3 <script type="text/javascript” src="./erypie-is/rollups/shal.jg"></script>
e <div id="error"></div>
5 User Name:<input type="text" id="uysername" /> <br/>
] Password:<input type="password" id="password"/> <br/>
7 <button id="button">Send</button>
8 [H<script>
3 [HS$("fbutton™) .click (function() {
11 sr = " + S("f#usernam=").val() + "&" +
1z " + S("#fpassword").wval() + "&" +
13 " + CryptoJdsS.SHA1 (§ ("#username") .val() + 5 ("fpassword").val()) ;
15 H S.ajax({
16 url : "hacktivity.php',
17 method: "’
18 data: =r,
15 = success: function(data) {
20 E if {data == "trus=s"}{
21 window.location="internal.php”;
22 P }
232 H else {
24 S("#error") .html ("Wrong username or password");
25 r }
26 E H
27 T by :
28 B+
259 r</=script®
30 ~</body>

This html file it will require the crypto-js library, what can be download from:
https://code.google.com/p/crypto-js/ and requires the jquery library, what can be download from:
http://jquery.com/download/

As we can see, it sends the data to the hacktivity.php application, which has the following code (as we
can see it contains a nice SQL injection error):

<?php

session start();

$hash = shal ($ POST["username"] . $ POST["password"]):;

$con = mysqgli connect ("127.0.0.1", "root"™, "","a")or die('false');

if (strcasecmp(Shash,$ POST["checksum"]) === 0) {
$Ssgql = "SELECT COUNT (*) FROM tbll WHERE username='"
$ POST["username"]
"' and password='" . $ POST|["password"] . "';";
$res = mysqgli query($con, $sgl) or die('false');
srow = mysqli fetch row(Sres);
if (Srow[0] == 1) {
echo "true";
$ SESSION["auth"] = 1;


http://jquery.com/download/
https://code.google.com/p/crypto-js/

else {
echo "false";

}
}
else {
echo "CEHCKSUM ERROR: " . Shash . " " . $ POST["checksum"]
" " . $ POST["username"] . S POST["password"];
}
mysgli close($Scon);
>
[=] hacktivity php E3
1 [H<?php
2 session_start{}l g
3 S$hash = shal ($ POST["username"] . $ POST["password"]);
= Scon = mysqli_connect{"lz? L0.0.1", "root™, "","a")or die('fal=e");
5
& [Jif (strcasecmp(Shash,$ POST["checksum"]) =—= 0){
7 $sql = "SELECT COUNT (*) FROM tbll WHERE username="" . $_POST ["u=zernames"]
8 "' and password='" . $ POST["password"] . "';";
9 fres = mysgqli_query($con, $sgl) or die('false');
1] Srow = mysqli fetch row(Sres);
11 [ if (Srow[0] = 1) {
12 echo "true";
13 £ BESSION["auth"™] = 1;
14 1
15 [H else |
1e echo "falze";
17 £ }
18 F 1
19 [Helse {
20 eche "CEHCESUM ERRCR: " . Shash . " " . § POST["checksum"
21 " " . 85 POST["username"] . 5 _POST["password"];
22 By
23 mysgli close{$con);
24 i

It redirect us to the internal.php (in reality it is not so important for us):

<?php

session_start();

if (!isset ($ SESSION["auth"])) {
header ('Location: hacktivity.html');
die('error');

}

echo "THIS IS THE INTERNAL SITE";

>
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1 H<?php

session_;tart{};

Clif (!isset($ SESSICN["auth"])) |
header ('Location: haghktivity.-html');
die('error");

ik

echo "THIS IS THE INTEERENAL SITE";
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Test the application with automated tools

Now if we try to find the SQL injection error with any automated tool, obviously they will not find the
SQL injection vulnerability

File View Reporting Tools Help

[ﬁ] Start New Scan

(@ site Map on x

(@ 192.168.168.251:80 A
4 [ hacktivity2014
b [59 hacktivity.html
(& jquery-1.10.2.min js
B crypto-js
4 [£3 hacktivity.php
4 =¥ (username,password, checksum)
6 [Poszible] Internal Path Disclosur
[ Cross-site Scripting

P«i] Cross-site Scripting
[El Cross-site Scripting
ﬁ [Possible] Internal Path Disclosure (4
4 = %22ns=%22netsparker((000035)
6 [Possible] Internal Path Disclosur
4 = 'ns="netsparker((x000036)
6 [Poszible] Internal Path Disclosur ~

¥ Dashboard o 0 x
scan Finished
0000 / 0000

Scan Information

Current Speed: 77.3 reg/sec
Average Speed: 40.6 req/sec
Total Requests: 3331
Failed Requests: 0
HEAD Requests: 336

Elapsed Time: 00:01:22

Vega

L Import Links - Start Proxy

192.168.168.251

IMPORTANT (3)

Concurrent Connectio

OW (4)

INFORMATION (12)

Activity

W Issues (19)

b [0 Cross-site Seripting

[+ FU Version Disclosure (Open55sL)

[ I:U Version Disclosure (PHP)

b [V TRACE/TRACK Method Detected
I I:U Version Disclosure (Apache)

i @ Forbidden Resource

b @ E-mail Address Disclosure

b @ Out-of-date Version (PHP)

b @ Apache Web Server Identified

[+ 6 Out-of-date Version (Apache)

[ 6 Out-of-date Version (Open55L)
[ 6 [Possible] Internal Path Disclosure (*nix)

I 6 [Possible] Internal Path Disclosure (Windows)



Subgraph Vega
File Scan Window Help
R0 A&
& Website View =0 @ Scan Info
® = 1 =
High
E internal.php ® Hig
= jquery-1.10.2.min.js Session Cookie Without Secure Flag
[} jquery-1.10.2.min.map |E| Session Cookie Without HttpOnly Flag
this,r,i.html{ [~ © Medium
(] B Local Filesystem Paths Found
@ Scan Alerts - o HTTP Trace Support Detected
H B O Low
P @ 10/07/2014 12:59:47 [Comple Directory Listing Detected
b © O Info
P @ 10/07/2014 12:53:28 [Comple
Character Set Not Specified

Skipfish

No problem, try another one, for example the skipfish, it is included in the kali linux.

Use the following command to strat it:

(2 found)

(2 found)

(5 found)

(3 found)

skipfish -W ./a.wl -S /usr/share/skipfish/dictionary/minimal.wl
-0 ./test http://192.168.168.251/hacktivity2014/hacktivity.html

Issue type overview - click to expand:

() Interesting server message (2)
Resource fetch failed (5

-
-

) Incorrect or missing charset (low risk) (7o)

) Incorrect or missing MIME type (low risk) (3)

& Password entry form - consider brute-force (1)
() Directory listing enabled (24

) New 404 signature seen (2)

) New X-* header value seen (4

) New 'Server' header value seen (1)

& NewHTTP cookie added (1)

MOTE: 100 samples maximum per issue or document type.,

Numerical filename - consider enumerating (3s)


http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html
http://192.168.168.101/json/json.html

Acunetix

File Actions Tools Configuration Help

EI_'INewScan|','bfx_,__;d,_)‘ o= e e |#o #"“|.~;|||‘J"'J:@J|dh
| Tools Explarer 1 O ﬁ| ik | lﬂ o | [ Report | g |SErtURJ.:|htt|:|:ﬂ192.168.168.25l:Bomadcﬁvityzol-ﬂrmadqﬁvity.hhnl
IE‘ Web Vulnerability Scanner g

. can Fesults Statuz

[i'_i-', Web Scanner

8- J¢ Scan Thread 1 (http:/f192.168.168.251:80... Finished (23 alerts)

E

ﬁ‘ Subdomain Scanner
-4 Blind 5QL Injector

ﬁ Authentication Tester
- Compare Results
=T Web Services

L-Je%) Web Services Scanner
fem Vieh Services Editor
{7 Configuration

@ Application Settings

|:'_‘| Scan Settings

—|&] Scanning Profiles
=7 General

a Program Updates
~{1.0] Version Information

48] User Manual
-8 AcuSensar

SQLmap

EIE,‘.' Tools .
(3 Site Crawler B Eﬁ Web Alerts (23)
)_) Target Finder =+ @ Cross site scripting {verified) (3)

B[] Macktivity20 14/hacktivity.php (3)
B @ checksum (1)

= Ed?tor @ password (1)
-4 HTTP Sniffer - @ username (1)
i HTTP Fuzzer

- @ session fixation (1)

|:| fhacktivity 20 14/internal.php
@ Apache server-info enabled (1)
- [l Apache server-status enabled (1)
- b Application error message (1)
@ Directory listing {4)
@ Virtual host directory listing (1)
o Clickjacking: X-Frame-Options heade..
o OFTIONS method is enabled (1)
o Session Cookie withaout HttpOnly fla..
< @ Session Cookie without Secure flag s..

1]
]

3P Licensing - @ TRACE method is enabled (1)
@ Support Center @ Content type is not specified (1)
@ Purchase - @ Possible internal IP address disdosur..

- @ Possible username or password disd..
Knowledge Base (3)

| List of file extensions

List of dient scripts

List of files with inputs

[T T V- TR R,

|
s




| Administrator: Command Prompt I;‘i-

[05:45:011 [WARNING] using unescaped version of the test because of zero knowled~
ge of the back-end DBHMS. Vou can try to explicitly set it using optlon "—dbms’
[@5.&5.@3] [INFO] testing 'Generic UNION query {random number) - 1 to 10 columns

[B5:45:851 [TINFO1 testing 'Generic UNION query (HULL) - 11 to 20 columns’
[@5:&5:@6] [INFO] testing 'Generic UNION query {random number) - 11 to 28 column
s

[B5:45:081 [INFO1 testing 'Generic UNION query (HULL) - 21 to 30 columns’
[@5:&5:1@] [INFO] testing 'Generic UNION query {random number) - 21 to 38 column
s

[B5:45:121 [INFO1 testing 'Generic UNION query (NHULL)} - 31 to 48 columns’
[@5:&5:13] [INFO] testing 'Generic UNION query {random number) - 31 to &8 column
s

[05:45:151 [INFO1 testing 'Generic UNION query (NULL)} - 41 to 50 columns’
[@5:&5:17] [TNFO] testing 'Generic UNION query {random number) - 41 to 58 column
s

[B85:45:19]1 [WARNING] User-Agent parameter ’'User-Agent’ is not injectable
[@5:45:191 [CRITICAL] all tested parameters appear to be not injectable. Also, v
ou can trg)to rerun by providing either a valid value for option '—-string’ (or
——regexp

[#] shutting down at B5:45:19

C:\sglmap>. w

We can use the sqlmap with a request file as well, it may works better. So first capture a request. Start
the burp proxy, and turn off the intercept:

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decod

J Intercept T HTTP history T WebSockets history T Options ]

| Interceptis off |

Raw Hex

Then set up your browser, to use it as proxy (Tools / Internet options)



B http://192.168.168.251/hacktivity2014/hacktivity.html

Eile Edit View Favorites Help
User Nam:rl Delete browsing history... Ctrl+Shift+Del
Password:| InPrivate Browsing Ctrl+Shift+P

Send Turn on Tracking Protection

ActiveX Filtering
Fix connection problems...

Recpen last browsing sessicn

Add site to Apps

Yiew downloads Ctrl+)
Pop-up Blocker >
SmartScreen Filter k

Manage media licenses

Manage add-ons

Compatibility View settings

Subscribe to this feed...
Feed discovery k
Windows Update

Performance dashboard Ctrl+5hift+ L
F12 Developer Tools

| Internet options

On the Connections tabs click to the LAN settings button.



| General | Security | Privacy | Content | Connections | Programs | Advanced |

To set up an Internet connection, dick | Setup |
Setup.

Dial-up and Virtual Private Network settings

| Rermove...

Choose Settings if you need to configure a proxy | Settings
server for a connection,

Local Area Network (LAM) settings

LAMN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings,

Use the burp proxy (127.0.0.1 and pot 8080) as proxy:



Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
|:| IUse automatic configuration script

Address |

Proxy server

v Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: Port: |BUBU Advanced

[ |Bypass proxy server for local addresses

Then go to the login page, and type any username and password:

Q http://192.168.168.251 hacktivity2014/ hacktivity. htrmnl

[JEETIqaﬂﬂEJEEH |
Pasmnmnﬂ4|--| ¢|

Send

Find the request in burp, then right click to it, and select the copy to file command from the popup
menu:



E

Burp Intruder Repeater Window Help

Burp Suite Free Edition v1.6

_[ TargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

Site map | Scope

| Fitter: Hiding not found items; hiding CS5, image and general binary content; hiding 4xx rezsponses; hiding empty folders

hitp:/192.168.168.251
¥ [ hacktivity2014
¥ 15 hacktivity. php

The save the request as a text file

~| username=aaa&password=bbb&checksum=52

Host [ Method | URL

| Params | Status & | Length | MIME type

hitp:/1192.168.168.251 POST

fhacktivity2014/hacktivity... (& 200 380 text

Reguest | Response

J Raw T Params T Headers | Hex

POST Jhacktivity20l4/hacktivity.php HTTR/L. 1L

Aocept: */*

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Pequested-With: XMLHttpRedquest

Feferer: http://192.168.168.25/hacktivityi0l4/ hacktivity. html

Aocept-Languages: =en-US
Aocept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT]

Proxy-Connection: Eeep-Aliwve
Content-Length: 75
Host: 192.168.168.251

Do a passive scan
Pragma: no-cache Send to Intruder Ctri+l
username=aaastpasswvord=bbhschecksum= Send to Repeater CEES

Send to Spider

Do an act

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Reguest in browser [ 2
Engagement tools [Pro version only] >
Copy URL

Copy as curl command

oy 1

038k



Lookin: | (&l saimap o (@] (e (=D s ]

ﬁ' doc ﬁ' tamper .gitattributes sglmapapi.py
ﬁ extra ﬁ' thirdparty .gitignore

(& iib [ =t CONTRIBUTING. md

(& plugins (& uar README.md

ﬁ' procs ﬁ' waf sqlmap.conf

ﬁ shell ﬁ' xml sglmap.py

File Hame: raq.bct|

Files of Type: | All Files

[l BazeG4-encode requests and responses

Open the file with any text editor.

File Edit Format Yiew Help

POST /hacktivity28l4/hacktivity.php HTTP/1.1

Accept: */*

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://192.168.168.25]1 /hacktivity28ld/hacktivity.html
Accept-Language: en-US

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOWA4; Trident/7.8; rv:11.8) like Gecko
Proxy-Connection: Keep-Alive

Content-Length: 75

Host: 192.168.168.251

Pragma: no-cache

username=aaafpassword=bbb&checksum=68d8572c2662bBB6+723d7d587954FbB38bE558

Then change the username and password to *, because it marks to the sqlmap the testable positions.



req.txt - Notepad
Eile Edit Format Yiew Help

POST /hacktivity28l4/hacktivity.php HTTP/1.1

Accept: */*

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://192.168.168.251/hacktivity2014/hacktivity.html
Accept-Language: en-US

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOWe4; Trident/7.8; rv:11.8) like Gecko
Proxy-Connection: Keep-Alive

Content-Length: 75

Host: 192.168.168.251

Pragma: no-cache

USEPname=*&pa55woPd=*EchEck5um=68d85?2c266EbBFB6F?23d?d58?954Fb838b8558

Then run the sqlmap with the following command:

sglmap -level=5 -risk=3 -r req.txt

.| Administrator: Command Prompt \L‘i-

Ead

[66:05:031 [INFO1 testing "MySQL time-based blind - Parameter replace (ELT)’
[ES:B?:@S] [INFU] testing "MySQL >= 5.08.11 time-based blind - GROUP BY and ORDER
clauses
[06:05:03]1 [INFO] testing "MySQL < 5.0.12 time-based blind - GROUP BY and ORDER
BY clauses (heavy query)’
[06:05:03]1 [INFO] testing 'MySQL UNION query (58) -
[06:05:071 [INFO1 testing "HMySQL UNION query (58) -
[06:05:89]1 [INFO] testing "MySQL UNION query (58) -
[66:05:111 [INFO1 testing "MySQL UNION query (58) - 31 to 40 columns’
[06:05:131 [INFO] testing 'MySQL UNION query (58) - &1 to 58 columns’
[B6:05:16]1 [INFO] testing 'Generic UMION query (58) - 1 to 10 columns’
[06:05:191 [INFO1 testing 'Generic UNION query {58) - 11 to 20 columns’
[06:085:24]1 [INFO] testing 'Generic UNION query {58) - 21 to 38 columns’
[66:05:261 [TNFO1 testing 'Generic UNION query (58) 31 to &40 columns’
[06:05:281 [INFO1 testing 'Generic UNION query {58) - 41 to 50 columns’
[06:05:34]1 [WARNING] User-Agent parameter 'User-Agent’ i1s not injectable
[B6:05:34]1 [CRITICAL] all tested parameters appear to be not injectable. Also, v
ou can trg)to rerun by providing either a valid value for option '--string’ (or
-—regexp

[#] shutting down at B6:05:34

1 to 10 columns’
11 to 20 columns’
21 to 30 columns’®

C:\sqglmap> v



Set up the development environment

The eclipse is a portable application, so just unzip the downloaded eclipse IDE (www.eclipse.org), and
copy the whole directory to your machine. I copied it to the eclipse directory, and start here the
eclipse.exe

A E:ik L | Application Tools
“ Home Share Wiew Manage
(€ = 4| . » ThisPC » Local Disk (C:) » eclipse »
~f Favorites Name
B Desktop . coenfiguration
4. Downloads . dropins
| Recent places | features
| p2
(M This PC . plugins
jm Desktop . readme
| Documents || «eclipseproduct
4. Downloads | artifacts.xml
o Music & eclipse.exe
= Pictures i | eclipseini
& Videos B eclipsec.exe
.i. Local Disk () a epl-v10.htrnl
.I__... CD Drive (D) HackTools20140492 a notice. htrml

When it asks for a workspace position just accept the default one, and click to the OK button:

' Workspace Launcher -

Select a workspace

Eclipse stores your projects in a folder called a workspace,
Choose a workspace folder to use for this session.

Workspace: | C\Users\ Administrator\workspace W | | Browse...

[ ] Use this as the default and do not ask again

0] 4 | | Cancel



http://www.eclipse.org/

Close the wecome screen

File Edit Mavigate Search Project Run Window Help

. @ Welcome Eﬂﬂi

&
)

Eclipse Java E

Then select the File / New / Project... command.

File | Edit Mavigate Search Project Run  Window Help

| New Alt+Shift+N » | 45 JPA Project
Open File.. @ Enterprise Application Project B
Close Chrl+W ﬁ Dynarnic Web Project
Close Al Ctrl+Shift+W | 8 | EJB Project
e Chrl+S i Connector Project
Femrn i Eig Application Client Project
Save All Ctrl+Shift+S ﬁ{j’ Static Web Project
o @ Maven Project
© Project...
Move... |
7 | Rename... E2 €&  Servlet

In the popup window select Java project as project type, then click to the next button:



Select a wizard

Create a Java project

Wizards:

| type filter text

@ Java Project

4 Java Project from Existing Ant Buildfile
%% Plug-in Project

[ = General

b= CV5

[- = Eclipse Modeling Framework

b = EIB

I = lava

I+ = lava EE

[ (= JavaScript

b= JAKB

B JPA

Set the project specific JRE for me the 1.8.0 20 was installed so I used that one. Then click to the Next
button:



Create a Java Project

Create a Java project in the workspace or in an external location.

Project name: | BurpExtender

[« Use default location

Location: | ChUsers\Administratoriworkspace\BurpExtender

IRE

() Use an execution environment JRE: | CDC-1.1/Foundation-1.1

®ilsea project specific JRE: | | jrel.8.0_20

() Use default JRE (currently 'jre1.8.0_20" Configure JREs...

Project layout

() Use project folder as root for sources and class files

(@ Create separate folders for sources and class files Configure default...

Working sets

[ ] Add project to working sets

Warking sets: | V| | Select...

Then click to the Finish button:



Java Settings

Define the Java build settings.

2 Source |2 Projects | = Libraries | 5 Order and Export
e P

= BurpExtender
22 src

* Details

& Create new source folder: use this if you want to add a new source folder to
your project.

&% Link additional source: use this if you have a folder in the file system that
should be used as additional scurce folder.

2 Add project 'BurpExtender’ to build path: Add the project to the build path if
the project is the root of packages and source files, Entries on the build path are
visible to the comupiler and used for buildina.

[]Allow output folders for source folders

Default cutput folder

| BurpExtender/bin

If you want to use the perspective click to the Yes button.



This kind of project is associated with the Java perspective.

This perspective is designed to support Java development. It offers a Package
Explorer, a Type Hierarchy, and Java-specific navigation actions.

Do you want to open this perspective now?

[ | Remermber my decision

Select the Project / Properties menu:

File Edit Source Refactor Mavigate Search | Project | Run  Window Help

Open Project

. ]

Close Project
Package Explorer Eiﬂ B& & YT
o EEQ E:] ' 88| = | Build A Ctrl+B
“ [;P == Build Project
b
b =k JRE System Library [jre1.2.0_20] Build Working Set 4
Clean...

Build Automatically

@] | Generate Javadoc...

| Properties |

On the popup window go to the "Java Build Path", and select the Libraries tab, and click to the Add
External JARs... button.



| type filter text Java Build Path

- Resource

Builders | 2 Sgurce | = ijecls| =i Libraries | Lo Order and Export
Java Build Path JARs and class folders on the build path:

b Java Code Style b = JRE System Library [jre1.2.0_20] Add JARs...
I» Java Compiler -
[ Java Editor Add External JAR=...
Javadoc Location
Project Facets Add Variable...

Project References
Run/Debug Settings
Server Add Class Folder..
1+ Task Repository
Task Tags Add External Class Folder..
[ Validation
WikiText Edit...

|
|
|
Add Library... |
|
|

Remove

Migrate JAR File...

Select the burpsuite free v1.6.jar, then click to the open button



@ - 4 |j ¥ This PC » Local Disk (C:) » BurpExtender » W G‘ | Search BurpExtender

Organize *  New folder

fa) -
ﬁ Favorites L Marme Date modified Type

B Desktop H burp_extender_api 271472014 &17 AM File folder
Liv Downloads | burpsuite_free_v1.6.jar 4M16/2014 12:28 PM  Executable Jar File
(ﬁ Recent places

18 This PC
LE Desktop
LE Documents
Li. Downloads
Lﬂ Music
LEI Pictures
B Videos
iy Local Disk (C:)

v]l<]

File name: |burpsuite_hee_1.r‘| B.jar v| *jant.zip

Then click to the OK button:



| type filter text Java Build Path

Rescurce

Builders | 2 Sgurce | = ijecls| =i Libraries | Lo Order and Export
Java Build Path JARs and class folders on the build path:

Java Code Style I burpsuite_free_v1.6.jar - C:\BurpExtender Add JARs...

Java Compiler b = JRE System Library [jre1.8.0_20]
Java Editar . Add External JARs...

Project Facets Add Variable...

Project References Add Library...
Run/Debug Settings =
Sepver Add Class Folder...
Task Repository
Task Tags

Validation

WikiText =

Add External Class Folder..

|
Javadoc Location :
|
|
|

Remove

Migrate JAR File...

Right click to the Burp Extender package, and select import... from the popup menu:



i,

Py
T
™

File Edit Source

Refactor Mavigate

Search  Project Run  Window Helg

f2 Package Explorer EE] <}~==f:>| i

4 I“;? BurpExt
[ src

b =i JRE®
=, Refe

Mew 3
Go Into
Open in New Window
Open Type Hierarchy F4
Show In Alt+Shift+W »
Copy Ctrl+C
% Copy Qualified Name
Paste Ctrl+V
#  Delete Delete
= | Remove from Context Ctrl+Alt+Shift+Down
Build Path 3
Source Alt+Shift+5 »
Refactor Alt+Shift+T ¥
E4y Import..
g7y | Export...

On the popup window select general / file system, then click to the next button




Select

Import resources from the local file system into an existing project.

Select an import source:

| type filter text

4 [~ General
[E, Archive File
=2 Existing Projects into Workspace
"I File System
=l Preferences
B = CV5
b = EIB
I = Git
[ = Install
[ = Java EE
B = Maven
I+ = Plug-in Development
I [= Remote Systemns
b = Run/Debug

b 23 Tarcke

Find the burp extender api \ burp directory. The burp extender API can be download from the
http://portswigger.net/burp/extender/ webpage.



http://portswigger.net/burp/extender/

File system

Source must not be empty.

From directory:

| Filter Types... || SelectAll || Deselect Al

Into folder: | BurpExtender

Options
[ | Ovenwrite existing resources without warning
[ | Create top-level folder

Advanced »»

Select the required java files (I just add all the files), then click to the Finish button:



File system

Import resources from the local file system.

From directory: | ChBurpExtender\burp_extender_apitburp v| |

[] = burp [+ [1] |IBurpExtender java

Wl [ [BurpExtenderCallbacks.java
¥ [J] IContextMenuFactory.java
[w] |I| [ContextMenulnvocation.java
W [J] ICookie,java

[l [J] |ExtensionHelpers.java

[w] m |[ExtensicnStatelistener.java
[+ [J] IHttpListener.java

[vl [J] IHttoRequestResponse.java

| Filter Types... | | SelectAll || DeselectAll |

Into folder: | BurpExtender | | Browse...

Options
[ | Ovenwrite existing resources without warning
[ | Create top-level folder

Advanced »»

Then right click to the BurpExtender/src and from the popup menu select New / Package.



File Edit Source Refactor Mavigate Search Project Run Window Help

4 BurpExtender
[ sr
> =R | New ¥ 2% Java Project
g E ::;E Open in New Window 4  Project...
!
en Type Hierarc - ckage
g B OpenTypeHi F4 Packag
@ icy  |Showln AltsShift+W » | G | Class
% !E Copy Chrl+C €v Interface

Give the package the burp name (all letter small), then click to the Finish button.

Java Package

Create a new Java package.

Creates folders corresponding to packages.

Source folder: | BurpExtender/src

Mame: | burp

[ | Create package-info.java

Then right click to the burp package and from the popup menu select New / File command



iy

5y
File Edit Source Refactor Mavigate Search Project Run Window Help

IR AR A AR -1 A A e

¥ Package Explorer EE] <}~==f>| e o = 0

4 2 BurpExtender #
4 2 src ﬂ
B bur
b = RESyst|  New v| 2% Java Project
‘ r'l.:fer::t Open in Mew Window [ |Project...
urp )
|BurpExt Open Type Hierarchy F4 | @ | Package
[Contex Show In Alt+Shift+W b | &  Class
|Context T Ctrl+C | &%  Interface
[Cookie
IExI:ensi: 52 Copy Qualified Name G Enum
|[Extensi Paste Cirl+V | @ | Annotation
IHttpLis) 3 Delete Delete | @7 Source Folder
s =
:E:PEE % | Remove from Context Ctrl+ Alt+Shift+Down 1 | Java Working Set
pRe
HitpRe,  Build Path y | & |Folder
TY—
IHttpSes Source Alt+5Shift+5 » ||_—| —
. = Untitled Text File
lintercey Refactor Alt+Shift«T »

Call it as BurpExtender.java (take care the small, and capital letters) then click to the Finish button.




File

Create a new file resource.

Enter or select the parent folder:

| BurpExtender/src/burp

B oD
4 (=2 BurpExtender
[= .settings
B = bin
4 [== src
(= burp
== RemoteSystemnsTempFiles

File name: | BurpExtender.java

@




Write the extender

To write an extender we must implement an IBurpExtender and depends on that what we want to do
another class, for my test the [ProxyListener required.

To create an [ProxyListener one must implement the processProxyMessage method, it will be called
every time a message transfered by the burp proxy. The basic code, what is capable to run althought it
does not do anything useful yet looks like as:

package burp;
public class BurpExtender implements IBurpExtender, IProxyListener
{
public void registerExtenderCallbacks (IBurpExtenderCallbacks
callbacks)
{
callbacks.setExtensionName ("test") ;
callbacks.registerProxyListener (this);
}
public void processProxyMessage (boolean argO,
IInterceptedProxyMessage argl) {
// TODO Auto-generated method stub
}

[J] BurpExenderjava 52
package burp:

public class BurpExtender implements IBurpExtender, IProxyListener
{

public wvoid registerExtenderCallbacks (IBurpExtenderCallbacks callbacks)
{
callbacks.setExtensionName ("test™) ;
callbacks.registerProxyListener (this);

= public void processProxyMessage (boolean argl, IInterceptedProxyMessage argl) {

v 'l Muto-generated method stub

Save it, then run the package. When it asks you select to run as Java Application:



_inix]

Select a way to run ‘BurpExtender':

Java Applet
9| 1zva Application

— Description
Runs a local Java application

@ Ok I Cancel

When it asks for which java application to start select the StartBurp — burp and click to the OK button.



il %]

Select type (7 = any character, * = any 5tring, TZ = TimeZone): -

Ia:::

Matching items:

@_Easeﬁ*’r - flex. messaging. util

GE.CSSDMParseTest - com.steadystate. css. parser

GE_HE}( - flex. messaging. util

G‘E_Numeric'lu'alue - flex.messaging. services.messaging. selector
GE_ParSETest - com,steadystate, css.parser

StartBurp - burp

[ oo |

@ T




When the burp proxy starts go to the alerts tab. You must see your Extender:

E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[ Target T Prozxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

Time | Tool | Message
12:14:28 16 Jun 2014 Prosy Proxy service started on 127.0.0.1:8080
12:14:31 16 Jun 2014 Extender Legacy extension found

If it works close the burp proxy, and continue with the development of the extender



HelloWorld extender

Our purpose is to write an extender, which automatically corrects the checksum in every request so
change the content of the processProxyMessage method, to print some message to the screen every
time it see a request, to see if it works.

It can be done with the following code:

package burp;
public class BurpExtender implements IBurpExtender,IProxylListener
{
public void registerExtenderCallbacks (IBurpExtenderCallbacks
callbacks)
{
callbacks.setExtensionName ("test") ;
callbacks.registerProxyListener (this);
}
public void processProxyMessage (boolean messagelsRequest,
IInterceptedProxyMessage
message) {
if (messagelsRequest) ({
System.out.println ("Request") ;

}



[J| BurpExenderjava 3

package burp:

public class BurpExtender implements IBurpExtender, IProxyListener

{
= public void registerExtenderCallbacks (IBurpExtenderCallbacks callbacks)
{
callbacks.zetExtensionlame ("test™) ;
callbacks.registerProxvLlistener (thi=) ;
Py

puklic volid processProxyMesszage (boolean messagelsRequest,

ITnterceptedProxyvMessage mes=sage) {
if (messagelsRequest) {
Syatem.out.println("Request™) ;

Then start again the Java Application. Go to the Proxy / Intercept tab and turn off the intercept. Then
visit anything with your browser:

E Burp Suite Free Edition v1.6

Burp [Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TC&mpurE{ T Extender TDpti{}ns TAIEﬁs ]

_[ Intercept T HTTP histony T WebSockets history T Options ]

Forward Drop Intercept is off Action

When you go back to the eclipse on the console window you must see some Request text appearing.

[®

[* Problems @ Javadoc [&, Declaration Bl Console i3

StartBurp [Java Application] C\Program Files (x36)\Java'jred\bin\javaw.exe (Jun 16, 2014, 12:21:01 PM)
Request
Reguest



Correct the checksum

Create a private helpers variable with [ExtensionHelpers type. It will be used, to analyze the message.

To use the helper object in the registerExtenderCallbacks create give it a value with the
callbacks.getHelpers() command.

package burp;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.List;

public class BurpExtender implements IBurpExtender, IProxyListener
{
private IExtensionHelpers helpers;
public void registerExtenderCallbacks (IBurpExtenderCallbacks
callbacks)
{
helpers = callbacks.getHelpers() ;
callbacks.setExtensionName ("test") ;
callbacks.registerProxyListener (this);

}

public void processProxyMessage (boolean messagelsRequest,
IInterceptedProxyMessage
message) {
if (messagelsRequest) {
IHttpRequestResponse msginfo =
message.getMessagelInfo() ;
byte[] msgarray = msginfo.getRequest() ;
IRequestInfo reqginfo =
helpers.analyzeRequest (msginfo) ;
String req = new String(msgarray) ;
List<IParameter> params = reqinfo.getParameters() ;
String tohash = "";
String oldhash = "";
for (IParameter element : params)
{
if (element.getType() ==
burp.IParameter.PARAM BODY) {
if ('element.getName () .equals ("checksum")) {
tohash = tohash +
element.getValue () .toString() ;
} // END IF (Name is NOT checksum)
else{
oldhash = element.getValue() ;
}// END ELSE (Name is checksum)



} // END IF parameter is PARAM BODY
} //END FOR
String hash="";
try {
hash = MessageDigest.getInstance ("SHA-
1") .digest(tohash.getBytes()) .toString() ;
} catch (NoSuchAlgorithmException e) ({
e.printStackTrace() ;
}
if ('hash.isEmpty() && !tohash.isEmpty())
{
req = req.replace(oldhash, hash);
msginfo.setRequest (req.getBytes()) ;
}// END if hash and tohash not empty
}// END if messageisrequest
}// END processProxyMessage



[J] BurpExtenderjava 3
package burp;

“import java.security.MessageDigest:
import java.security.NoSuchfilgorithmException;
fmpart java.util.List;
puoblic class BurpExtender implements IBurpExtender, IProxylListener
{
private IExtensionHelpers helpers;
= public wvoid registerExtenderCallbacks (IBurpExtenderCallbacks callbacks)

{
helpers = callbacks.getHelpers();
callbacks.setExtensionName ("test") ;
callbacks.registerProxyListener (this);
L i public wvolid processProxyMessage (boolean messagelsBRequest,

ITnterceptedProxyMessage message) |
if (messagelsRequest) {
IHttpBRequestResponse masginfo = message.getMessageInfol()
byte[] msgarray = maginfo.getRequest();

IRequestInfo reginfo = helpers.analyzeRequest (msginfao):;
String req = new String(msgarray):
List<IParameter> params = reginfo.getParameters():
String tohash = "";
String oldhash = "";
for(IParameter element : params)
{
if (element.getType () == burp.IParameter.PARAM BODY) {
if ('element.getName () .equals ("checksum")) {
tohash = tohash + element.getValue().toS3tringl):
/ END IF (Mame is MNOT checksum)
else{

oldhash = element.getValue():
/{ END EL3E (Name is checksum)

} // END IF parameter is PFRRAM BODY
} //END FCR
String hash="";
try {
hash = MessageDigest.getInstancse ("SHL-1") .digest (tohash.getBytes () ) .toScring() -

} ecatch (NoSuchBfilgorithmException e) {
e.printStackTrace():

if ('hash.isEmpty() && !'tohash.isEmptyi()
{
req = req.replace (oldhash, hash):
msginfo.setRequest (reg.getBytes()) !
 END if hash and tohash not empty

Now try the automated tools. And you will see they are still not able to find the SQL injection



vulnerability.



Convert the hash to hex array

If you watch the requests in burp proxy you will see the checksum values are not good, because it sends
a string, while the original application sends hex encoded strings. So we must add a string to hex
encoder to our code.

package burp;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.List;

public class BurpExtender implements IBurpExtender,IProxyListener
{
private IExtensionHelpers helpers;
public void registerExtenderCallbacks (IBurpExtenderCallbacks
callbacks)
{
helpers = callbacks.getHelpers ()
callbacks.setExtensionName ("test") ;
callbacks.registerProxyListener (this);

}

final protected static char[] hexArray =
"0123456789ABCDEF" . toCharArray () ;
public static String bytesToHex (byte[] bytes)
{
char[] hexChars = new char[bytes.length * 2];
for ( int j = 0; j < bytes.length; j++ )
{
int v = bytes[]j] & OxFF;
hexChars[j * 2] = hexArrayl[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & 0xO0F];
}
return new String(hexChars) ;
}
public void processProxyMessage (boolean messagelsRequest,
IInterceptedProxyMessage
message) {
if (messagelsRequest) {
IHttpRequestResponse msginfo =
message.getMessageInfo() ;
byte[] msgarray = msginfo.getRequest():;
IRequestInfo reginfo =
helpers.analyzeRequest (msginfo) ;
String req = new String(msgarray):;
List<IParameter> params = reqginfo.getParameters();
String tohash = "";



String oldhash = "";
for (IParameter element : params)
{
if (element.getType () ==
burp.IParameter.PARAM BODY) {
if (!'element.getName () .equals ("checksum")) {
tohash = tohash +
element.getValue () .toString() ;
} // END IF (Name is NOT checksum)
else(
oldhash = element.getValue():;
}// END ELSE (Name is checksum)
} // END IF parameter is PARAM BODY
} //END FOR
String hash="";
try |
hash = bytesToHex (MessageDigest.getInstance ("SHA-
1") .digest(tohash.getBytes())) ;
} catch (NoSuchAlgorithmException e) ({
e.printStackTrace();
}
if ('hash.isEmpty () && !tohash.isEmpty())
{
req = reqg.replace (oldhash, hash);
msginfo.setRequest (reqg.getBytes());
}// END if hash and tohash not empty
}// END if messageisrequest
}// END processProxyMessage



if (element.getType() = burp.IParameter.PARAM BODY) {

if (lelement.getHame ()} .equals ("checksum™) ) {
tohash = tohash + helpers.urlDecode (element.getValue () ) .toString()
¥ // END IF (Name is NOT checksum)
elseq{
oldhash = element.getValue():
¥// END ELSE (Name is checksum)
} // END IF parameter is PARAM BODY

} //END FOR
String hash="";
try {
hash = Mess=zageDigest.getInstance ("S5HA-1") .digest (tohash.getBytes|() ) .toString () »
} catch (NoSuchBAlgorithmException e) {
e.printStackIrace () :

}
if ('hash.isEmpty() && !tochash.isEmpty()
{
req = red.replace (oldhash, hash);
m=eginfo.setRequest (reqg.getBytes()) !
¥/ END if hash and tohash not empty

Try to run this code, and use the automated tools, to find the SQL injection vulnerability. But it does
not work. If you check the requests and responses you will find that, the checksum sometimes not
correct.



URL decode the values

The problem why the code not works is that, the burp proxy will see the values in the requests as URL
encoded (like %20 instead of space and so on) and because of it it will calculate the checksum of that
string. While the PHP will calculate the checksum on the URL decoded string. The two values of
course will be different sometimes. The solution is easy, it must URL decode the values before we add
it to the hashable string.

package burp;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.util.List;

public class BurpExtender implements IBurpExtender,IProxyListener
{
private IExtensionHelpers helpers;
public void registerExtenderCallbacks (IBurpExtenderCallbacks
callbacks)
{
helpers = callbacks.getHelpers (),
callbacks.setExtensionName ("test") ;
callbacks.registerProxyListener (this);

}

final protected static char[] hexArray =
"0123456789ABCDEF" . toCharArray () ;
public static String bytesToHex (byte[] bytes)
{
char[] hexChars = new char[bytes.length * 2];
for ( int j = 0; j < bytes.length; j++ )
{
int v = bytes[]] & OxFF;
hexChars[j * 2] = hexArrayl[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & 0x0F];
}
return new String(hexChars);
}
public void processProxyMessage (boolean messagelsRequest,
IInterceptedProxyMessage
message) {
if (messagelsRequest) {
IHttpRequestResponse msginfo =
message.getMessageInfo() ;
byte[] msgarray = msginfo.getRequest():;
IRequestInfo reginfo =
helpers.analyzeRequest (msginfo) ;
String req = new String(msgarray):;



List<IParameter> params = reqginfo.getParameters();
String tohash = "";
String oldhash = "";
for (IParameter element : params)
{
if (element.getType () ==
burp.IParameter.PARAM BODY) {
if (!element.getName () .equals ("checksum")) {
tohash = tohash +
helpers.urlDecode (element.getValue()) .toString() ;
} // END IF (Name is NOT checksum)
else{
oldhash = element.getValue():;
}// END ELSE (Name is checksum)
} // END IF parameter is PARAM BODY
} //END FOR
String hash="";
try {
hash = bytesToHex (MessageDigest.getInstance ("SHA-
1") .digest (tohash.getBytes()));
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
}
if ('hash.isEmpty () && !tohash.isEmpty())
{
req = reqg.replace (oldhash, hash);
msginfo.setRequest (reqg.getBytes());
}// END if hash and tohash not empty
}// END if messageisrequest
}// END processProxyMessage



[J] BurpExenderjava 52

final protected static char[] hexldrray = "0123456788ABCDEF". toCharArray ()
= public static String bytesToHex (byte[] bytes)
i
char[] hexChars = new char[bytes.length * 2];
for ( int j = 0; j < bytes.length; Jj++ )
{
int v = bytes[j] & OxXFF;
hexChars[j * 2] = hexdrrav[v >>> 4]:
hexChars[j * 2 + 1] = hexdrrav[v & 0x0F];
}
return new String(hexChars):
}
= public void processProxyMessage (boolean messagelsBRegquest,
ITnterceptedProxyMessage message) {
if [messagelsReguest) {
IHttpRequestResponse msginfo = message.getMessagelnfol()
byte[] msgarray = msginfo.getRegquest():
IRequestInfo reqginfo = helpers.analyzeRequest (msginfo):;
String req = new String(msgarray).

List<IParameter> params = reginfo.getParameters();
S5tring tohash = "";
String oldhash = "";
for (IParameter element : params)
{
if (element.getIype() == burp.IPFarameter.PARAM BODY) {
if ('element.getNHame () .equals ("checksum"™)) {
tohash = tohash + helpers.urlDecode (element.getValue()).to3tring();
Y /S END IF (Hame is NOT checksum)
elsed
oldhash = element.getValue():
¥// END ELSE (MName is checksum)
} // END IF parameter is PARAM BODY
H END FOR
S5tring hash="":
try |
hash = bytesToHex (MessageDigest.getInstance ("5HR-1") .digest (tohash.getBytes()));

} catch (NoSuchBlgorithmException e) {
e.printS5tackTrace () ;

¥

if ('hash.isEmpty() && !tohash.isEmptyv())

reqg = reg.replace (oldhash, hash):;

msginfo.setRequest (reg.getBytes () )
}// END if hash and tghash not empty
END if messageisrequest
rocessProxyMessage

=
g =~
™

Now if you run again the automated tool it should find the SQL injection vulnerability.
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