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E-mailek titkositasa, alairasa

E-mailek alairasa és titkositasa Outlook 2019 segitségével
1. Lépjen be a Windows 10 rendszerbe, majd allitsa be az Outlookon a levelezést az alabbiak

szerint (x az 6n szama):

V. mérési utasitas

Welcome to Outlook

Enter an email address to add your account.

‘studentx@ahol.iﬂ |
Advanced options -

/| Let me set up my account manually

Choose account type

Jd @ G

Office 365 Outlook.com Google

EH

Exchange POP IMAP

POP Account Settings for studentx@ahol.it
Not you
Incoming mail
Server | nslidu.bhu Port 995
/| This server requires an encrypted connection (SSL/TLS)

Require logon using Secure Password Authentication (SPA)
Qutgoing mail
Server | nstiduhu pot |25

Encryption method | STARTTLS | =

Require logon sing Secure Password Authentication (SPA)

Message delivery

Use an existing data file

Enter the password for studentx@ahol.it

e | ‘
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V. mérési utasitas

Internet Email - studentc@ahol.it X

\])\'.) Enter your user name and password for the following server.

server ns1.idu.hu |

User Name: | stydentx.ahol|

Password:  |seesssscesees

§a\re this password in your password list

Adding studentx@ahol.it
Account setup is complete

et Up Outlook Mobile on my phone, too

2. Inditsa el a Firefox bongész6t, majd igényeljen e-mailek aldirdsdhoz személyes tanusitvanyt a
comodo.com oldalon, a
https://secure.comodo.net/products/frontpage?area=SecureEmailCertificate&ap=ComodoCA  URL-
en.

« e e oF ) A Uit (G8 gk - nwo =

Appiication for Secure Email Certificate
Yous Detalls
First Name Stotentx Stop 1: Provide

» detalls for your
Last Name Statentx centificate
Email Address P Step 2: Collect and

install your

Country Hngary certificate
Private Key Option
Key Size (bits): Heh Grade

Note: Backup your private key!
time so, after completing th
creste a backup. Your cen

o not get a copy of your private key at any
edure, we strongly advise you
thout it More info

Revocation Password
1f you believe the security of your cerlificate has been compromised, it may be
revoked. A revocation password Is required to ensure that only you may revoke
your certificate:

Revocation Password  sessssssssens
COMODO Newstetter 1 Opt in?

Subscriber Agreement

Please read this Subscriber Agreement before applying for, accepting, or using a
digital certificate. I you do not agree 1o the terms of this Subscriber Agreement,
do ot apply for, accept, or use the digital certificate.

3. Frissitse az Outlookban a beérkezett (izeneteket, majd a megérkezett E-mail alapjan telepitse
fel a tanusitvanyt. Az URL megnyitasahoz a Firefox bongész6t hasznalja!
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Secure Email Certificates

Collection of Secure Email Certificate Stop 1: Provide details
, ;
for your certificate
Your Collection Details

You must enter these details to be authorized to collect your certificate. , Step 2: Collect and
install your certificate

Email Address [studenbi@anolt

Collection

Password

4. Exportdlja ki a tanusitvanyt a Firefox bongész6bdl az Options/Privacy & Security/View
Certificates.../Your Certificates/Backup... meniipontban!
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« [cIEr] W Firefox  aboutpreferenceskprivacy 3 n o
¢ General Firefox Data Collection and Use
We strive to provide you with choices and collect only what we need to pravide and improve
@) Home Firefox for everyone, We always ask permission before receiving persanal information.
Privacy Notice
Q search
| Allow Firefox to send technical and interaction data to Mozilla Learn more
& Privacy & Security 7] Allow Firefor to install and run studies View Firefox studies
s Fosn et | Allow Firefox extension Learn more
Allow Firefox to send bagklogged crash reports an your behalf Learn more
Security

Deceptive Content and Dangerous Software Protection
/| Block dangerous and deceptive content Learn more
/| Block dangerous downloads

/| Warm you about unwanted and uncommon software

Certificates
When a server requests your personal certificate
Select ane automatically
® sk you every time
Query OCSP responder servers to confirm the current validity of View Certificates...

certificatas
#  Extensions & Themes Security Devices...

® Firefox Support

aboutpreferences#privacy

Certificate Manager

Your Certificates  People Servers  Autharities

You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number Expires On

~ Sectiga Limited

fackup..  Backup Al.  Import.

5. Importdlja be a tanusitvanyt a Windows 10 operaciés rendszerbe. (Két klikkellés a
tanusitvanyon...)
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£+ Certificate Import Wizard € &* Certificate Import Wizard

File to Import
Spedify the file you want to import.

Welcome to the Certi

te Import Wizard

This wizard hejps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

Browse...
A certificate, which is issued by a certification authority, is a confirmation of your identity

2l contains inforsation ssed o proftect detaior, o estabihseaxe netwarc Note: More than one certificate can be stored in a single file in the following formats:
cennections. A certificate store is the system area where certificates are kept.

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Skxslocion Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
(® Current User:

Microsoft Serialized Certificate Store (.SST)
O Local Machine

To continue, dick Next.

Cancel Cancel

& ¥ Certificate Import Wizard & &4 Certificate Import Wizard

Private key protection Certificate Store

To maintain security, the private key was protected with a password. Certificate stores are system areas where certificates are kept.

TYpe fhelpsssated fov the private ey Windows can automatieally select a certificate store, or you can specfy a location for
the certiicate

Password:
-y @i iomaticall select the cer Bhcate store based on the fype of cer Hcate
[ (O Place all certificates in the following store
[JDisplay Password
Import options: prmees

[JEnable strong private key protection. You will be prompted every time the
private key is used by an appication if you enable this option.

[C]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

tect private ke:

Indude all extended properties.

& & Certificate Import Wizard

Completing the Certificate Import Wizard

S Wi
The certificate will be imported after you ick Finish. ecurity Warning

You have spedified the following settings: | VD:IhBYE Ehgx{ !la YHS(E“: Itﬂl'llﬂiﬂom a certification
ad - authorty (CA) claiming to represent:
T Automaticaly determined by the wizerd : ol odocrep
PFX

Content USERTrust RSA Certification Authority
File Name: C:\Users\Student\Desktop\certx.p12

Windows cannot validate that the certificate is actually from
“USERTrust RSA Certification Authority”. You should confirm its
origin by contacting "USERTrust RSA Certification Authority",
The following number will assist you in this process:

Thumbprint (shat): 2B8F1B57 330DBBA2 DOTAECS1 FT0EES0D
DAB9ADSE

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you dlick
“Yes” you acknowledge this risk.

Do you want to install this certificate?

6. Allitsa be az Outlook programot, hogy minden kimend levelet digitélis alairdssal lasson el:
a. ,File”/,0Options”/,Trust Center”/, Trust Center Settings...”/, E-mail Security”
b. Pipalja be az, Add digital signature to outgoing messages”-t.
c. A ,Settings” gomb segitségével allitsa be alapértelmezettnek az alaird tanusitvanyat:
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Change Security Settings *

Security Setting Preferences

Security Settings Name:

Cryptography Format: | S/MIME

Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages
Security Labels... New Delete

Certificates and Algorithms

Signing Certificate: 5 Sectigo Limited D Choose..
Hash Algorithm: SHAT ~
Encryption Certificate: |'s Sectigo Limited ID Choose...
Encryption Algorithm: | AES [256-bit) b

Send these certificates with signed messages

d. Kaldjon egy digitdlisan alairt e-mailt csoporttarsanak.

e. Tanulmanyozza a csoporttarsatél kapott e-mailt. (Levél jobb fels sarkaban évé jelre
kattintva.)

2

Ea
7. A Reply segitségével kildjon egy digitalisan alairt, valamint titkositott valaszt csoporttarsanak.
Ehhez a kildéskor ne felejtse el beallitani a titkositast a levél ,Options” menijében:
Format Text Review
_QI 89 Encrypt ;TEI
wrmission |31 Sign Use Wt
= Bu

tto
Permission

8. Tanulmanyozza a kapott levél tulajdonsagait:
& R

9. Tanulmanyozza sajat tanusitvanyanak tulajdonsagait! (Manage user certificates/Personal)

2019.3.5. Készitette: Répas Sandor



