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Adatok titkositasa

Rendszerlemez titkositdsa BitLocker segitségével
1. Telepitse fel a Windows 10 pro verziéjat. A telepités kzben tordlje a meglévé particidkat, majd
az Ures diszket valassza ki a telepitésre.
2. Atitkositds sordn nem hasznalunk TPM-et, ezért annak kotelez6 haszndlatat ki kell kapcsolni a
kovetkezé mdédon:
a. Atelepités utan belépve inditsa el a Group Policy Editort a gpedit.msc segitségével.
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b. Az editorban keresse meg a ,Computer Configuration \ Administrative Templates \
Windows Components \ Bit Locker Drive Encryption \ Operating System Drives”

pontot.
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Setting

2] Allow network unlock at startup

|| Allow Secure Boot for integrity validation
2| Require additional authentication at startup

Disallow standard users from changing the PIN or password

Allow enhanced PINs for startup
Configure minimum PIN length for startup

Enforce drive encryption type on operating system drives
Configure use of passwords for operating system drives

Configure pre-beot recovery message and URL
2] Reset platform validation data after BitLocker recovery

<

| Require additional authentication at startup (Windows Serve...

Allow devices compliant with InstantGe or HSTI to opt out o...
Enable use of BitLacker authentication requiring preboot ke...

Configure use of hardware-based encryption for operating s..

Choose how BitLocker-protected operating system drives ca...
Configure TPM platform validation profile for BIOS-based fi...
Configure TPM platform validation profile (Windows Vists, ...

Configure TPM platform validatien profile for native UEF fir...

State
Not configured
Mot cenfigured

Not configured

Not configured
Not configured
Not cenfigured
Not configured
Not configured
Not configured
Not cenfigured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

c. Allitsa ,Enabled”-re a ,,Require additional authentication at startup”-ot.
Kapcsolja be az , Allow BitLocker without a compatible TPM”-et.
A ,Configure TPM startup:” pontban valassza ki a ,,Do not allow TPM"”-et!
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A Require additional authentication at startup m] X

E} Require additional authentication at startup Piziess Satie Next Setting

(O Not Configured Cemment:
(® Enabled
() Disabled
Supported on: [ At jeast Windows Server 2008 R2 or Windows 7
Opticns: Help:

Allow BitLocker without a compatible TPM # | | This policy setting allows you to configure whether BitLocker ~
(requires a password or a startup key on a requires additional authentication each time the computer starts
USB flash drive) and whether you are using BitLocker with er without a Trusted

Platferm Maodule (TPM). This pelicy setting is applied when you
Settings for computers with a TPM: turn on EiiLU‘kE’-
Configure TPM startup: MNote: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.
Do not allow TPM ~

If you want to use BitLecker on a computer without a TPM,

Configure TPM startup FIN: select the "Allow BitLocker without a compatible TPM" check

Allow startup PIN with TEM - box. In this mede either a password or a USE drive is required for
start-up. When using a startup key, the key information used to

Configure TPM startup key: encrypt the drive is stored on the USB drive, creating a USE key.
When the USB key is inserted the access to the drive is

Allow startup key with TPM ~ authenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgetten the password then you will

Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the
drive,

Allow startup key and PIM with TPM |

< > On a computer with a compatible TPM, four types of o]

d. Tanulmanyozza at a lehetséges beallitasokat.
3. BitLocker segitségével titkositsa le a rendszerlemezt:
a. Jobb gomb a rendszerkoteten, majd , Turn on BitLocker”.

BIALs] Manage  ThisPC - o x
Conpiter iew | ormetons o
<« v 4 E, ThisPC > w|®| | Search This pc o

Open
# Quick access v Folders (7) Open in new window
B Desktop » 3D Objects Pin to Quick access
§ Downlosds & Tum on BitLocker
o Scan with Windows Defender.
[ Documents  # Documents =]
&= Pictures » Give access to >
b Music Restore previous versions
B videos ) Music Pin to Start
Format..
G OneDrive
Videos o
Py
3 This PC m
Create shortcut
= USE Drive (€) * Devices and drives (3) Rename
= Network - Leml D= (D) Properties
oy 37,7 GB free of 49.4 GB TUoF
USB Drive (E)
[
Wy 57,1 GB free of 57.6 GB
W0items 1 item selected =S

b. Inditsa el a BitLocker-t.

c. Vdlassza ki a kivant inditaskori hitelesitési mddot!
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% BitLocker Drive Encryption ()

Choose how to unlock your drive at startup

o Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password orinsert a
USE flash drive each time you start your PC,

—> Insert a USB flash drive

—> Enter a password

Cancel
d. ,USB flash drive” esetén csatlakoztassa a pendriveot, és valassza ki!

&« $§l BitLocker Drive Encryption (i)

Save your startup key

Insert a removable USE flash drive, select it, and then tap or click Save.

Y USB Drive (E:)

e. Nyomtassa ki egy PDF allomanyba a visszaallitasi kulcsot! (Prébalja meg pendrivera is

lementenil)

B BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?

@ Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

—» Save to your Microsoft account
—> Save to a USB flash drive
—> Saveto a file

—> Print the recovery key

Ertelemszerten haladjon tovébb.

Ha végzett, inditsa Ujra szamitégépét, figyelje meg a rendszerinditdas folyamatat,
belépés utan tanulmanyozza a pendrive tartalmat.

h. Kapcsolja ki a rendszerlemez titkositasat!
Pendrive titkositasa BitLocker To Go segitségével

1. Egy Ures pendrivera masoljon fel néhany tetsz6legesen kivalasztott dllomanyt.

2. Valassza ki a pendriveot, majd jobb klikk és ,, Turn on BitLocker”!
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3. ABitLocker To Go segitségével titkositsa le a pendrive tartalmat (jelszé hasznalataval)!

g BitLocker Drive Encryption (E)

Choose how you want to unlock this drive

[ Use 3 password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enteryour password | seses |

Reenter your password | sesss] |

[[]Use my smart card to unlock the drive

You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.

4. A helyreallitasi kulcsot mentse le az asztalra!

%gl BitLocker Drive Encryption (E:)

How do you want to back up your recovery key?

o Some settings are managed by your system administrator,

If you forget your password or lose your smart card, you can use your recovery key to access your drive,

—>» Save to your Microsoft account

—) Save to a file

—» Print the recovery key

Ha elkészilt a titkositas, tavolitsa el a pendriveot.

Csatlakoztassa Ujra a pendriveot, ekdzben figyelje meg a rendszer viselkedését.

Nézze meg, hogy a pendriveon megtalalhatdak-e a felmasolt dllomanyok.

Prébalja ki szomszédjaval is az 6 szamitdgépén a pendrive mikodését.

Lépjen ki ,Command prompt”-ba.

10. Amanage-bde -status parancs segitségével kérdezze le a titkositott diszkek allapotat, és a
titkositas modjat.

11. Sikerult a lekérdezés? Ha nem, oldja meg a problémat.

12. Sziintesse meg a pendrive titkositasat!

N WU

Titkositott konténer létrehozasa VeraCrypt segitségével
1. Toltse le a VeraCrpyt legfrissebb verzidjat a https://www.veracrypt.fr oldalrél.
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B (EJ e VeraCrypt - Free Opens X \@ Start + v - o x

< - O @ £ | httpsy//www.veracrypt.fr/en/Downloads.htm| Hr = L&
Latest Staple Kelease

For Windows: 1.23-Hotfix-2 (Monday October 8, 2018)

For FreeBSD, Linux and MacOSX: 1.23 (Wednesday September 12, 2018)

Windows:
= Installer: VeraCrypt Setup 1.23-Hotfix-2.¢xe (34.1 MB) (PGP Signature
= Portable version: VeraCrypt Portable 1.23-Hotfix-2 exe (34 MB) (PGP Signature

= Source code: VeraCrypt 1.23-Hotfix-2 Source zip (24.1 MB) (PGP Signature
> SHA256 Checksum: veracrypt-1.23-Hotfix-2-shad56sum txt (PGP Signature)

. E Mac OS X: VeraCrypt 1.23 dmpg (8.85 MB) (PGP Signature)
= OSXFUSE 2.5 or later must be installed.
A

« &% Linux: veracrypt-1.23-setup tar bz2 (147 MB) (PGP Signature)
 Linux Legacy 32-bit CPU with no SSE2: veracrypt-12. 1

tup tar.bz2 (7.01 MB) (PGP

. LrecBSD 11 (1386 & amd64): veracrypt-1.23-freebsd-: tar bz2 (14.9 MB) (PGP Signature’

. “Suwc: Code:

o VeraCrypt 1.23 Source (Windows Zip) (PGP Signature|
= VeraCrypt 1.23 Source (UNIX tar bzip2) (PGP Signature

= VeraCrvpt DCS EFI Bootloader 1.23 Source (PGP Signature

&3
+ 43 User Guide CHM: VeraCrypt 1.23 user Guide CHM (PGP Signature;

© Full it ofchanges: READE 1xt (PG Sgraure)
2. Telepitse a letoltott programot.

3. Inditsa el a feltelepitett programot Administratorként.
4. Klikklejen a,Create Volume” gombra, majd tanulmdanyozza a felkinalt lehet&ségeket.

“ VeraCrypt Volume Creation Wizard - X
VeraCrypt Volume Creation Wizard R _ »
® e olumes | System Favortes Tools Settings  Help Homepage
Create an encrypt: container
e vokame Sox Encrypton Agortm Type -
Creates a virtual encrypted disk within a fle. Recommended for N
nexpenenced users. -
Mare information i
S
(O Encrypt a non-system partition/drive =
Encrypts a non-system partition on any internal or external -
drive (e.g. a flash crive). Optionally, creates a hidden volume o
(O Encrypt partition or enti dri .
Enarypts the partition/drive where Windows is installed. Anyone i -
who wants to gain access and use the system, read and irite
files, etc., will need to enter the correct password each tme
before Windows boots. Optionally, creates a hidden system. e Propesties.
Vokame
VeraCrypt —
More information about svstem encryption AV —
S [ ever save istory Nokume Took.. SelctDeie...
o <o T e = -

5. Vdlassza a ,Create an encrypted file container” menilipontot, majd , Next”.

6. Tanulmanyozza a felkindlt lehetGségeket.

7. Vdlassza a ,Standard VeraCrypt volume” menipontot, majd , Next”.

8. Valasszon tetsz6leges nevet a container részére, és a pendriveon helyezze el.
9. Tanulmanyozza a felkinalt titkositasi algoritmusokat (leirasukkal egyutt).

10. Tanulmanyozza a felkinalt hash algoritmusokat.

11. Valassza ki az ,,AES” titkositdst, majd ,Next”.

12. Méretnek 1GB-t allitson be, majd , Next”.

13. Valasszon jelszot!

Volume Password

Passward: | |

o |
[Juse keyfiles

[ pisplay password
[Juse FIm

Keyfiles...

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to

guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~ =$* +
etc. We recommend choosing a password consisting of 20 or more

characters (the longer, the better). The maximum possible length is 64
characters,

VeraCrypt

Help < Back Next > Cancel
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14. Az egér mozgatasaval segitse a véletlenszamgeneralas folyamatat, majd ,,Format

Volume Format

\C

VeraCrypt

15. Figyelje meg a titkositas sebességét.
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Options

Filesystem |[FAT ~ Cluster Default ~ Dynamic

Random Pool: —/ /44 [, —+/ 44/ /-, ++4+—.—*/-* 4337 _[]
Header Key: #4848 5K KRR R KR KRN KEXEREXRLNRNK
Master Key: % %444 64 kA& kA Ak kA A A kA Ak

Abort
Done Speed Left
IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.
Randomness Collected From Mouse Movements

Help < Back Cancel

16. Talldzza ki a létrehozott Containert tartalmazé allomanyt, majd a ,,Mount” gomb segitségével

csatolja fel azt tetsz6leges meghajténak.

17. A ,Volume Properties...” gomb segitségével tanulmanyozza a meghaijto titkositasat.
18. ,,Dismount All” segitségével csatoljon le minden titkositott Containert.
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